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1 About C3
C3 (CogVis 3) is the completely redesigned analytic architecture of the CogVis GmbH.
Opposite  to  the  previous  versions  of  CogVis  analytics  C3  consists  of  a  central
management server that can manage one or many analytic nodes. Therefore, scaling to
the customers needs becomes very easy. Everything from the classical single server setup
to a fully distributed corporate architecture is possible. As we build heavily on modern web
architecture and multi platform performance, migration of channels from node to node as
well as scaling up is painless.
The  C3  System  consists  of  two  main  components,  the  management  Server  and  the
analytic node. The management server is a fully web based management interface usable
on any device using a modern web browser (IE11+, Chrome, Firefox). It is used to manage
the  analytic  nodes.  Please  visit  the  section  Server on  page  9 to  find  out  how  the
management server works. The analytic nodes and their channels will do all the necessary
analytics  work.  They  communicate  with  the  management  server  and  report  to  it  via
network messaging. Please visit  the section  Node on page  5 to get all  the necessary
information.

Image 1: The C3 architecture explained
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2 Node
The C3 analytics node is a standalone service that will  automatically manage channels
that are added by the C3 Management Server. Therefore, as a prerequisite for managing a
C3 Node a C3 Management Server has to be set up successfully (see chapter 3).

2.1 Before installing C3 Node

2.1.1 System Requirements

• OS (64 bit)

◦ Windows: 7, 8, 8.1, 2008 R2, 2012, 2012 R2

◦ Linux: Ubuntu 14.04 LTS

• Memory

◦ min. 2 GB RAM

• Harddisk

◦ min. 4 GB

• Network

◦ min. 100 Mbit network

2.1.2 Installation package contents

• Python 2.7 (if not already installed for all users)

• Microsoft Visual C++ 2010 Redistributable Package (x64) --> Windows only

• CogVis 3 Node Package

2.1.3 Network communication

The following network ports are used by the C3 node & server and should not be blocked
by a firewall:

• 44444 (webserver)

• 44441 - 44443 (server-plugin communication)

• 45551, 45553, 45555 (server-node communication)

2.2 Installation

2.2.1 Windows

First, right-click the installer file and select “Run as administrator” to grant administrator
rights to the installer.
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In  case  of  a  a  warning  dialog  from  “User  Account  Control”,  select  “Yes”  to  confirm
administrator rights to the CogVis installer.

After  the installer  has loaded (i.e.  checked its  integrity and unpacked the compressed
object) the (left), the welcome page of the Installer is displayed (right).

 Click Next > to continue. This will land you on the License Agreement page.
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Please, read our EULA carefully. After you agree to our EULA the installer will begin with
the installation.

Be patient, this can take some time …

If  the  installer  is  finished,  you  have  to  click  Finish  to  end  the  installation  process.  If
everything was successful you should see the CogVis Node icon in the Windows Taskbar.

If you see the black node icon within the C of CogVis you know the node service is running

(otherwise this will be gray  ). If you right or left click on the icon you can start
the node service, stop the node service or exit the node service manager.

If everything was successful visit the C3 Server Manager to manage the newly installed
node.

2.2.2 Linux

TBD
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3 Server
The CogVis 3 Server is a single-page web interface for the management of distributed
CogVis 3 Analytic Nodes.

3.1 Before you install

3.1.1  System Requirements

• OS (64 bit)

◦ Windows: 7, 8, 8.1, 2008 R2, 2012, 2012 R2

◦ Linux: Ubuntu 14.04 LTS

• Memory

◦ At least 2 GB RAM

• Harddisk

◦ At least 4 GB

• Network

◦ At least 100 Mbit network

3.1.2 What will be installed

• Python 2.7 (if not already installed for all users)

• Microsoft Visual C++ 2010 Redistributable Package (x64) --> Windows only

• PostgreSQL 9.x

• CogVis 3 Server Package

3.1.3 Network communication

The following network ports are used by the C3 node & server and should not be blocked
by a firewall:

• 44444 (webserver)

• 44441 - 44443 (server-plugin communication)

• 45551, 45553, 45555 (server-node communication)

3.2 Installation

3.2.1 Windows

First right click the installer file and select Run as administrator to grant administrator rights
to the installer.
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In case of a warning dialog displayed from User Account Control, select Yes to confirm the
administration rights to the CogVis installer.

After that the installer is loading (i.e. checking its integrity and unpacking the
compressed object). Once finished the Installer window is opened showing
the welcome page for the installation.  .

Click Next > to continue. This will take you to the License Agreement page.
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Please read our  EULA carefully.  Confirming your  consent  with I  Agree will
start the installation process.

Be patient, this can take some time …

After the CogVis Analytics Management Server has been installed to your computer, click
Finish  to  finalize the installation process.  If  the installation was successful  the CogVis
Server Manager icon is displayed in the Windows taskbar. 
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A black server icon within the red CogVis “C” indicates the server status as running, a gray
icon as  stopped, respectively.  The server service is accessed by clicking the icon and
allows to start or stop the server service, to show the application (which will open the web
UI in your default browser) or to exit the server service manager.

Clicking on Show Application will open your default browser. There is a good chance that
you will get an SSL error because of our self-signed certificate. Just tell the browser to
ignore the error and load the page anyway.

After that you should see the login screen of the CogVis Server web UI.

Enter the default credentials admin (username) and test  (password) and click the Log in
button.
Now you should be logged in successfully and can start configuring the server, adding
nodes to your system or changing the admin password.
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3.2.2 Linux

TBD

3.3 Licensing
The CogVis C3 installation comes with a 30-day trial period allowing for testing the system
extensively and with full functionality. After the trial period has expired a license has to be
acquired for  each channel  in  order  to  continue to  operate  them.  In  C3,  all  necessary
licensing is handled by the management server and it distributes the licenses to the nodes
automatically. Licenses are purchasable per channel and product and can be conferred.
This means, that licensed channels can run on any node and can also be migrated to
another node within the system. Furthermore, if a channel of a specific licensed product is
disabled, this released license can be used to run another channel of the same product.
Channels  without  active  license  are  automatically  disabled  by the  server  and  once  a
channel is disabled, it will not start again automatically, even if a license is available. 
To acquire a license, a license request (see below) has to be sent to either a trusted
CogVis  partner  or  directly  to  license@cogvis.at and  in  return  you  will  receive  a  valid
license for the requested product channel(s), which is to be uploaded to the management
server.  In case of any problems occurring during the licensing process, please do not
hesitate to contact our support (support@cogvis.at). 

3.3.1 The licensing page

The license page is accessible through the menu item Help → License.  

This  will  open the  licensing  page showing an overview about  your  system's  licensing
status: The number of  configured and/or licensed channels are displayed as well  as –
during the trial period – the date until it is valid. 

CogVis Software & Consulting GmbH www.cogvis.at Page 13 of 46

http://www.cogvis.at/
mailto:support@cogvis.at
mailto:license@cogvis.at


Note: As mentioned above, the trial-version of CogVis C3 comes with full functionality. This
includes also an unlimited number of configurable channels within these 30 days number.
Therefore, the test-system can be set up, modified and tested for any scenario or of any
dimension for this limited time period. 

3.3.2 Download license request

The first step in licensing is to generate and download a license request: 
Click the  button  on  the  bottom  left  at  the  licensing  page  and  a  list
containing  all  products  with  a license-selector  will  be displayed.  Select  the  number of
licenses (channels) you would like to purchase of each product by either using the + and –
buttons  to  increase  or  decrease  the  number  of  licenses  of  a  specific  product  or  by
overwriting  the  displayed  number  of  licenses  with  the  desired  number  of  licenses  to
purchase in the text field. 

After  you  have  finished  selecting  the  licenses  you  want  to  purchase,  click  Generate
Request to generate a license request package and click the additionally displayed button 

to download the ZIP-file. This file is to be sent (as it is) to either your
preferred CogVis reseller or to license@cogvis.at to obtain the requested licenses. 
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3.3.3 Upload license file

If the request was successful, you will have received a valid license file from CogVis or
your CogVis reseller and are ready for the second and final step in licensing the channels: 
Uploading the received file. Click the button  and select the license file from
the directory you downloaded it to.

Note: Please update the ZIP file as it is, i.e. do not unpack it before uploading. 

If the upload was successful the following message is displayed: 

Furthermore, the license page is updated according to the newly acquired licenses. An
example for a successful licensed server could look as in the picture below:

In case there are products acquired with a temporally limited license period, the expiration
date will be displayed in the rightmost column and the line of the product in the product
overview table. Licenses without expiration are symbolized with an infinity (∞) sign. 
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3.4 Node Management

3.4.1 Node Overview

The node overview is one of the central views within the C3 server interface. Here the
main configuration tasks of the nodes can be done: detect, add, delete, enable and disable
nodes or add channels. For each node the node overview shows its name, the node IP-
address and its current health status. It includes the CPU and RAM load in real-time as
well as the number of channels currently running, disabled or stopped per node. The node
overview  supports  two  different  views:  the list  view and  the grid  view. The following
screenshots  show these  two  different  views  and  describe  the  different  elements  and
control options to configure the nodes. 

3.4.1.1 List view

3.4.1.2 Grid View

3.4.2 Automatic node detection

 C3 server  supports  automatic  node detection  for  nodes within  the  same network.  To
automatically detect nodes click the option dropdown within the node overwiew and select
the Detect nodes option. 
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A modal window will open to lead through the automatic node detection process.

To start the detection press Start detection. The detection takes a few seconds. If nodes
within the network are found by the server were found within the network of the server will
are listed in the modal window. Nodes, that are already managed by another server are
listed as well, but cannot be selected to be added to the server.

You can now select the required nodes you want to add to the management server by
checking the box left of the respective node name and clicking Add nodes. After that, you
then newly added nodes are also listed in the the node overview.
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3.4.3 Adding a node manually / Node options

In case a node is not detected automatically or if it is not within the same network (e. g. :
NAT, DynDNS) you can also add it manually. For that, select  Add node from the options
dropdown within the node overview.

In the  Add node view select an arbitrary name for the node to be added and specify its
network address and port  (default  port  for  node communication: 45555).  You can also
select if the node should be enabled (default) or disabled after adding.

Example for a valid configuration:

By clicking  Save, the  node is added to the node overview. To modify the values for an
existing node access the node options either by clicking the options button of the node (on
the right) from within the  Node Overview  or by selecting  Configuration  from the  options
menu within the node view.

Examples:

• Options button on the right of the node in the Node Overview:

• Select Configuration from within the options menu in the channels view of the node:
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3.4.4 Enable/Disable/Delete a node

You can enable, disable or delete nodes. Disabling a node results in all its channels being
disabled  as  well  and  in  showing  the  “disabled”  status  in  the  Node  Overview.  As  a
consequence, the disabled node will not send any health-data. Deleting node will remove it
from the system. You can modify the status of a node by selecting the respective node
within the Node Overview and Enable/Disable/Delete. You can also select multiple nodes
to modify their statuses in one go.

3.4.5 The channel view

The channel view shows all channels assigned to a specific node and supports a list view
and  a  grid  view.  Health-information,  such  as  CPU and  RAM usages,  as  well  as  the
channel-status (running, starting, stopped) is displayed for each channel. From within this
view it is possible to add or delete channels as well as to enable, disable or configure the
node. In addition, channels can be migrated to other nodes from here.

3.4.5.1 The list view

3.4.5.2 The grid view
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3.4.6 Add a channel

You can add a channel in the node overview as well as in the channel view within a node.
For both views, use the  option  drop-down and select the requested product channel by
clicking on it.

Examples: 
from the channel view

or from the node view

You then will be forwarded to the Channel configuration displayed in a modal window.

3.4.7 Enable/Disable/Delete a channel

Channels can be enabled, disabled or deleted. Disabling a channels stops it permanently
and as a consequence it will also not send any health data anymore. Disabled channels
can be spotted easily by their  disabled  status  within  the channel  overview. Deleting a
channel will remove it from the system. You can enable, disable or delete a channel by
selecting  it  from  within  the  channel  view and  selecting  Enable,  Disable or  Delete,
respectively. You can also select multiple channels to enable, disable or delete them in one
go using the check-boxes at the left of each channel.
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3.4.8 Migrate channels

Channels  can  also  be  migrated  from  one  node  to  another  by  selecting  the  desired
channel(s) and clicking Migrate to... in the select drop-down menu.

In the now displayed modal window select the desired destination node for the channel(s)
to be migrated to using the drop-down.

The channels will be stopped at the current node, migrated to the destination node and
restarted there.

3.4.9 Restart channel(s)

You can restart a single channel by clicking the  restart icons within the channel grid/list
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overview.

Examples: 
Restart using the grid overview

Restart using the list overview

To restart multiple channels select them in the channel view of the node, in either list or
grid view, and choose the Restart option from the Select menu.

3.5 Cameras
If you don't use a VMS as a video source, cameras are the alternative prerequisite for
creating  channels.  This  section  describes  how  to  detect  CCTV-cameras  within  your
network and how to edit them. If a camera cannot be detected automatically via ONVIF it
is further explained how to add it manually.

3.5.1 Camera overview

The  Camera  page  supports two views, grid or list view, which can be toggled using the

 buttons. The grid view shows the cameras including their corresponding snapshots,
which is great if you want to determine which camera faces where. On the other hand if
you want a neat overview of all installed cameras and especially there is a larger number
of them the list view might be the preferable choice. However, for both views, a click on the
camera name will open the Edit Camera view.
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3.5.1.1 List View

3.5.1.2 Grid View

3.5.2 Automatic camera detection

C3 server supports an automatic camera detection. To execute it select  Detect cameras
from the Options button. In the separately opened view click Start detection to make the
server automatically find cameras connected in your network.

After the C3 server has finished searching the network for cameras, the detected cameras
are listed in the window. 
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Cameras which have already been added to your system show with the IP address in gray

instead of black and an added symbol next to it:  .

To add one or more of the detected cameras to the system select the desired cameras
using the check-boxes and press the Add cameras button.

3.5.3 Add / Edit cameras

• To add a camera manually select Add camera from the Option drop-down. 

• To edit a camera select the respective camera by clicking its camera name from

either the list or grid view. 
For both tasks this will open the add/edit view for cameras. 
If  a camera has been auto-detected or  to  edit  an already added camera,  this view is
already filled with the required parameters. 
To add a camera manually all the required fields have to been filled. Furthermore, stream
profiles have to be added in order to specify how to retrieve videos or snapshots from the
camera. 
Example for a completed camera view: 
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3.5.3.1 Stream profiles

To add or edit stream profiles use the Options button in the Stream Profiles section of the
camera  add/edit view. Here, details referring to the stream URL as well as to the video
snapshot URL information for still images of the camera view can be specified or edited. 

Example for the Stream Profiles view:
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3.6 Interfaces
Interfaces  are  used  for  the  communication  with  external  systems,  such  as  video
management systems (VMS) or SMTP servers. All external interfaces are managed using
the Interfaces view.
To add a new interface, select the type of interface to be selected from the Option drop-
down.

3.6.1 Milestone VMS

Using  the  Milestone  VMS interface,  alerts  can  directly  be  forwarded  to  the  Milestone
system and camera streams can directly be retrieved from the Milestone image server. For
image retrieval at least Milestone Express is needed. To add a Milestone Server to the
system choose the Milestone VMS option in the options menu within the interface view.
You can add as many Milestone Servers as you like.

In the empty Milestone interface mask fill in the information about the server. The following
parameters are required for the Milestone interface:

• Name

Assign a name for your Milestone interface to identify it later on. 

• Host / Port

Host network address and port on which the Milestone image server is listening.
The default Milestone image server port is 80. 

• Authentication

There are two authentication options: Basic and Windows authentication. Modern
Milestone systems will, though, only support Windows authentication. Note: If you
use Windows authentication please make sure that the Windows user exists on the
Milestone server machine and that it has at least viewing rights within the Milestone
System. 

• Username

Enter the username with which you want to log on to the Milestone system. If you

CogVis Software & Consulting GmbH www.cogvis.at Page 26 of 46

http://www.cogvis.at/


use Windows authentication, don't forget to add the domain name followed by a
backslash preceeding the username (see example below). 

• Password

Enter the password for the user here. 

• Analytics Events Port

In this field the Analytics Event Port of the Milestone system has to be specified.
Milestone default for the analytic function is port 9090. 
Note:  Don't  forget  to  enable  the  analytics  function  in  Milestone  in  order  to
successfully forward events.

If  you have entered all  the data correctly you can test the connection to the Milestone
server. If the test is successful a notification in the browser window similar to this one is
displayed:

To complete a successful  Milestone interface configuration don't  forget  to  save before
exiting.

3.6.2 SMTP Server

To send events via email at least one SMTP server has to be added to the C3 system:
Select  SMTP server  from the Option menu in the Interfaces view. You can add as many
SMTP servers as you like.

This opens the SMTP server view holding a form to be filled with all necessary parameters
specifying a SMTP connection. As these parameters vary for each service provider please
contact your IT administrator or email service provider for the parameters for your specific
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SMTP. Following is a list of all possible options available within this view and an example
configuration:

• Name

Assign a name to your SMTP server configuration to identify it later on with. 

• Host / Port

Insert the SMTP server hostname or IP address and the port on which it is listening.

• Connection Security

Select the used connection security protocol needed to connect to the SMTP server.
If no connection security is required choose None. 

• None 

• SSL/TLS 

• StartTLS 

• Use Authentication

If the SMTP server requires authentication select Yes, otherwise No. For the former,
in addition, the authentication username and password has to be inserted. 

• Default sender

Insert here the reply-to address to be used for the email events. Please make sure
the email address given here is supported by your email provider. Otherwise the
emails could be blocked or classified as spam. 

Once you have filled the mask with all necessary information you can send a test email to
a recipient of your choice to test the SMTP functionality. To do this click the Test  button.
Enter the recipient email address for the test email in the dialog box and click Send email. 

A successful test results in a notification such as the following:
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Furthermore  you  receive  an  email  to  the  address  you  entered  before.  To  finish  the
configuration of the SMTP server correctly, please don't forget do save upon exit.

3.6.3 Modbus Server

Unfortunately,  in  the  current  version  the  Modbus  Server  functionality  has  not  been
supported.

3.7 Channel configuration

3.7.1 Overview and general settings

In the Edit Channel overview holds the general channel settings as well as links to product
specific settings: 
Save, delete or reset a channel by selecting the respective action option from the  Save
drop-down menu. Resetting a channel will revert it to the previous configuration. 
Assign a channel name to identify the it later on by it and a node on which the channel
should be executed. Changing the node will migrate the channel automatically on save to
the  selected node.  With  the  Enabled Yes/No option the status  of  the channel  can be
toggled between enabled or disabled. 
The lower sections of this view hold the product specific settings. Clicking them will open
respective configuration modals, which are explained in the following sections. 

3.7.2 Stream Source

The stream source defines from where the analytic channel should get the video data for
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its  analysis.  Here you will  find all  possible  options explained,  followed by an example
configuration for each source type.

3.7.2.1 Source Type

The source type defines the type of source the images are retrieved from for the analytics.
Depending on the source type the following options can vary on select.  The following
source types are currently available:

• IP Camera 

• Milestone 

• SeeTec Plugin 

The following subsections provide detailed  descriptions  for  the options of  the different
source types.

3.7.2.1.1 IP Camera

When selecting the IP Camera option a videostream directly received from the camera is
used as video source. Select the desired camera from the Camera drop-down, which lists
all  cameras added to the system (see C3 Server Cameras for more details about adding
cameras to the system). The stream profile of the selected camera can be selected either
by picking it from the Profile drop-down or by using the arrow navigators within the stream
preview on the right hand-side of the stream source modal window.

3.7.2.1.2 Milestone

Choosing the Milestone option you can select the desired Milestone server from the drop
Server drop-down list holding all Milestone servers added to the system (see Interfaces for
more information on how to add a Milestone VMS server to the system). You can then
select the desired camera from all available cameras on the Milestone server using either
the  Camera drop-down or using the arrow navigators within the stream preview on the
right hand-side of the stream source modal.

3.7.2.2 Resolution

Using the  Resolution drop-down the video resolution for the analysis for the respective
channel is set. The higher the resolution, the higher will be the CPU load of the particular
channel.  Is  the resolution different compared to the resolution provided by the original
stream of the camera or interface, the analysis automatically scales the input stream to the
selected resolution. However, the necessary scaling also leads to higher CPU loads for the
particular channel.

3.7.2.3 Min./Max. Frame Rate

The  with  fields  Min./Max.  Frame  Rate  allow  for  the  definition  of  the  minimum  and
maximum frame rates delivered by the stream. If  the frame rate decreases below the
minimum frame rate or delivers a higher frame rate than the maximum frame rate set, the
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channel writes a warning to the system log. Additionally,  if  the maximum frame rate is
exceeded the analytics will force a fallback to the Fallback Frame Rate (see below). The
default values for minimum/maximum frame rate are set to 8(min)/30(max) and it is the
recommended setting for most systems.

3.7.2.4 Fallback Frame Rate

In case the maximum frame rate is exceeded, the analytics will set the frame rate back to
the one specified in the Fallback Frame Rate parameter. This value should be set to the
frame rate the stream is set do deliver.

3.7.2.4.1 force

Sometimes  the  system  may  not  be  able  to  determine  the  frame  rate  of  a  stream
automatically or the frame rate sent by the stream is not correct. The force option forces
the system to use only the  fallback frame rate. For most systems it is recommended to
disable the force option.
Example configurations
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3.7.2.5 Region of Interest

The  Region of Interest button opens a modal window for the definition of the so-called
region of interest (ROI) of the channel. The ROI specifies the regions of a scene to be
included in the analytics. The remaining areas in the scene are ignored by the analytics,
respectively. Therefore, please be careful to include everything in the ROI which is to be
considered by the analytics. 
The ROI can is defined by adding one or multiple complex shapes and/or simple rectangle
shapes. Alternatively, (as a default) the whole scene is set as the ROI. ROIs don't need to
be overlapping. The following screenshots present possible options and interactions within
the modal view.
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3.7.3 Alerts

Alerts handle the communication of the channel with external sources. Multiple alerts per
channel can be added. In case of an event triggered by the channel all configured enabled
alerts  will  be  raised.  Furthermore,  timeout  between  alerts  can  be  set.  The  following
subsections describes all possible alert options and their settings.

3.7.3.1 E-Mail

Send an email on alert. This option requires a valid SMTP configuration as a prerequisite
to send emails (see Interfaces). As recipients either users from the system can be chosen
or  custom  email  addresses  can  be  added.  Users  must  have  a  valid  e-mail  address
configured to receive e-mail alerts. Additionally, the language of the e-mail as well as the
e-mail  sender  can  be  selected  (default:  SMTP server  settings).  Here  is  an  example
configuration:
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3.7.3.2 Milestone

Send alerts to the Milestone Analytic  interface. This  requires as a prerequisite a valid
Milestone server configuration (see Interfaces). Select the appropriate server to send the
alerts to and specify the resolution the analyzed stream has within the Milestone System.
The Camera GUID or IP address has to be set manually only if the channel does not use
Milestone as a stream source.

3.7.3.3 TCP Trigger/Message

Send alerts via TCP message or trigger. Define the host and port of the TCP receiver and
add the message to be sent. If no message is defined for the alert, the TCP trigger will only
open and close the defined port.

3.7.3.4 HTTP Commands

Send sequential HTTP commands to a receiver (e. g. Network I/O). Define the host and
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port of the HTTP interface and add a username and password in case an authentication is
required. Define one or more commands to be sent to the receiver in sequential order and
set the timeout in seconds between commands.

3.7.4 anonymvis

Surveilling security-critical areas while still protecting privacy - anonymvis makes it possible
by offering consistent  and reliable  privacy protection for persons,  vehicles, and critical

areas under surveillance. anonymvis is your choice to protect privacy in public areas and
facilities,  in  semi-public  zones  in  companies  or  in  locations  where  conventional  video
surveillance is prohibited. 
The video analytics core detecs motion and pixilates moving persons, vehicles and objects
in outdoor- or indoor environments. It automatically pixilates these areas in real-time using
a selected window-size defining the dimensions of the resulting color-homogeneous areas.
In addition, users can define static areas,  which are permanently scrambled using the
same window-size settings and based on drawing polygons. During the anonymization
process, the scrambled areas are destroyed irreversibly, so that a reconstruction of the
original data from the pixilated video is impossible. Access to the original video data is only
possible, if the video had been recorded previously using a video management system

and  by  following  the  two-person  rule.  Hence,  anonymvis allows  for  the  detection  of
security-critical events at a glance from the anonymized video while consistently protecting
privacy. 

This section contains all anonymvis -specific settings and views for its configuration.
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3.7.4.1 Scrambling

The Scrambling modal window holds all anonymvis specific configuration parameters. 

• Static Scrambling: 

In  addition  to  motion-based  scrambling, anonymvis also  supports  a  permanent
scrambling of user-defined areas in the video image. These areas can be defined
by drawing (multiple, also non-connecting or overlapping) polygons in the camera
still / live-video view. 

• Motion Detection: 

Select the motion detector here to be used for the anonymization. For details on the
supported  motion  detectors  and  each  of  their  applications,  advantages  and
disadvantages, please refer to the Motion Detector section below. 

• Window Size:  

The Window Size specifies the dimensions of grid, in which the areas are divided
for the scrambling. For example, 16x16 means that the area to be scrambled is
divided into small windows of 16 pixels width and 16 pixels height each. For these
areas the respective average color value is calculated and the color of all pixels
within  it  is  replaced  by  the  average  color.  As  a  consequence,  the  smaller  the
window size is, the more and finer details are recognizable and, respectively, the

bigger the window size is, the coarser the scrambled areas will appear.  
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3.7.4.2 Encoder Settings

Resolution: resolution of the scrambled stream 
Bitrate: bitrate of the scrambled stream. The higher the bitrate is set, the better will the
quality be at high network performance.
Framerate: Number of images per second of the scrambled stream. The value set here
should be the same as the image rate of the original stream.
GOP Size: Specifies the interval of key images. This setting should be set to 1 per default.
The maximum possible value is the image rate of the stream.
Port: Defines at which port the scrambled stream should be available. This results then in
a stream URL structured as rtsp://{IP}:{PORT}/{Name of the Stream}
Name: name assigned to the stream. This parameter is used for the stream name (see
example  in  “Port”),  therefore  changing  the  stream name will  also  result  in  a  different
stream URL.  
Username:  username  for  stream  authentication;  leave  empty  to  disable  user
authentication 
Password: password for stream authenticaion; leave empty to disable user authentication

3.7.5 Motion Detectors

Some products use motion detectors for the video analysis. It is important to customize the
motion detector parameters with respect to the current scene of the channel to optimize
the  analytics  performance.  The  next  subsections  goes  through  all  motion  detectors
implemented in CogVis C3 and explains their settings. 
The motion detector modal looks the same for every product channel using it. All motion
detectors come with  a  direct  play  option to  directly compare the input  images for  the
motion detector with its raw output images. To start  direct play the channel has to be
running.  Everything  that  is  shown  white  in  the  motion  detector  direct  play  window is
foreground.
Also  every  motion  detector  are  equipped  with  the  same  post-processing  options  for
erosion (makes objects thinner, i.e. removes pixels from the blob boundaries and small
noise speckles) and dilation (thickens objects, i.e. adds pixels to blob boundaries). If you
use erosion and dilation at the same time this will result in an opening (erosion followed by
dilation) which will make your motion image have less speckles (lots of small dots in the
image) while preserving big blobs. While these two options can be very handy if you have
a bad motion image they can also seriously affect the effectiveness of the analysis. So use
this option with caution and only if you know what you are doing.

3.7.5.1 Groove

The Groove motion detector (MD) is a sample-based motion detector using samples and
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randomization to  determine if  a  pixel  belongs to background or foreground.  It  is  high-
performing and currently the standard motion detector used by CogVis. 
Parameters for Groove MD:

• Threshold

The Threshold determines how severe a change in contrast or color has to in order
to be classified as foreground compared to the current background. The lower this
option the more motion visible within the image. For scenes with low contrast, the
value should be very low (< 20). For indoor scenes with very good contrast and
light, higher values (> 20) may be set. You can change the threshold for both color
and gray-value separately,  but  it  is  not recommended unless you are an image
processing expert user. 

• Number of Samples

Defines the number of samples a pixel should use to compare itself to its neighbors.
Note: Changing this option might have significant impact to the MD performance
and for most scenarios the default value should be the optimum. 

• Min. Background Samples

Specifies  the  number  of  samples  minimally  used  for  the  background.
Note: Changing this option might have significant impact to the MD performance
and for most scenarios the default value should be the optimum.

• Replace Chance

This option determines how soon a single pixel should be taken as background. The
higher this option (100 is max, 0 is min) the longer it  will  take for a still  object
classified as foreground to be classified as background again. The lower this value,
the faster the motion detector will adapt to changing conditions within the image, but
the shorter an object will appear as foreground.
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3.7.5.2 Mixture of Gaussians

The Mixture of Gaussians motion detector (MD) uses a Gaussian Mixture Model to model
foreground and background for every pixel. It is not as high-performing and controllable as
the  Groove MD  but  performs  very  well  in  outdoor  perimeter  setups  with  changing
conditions. It was used before Groove was introduced. 
Options for the Mixture of Gaussians MD:

• Frame History Size

Specifies for the motion detector how long it should keep pixel values in the history
for model generation. The higher this value, the more influences of the environment
(changing backgrounds) can be accounted for, but the longer it will take to build the
background model itself. Normally 1000-3000 frames are sufficient to build a good
model. 

• Max. Gaussian Mixtures

This option defines the maximum number of Gaussian Mixtures to be used. The
more  mixtures  possible,  the  more  environmental  change  can  be  modeled.  For
standard scenarios the value will be around 5-7. 

• Variance Threshold

The Variance Threshold influences how prone the motion detector be should be to
changes. The lower this value, the more motion will appear within the motion image.
For low contrast scenarios a value below 20 can improve the motion detection. For
indoor scenarios this value can be above 20. 

• Detect Shadows
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This value toggles between whether  the motion detector  should try to  eliminate
shadows and highlights  from the  motion  image or  not.  Note,  that  enabling  this
option will result in a more fragmented motion image. Use this option with caution.

3.8 Event Log
The event log aggregates and shows all events triggered by C3 analytics. You can sort the
events ascending or descending by clicking on

• timestamp, 

• channel, 

• rule and 

• zone. 

The toggle image button will show/hide the alert image.
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3.8.1 Filter

When clicking on the  button in the event log view the filter modal will open.

You can filter by

• Date Range 

• Rule 

• Channel 

You can also define the maximum amount of records. The Date Range filter has multiple
presets and a Custom option.

When using the Custom option within  Date Range filter option you will be able to define
the start and end date for the filter manually.

Filtered results will only remain static as long as the auto refresh is disabled. When auto
refresh is enabled new events will be added to the filtered view regardless if they fit the
filter or not.
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3.9 System Log
The system log shows all aggregated logs from the server, nodes and channels within the
system.  You  can sort  the  logs ascending or  descending by clicking  on  Timestamp or
Source.

3.9.1 Filter

When clicking on the  button in the system log view the filter modal will open.

You can filter by

• Date Range 

• Log Level 

• Source 

• Node 

• Channel 

You can also define the maximum amount of records. The Date Range filter has multiple
presets and a Custom option.
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When using the Custom option within Date Range filter option you will be able to define
the start and end date for the filter manually.

Filtered results will only remain static as long as the auto refresh is disabled. When auto
refresh is enabled new logs will be added to the filtered view regardless if they fit the filter
or not.
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3.10 User management
CogVis C3 supports comprehensive user management including user groups to assign
different  levels  of  rights  to  different  users.  When  entering  the  User  and  Group
Management page you can toggle between the user view and the group view. The basic
operations for the user or group are:

• Add a user or group 

• Delete a user or group 

• Enable or disable a user or group 

• Switch between user and group view 

3.10.1 The User view

By clicking a username of a certain user or by clicking the Add user button you will enter
the Edit User mode for the user. You can create a new user or edit an existing user here.
Permissions for the user are inherited by the user group the user is a member of. The
Permissions drop-down will lists the current permissions of the user. You can also delete a
user or reset to its previous configuration by selecting the options in the sub menu of the
Save button.
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3.10.2 The Group view

By clicking the name of a group or by adding a group using the  Add Group button you
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enter the group edit view. Users can be added to groups here and group permissions can
be edited.  For  faster  permission editing permissions can also be copied from another
group. By using the submenu of the Save button you can also select to delete the group or
reset it to its previously saved settings.
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