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DNA Fusion™ is a trademark of acre Security, LLC.

The DNA Fusion™ Access Control and Security Management System uses equipment that
generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with this installation manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area may cause harmful
interference. In which case the user will be required to correct the interference at the user’s
expense.

The DNA Fusion™ Access Control and Security Management System shall be installed in
accordance with this installation manual and in accordance with the National Electric Code (N.E.C),
ANSI and NFPA 70 Regulations and recommendations.

This manual is proprietary information of acre Security, LLC.

Unauthorized reproduction or distribution of this manual is strictly forbidden without the written
consent of acre Security, LLC.

The information contained within this manual is for informational purposes only and is subject to
change at any time without notice.

acre Security, LLC. assumes no responsibility for incorrect or outdated information that may be
contained in this publication.

This manual has been written for DNA Fusion™ version 8.x or higher

Print Date: April 25, 2024
Manual Number: MACMPI v8.1

©Copyright 2024 acre Security, LLC. All rights reserved.
Warranty

All acre Security products are warranted against defect in materials and workmanship for one
year from the date of shipment. acre Security will repair or replace products that prove defective
and are returned to acre Security within the warranty period with shipping prepaid. The warranty
of acre Security products shall not apply to defects resulting from misuse, accident, alteration,
neglect, improper installation, unauthorized repair, or acts of God. acre Security shall have the
right of final determination as to the existence and cause of the defect. No other warranty,
written or oral is expressed or implied.




acre Security, LLC Software License Agreement and Warranty

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY ACRE SECURITY, LLC TO CUSTOMERS
FOR THEIR NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: acre Security shall mean acre Security, LLC, which has the legal right to license
the computer application known as DNA Fusion™ herein known as the Software. Documentation
shall mean all printed material included with the Software. Licensee shall mean the end user of
this acre Security Software. This Software Package consists of copyrighted computer software and
copyrighted user reference manual(s).

LICENSE: acre Security, LLC grants the licensee a limited, non-exclusive license (i) to load a
copy of the Software into the memory of a single (one) computer as necessary to use the
Program, and (ii) to make one (1) backup or archival copy of the Software for use with
the same computer. The archival copy and original copy of the Software are subject to the
restrictions in this Agreement and both must be destroyed or returned to acre Security if
your continued possession or use of the original copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or
distribute the original copy or archival copy of the Software or the Documentation. Licensee
agrees not to translate, modify, disassemble, decompile, reverse engineer, or create derivative
works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any
provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end
user customer. By installation and acceptance of the software package, the end user customer
and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: acre Security warrants that it has the sole right to license the Software to
licensee. acre Security further warrants that the media on which the Software is furnished will be
free from defects in materials and workmanship under normal use for a period of ninety (90) days
following the delivery of the Software to the licensee. acre Security’ entire liability and your
exclusive remedy shall be the replacement of the Software if the media on which the Software is
furnished proves to be defective. This warranty is void if the media defect has resulted
from accident, abuse, or misapplication. acre Security does not warrant that the Software will
meet the end user customer requirements or that operation of the Software will be uninterrupted
or that the Software will be error-free.

THE ABOVE WARRANTIES ARE THE ONLY WARRANTIES OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY
PARTICULAR PURPOSE. NEITHER acre Security, NOR ITS VENDORS SHALL BE LIABLE FOR
ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS, NOR FOR
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE.

IN NO CASE SHALL acre Security’ LIABILITY EXCEED THE PURCHASE PRICE OF THE SOFTWARE.
The disclaimers and limitations set forth above will apply regardless of whether you accept the
Software.

TERMINATION: acre Security may terminate this license at any time if licensee is in breach of
any of its terms or conditions. Upon termination, licensee will immediately destroy the Software
or return all copies of the Software to acre Security, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including
patent and copyright laws. This Agreement will govern any upgrades, if any, to the program that
the licensee receives and contains the entire understanding between the parties and supersedes
any proposal or prior agreement regarding the subject matter hereof.
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|ntroduction
e

In This Chapter

' Chapter Overview

This section is designed to introduce you to DNA Fusion™ and the XProtect ACM integration.

How THis SEcTION 1s ORGANIZED

This section contains information on the DNA installation and configuration of hardware:
Chapter 1, “Introduction,” gives an overview of the integration.

Chapter 2, “Integration and Installation,” covers the XProtect installation including both the XProtect and
the acre Security pieces as well as the configuration and integration steps.

Chapter 3, “Configuring,” provides information on configuring the XProtect Access Control Module (ACM).
This chapter will provide information on setting up the door and camera view in the XProtect Smart Client

Icons AND CoNVENTIONS Usep IN THis MANUAL

This manual uses the following icons to help you find useful or important information easily:

This icon highlights time-saving hints, helpful shortcuts, and advice that you’ll find especially
helpful.

accessible portion of your gray matter.

If something you’'re doing could damage the system, end up costing big bucks, lock you out
of the system, or otherwise bring an end to civilization as we know it, you'll find it highlighted

@ This icon marks information that is important enough for you to keep it filed in an easily
® with the icon.

In addition to these icons, this manual uses several other conventions that make the instructions easy to
understand:

A Special Font: Text that look like this indicates a menu item, toolbar selection, button, or a message from
the system.

Boldface: Boldface text, which usually appears in numbered steps, tells you about specific actions that you
should take.

DNA Fusion XProtect Integration Manual Page 1



Introduction

DNA Fusion /7 XProtect ACM Integration Overview

acre Security DNA Fusion™ seamlessly integrates with XProtect Access Control Module providing operators
the ability to view alarms and events from within the XProtect® Smart Client as well as control doors
within the system. The integration is supported in XProtect Enterprise and XProtect Corporate video
management software.

The XProtect ACM plug-in uses the acre Security API application to deliver access control events into the
XProtect Smart Client. This integration provides the following features:

e Ability to view associated cameras with door events

e Report on access events with associated video

e Monitor access events and alarms from the XProtect Smart Client
e Integration of mapping

e Cardholder event information as well as photo recall

Once installed and configured, the XProtect Smart Client provides an interface to the DNA Fusion access
control system.

DNA Fusion XProtect Integration Manual Page 2
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XProtect (Milestone)
ACM Integration

In This Manual

v Flex API Installation & XProtect ACM API Key
4 Installing and Configuring the XProtect ACM Software
v Install and Configuring the XProtect Solution

The DNA Fusion integration with the XProtect ACM solution uses the Fusion Flex API. This allows the
XProtect ACM plug-in to deliver access control events into the XProtect Smart Client while permitting
XProtect Smart Client users to easily control access control modules (doors, gates, elevators, etc.).

The acre Security XProtect ACM enables live monitoring of access control events, photo recall of cardholders,
ability to view live video linked to events from the DNA Fusion access control system, playback of
video associated with access control events and centralized door state overview as well as door control.

Dedicated functions in XProtect Smart Client enables users to effectively monitor access events, manually
control doors and conduct investigations on specific access points or cardholders.

The Flex APl XProtect Plug-in will need to be installed on the workstation that the XProtect Event Server
Service is running.

There are a few configuration items that will need to be setup in order to communicate with the XProtect
application.

This includes the following:

e Install Flex API
O For more information, see the Flex APl manual.
e Acquire the XProtect ACM Flex API Key (See page 2-4)
e Install the FlexAPIl XProtect Plug-in
O Requires the correct license (XProtect ACM)
e Configure the Integration
Installation Requirements
e DNA Fusion 6.0 or higher
o Flex API
e XProtect Corporate
e Windows 7 or higher

There are a number of required items that may need to be noted before starting the installation process.

e Flex API Key
e Host Computer URL

DNA Fusion XProtect Integration Manual Page 3



DNA Fusion / XProtect Integration

Install Flex API

The Flex API application will need to be installed on the workstation prior to installing the XProtect ACM
plug-in.
The Flex APl must be installed on the DNA Fusion server running the DNAdrvr32 service.

1.

Double click the Flex API Install icon to begin the installation.
The Welcome screen will appear.

Click the Next button to continue.

The Select Destination window appears.

Click Next to accept the default Destination Location or click the Browse button to select a different
location.

The default location for a 32-bit environment is C: Program Files\Flex APl and C:\Program Files (x86)\Flex
API for 64-bit environments.

The Startup Credentials screen appears.
If needed, select This account, enter the Service Account information in the fields and click Next.
Or

If the DNAdrvr32 service is already running under a named account, the information will be
prepopulated.

The Flex API requires a service account to run the application; this account will need to be a local
machine Administrative in order to operate.

acre Security recommends using the same account the DNA Fusion driver utilizes. The Flex APl uses
the same COM objects, database connections and file permissions as the DNA Fusion driver (dnadrvr32).

The Start Menu Folder screen appears.

Click Next to accept the default Start Menu location or click the Browse button to select a different
folder.

The installation will attempt to place the Flex APl in the same location as the DNA Fusion shortcut.
The Ready to Install screen appears.

Click the Install button to start the installation process.

Installation will begin.

If the DNAdrvr32 service is running, it will be stopped and a dialog will appear. Click the Next button
to continue.

When installation is complete a dialog box will appear, press Finish to complete the set up.

The Flex API installation is complete.

DNA Fusion XProtect Integration Manual Page 4



DNA Fusion / XProtect Integration

Flex API Key
This key will be used during the XProtect ACM Plug-In Configuration.
XProtect ACM Only
For XProtect ACM only integrations, use the following APl Key:

RKFQSUtFAAJQAAAAQGVQOeKhSJeWL7Xy35SnPDTXKhaxRGWmMRTZhITsmzNfgSwxyUmkWq6DK90u+IndXB
Lmtr+RGZd7MdPOE1XE7yn9P3VINfBHC1leh79sheYqE=
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DNA Fusion / XProtect Integration

Installing the XProtect ACM Plug-In
The acre Security XProtect ACM Plug-In must be installed on the workstation that is running the XProtect
Event Server.

1. Run the FlexAPI XProtect Plugin Install page.
The EasyLobby Welcome screen appears.

2. Click the Next button.
The Ready to Install dialog opens.

3. Click the Next button to start the installation.
The Setup Completed screen appears.

4. Click the Finish button.
The installation is done.

The XProtect Event Server Service must be restarted after the XProtect ACM Plug-In is
' installed. If the service is not restarted, an error message will appear. The XProtect Event
@ Server Service can be restarted from the Services Application on the machine hosting the
application services.

DNA Fusion XProtect Integration Manual Page 6



DNA Fusion / XProtect Integration

Configuring the Flex Plug-In

Once the FlexAPI Plug-In has been installed and the service restarted, DNA Fusion will need to be
configured within the XProtect Management Client.

1. Open the XProtect Management Client.

< Milestone XProtect Management Client 2023 R3

File View Action Maintenance Tools Help

[ Server:

-G Rules and Events Welcome to the Milestone XProtect Management Client. This is your feature-rich client for config and day-to-d of your system.
"T)'@ Seciiy Select any of the nodes in the left hand side - Basics, Servers, Devices, Client, Rules and Events, Security, System Dashboard, Server Logs, Metadata Use or Alarms - to learn more, or to start working.
1@ System Dashboard
) Server Logs Fram the menu, select Help to activate the built-in help system, where you can find extensive help and information. Alternatively, press F1 on your keyboard.
11 4 Metadata Use
[Be Access Control

2. Rightclick on the Access Control option in the menu on the left and
select Create New.

The Create Access Control System Integration dialog will appear.

If the Event Server Service was not restarted after the plug-in
install, an error message will appear.

Site Nawigation ~ 0 X
SR 73 DEMO-MILESTONE - (23.3a)

{1 Basics

{5y Remote Connect Services
G--G Servers

%P Devices

&-EE Client
£
£
[E

Create Access Control System Integration

Create access control system integration

Narme the access cantrol system integration, select the integration plug-in and enter the connection details,

Mame: [

Integration plugin:

(3 Rules and Events
ﬂ-ﬁ@ Security

}a Siystem Dashboard
{g_—'] Server Logs
EEI-"? Metadata Use

Nex: Eﬂ Access Contral
P Incidents
IZ}{?Qb Transact

Create New...

3. Enter a Name to display in the list.

4. Select the DNA Fusion option from the drop down list. =@ Alarms
The dialog will populate with additional fields.
Create Access Control System Integration [ = |

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Test Server
Integration plug-in: | DNA Fusion

Flex API Service URL: | http://localhost
Flex API Key: RKFOSUtFAAJQAAAAQGYQOEKSIeWLTXy35SnPDTXKhaxRGWmRZhiTsmzNfgSwiyUmkWg6D
Event Receiver Port: 8899

5. Enter the Flex API Service URL.

This field automatically populates with http://localhost however it may need to be modified to match
the DNA Fusion server URL address.

6. Enter the APl Key found on page 2-4 in the API Key field.
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DNA Fusion / XProtect Integration

7. Click the Next button to connect to DNA Fusion and import the various DNA Fusion objects into XProtect.

The DNA Fusion Doors, Controllers, Sites, Events, Commands and Hardware States will populate the
dialog. Review the list to ensure that all items have been integrated before continuing to the next step.

Create Access Contral System Integration a

afiguraton suicesshully recened brom access contrel system

Craate Access Contiol System lntegration =]

Frevcu || Pt Camcm

8. Click the Next button to proceed with the configuration.
The Associated Cameras dialog appears.

9. Expand the Server header in the Cameras pane to reveal the
cameras.

Map access points in the access control system with the
cameras in the XProtect system, to show related video for
events from the doors.

10. Drag and drop the camera to the desired Door.

The camera is listed under the door; several cameras can be mapped to one access point. The XProtect
Smart Client user is then able to view video from all the cameras. The option to Remove the camera
becomes available.

Create Access Control System Integration a

] 20 tigves (Senver

Prawous || Nest || Comcel

Licensed doors are by default enabled. Clear the check box to disable a door and thereby free a license.

11. Continue to associate cameras with doors and click the Next button when done.
The Integration Successful dialog will appear.

12. Click the Close button.
The DNA Fusion Integration will appear under the Access Control header in the XProtect Management
Client.

4 Milestone XProtect Management Client 2023 R3

File View Action Maintenance Tools Help

HY @efi

Site Navigation ~ 2 x |Access Control =@ access Control Information

=-§) DEMO-MILESTONE - (23.33) [ER-J} Access Control
Basics <) DNAFusion Access Control:

Remote Connect Services
Servers

Devices Enable Name
Client \(ME onAFusion  Comected
Rules and Events
Security

System Dashboard

Connection Connection
Information

{2 Server Logs
¥ Metadata Use.
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DNA Fusion / XProtect Integration

DNA Fusion XProtect Management Client Settings
There are a number of settings that can be configured within the XProtect Management Client. From the

Access Control header, expand the option and double click on the DNA Fusion ACM integration. The
Access Control Properties dialog will open.

T laccess Cortro bbrraion

General settings
Eratie o
Name

Desrgae

et st g DAL Fusion [Versie 1138118
Last comburtion rebesh V2024817 4M
[ Fshesh Conbgurnbin
Flex 21 Sarvca URL
Flex 21y
Event Fecsiver Port

b Gened Setrs =2 Docmand

tomtcmors  §, Conhakden [ DEV: tem Sates § Commarcy DEV- Category Mapping DEV Camers Mappng DEV: Live Everts. Ml

General Settings
The General Settings page displays the Name and Description along with the Flex APl URL and API Key.
Associated Cameras

The Associated Cameras dialog lists all the doors that have been imported from DNA Fusion as well as
the cameras available through the XProtect server. To associate a camera:

1. Expand the list of cameras under the Server header.

2. Drag and drop a camera to the desired entry point.
The camera is assighed to the entry point.

Click the Remove button to disassociate a camera with an entry point.
Licensed doors are by defa

s Contrad

ult enabled. Clear the check box to disable a door and thereby free a license.

= 3 [|Aeoeas Cortral Informater.

aa8 Covarel

5] 00_Sabes_Dema Doors and associated cameras

D andd drop 10 2esDiie Comeras mah GO0 BOCESS [owris.
Do

Hame Ensbled Licerse L
a2 o | [al

iaccess ot ACM 2 acoess
Doy camare S &2 Jazocate & At the acceas for

BCM 8 - Do =3

Egera E5100

Epan INBI)
TReenam0
Cortact Orlly Doer
Do 3 - Al TS Kyt adder e
Forcn Sabon 3

Fapcas Calah &
Faeponin L3715

[—
e h J o
i Genersl SE0008 T Doom and Assocsted Camerms 0. Access Contd Everts [0 Access Ploouent Hostcators. L Carholens
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DNA Fusion / XProtect Integration

Access Control Events

The Access Control Events dialog provides the ability to designate which events will be monitored in the
XProtect Smart Client. Categories can be used to simplify the use of triggering events. Custom user defined

categories may also be created.

= —3 Aoy Control

£] 100_Sales_Daera

Fcaan Conlrol = 3 [Access Contral Informaten

Access control events
Erable the events you want o moniior in XProtect Smart Chent. Lise catiegones to simplify the use of nggenng events
[ Erablenl | | Contint |

Enabled = Access Conteol Event

Apcass Dersed: After Deactivaton Date

i

Access Dersed: Ater Deaciraton Date (<<)

dcemes Denmd: Airlock s Busy

dcmes Dermed: Adarm Card Usad!

Accass Dormd: Alarm Cord Usad! [<<)

sreesy Dermd Arb-passback wolyton

Access Dersed: Anb-passbeck wolabon (<]

Access Densed: Asea Disabled

Acress Dermsd: Ares Disablsd (o)

Acoess Densed: Biometrc Venfication Emor

Access Densed: Biomesnc Venfication Emor (<)

Acmss Dermed: Count Exceaded

Acoess Densed: Count Exceeded (<)

Accmes Dermd Descironted Cand

Acass Dermd. Dencivied Cand (<<)

Access Dermd: Duress Code Detected

Aeenss Dermsd Duresa Coote Detectsd (oo

Acoass Densed: FIC Edension

Access Densed: FIC Exension (<<)

Apeess Dered: Faclity Coce

P Rl ) | ] R

To monitor the event:

Acosss Densed: Foded e Bio Test: lo Bio Devce

F|9\E|2\E|F)|2|T)2|8\8\8|8|E (2|57 5T §

1. Check the Select box next to the Access Control Event to be monitored.

When an event is enabled, it is stored in the XProtect event database and is, for example, available for
filtering in the XProtect Smart Client.

2. Select the Event Category from the drop down list.

Assign none, one or more event categories to the access control events. The system automatically
maps relevant event categories to the events during integration. This enables a default setup in the

XProtect system. Mapping can be changed at any time.

Built-in event categories are:

. ! Al categones
e Access Denied e
LI Access denied
e Access Granted [ Accass grarted
e Access Request — Accetn raquent
] asarm
e Alarm .
| Ervger
e FError [ Mariter Poirt Active
. ] vatgam
e Warning e

If desired, click the User-defined Categories button to create new categories.

i1 User-defined Categories X

Name Add

Monitor Point Active Remove

Concel

The categories are global for all integration systems added to the XProtect system. They allow setting
up cross-system handling, for example on alarm definitions. If a user-defined event category is deleted,
a warning is displayed if it is used by any integration. If you delete it anyway, all configurations made
with this category, will not work anymore.

3. Click the OK button to save the changes.

DNA Fusion XProtect Integration Manual
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DNA Fusion / XProtect Integration

Access Request Notifications

Access Request Notifications, previously known as Access Control Actions, are a means of setting up alerts
within the XProtect Smart Client. To add a new notification you will need to follow these steps.

Adding an Access Request Notification

1. Click on the Access Request Notification Tab located at the bottom of the screen.
By Default there may be a Built-in Access Request Notification (read only) notification.
2. Click on the Add Access Request Notification Button.

3. Name your new Access Request Notification

4. Configure the Camera, Speakers, Microphones, and Sound settings for the request.
5. Click the Add Command button

6. Open the Command List and Select which Commands appear on the notification.

For more information on Commands please visit the KB.
R L .
E Astadd tegoed! robhtatong

= o
= o |
3
=2
e

4 == =
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DNA Fusion / XProtect Integration

Notification Pop Up

When the notification pops up on the desktop, a sound plays if you choose to include an audible
notification. The built-in access request notification doesn't include a sound.

Access request notifications can trigger pop up notifications from the XProtect rules system, and these
notifications don't need to be related to access control hardware devices.

Access request - Popup 4:24:00 PM

Open Door for TestReader1

Close request

DNA Fusion XProtect Integration Manual Page 12



DNA Fusion / XProtect Integration

Cardholders

The Cardholders tab contains information about cardholders from the DNA Fusion access control system
along with their photo.

To search for a cardholder, type the characters of the cardholder name and it will appear in the list, if it exists
in the DNA Fusion cardholder database.
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XProtect Smart Client
DNA Fusion Setup

In This Chapter

v Configuring a XProtect Smart Client Access Control View
v Viewing DNA Fusion Events and Controlling Hardware

Access control in the XProtect Smart Client integrates events from the acre Security DNA Fusion access

control system with the features of the XProtect video management software. The information from
DNA Fusion generates events in the XProtect system.

On the Views tab, access control events can be monitored in real time, and on the Access Control
tab, particular events and door states can be viewed and investigated as they happen.

The Live tab (The latest version may have
the Playback and Live tabs combined into
the Views section, please contact Milestone
Systems for more information on the latest
version of the XProtect Smart Client)
provides video from the cameras associated
with the doors from DNA Fusion. This gives
a full overview of the live access control
events associated with these cameras.

In setup mode, the view can be customized
with overlay buttons and access control
commands, such as locking and unlocking
of doors as well as direct commands.

The Access Control tab provides a dedicated view for all the DNA Fusion access control events along with
the cardholder information and photo if available. The door view includes a list of the doors and their current
state. When an event or door is selected, all the associated cameras show the event or live video on the
right-hand side of the screen together with detailed cardholder information.

DNA Fusion XProtect Integration Manual Page 14




DNA Fusion / XProtect Integration

DNA Fusion on the Live tab

On the Live tab, video from the DNA Fusion events can be viewed from the cameras associated with access
control sources. The events and any associated photo are displayed as a list to the right of the video.

When an Event is selected from the list, the live video automatically pauses and changes to independent
playback of the event video. To go back to viewing live video, either click the event again or click the
Independent playback icon on the camera toolbar. If the system and the event hold cardholder information,
click the Search icon next to the cardholder name on a selected event to jump to the Access Control tab and
view all events associated with the cardholder.

Add Access Monitors to Views

1. From the Live tab, click the Setup button.

Select the view you want to associate an Access Control camera with from the Views pane.

In the System Overview pane, click Access Monitor and drag it to the relevant position in the view.
The Access Monitor Settings dialog will appear.
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DNA Fusion / XProtect Integration

4. In the Access Monitor Settings dialog that appears, specify the door and camera, and the appearance
of the view item.

Specify how the access control event will display on the Live tab in the Properties pane.

e Select the door to view along with the associated camera. If a door has
multiple access points and associated cameras, a view can be set up for
each of the access points.

e Specify which events to view. For example, set up view items for different
event types: one for system events and one for access requests.

e Select the commands that will be available to the
operator.

e Specify the display order of the event list in the
Access Monitor view item.

Click the OK button to save the pane.
Repeat until all the desired DNA Fusion access points are in the view.

Click the Live button to view the pane.

Overlay Buttons

Overlay command buttons tied to DNA Fusion access control commands configured for the doors can be
added to a view.

1. From the Live tab, click the Setup button.
2. Select the view you want to associate an Overlay Button with from the Views pane.

3. In the Overlay Button pane, expand the Access Control item to locate the desired door.

4. Expand the door to reveal the Door Modes and drag the Mode to the relevant position in the view.
The button will appear on the pane view.

5. Resize or edit the button as needed.
Map Integration

If the map functionality will be used to support the surveillance and access control systems, the access
control units can be added to a map. From the map toolbox, select access control units, for example a
door. Since the state of the access control units are always visible, a map used in this way is a quick way
to get a graphical overview of the curent state of the access control units for the area or building being
monitored. You can additionally add smart control icons to the Surveillance map.
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DNA Fusion on the Access Control Tab

DNA Fusion related events and the state of the doors is displayed on the Access Control tab. From this tab,
logged events can be investigated, the current door status is visible and certain commands can be initiated.

To allow for optimum performance, the lists only display a maximum of 100 rows at a time. To browse to the
previous/next 100 rows, use the arrow buttons in the top right of the list.

The columns can be sorted by clicking on the desired column header; columns may also be dragged to
different positions to rearrange the grid.

The Access Control tab can be dragged to a separate window, allowing the main window to be open in the
background to watch several views simultaneously.

Events & Doors Status List Tab
On the Access Control pane, there are 2 status list tabs: Events & Doors. Each tab provides a different view
of the DNA Fusion system.

e Events Tab: The Events are logged with a timestamp, event type, the DNA Fusion associated door
or access control unit description and cardholder name if available. When an event is selected, the
preview on the right displays the related video sequence for the event. The preview camera title bar
shows the camera related to the unit that triggered the event.

Related cardholder information, including the cardholders photo, appears below the video preview
together with details about the selected event. Click = to view live video or play back recorded video
in a floating window.

Standard playback options are available from the toolbar. If multiple cameras are
associated with a door, they all appear in the preview.

DNA Fusion XProtect Integration Manual Page 17



DNA Fusion / XProtect Integration

e DoorsTab: The Doors lists the doors, access points and other access control units in the DNA Fusion
access control system, and their current state. When a door is selected, the associated camera
shows live video on the right-hand side of the screen together with detailed information about the
doors status.

Action buttons allow you to perform certain commands related to that door, for example lock or unlock
door. Information related to the selected door appears below the live video preview. Click = to view
live video or play back recorded video in a floating window.

Standard playback options are available from the toolbar. If multiple cameras are
associated with a door, they all appear in the preview.
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Searching the Lists

The Search box can used to search for a particular cardholder in the Event list or for a door or other Fusion
component in the Doors list. If the Live Update Time option is not selected in the Time filter, the list only
displays data from the time you searched or filtered. To view the latest data, click the Refresh button.

Filtering the Lists

There are several ways to filter the Events or Doors Status List Tabs so they display only the door(s) and/or
other desired component(s). Click any of the filters at the top of the list to see only data associated with
that filter. Any applied filters are immediately reflected in the list.

Events List
Time
Select one of the available time periods to see data for that particular period. For example, click
Today to see only events that took place today or use the Custom interval option to specify a
particular time period.

If the Live update option is selected, the list of events is updated instantly when new events occur.
The list displays a maximum of 100 events. Cardholders cannot be searched when the Live update
option is selected.

Events

Select one or more of the available event types directly from the list of event categories and
uncategorized events or select the Access Control Event... item and check specific access control
events from the resulting dialog.

Source (All Doors)

Select one or more of the available DNA Fusion doors directly from the list of doors
or select the Other option to choose different sources (for example access points or
controllers from DNA Fusion) to view only events for those items.

Cardholder
Enter the cardholder information in the Search dialog. Cardholders cannot be searched when the Live
update option is selected.

Right Click Filter
Right clicking on an event will open a filter dialog based on the value in the event. Selecting the Filter using
this value option will return results related to the selected event.
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Doors List
Doors
Select one or more of the available doors, access points and uncategorized types or select the
Access Control Types option and check other DNA Fusion components to view.

States

Select one or more of the available states directly from the list of state categories and
uncategorized states or select between specific access control states by selecting the Access
Control State option and specifying the desired individual states.

Export an Access Report

The Access Report is available from the Events tab except in Live Update mode. The report can be exported
to a PDF file.

1. Click the Access Report button.
The Access Report dialog will open.

2. Click the Create button to generate the report.
A status bar will appear across the top of the XProtect Smart Client.
Once finished, click the Details button to view a summary.

Click the Open button to open the report in Adobe Reader.

The report contains:

Report name

Report destination

A list of the applied filters

A comment field

O An option to include snapshots

If the event count is very high, you will receive a recommendation to refine the search and thereby reduce
the number of search results.

Ooooao
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About DNA Fusion Request Notifications

All conditions that trigger an access request notification have to be specified in the video
management software. The notification displays video related to the access request, displaying the person
who is requesting access. The name of the door that should open is shown as a headline, indicating,
for example, Access Request - Front door. The door state (for example open, closed or forced open) also
appears. If you have multiple cameras associated with a door, they appear below each other. Click the
Video icon = to view video in a floating window.

Access request notifications are temporary. If an access request notification is closed, the access request
is no longer present in the system. If XProtect Smart Client is closed while an access request notification is
shown, the access request is not restored when the XProtect Smart Client is restarted.

Access requests stack up on each other in the access request notification window so that all incoming access
request notifications can be handled from the same notification window. The notification window can also be
dragged to the other side of the screen. If needed, the access request notification window can be minimized
to allow the functionality to continue in the background. The minimized notification window blinks to indicate
the presence of new notifications.

Access Request Notification Functionality

Access request notifications allow the operator to speak and listen to the person who wants to enter, if a
speaker and/or microphone is attached to the relevant camera that shows the access request notification:

e To listen to what the person requesting access is saying, click the Speaker button.

e To speak to the person requesting access, for example to give instructions on how to proceed or
behave in the area, click the Microphone button and hold the button.

To the right of the Microphone and Speaker buttons, are buttons that allow certain actions to be executed.
The most typical action is to unlock a door for a person requesting access, but could also be to turn on the
lights in the area close to the relevant entry. If available, the cardholder information will be displayed.

Disabling the DNA Access Control Functionality on the XProtect Smart Client
If a client does not need to view the DNA Fusion access control features and functions.

To turn off access request handling
1. Click the Options icon # .

The Options dialog will open.

2. Select the Access Control item from the menu.

3. From the Show Access Request Notifications drop down, select No to turn off access request notifications.
To handle access requests again, select Yes to receive access request notifications from DNA Fusion.
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