‘ milestone




1 SElink™ | XProtect Essential+ 2024 R1

Table of Content

Overview

Copyright, Trademarks and Disclaimers

Copyright

Trademarks

Disclaimer
Licensing
Design
Requirements and Considerations
Installation
Configuration
Optimization
Operations
Maintenance

Troubleshooting

10

12

12

13

13




2 SElink™ | XProtect Essential+ 2024 R1

Overview

This document serves as an installation manual for integrating SElink™ with the Milestone XProtect Essential
+video management solution. It outlines the key components of both solutions and provides step-by-step guid-
ance on how they work together to form a secure, efficient, and integrated system.

SElink™ is a versatile and robust solution designed for secure, high-performance networking. It replaces tradi-
tional VPNs by leveraging Zero Trust Network Access (ZTNA) principles and continuous monitoring to block
unauthorized data streams. SElink™ eliminates the need for Public IPs or dedicated SIM plans, simplifying net-
work segmentation without requiring changes to existing infrastructure. By enforcing unidirectional, simultane-
ous data flows and isolating streams at the application level, SElink™ ensures maximum security while main-
taining stability, performance, and availability. Its seamless integration capabilities enable rapid deployment,
making it an ideal choice for applications such as IP video surveillance and critical infrastructure. Additionally,
SElink™ provides enhanced visibility and auditing features, supporting compliance and accountability require-
ments.

This guide covers the following:

e The components of SElink™ and Milestone XProtect

e How SElink™ integrates with Milestone XProtect to enhance security and functionality
e Step-by-step instructions for installation and configuration

e Best practices for maintaining and optimizing the integrated solution

While SElink™ is designed to be easy to install and configure, it is important to note proper network prepara-
tion and an understanding of the existing network architecture are essential to ensure seamless integration and
to fully leverage the capabilities of SElink™. One of the key advantages of SElink™ is its ability to support grad-
ual deployment. It can be applied to specific sections of the network—often the most critical parts—without
requiring modifications to the existing infrastructure. Over time, the solution can be extended to additional sec-
tions of the network, following a phased roadmap tailored to the organization's needs.

This guide outlines a specific use case, which may vary depending on the unique requirements and peculiarities
of each network. It is intended to demonstrate the simplicity and flexibility of SElink™ integration while high-
lighting the need for an initial assessment of network requirements to determine the optimal deployment ap-
proach. By following this guide, users will gain a clear understanding of how SElink™ can be integrated into
their environment, ensuring a secure, efficient, and reliable system tailored to their specific needs.
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Copyright, Trademarks and Disclaimers

Copyright
Copyright © 2009-present Blu5 View Pte Ltd. All rights reserved.

Trademarks

Words and logos marked with ® or ™ are registered trademarks or trademarks owned by Blu5 View Pte Ltd.
Other brands and names mentioned herein may be the trademarks of their respective owners.

Neither the whole nor any part of the information contained in, or the product described in, this document
may be adapted or reproduced in any material form except with the prior written permission of the copyright
holder.

The product described in this document is subject to continuous developments and improvements. All
particulars of the product and its use contained in this document are given by Blu5 View Pte Ltd in good faith.
However, all warranties implied or expressed, including but not limited to implied warranties of
merchantability, or fitness for purpose, are excluded.

This document is intended only to assist the reader in the use of the product. Blu5 View Pte Ltd shall not be
liable for any loss or damage arising from the use of any information in this document, or any error or
omission in such information, or any incorrect use of the product.

Disclaimer

The Blu5 product/software described in this document are subject to continuous developments and
improvements. All particulars of the product/software and its use contained in this document are given by Blu5
View Pte Ltd in good faith. However, all warranties implied or expressed, including but not limited to implied
warranties of merchantability, or fitness for purpose, are excluded.

This document is intended only to assist the reader in the installation of the product/software in specific
Milestone components. Blu5 View Pte Ltd shall not be liable for any loss or damage arising from the use of any
information in this document, or any error or omission in such information, or any incorrect use of the
product/software.
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Licensing

The current integration was executed on a Milestone server running version 2024 R1. However, SElink™ has
been extensively tested and validated across multiple server versions, including both earlier and later releases.
The integration between Milestone and SElink™ is designed to be version-agnostic, ensuring compatibility
without the need for specific version alignment between the two solutions. Below is a detailed list of the
software components utilized in this implementation:

Versions Support Compatibility

Software Name Tested Version Prior Version Next Version
XProtect Essential+ 2024 R1 Any Any
XProtect Smart Client 2024 R1 Any Any

XProtect 2024 R1 Any Any
Management Client
SElink™ Gateway 1.2.7 Any Any

SElink™ Management 1.7.9 Any Any
Suite
SElink™ Agent 1.8.2 Any Any
GUI/M2M

Design

The tested architecture comprised a single server hosting the Milestone VMS, which was interconnected with
cameras from multiple manufacturers distributed across various geographical locations. SElink™ facilitated
secure communication between the cameras and the Milestone server, leveraging post-quantum encryption to
safeguard data in transit and implementing Zero Trust Network Access (ZTNA) principles to manage
component accessibility.

This approach significantly strengthened the cybersecurity posture of the architecture, mitigating risks such as
traffic hijacking, Man-in-the-Middle (MiTM) attacks, and lateral movement within the network.

The server and select cameras were equipped with an onboard SElink™ agent. For cameras incompatible with
direct agent installation, a dedicated device—functioning as an Access Point and running the SElink™ agent—
was deployed. While Blu5 supplied the hardware for the Access Point device in this implementation, any
compatible device capable of hosting the SElink™ agent could be utilized. This highlights the flexibility and
adaptability of the SElink™ solution, which seamlessly integrates into diverse architectures, whether cloud-
based or on-premise.

External users accessed the camera streams via the Milestone XProtect Client application, with all connections
secured through an SElink™ channel installed on the users' laptops. This configuration ensured end-to-end
protection and control over all data flows, including Camera-to-Server and User-to-Server communications.
The SElink™ solution is composed of the following elements:
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SElink™ Gateway

SElink™ gateway act as communication brokers, providing software-defined connectivity links to services from
any location, endpoint, or access point. Implementing techniques for bandwidth optimization and stable
connectivity, tunneling segmentation, secure micro-links, all endpoints appear as a single high-performance
WAN. Positioned where servers and services are configured (in the same subnet / LAN or in the Cloud), SElink™
gateways can be implemented in cloud data centers or on-premise and are available as virtual or physical
hardware appliances.

SElink™ Agents

The SElink™ agent are available for Windows OS, Mac OS, and Linux Operating Systems and can be installed
on endpoints and access points alike. The agent allows endpoints/access points to access whitelisted services
and applications from any location without relying on unreliable VPN connections. The agent integrates
protection mechanisms to achieve cybersecurity resilience against various attacks, including viruses, malware,
ransomware, and other vulnerabilities that may originate from the operating systems themselves. It supports
Client-to-Server, Server-to-Client, Server-to-Server connections, and also Client-to-Client connections (e.g., for
field assistance to client devices, troubleshooting, and maintenance). Network devices/access points do not
require a public IP, resulting in reduced operational costs and a smaller attack surface.

SElink™ Agents are available for users (GUI) and unattended devices (Machine-2-Machine).

SElink™ Management Suite

Unified dashboard for managing all SElink™ agents, providing visibility and control over the network, including
endpoints and services, bandwidth, and service usage (On-Premise and Cloud). The system is designed to fill in
the missing elements that ensure full network visibility. Information is accessible to the administrator and any
auditors for continuous network monitoring and reporting activities.

Compatibility with third-party SIEM and SOC systems is planned for the integration of customized reporting.
When adding a new device, the administrator can define specific criteria such as the MAC address, device
name, and so on. These fields are useful not only for identifying each device but also for preventing any
'unidentified' device from accessing without authorization.

SElink™ Network Configurator

SElink™ is designed to provide a flexible, reliable, and scalable network architecture. Based on a cluster
architecture, the Network Configurator is the tool for configuring and managing geographically deployed
SElink™ gateways (nodes).

SElink™ Licenses

Endpoint licenses are associated with users or specific devices. Each device/user is assigned a license. Access
Point licenses, installed on custom or generic hardware, can manage multiple users and devices. In this case,
there is no need for an endpoint license on each individual device or for each user in the network.

The network administrator assigns a valid license to each new user/device in the SElink™ network so that the
new user/device can access authorized applications or services. Devices or Access Points without a valid license
will no longer be able to access the SElink™ network and services. Different types of licenses are available
according to use and Agent installed.
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Below is a schematic representation of the architecture:
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Requirements and Considerations

The proposed architecture has only one fundamental requirement: SElink™ Agents must maintain
communication with the SElink™ Gateway, irrespective of whether the Gateway is deployed in the cloud or on-
premises. This is because the Gateway serves as the central broker for all communications within the system.
With this single requirement satisfied, a wide range of architectural deployments can be realized, significantly
reducing network complexity. Devices equipped with SElink™ can establish communication even with all
inbound ports closed, drastically minimizing the attack surface and mitigating the risk of cyberattacks from
external threats. Furthermore, since each device operates as a client (SElink™ Agent) connecting to a broker
(SElink™ Gateway), it can be physically relocated without disrupting communication with other devices. This
[lexibility eliminates the need for network reconfiguration and ensures continuous, high-level operability.
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Installation
The installation process integrating SElink™ with Milestone XProtect is designed to be simple and user-friendly.

It involves two steps:

1. Installation of the SElink™ Gateway: The Gateway serves as the central communication hub, enabling
secure and efficient data flow between connected devices and users. It is the core component that or-
chestrates the SElink™ solution.

2. Installation of the SElink™ Agents on Endpoints/Devices: Agents are deployed on endpoints such as
cameras, servers, and user devices to facilitate secure communication with the Gateway. These agents
ensure that all data exchanges adhere to Zero Trust principles and are protected by SElink™'s ad-
vanced security features.

The following sections provide detailed instructions for each step, ensuring a smooth and successful
deployment of the SElink™ solution within your Milestone XProtect environment.

Installation of the SElink™ Gateway

It can be deployed either on-premise or in the cloud, depending on the customer's specific requirements and
network architecture. The installation is performed using a customized image file, tailored to the customer's
network specifications, ensuring optimal compatibility and performance.

Installation of the SElink™ Agent

For Windows (Widows 10 and above) and MacQOS environments (Mac OS 10.10 and above), executable
installation files are provided for both the SElink™ GUI and the SElink™ Management Suite.

In cases of loT devices and Unix environments, SElink™ M2M Agents are available. These agents need to be
placed on the device and executed via the command line. SElink™ supports the major Windows, Unix, and
MacQS releases, and as a fully proprietary solution, it offers the versatility to be installed on custom devices by
the company's R&D team. The M2M Agent is available on multiple platforms, such as Windows, Linux, MACOS,
Android and on several architectures such as x86, x64, arm32, arm64.

Note on Agent Software Versions

The list of Agent software provided here is not exhaustive. New versions are continually released to incorporate
new integrations and improvements. To ensure you have access to the latest version, please always contact
your local Milestone Partner.
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SElink™ GUI Agent Installation
The system requirements for the GUI include 160MB free disk space, and about 200MB RAM.
Run the executable file to install the SElink™ GUI and then follow the Setup Wizard guided procedure.

Read and accept the End User License agreement prior to installing the software. The installation process may
require a few minutes. You will see that a green progress bar is advancing, whilst the various files are deployed
and the SElink™ service is being created (Error! Reference source not found. ). You may click on the “Details”
button to follow the progress and view the output logs.

@ SElink Agent Setup: Operating...

. 3 " Installation in progress...
SElink E— —
Logs

[27/1072023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData \Local\ Temp\B5-68; A
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData'\Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData \Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData\Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData'\Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData \Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23852 - Copy Fie: C:\Users \elisa\AppData\Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData \Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23852 - Copy Fie: C:\Users \elisa\AppData'\Local\ Temp\B5-68:
2771072023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData \Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData'\Local\ Temp\B5-68:
|27/10/2023, 12:58:14 - 23892 - Copy Fie: C:\Users \elisa\AppData'\Local\ Temp\B5-68:
27/10/2023, 12:58:14 - 23852 - Copy Fie: C:\Users\elisa\AppData\Local\ Temp\B5-68:
|27/10/2023, 12.58:14 - 23892 - Copy File: C:\Users \elisa\App \B5-68:
27/10/2023, 12:58:15 - 23852 - Copy File: C:\Users\slisa\App

Close

Installation Wizard progress

Note: In a few cases, it can happen that the SElink™ GUI might depend on standard application modules that
are not yet activated on your pc that require a restart. Depending on the missing modules, there is therefore a
chance that your pc is restarted in this phase and the installer could be prevented from running automatically.

Kindly run the installer again in the event that the installer does not reinitiate the process automatically after a
reboot.

At the end of a successful installation, the Close button is activated and the GUI Agent is readly to be used.

Al Apps  Documents Web  More v gg@ B .. x

Best match

(e .nmﬁnl @

Search the web SElinkAgentGui

R SElinkAgentGui - See more search S app

results

o open

CO Run as administrator
@ Openfile location
4 pinto start

45 pinto taskbar

@ uninstall

SElink™ Agent GUI Windows Application

You may now find the SElink™ Agent GUI application in the list of your installed applications and the SElink™
GUlicon e within the system tray.

SElink™ GUI- System Tray icon



9 SElink™ | XProtect Essential+ 2024 R1

SElink™ Admin Agent Installation
Installation is easy and straight forward; the user being guided through the procedure by a setup wizard.
Copy the SElink™ installer on your PC and run it to start the guided procedure.

In case a user requires to log on different computers for his daily work, a separate installation of SElink™ is
necessary on each computer.

When the installation is completed, the system will prompt you to create an Admin Account. Refer to section
“Configuration - SElink™ Admin Agent Configuration” to add a new Admin Account and start making Zero
Trust configurations for your SElink™ network.

SElink™ M2M Agent Installation
The system requirements for the M2M Agent include 10MB free disk space and about 32MB RAM.

Connect to the Endpoint and create a folder for the SElink™ Agent. In case of a Windows installation, it is
requested that the folder is created as C:\SElink.

In case of a Linux installation, make sure that the folder is in a position where no other applications can erase
its contents.

Two files need to be placed inside the SElink™ folder:

e The M2M Agent, as appropriate for the operating system. The Agent must be granted administrative
privileges
e The configuration file, named om.b5

The configuration file must include the connection string to the SElink™ Gateway in the correct format:
hostname:port. Ensure that the SElink™ Gateway is reachable from the endpoint where the agent is installed.

For SElink™ services to function, the agent must be running. Upon startup, the agent typically becomes
operational after establishing its initial connection to the SElink™ Gateway and completing mutual
authentication.

The M2M Agent is typically configured as a resident service on the endpoint and set to run automatically at
startup. During its first connection to a new SElink™ Gateway, the endpoint is registered by the Gateway.

A connected agent is capable of automated software updates, which are triggered by server-side updates.
Changes to services, ports, synthetic IPs, and ZTNA policies are automatically detected and applied by the agent
without requiring manual intervention.

During operation, the agent generates a set of documents and log files within the SElink™ folder. These files
contain detailed information about its core functional components (e.g., proxy, gateway, etc.) and can be used
for diagnostic purposes if troubleshooting is required for a specific service.
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Configuration

SElink™ User/Device Account Creation (GUI)

Upon installation of the SElink™ Agent, you shall proceed to create a user/admin account (called provisioning)
to start using the system. Before you start, make sure you have the account information ready. Please refer to
your SElink™ administrator for support.

e How to add a new User:
Select the User option. Provide the connection string to the SElink™ Gateway (SElink™ Host). Input the
Username and provisioning password and click Connect
All of this information must be received by your SElink™ administrator

o How to register a new Device or Access Point:
Select a machine-to-machine account (M2M). Only the SElink™ Host provided by your SElink™
Administrator is needed, since the machine account will be automatically identified. Click Connect.

@ Stink Agent Gui = x
Cancel  Add New Account

Account type: © User
Machine to machine

SElink Host: | network-hostname:port

Provisioning ID: | user

Provisioning Pwd: | sssssssseses

SElink™ User/Device Account Configuration (GUI)

SElink™ Admin Account Creation
Upon installation of the SElink™ Management Suite Agent, the system will prompt to create a new Admin

Account. Before you start, make sure you have the account information ready

4

SElink™ Admin Account Setup - 4 Steps
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Upon successful creation of the Admin Account you will be directed to the login page.

SElink™ Admin Account Login

SElink™ Endpoints Configuration

All SElink™ configurations are centrally managed through the Management Suite, a unified control panel
accessible via the SElink™ Admin interface. As SElink™ is a transparent and non-intrusive solution, no
additional configurations are required on the Milestone side.

The Management Suite serves as the primary interface for system administrators to interact with the SElink™
Gateway. It provides comprehensive capabilities to monitor system status, perform maintenance, and manage
SElink™ processes. Key functionalities include:

e Account Creation and Provisioning: Create and provision accounts for devices and users.

e ZTNA Policy Definition: Define and enforce Zero Trust Network Access (ZTNA) policies to ensure robust
security rules.

e Service Creation: Establish SElink™ services to enable secure communication between registered de-
vices and users based on predefined policies. SElink™ supports the rapid creation of:

o (Client-to-Server

o Server-to-Client

o Client-to-Client

o Site-to-Site services
These services require no additional configuration on other network components, ensuring seamless
operability and efficiency. Each service features granular controls, with unidirectional traffic flow for
enhanced security and control.

e Dashboards and Reporting: Access real-time dashboards and detailed reports for system monitoring
and analysis.

e Gateway Status Monitoring: Continuously monitor the SElink™ Gateway's operational status to en-
sure optimal performance.

SElink™ Agents, assigned to specific devices or user accounts, inherit only the configurations explicitly defined
forthem. In the event of a security compromise, adhering to ZTNA principles, the affected agent is immediately
isolated, blocking potential attack vectors and maintaining system integrity, efficiency, and operability.
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Optimization

SElink™ does not require any network modifications; it is flexible and capable of adapting to various scenarios
without the need for additional actions. When structured correctly, an SElink™ network allows for a reduction
in the number of subnets in use, as devices can communicate with each other using localhost or VIPs
(virtualized fake IPs). Additionally, it provides a level of segregation and control between devices, even when
they are on the same LAN.

SElink™ helps eliminate unnecessary technologies and reduces reliance on costly, layered multi-vendor
solutions.

Being SElink™ able to communicate with all inbound ports closed, it does not require public IP addresses.
Consequently, the number of network hardware in the network can be reduced since there are no public IPs to
protect.

By streamlining infrastructure, it also cuts Capex by minimising hardware sprawl, eliminating the need for
expensive dedicated connectivity contracts, and reducing subscriptions to unnecessary security software

Operations

From an end user's perspective, using SElink™ is simple to learn and operate, with no impact on usability. A
SElink™ agent can be configured to activate automatically upon the startup of a laptop/server or can be
manually managed by the end user. Once connected to the SElink™ network, the agent automatically updates
according to the policies for each specific service assigned to the user, without requiring any action or
awareness from them.

Access to services is created only when the user needs to access an external resource, further limiting attack
vectors. Controls are performed on each individual service almost in real-time, rather than only at
authentication, like other technologies do. This ensures that if, for any reason, a policy is not complied with, the
service is interrupted, increasing network control and security.

Below is a practical example:

Accounts
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Reducing the need for specialized tools, SElink™ empowers the lowering of cost and time required to train
personnel on dedicated systems, improving operational efficiency.

Maintenance

From the Management Suite, administrators can monitor the status of the solution in several ways:

e Checking the status of server components and their performance from a dedicated panel.

e Monitoring the presence of connected endpoints, indicated by a green dot next to the name of a device
or user.

e Assessing the solution's operability through various analytics dashboards. The results can also be
exported as PDF reports for further analysis or sharing.

Examples of SElink™ Analytics

Troubleshooting

SElink™ manages logs comprehensively across all components of the solution, including both client-side
(whether a graphical agent or a command-line agent) and Gateway-side operations. Logs are generated during
the use of the solution, but they do not reveal any of the data being transferred. Instead, they consist of various
operational files that are crucial for debugging and tracking errors or malfunctions on both the server and
client sides.

5 J > QuestoPC > Discolocale(C) > ProgramData > BluS > SElinkAgent > logs

N Ordina = Visualizza
Nome Uttima modifica
agent 4 Documento di tess 4 KE
agentlog.1 072024 12:41 45 KE
1/ [Fri 22/11/2024, 10:21:49.476 -- 4844.8300 | Dusp DIGODS21FE157735
agentlog.2 0/2024 Ke W/ [Fri 22/11/2024, 10:21:49.477 -- 4844.8300 ] xse whitout optional parameters (user id missing): FOADASABFCIE3DZD
W/ [Fri 22/11/2024, 10:21:49.477 -- 4844.8300 ] xse whitout optional parameters (modification time missing): FOADASABFCIE3D2D
agentlog.3 27/08/2024 10254 K8 1/ [Fri 22/11/2024, 10:21:49.477 -~ 4344.8300 ] Dusp FOADASABFCIEIDD
1/ [Fri 22/11/2024, 10:21:49.477 -~ 4844.8300 ] Dusp 448A0834301CC728
agentlog4 16/07/2024 4 10.249 K 1/ [Fri 22/11/2024, 10:21:49.477 -~ 4844.8300 ] account list loaded
1/ [Fri 22/11/2024, 10:21:49.515 -~ 4844.3144 ] inconing connection
agentlogs 1/ [Fri 22/11/2024, 10:21:49.515 -- 4844.3144 ] create comnection object
1/ [Fri 22/11/2024, 10:21:49.523 -- 4844.8392 ] execute cad: GET_ABOUT [0x15]
agentiog.s 02/07/2024 14:4 1/ [Fri 22/11/2024, 10:21:49.523 -- 4844.8392 ] load account 1ist
1/ [Fri 22/11/2024, 10:21:49.523 -~ 4844.8392 ] account 1ist loaded
agentiog? 1/ [Fri 22/11/2024, 10:21:49.530 -~ 4844.8392 ]  ##### Scan for a network interface list

:
:
£ 1/ [Fri 22/11/2024, 10:21:50.199 -- 4844.8372 ] download json LUT OK
e s s . . 1/ (Fri 22/11/2024, 10:21:50.197 -- 4844.8372 ] Available version: 1.8.2
agentlog.8 4114 8 8 k8 1/ [Fri 22/11/2024, 10:21:50.197 -- 4844.8372 ] 1.8.2 < 1.9.0 (in use)
. 1/ (Fri 22/11/2024, 10:21:50.197 -- 4844.8372 ] Available version: 1.8.1

agentlog.9 1/ [Fri zz/u/znu 10:21:50.197 -- 4844.8372 ) 1.8.1 < 1.9.0 (in use)
/20
agentlog.10
2,)" ] We “only
agentlog.11 15/2024 14 £ e
agentlog.12 o0t _supported”: [“(,14.2,0)"),winfo":"ALL yersions starting from 14.2.0
A1l supported starting from Windows 7°})," *:{"mac":{"not_supported":["(,14.2.8)"], "info": "All
Index " 1 [ *],"info":"All suppor ted sta nng from Windows.
le with servers from 1.2.4 to 1.2.9","DESC-1.8.1":"GUI agent 1.8.1 - new NW
sorvice ‘ ' amento di tesh 6613 KE o ly = in :ludes yubikty - compatible with server version 1.2. 9 DES( 1.8.0":"GUI agent 1.8.2 - new w only - recoamended on server

v [m 32/11/2024, 10122:20.030 -~ 4844.4932 ] app index scan end

updater 41029 imento di test Ke
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