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Overview

The Nemtek Electric Fence Integration is a Milestone XProtect VMS plugin that runs on XProtect
Smart Client. The plugin monitors Nemtek Energizers and Electric Fence zones, and allows a
Milestone XProtect user to manage, control and automate the Nemtek system using the
XProtect Rule Engine

Features

Monitor Nemtek Alarms and Alerts

See a comprehensive summary of the Nemtek system
Control Energizers and Zones

Map Cameras to Zones or Energizers

Full Rule Engine Integration. Automate the system.
XProtect Mobile App Support

Easy Installation

Licensing

The perpetual license purchased on PJHTechnologies.com allows the user to use the software
indefinitely, but support and updates are only available for 1 year from the day of purchase. After
that, a license renewal is required to continue receiving support and updates. The license packs
are counted per Nemtek Energizer.
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Requirements

« Surveillance system that uses XProtect VMS system.
« XProtect Smart Client 2023 R2 or newer
« A Nemtek Electric Fence system with a Nemtek FG7 Device

Installation

Hardware

1. You will need a Nemtek FG7 control device. The control device should be set up and
working, to control Nemtek Energizers via an Ethernet cable. To enable Milestone
integration, you must plug a second Ethernet cable into the FGJ, to connect it to the same
network as your XProtect VMS Management Server.
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Figure 1: The Ethernet Cable must be plugged in at the back of the FG7, as demonstrated here

2. Ensure that the FGT firmware is updated to version 5.8 or higher. If the firmware is
outdated, please contact Nemtek customer support.
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Figure 2: The Firmware version can be seen in the Sys tab on the FG7, as
demonstrated here

Software

On your XProtect Event Server, run the Nemtek Event Server Integration installer, as obtained on
the PJH Technologies Licensing Portal: https://pjhtechnologies.com/licensing_portal/
The installation is simple, and once it is done, the XProtect Event Server will restart and be

ready to use.
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https://pjhtechnologies.com/licensing_portal/

ﬁ Memtek Setup — >

Fi \ Please read the Nemtek License Agreement

EMD-USER LICENSE AGREEMENT 2

This End-User License Agreement (EULA) is a
legal agreement between you (either as an
individual or on behalf of an entity) and PIH
Technologies regarding your use of the
Memtek Milestone Integration, and

associated documentation (the "Software").
IFYOU DO NOT AGREETO ALL OF THE TERMS

OF THIS EULA, DO NOT INSTALL, USE OR COPY
THE SOFTWARE. W

[ 11 accept the terms in the License Agreement

Print Back W Install Cancel |

Figure 3: Accept the Terms of the License Agreement to proceed

1/28

TECHNOLOGIES




ﬂ Memtek Setup = >

w0 Nemtek NEMTEK @

Electiic Fencing Producis L

Please wait while the Setup Wizard installs Memtek,

Status: Stopping services
—
Back Mext Cancel
ﬁ Memtek Setup - >
\\ |
.. Completed the Nemtek Setup Wizard
\

Click the Finish button to exit the Setup Wizard.,

Q

conce

Figure 4: Let the Installer finish, and the integration is ready to use
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Milestone Setup

In order to use this integration, you must install the Nemtek Client Integration Installer on your
XProtect Management Server and XProtect Smart Client Device, as obtained on the PJH
Technologies Licensing Portal: https://pjhtechnologies.com/licensing_portal/

The installation is simple and identical to the Event Server installation above.

After installation, you must enable the license and set up the Nemtek Devices in the Milestone

XProtect Management Client.
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https://pjhtechnologies.com/licensing_portal/

Enable License

In order to use the integration, you must enable a license by going to the Milestone XProtect
Management Client, navigating to PJHNemtek under MIP Plug-ins, and following the instructions
for Automatic or Manual Licensing.

4 Milestone XProtect Management Client 2023 R3 - [m} X
Eile Miew Action Maintenance Tools Help

Ho aesn

4 Milestone XProtect Management Client 2023 R3 - [m} X

File View Action Maintenance Tools Help

H9 oenmn
Site Navigation ~ o X

= Cameras ~ . &
2 Mcreatenss 4 milestone | XProtect®
@ Speskers
P Metadata
oo Iout ) PJHNemtek
() Outpu

@ %E;t - JNemtek Fence Integration
mart i
~[2 View Groups Copyright PJH Technologies Pty (Ltd) 2024
E Smart Client Profiles Version 1.0.0.1
E Management Client Profiles
@ Matrix All rights reserved

=6 Rules and Events hitps:#ipjhtechnologies.com
[2] Rules
() Time Profiles For support email softwaresupport@pjhtechnologies.com
[ Notification Profiles
‘ User-defined Events
% fnalytics Events Valid TRIAL licence for 50 devices. Expires on 2024-05-06.
Generic Events
- Webhooks
B Easic Users Automatic licensing

5 @ System Dashboard Get your Site ID from the PJH Technologies licensing portal.
: [] Current Tasks https://pihtechnologies.com/licensing_portal

: @ System Monitor

adc achelc abddiberac H

m Configuration Reports
Server Logs

Metadata Use

%%, Metadata Search

-\ Access Control . .
D[Eﬁ‘n mcide:,s e Manual Licensing

3 Incident properties Upload vour \lcence_request ﬁle to the PJH Technologies licensing portal to get the licence file

SHEL Transact hitps //pjhtechnologies com/licensing_partal

; Transaction sources

Transaction definitions

£ ’ Alarms |

=g MIP Plug-ins
- PIHNemtsk |

@ FGTs

| Online licence retrieval |

Download licence request file |

Import licence file |

W

Figure 5: You can obtain a trial license from the PIH Licensing Portal linked on this page.
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Add FGT

The first device you must add is the FG7.

€ Milestone XProtect Management Client 2023 R3 - O X
File View Action Maintenance Tools Help
H9 oemn
Site Navigation ~ 0 X IPoHsiarms ~ I IPJHA]armInfDrmaﬁon - I
~=50 Cameras A B--EF | |
- & Microphones Collapse
e Speakers
@ AddNew.. CulsN |
oo Input @ Refresh FS
~() Output
=3 Client
B Smart wall

B3 View Groups
~£2 Smart Client Profiles
£ Management Client Prefiles
Matrix
—3-@ Rules and Events
Rules
@ Time Profiles
[ Neotification Profiles

‘ User-defined Events
- Analytics Events
Generic Events
% Webhooks
—J-E@ Security
ﬂ Roles
E Basic Users
= @ System Dashboard
El Current Tasks
@ System Monitor
"-3 System Monitor Thresholds
i B Bvidence Lock
m Configuration Reports
Server Logs
Metadata Use

%%, Metadata Search

ﬁﬂ Access Control
-3 Incidents

% Incident properties
9 Transact
Transaction sources
Transaction definitions
3-’ Alarms
=-d6F MIP Plug-ins

=@ PJHNemtek

-3 FGTs

< >

Site Navigation Federated Site Hierarchy

5 —
Figure 6: Under MIP-Plugins>P/HNemtek>FG7s, right-click on FG7s and add a new FG7
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¥Protect Management Client 2023 R3 - O *

ion Maintenance Toocls Help

< i

~ 7 x ||JPsHAEmSs - % |PHAEm Information
‘ameras - E--U FG7s
licrophones g FG7 Primary Mame:
peskers Main FG7 |FGT-" Primary |
letadata
iput IP Address:
utput [192.168.09 |
t
mart wall
iew Groups

mart Client Profiles
lanagement Client Profiles
latrix

3 and Events

ules

ime Profiles

otification Profiles

Figure 7: Insert the IP Address of the FG7

Figure 8: The IP Address of the FG7 can be obtained by navigating to the Net tab on the FG7 control panel.
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Add Energizers

You must add all Energizers individually, by right clicking on the FG7 that you wish to add them
to. You must match the network id with the network id set up on the Energizer Unit

@ Milestone XProtect Management Client 2023 R3

Eile Wiew Action Maintenance Tools Help

H9 @es

Site Navigation - B X ZErS ~ I | Energizer Information
- Microphones » Ml = Energizers
@} Speakers B“ Main FG7 Name:
* Metadata & Energizer Invalid |Er1ergizer Shocking
afo Input E Energizer Monitoring
Q owpt & Energizer Network 1D A

63 Client 2 =

B Smart Wall

B3 View Groups

~£8 Smart Client Profiles

- Management Client Profiles
Matriz

=-[# Rules and Events

Rules

~(#) Time Profiles

[ Metification Profiles

Figure 9: You must match the Energizer Netwark 10 with the network 10 set up on the Fnergizer unit.
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Set Up Zones

Once you've set up Energizers, you can name zones and associate up to two cameras with each

zone.

E- Zones
E Energizer 1
E Energizer 2
E Energizer Invalid
E Energizer Monitoring
E}E Energizer Shocking
ﬂ E2 Panic

Figure 10: Fach Fnergizer automatically has two zones associated with it

ZDDE:S - ];l Saone Information

Mame:

[E2Z1

Zone MNo:

|an1&1

Camera 1:

Back Left

Camera 2:

Back Left
Back Right
Braai Area
Comidor
Entrance
Foyer
Front Left
Front Right
Milestone

Office View
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XProtect Rule Engine Integration

The Nemtek XProtect Integration has full Rule Engine support, which means that you can set up
your own custom rules to run within Milestone XProtect. This manual will not detail the exact
workings of the XProtect Rule Engine, but will provide a sample rule you might consider useful.

Ideas for Rule Engine Rules:
« Disarm All Energizers as User-Activated Event
« Arm All Energizers as User-Activated Event
« |f Panic is Detected, Disable All Energizers
« If Zone 1is Disarmed, send a Notification
« At 23h59 Every Day, Arm All Energizers
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Arm/Disarm All Energizers

To create an event to Arm All Energizers, follow these steps in the Milestone XProtect
Management Client:

< Milestone XProtect Management Client 2023 R3 — m} X
File View Action Maintenance Tools Help
HY oemn
Site Navigation ~ 1 X JRules ~ 1 JIRule Information - 1
g ;::::1: 1 =_---- Lailae= Name:
- Input } E,' Add Rule... Ctrl+N | ‘
O Output B EditRule.. Description
52 Client
B Smart Vall i Bk DeleteRule Del o
B3 View Groups Rename Rule 2 e
E Smart Client Profiles Copy Rule... e
-2 Management Client Profiles - 2 ]
Il Matrix Validate Rule
=@ Rules and Events Validate All Rules Active
) Time Prcfilss i@ Refresh F5 Definition:
N . TSI AT
=0 Noification Profiles Disarm Energizer 1
~R Userdefined Events Disarm Energizer 2
T Analytics Events Disarm On Panic
Generic Events Evac
% Webhooks Event B Workflow
= ﬁ@ Security Lockdown
ﬂ Roles ;TSPTGEH int alarm
a Basic Users Wgrk'ﬂow ;Tem A
=@ System Dashboard
|:| Current Tasks
-@ System Monitor
-+ System Monitor Thresholds
- & Evidence Lock
: m Configuration Reports
E] Server Logs
Metadata Use
%, Metadata Search
[E- Access Control
E-E] Incidents
% Incident properties
Transaction sources
- Transaction definitions
[ .' Alarms
g+ MIP Plug-ins
=00 PJHNemtek
=@ FGTs
= @ Energizers
@ Zones
W
< >
Site Navigation = Federated Site Hierarchy < >

S —
Figure 17: Under Rules and Events > Rules, Right Click to Add a Rule.
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Manage Rule

Mame: | Am &ll energizers|

Description: |

Active: ]

Step 1: Type of rule
Select the rule type you want to create

(0] Perform an action on <event>
() Perform an action in a time interval
() Perform an action on & <recurring time>

Edit the rule description (click an underlined item)
Perform an action on event
from devices/recording server/management server

| Help | . Cancel | <Back Net> | FEinish

Figure 12: Name your Rule and set the type of rule
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Arm Energizer £ LIESCIIPUOr:
I Arm Energizer 2 HV I |
Manage Rule — O >
MName: | Arm gl energizers |
Descnphion: | |
Active: Select an Event *
El--'ql Events ~
Select the rule f - Hardware
OEEIEE | =% Devices
() Perform an 3 E- 8 External Events
(") Perform an 3 H- 3 Predefined Events
-1y Generic Events
=% User-defined Events
~R Arm alarm
Arm all energizers
Arm Energizer 1
Arm Energizer 1 HV
Arm Energizer 2
Arm Energizer 2 HY
Disarm alarm
Disarm Energizer 1
~%¢ Dhisarm Energizer 2
----- Stopper
(7)) Recording Servers o
oK |  cancel
| Help | . Cancel | < Back Net> | Finish

B | Il
Figure 13: Choose the same event
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Manage Rule — O
Mame: | Arm all energizers
Description: |
Active: ]
Step 2: Conditions
Select conditions to apply
[] \wiithin selected time in <time profiles
[] Outside selected time in <time profiles
(] \wfithin the time period <start time> to <end time>
[] Day of week is <day>
] \while failover is active
[] while failover is inactive
[] Event is from <window:
Edit the rule description (click an underlined item)
Perform an action on Am all energizers
from Extemal
| Help | . Cancel | <Back [ Wex> || Finish

Figure 74: Set the conditions to match your rule
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Manage Rule — O
Mame: | Arm all energizers
Description: | |
Active:
Step 3: Actions
Select actions to perform
[] Activate archiving on <archives> A
[]On =site= trigger <user-defined events
&rm Energizer HY
[] Send event information to <\webhook:
[] Arm Energizer LV
[] Disarm Energizer
[] Arm zone high vaoltage
[] Arm zone low voltage
[] Disarm Zone
[] Clear flags on energizer W
Edit the rule description (click an underlined item)
Perform an action on Am all energizers
from Extemal
Am all zones with HY on energizer Nemiek Energizer
| Help | . Cancel || <Back | DNext> | Finish
Figure 15: Set the action to "Arm Fnergizer HV', or the Nemtek Action you want to happen
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Select Targets x

Targets: Selected: /
= Targets IS Al Energizers

[#5 All Energizers §

| oK | Cancel

Figure 16: Add the Targets for the Rule. In this case, All Fnergizers are selected.
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@ Milestone XProtect Management Client 2023 R3

Eile Miew Action Maintenance Tools Help

H9 oea
Site Navigation > 0 x - n
0 Spezkers ~ Rules
v Metadata Arm Alarm
oo Input Arm all energizers
O Output zm Energ\zerl "
= E Client m Energizer
Arm Energizer 2
B Smart \wall

B3 View Groups
g Smart Client Profiles
g2 Management Client Profiles
Matrix
= & Rules and Events
(2] Fules
(&) Time Profiles
[ Notification Profiles
‘ User-defined Events
~ % Analytics Events
Generic Events
& Webhooks
= @@ Security
: ﬂ Roles
E Basic Users
@ System Dashboard
D Current Tasks
@ System Monitor
% System Monitor Thresholds
£ Evidence Lock
m Configuration Reports
Server Logs
Metadata Use
", Metadata Search
IE' Access Control
&3 Incidents
H % Incident properties
B Transact
Transaction sources
Transaction definitions
[ ,’ Alarms
=@ MIP Plug-ins
= PJHNemtek
EH@ FGTs
B@ Energizers

[ @ Zones

=

€

Site Navigation = Federated Site Hierarchy

<

Arm Energizer 2 HY

Default Goto Preset when PTZ is don
Default Play Audio an Reguest Rule
Default Record on Bookmark Rule
Default Record on Motion Rule
Default Record on Request Rule
Default Start Audio Feed Rule
Default Start Feed Rule

Default Start Metadata Feed Rule
Disarm Alarm

Disarm Energizer 1

Disarm Energizer 2

Disarm On Panic

Evac

Event B Waorkflow

Lockdown

Reset

Right call point alarm

=| Workflow event A

>

Rule Information

Name:

Arm zll energizers

Description:

Active

Definition:

Perform an action on Amm all energizers
fron

m
Am &l zones with HY on energizer All Energizers

e —

Figure 17: When your setup is finished, you should have a new rule that you can run from the XProtect Smart

Client
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XProtect Smart Client Setup

In order to use the integration, you must add Energizers and/or Zones to a Map. In your
Milestone XProtect Smart Client, set up a new view.

Drag the Nemtek logo into a view block to access the List View.

Drag a map into a view block, then drag Energizers and Zones from the plugin (puzzle piece) list
to the map.

Views Exports Search Alarm Manager Incidents Nemtek SLAmmer System Monitor

XProtect & NewView@+1+2)

All Energizers

tatus  Battery(V) 21 OUT(V) RET(Y) Mode  Z2 OUT(V) RET(V) Mode
o
.“aj 6125 6125 HV

t

«" 1 -
Energizer Shocking g 1400 .;‘g

Figure 18: An example of a view to manage Nemtek energizers
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Operations

Once you have set up Energizers and Zones on a Map in the Milestone XProtect Smart Client, the
client allows you to manage the Nemtek system with great ease.

Nemtek SLAmmer

»  NewView@+1+2)

G

All Energizers

Status  Battery(V) Z1 OUT(V) RET() Mode 72 OUT(V) RET(V) Mode
Y 000 % 0 o v ﬁ [} 0
13,63 .;Cg‘ 6125 6125 HV .;Jﬂ‘ 5625 5625 HV

14,00 .;tﬂ‘wsn 7750 HY .;(ﬁ‘??so 8125 HY

O

Figure 19: An example view which shows a map, a Nemtek List. two cameras, and a list of alarms

24/ 28

Pdﬁo

TECHNOLOGIES




Control Energizers and Zones

Right-click on a Nemtek Energizer or a Zone to see control or obtain specific information on that

device.

i

"

ergizer §®

CORRICOR

STAFF ROOM

Show alarms
Acknowledge alarms
Disable all new alarms

lgnore status

Arm HV Energizer
Arm Energizer
& Disarm Energizer
% Clear Energizer Flags
Center map here
@l Zoom in
G, Zoom out

Zoom to standard size

# Home

Status details

k Filters
" New (0)
" In progress

" On hold (0)

Ers

Functions include:

Arm High Voltage Energizer/Zone
Arm Low Voltage Energizer/Zone

Disarm Energizer/Zone

Y Show alarms

Acknowledge alarms
Dizable all new alarms

Ignore status

Arm HV Zone
Arm LY Zone

% Disarm Zone
Center map here
Zoom in

€ Zoom out

Zoom to standard size

#& Home

Status details

Clear Energizer Flags (This is used to acknowledge alarms or status updates)
Status Details for Energizer (Obtain a detailed breakdown of all information available)
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See Energizers and Zone Key Information

The integration has a Nemtek List View, which shows key information at a glance. All Energizers
and their associated zones are shown.
The list is sorted, from top to bottom:

« Panic

 Alarm

 Maintenance / Tamper Alert

* Armed

« Disarmed

& N

All Energizers

Energizer Name Status Battery () Z1 OUT(V) RET(V) Mode Z2 OUT (V) RET (V) Mode

Energizer Invalid EQI 0,00 @' 0 0 LV @ 0 0

Energizer Monitoring dﬂ@’ 3,63 .ﬂa' 6125 6125

Energizer Shocking #@ 14,00 .;la' 7750 7750

Figure 20: An example of the Nemiek List view
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The Nemtek List View also supports search functionality. Type in the Search Box and see alist of
all Zones and Energizers that match.

o It

All Energizers

Energizer Name Status Battery (V) Z1 OUT(V) RET(V) Mode 72 OUT (V) RET (V) Mode

Energizer Shocking -:P@ 14,00 .;lﬂ' 7750 7750 HV .ﬂﬂ' 7750 8125 HY

Figure 21: Search by Energizer or Zone
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Support and Feedback

If you need assistance with your Milestone Nemtek Integration, please feel free to email us.
If you have a feature request, or any other feedback on the email, please feel free to reach out.

The contact details are updated on www.pjhtechnologies.com

Support and Feedback Email: peter@pjhtechnologies.com
Support Phone: +27 83 984 844]

28 /28

TECHNOLOGIES



http://www.pjhtechnologies.com/

