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Overview

PJH Heat Hawk is a Milestone XProtect VMS plugin that allows you to integrate XProtect with
compatible Fire Panels. The plugin monitors Fire Sensors, Panels and connected Equipment,
allowing users to automate their safety and security procedures using the Milestone XProtect
Rule Engine.

Features

Monitor Fire Alarms and Alerts

See a comprehensive summary of the fire system
Map Cameras to Sensors

Full Rule Engine Integration. Automate the system.
XProtect Mobile App Support

Easy Installation

Licensing

The perpetual license purchased on PJHTechnologies.com allows the user to use the software
indefinitely, but support and updates are only available for 1 year from the day of purchase. After
that, a license renewal is required to continue receiving support and updates. The license packs
are counted per Fire Panel.
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Requirements

« Surveillance system that uses XProtect VMS system.
« XProtect Smart Client 2023 R2 or newer
* AFire Panel that is compatible with a

o Fieldserver; or

o Modbus Interface; or

o BACnet Interface.

Installation

Hardware

You will need a working Fire Panel that is set up and working. To enable Milestone XProtect
integration, you must connect the Fire Panel (via a Fieldserver/Modbus/BACnet Interface) to the
same network as the Milestone XProtect Management Server

For Ziton Fire Panels, please ensure that PORT 502 is open on your network and firewall. This
is the port that the Milestone XProtect integration on Windows uses to connect to the Firepanel
interface.

Software

On your XProtect Event Server, run the HeatHawk Event Server Integration installer, as obtained
on the PJH Technologies Licensing Portal: https://pjhtechnologies.com/licensing_portal/
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The installation is simple, and once it is done, the XProtect Event Server will restart and be
ready to use.

#2 PIHFire Setup — X

Please read the PIHFire License Agreement

EMND-USER LICEMSE AGREEMENT 63

This End-User License Agreement (EULA) isa
legal agreement between you (either as an
individual or on behalf of an entity) and PIH
Technologies regarding your use of the
Memtek Milestone Integration, and

associated documentation (the "Software").
IFYOU DO NOT AGREE TO ALL OF THE TERMS

OF THIS EULA, DO NOT INSTALL, USE OR COPY
THE SOFTWARE. W

[+]1 accept the terms in the License Agreement

Print Back | sl || Cancel

Figure I: Accept the Terms of the License Agreement to proceed
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17 PJHFire Setup - X

Please wait while the Setup Wizard installs PIHFire.

Status: Stopping services
L
ok | et
47 PJHFire Setup - X

Completed the PJHFire Setup Wizard

Click the Finish button to exit the Setup Wizard,

O

Back Cancel

Figure 2: Let the Installer finish, and the integration is ready to use
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Milestone XProtect Setup

In order to use this integration, you must install the Heat Hawk Client Integration Installer on
your XProtect Management Server and XProtect Smart Client Device, as obtained on the PJH
Technologies Licensing Portal: https://pjhtechnologies.com/licensing_portal/

The installation is simple and identical to the Event Server installation above.

After installation, you must enable the license and set up the Fire Panel in the Milestone

XProtect Management Client.

You can also use GSV Export and Import functionality, via the XProtect Management Client.
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Enable License

In order to use the integration, you must enable a license by going to the Milestone XProtect
Management Client, navigating to Heat Hawk under MIP Plug-ins, and following the instructions
for Automatic or Manual Licensing.

4 Milestone XPratect Management Client 2024 R2

File View Action Maintenance Tools Help

HY @em

Site Navigation > 0 X
" [} Auis One-click Camera Connecti .
-0 Fuat ] @ milestone | XProtect®

ﬂ:ﬂ Recording Servers
ﬂ Failover Servers

4] Mobile Servers @ PJHHeathawk
%0 Devices
-0 Cameras Licensing Other
- Microphones
@ Speakers PJH Fire Integration
- Metadata
oo Input Copyright PJH Technologies Pty (Lid) 2024
Version 1.0.0.1
() Output
=L Client All rights reserved
B Smart Wall
B3 View Groups hitps:iipjhtechnologies.com
£ Smart Client Profil
g Mr:a nI-ZntCrIielnTgProﬁles For support email softwaresupport@pjhtechnologies.com
Matrix
8 Rules and Events No valid licence detected!
Rules
(&) Time Profiles

[ Netification Profiles
- User-defined Events

- % Analytics Events
Generic Events
- Viebhooks

System Monitor

yystem Monitor Threshelds
£ Evidence Lock

m Configuration Reports

ﬁﬁ Access Control

=33 Incidents
% Incident properties

|| Transaction sources
ransaction definitions

Automatic licensing

Get your Site ID from the PJH Technologies licensing portal.
https://pjhtechnologies com/licensing_portal

Site ID

| Online licence retrieval

Manual Licensing

Upload your licence request file to the PJH Technologies licensing portal to get the licence file
https://pjhtechnologies.com/licensing_portal

| Download licence request file

| Import licence file

Figure 3: You can obtain a trial license from the PIH Licensing Portal linked on this page.
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Add Panel

The first device you must add is the Fire Panel Interface.

’ Alarms
=3+ MIP Plug-ins
=- (% PJHHeathawk
= Fire Interfaces
- Fire Panels v

< >

Site Navigation Federated Site Hierarchy

€ Milestone XProtect Management Client 2024 R2

File Wiew Action Maintenance Tools Help

H9 oemn

Site Nawvigation ~ 1 X ||Fire Interfaces + @ MFire Interface Information
Ei, Axis One-click Camera Connecti o f| o Imm_l— I
i Add New

Elm Servers Carl = ‘
lfﬂ Recording Servers ;’3 Refresh F5
ﬂ Failover Servers
ﬁ Mobile Servers
EH&EP Devices

-2 Cameras

- @ Microphones
G Speakers

P Metadata

e Input

Cl Output

=+ Client

- Smart Wall

Figure 4: Under MIP-Plugins>PIHHeatHawk>Fire Interfaces, right-click on Fire Interface and add a new interface
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4> Milestone ¥Protect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 oet

E—— + 1 x [[Fire Interfaces
[} Bxis One-click Camera Cannecti || =) Fire Interfaces

El'i] Servers - Main Interface Mame:
@ Recording Servers |Main Interface |

ﬂ Failover Servers

4] Mobile Servers IP Address:

=-%® Devices ( |

20 Cameras

-~ # Microphones

0 Speakers

? Metadata

e Input
U0 Mt

Figure 5: Insert the IP Address of the Fire Interface
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Add Fire Alarm Panels

You must add all Fire Alarm Panels individually, by right clicking on the Interface that you wish
to add them to. You must match the network id with the network id set up on the Fire Panel.

@ Milestene XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 @emn

Site Mavigation +~ 1 X |lFire Panels
15} Awis One-click Camera Connecti a | B Fire Panels

E’m Servers E\‘@ Main Interface Name:

l:fﬂ Recerding Servers D |Pane| 1

ﬂ Failover Servers

-] Mabile Servers Fire Panel Network 1D:

%P Devices 1 K

-2 Cameras

- & Microphones

e Speakers

- Metadata

e Input

Q Output

=8 Client

- - Smart Wall

= 1 |IFire Panel Information

Figure 6: You must match the Fire Panel Network D with the network 1D set up on the Fire Panel unit.
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Set Up Zones

Once you've set up Panels, you can name zones and associate up to four cameras to each zone.
Each camera shows a live view by default, or an incident playback view, which shows the
recorded footage of that camera at the time of an incident, such as a fire alarm. It is
recommended that you have both live and incident playback views for zones, so that staff can
see what happened at the time of an incident, as well as what is currently happening.

@ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 oemn
Site Navigation « 0 X flZones + 1 J|Zone Information
@ Recording Servers ~ ll 2 Zones
-] Failover Servers (& Panel 1 Name:
-~ Mobile Servers {4 Zone 1 Zone 1
E—J-s" Devices Zone No:
- Cameras 0
- & Microphones
Q Speakers Camera 1
- Metadats o )
oo Input Driveway ~ Show incident playback view
C Output Camera 2
[_]E Client Driveway ~ | [] Show incident playback view
BB Smart wall Camera 3
B3 View Groups | [ Show incident playback view
~f Smart Client Profiles Camera 4:
E Management Client Profiles «| [ Show incident playback view
Matrix
=[G Rules znd Events

Figure 7: Zones can have up to 4 cameras associated.
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XProtect Rule Engine Integration

The Heat Hawk XProtect Integration has full Rule Engine support, which means that you can set
up your own custom rules to run within Milestone XProtect, which are triggered by your Fire
Panel system.

Ideas for Rule Engine Rules:
« Ifafire alarm is detected, send an email
« If a maintenance alarm is detected, send an email
- [fafire alarm is detected, start recording all associated cameras until the alarm is ended.

For further information on the Milestone XProtect Rule Engine, please consult the latest
Milestone XProtect Documentation:
https://doc.milestonesys.com/latest/en-us/standard features/sf mc/sf mcnodes/

sf brulesandevents/mc rulesexplained rulesandevents.htm

XProtect Smart Client Setup

In order to use the integration, you must add Panels and/or Sensors to a Map. In your Milestone
XProtect Smart Client, set up a new view.

1) Click Setup in the top right of your Smart Client View

2) Drag a map into a view block,

3) Drag Fire Panels and Zones from the plugin (puzzle piece icon) list to the map.\

4) Click Setup again to save the view
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Park Map

Elernent selector n

Enter filter

.= Webhooks Plugin
4[] PIHHeathawk
4 Main Interface

- 4 Panel 1
= Zone 1
' Add plug-in element Fome 3

?;,_ ¥Protect Transact

Figure 8: Where to find plug in elements to add to a Map View in the XProtect Smart Client
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Operations

Once you have set up Fire Panels and Zones on a Map in the Milestone XProtect Smart Client, the
client allows you to monitor your Fire Alarm Panel system with great ease.

— a

@ 103541 B &

Video restrictions ¥ Setup  [7]

» & DESKTOP-1RGFBM3

4 Event
&) Audio

#  MIP plug-ins

Figure 9: An example view which shows a map with two fire alarm zones.
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See All Active Fire Alarms

After installing the plugin, the XProtect Smart Client will automatically have a dedicated Fire
Tab. This tab shows a list of all active Fire Alarms, with their associated cameras. You can close
individual alarms or close all alarms.

NB Closing an Alarm on XProtect does not silence the Fire Alarm on the Fire Panel.

Fi Exports Search Alarm Manager 1 Incidents PJH Fire System Monitor + A Moo

ensors

ime
24/09/27 16:42:42

Alarm Status

New Close Alarm

Figure 10: An example fire alarm in the Fire Tab
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Support and Feedback

If you need assistance with your PJH Heat Hawk Fire Alarm Integration, please feel free to email

us.
If you have a feature request, or any other feedback on the email, please feel free to reach out.

The contact details are updated on www.pjhtechnologies.com

Support and Feedback Email: peter@pjhtechnologies.com
Support Phone: +27 83 984 844]
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