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Important Note

All rights reserved. This document is the exclusive property of ForeVision Business Solutions and may not
be copied and/or reproduced without permission.

Software updates

ForeVision Business Solutions is committed to the continual testing and improvement of our products. As
new software version become available, it will be made available to your company; payment may apply
depending on your official agreement.

Customer suggestions
We want to hear from you. Tell us about your experience and how you are using our product. We will do
our best to accommodate any suggestions you may have in future versions.

Contact Information

Head Office

Al Musbah Tower, SAMA Street, Al Balad,
Jeddah 21455, Saudi Arabia

Tel: 4966 12 2319100 Ext. 155 & 148

Fax: +966 12 6483459
infoksa@fore-vision.com
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1. About this Manual

Welcome to the SecuPlate XProtect® Alert Integration User Manual. This manual is designed to walk you
through the process of installing, configuring and using the SecuPlate XProtect Alert Integration feature.

1.1 Pre-requisites

1. Milestone XProtect VMS version 2021 R2
2. ForeVision SecuPlate version 21.2

2. Configurations in Milestone XProtect Management Client

To let SecuPlate successfully transfer the vehicle alerts to XProtect, first there is need to add the Source
Cameras, Analytics Events and Alarm Definitions in XProtect. Follow below steps if such definitions are
not created in XProtect.
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2.1 Adding Camera

1. Make sure the camera is switched-on and available on the network.

2. In the Site Navigation pane, expand Servers, right-click Recording Severs and select Add
Hardware.

3. Select one of the wizard options and follow the instruction on the screen. After completing the
wizard, you can see the camera under the recording server.

4. Note down its GUID (Globally Unique Identifier). This value will be entered in SecuPlate Web
Application while configuring the integration. To see the GUID, select the XProtect Recording
Server where the camera has been added, and then select the camera. Click the Info tab, press
and hold Ctrl on your keyboard, and then click the camera's video preview.

@ Milestone XProtect Management Client 2021 R2 — [m] x
File View Action Maintenance Tools Help
H'9 @ea
Site Navigation « B X WRecording Server ~ O3 QProperties -
(=¥ TELVENT-MDB - (21.23) =] ﬁ Recording Servers S —
13 Basics © HJ TELVENT-MDE 0
& Lcense nformation = 3 FaP Entry (134.136.252.50)
Site Information i FGP Entry CCTV (134.136.253,60)
& Servers g ARH VIDAR (134.136.253.60) - Metadata 1
o ARH VIDAR (134.136.253.60] - Input 1
£} Recording Servers ofp ARH VIDAR (134.136.253.60) - Input 2
A Mobile Servers oy ARH VIDAR (134.136.253.60) - Input 3 S—
E1%2 Devices o ARH VIDAR (134.136.253.60) - Input 4 2 E
B Cameras o ARH VIDAR (134.136.253.60) - Input § FGP Entry (134.136.253.60) -+
# Microphones w ARH VIDAR (134.136.253.60) - Output 1 TR
e Speakers T
9P Metadata
<o Input
? O"Dtu " Positioning information
\ Outpu N .
B ':.J Client GPS coordinates: Tllustration:

B3 View Groups
£ Smart ClientProfiles
Matrix

Direction (a): ™
E(# Rules and Events 0 Degrees Loy
[E] Rules ~ i
Time Profiles Field of view (b): b',""
[ Notification Profiles 0 D=qiess o
Q User-defined Events Depth (ck N
¥ Analytics Events P Meters » €
GenericEvents
=] @ Security
% foles Preview positionin browser...
a BasicUsers
= o System Dashboard ID = 1351D4D1-D6AB-48F4-974D-9BCAE1C2 16A6
[] current Tasks = -
[%] configuration Reports XML Settings

{3 serverLogs
[ Access Control
e, Transact
E]] Transaction sources
Transaction definitions
£ ® alarms
& Alarm Definitions
B nlarm DataSettings
£5 Sound Settings
&¢ MIPPlug-ins

(Example: -33.856800, 151.215100)

ﬂ Infa {@Settmgs nstreams @ Record _ﬁ'-Motmn °F|sheyeLens {'} Events s:lJC|Ith [ Privacy masking

v

Live: 1440x1080 153KB

FGP Entry CCTV (134.136.253.60)

- 3 X
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2.2 Adding Analytics Event

1. Inthe Site Navigation pane, expand Rules and Events, right-click Analytics Events and select Add
New.

In the Properties window, enter a name for the event in the Name field.
Enter a description text in the Description field if needed.

In the toolbar, click Save.

v ok W

Note down the event name. This value will be entered in SecuPlate Web Application while
configuring the integration.

@ Milestone XProtect Management Client 2021 R2 — [m] x

File View Action Maintenance Tools Help

H'9 @<
Site Navigation - B X JAnalytics Events -
= “ TELVENT-MDB - (21.2a) =] ‘?‘ Analytics Events
= Basis ¥ SecuPlate vehicle Event
l&! License Information
Site Information Test Event
=H servers
g Recording Servers ESaptioE
0 Mobile servers
£152 Devies
B Cameras
& Microphanes
e Speakers
9P Metadata
oo Input
{/ Cutput
e+ client
B3 View Groups
£ Smart ClientProfiles
Matrix
EH[E Rules and Events
[E] Rules
Time Profiles
[*3 Notification Profiles
| User-defined Evenis
A}
GenericEvents
=] @ Security
% Roles
a BasicUsers
@) System Dashboard
[] current Tasks
[%] configuration Reports
{3 serverLogs
[ Access Control
e, Transact
E]] Transaction sources
Transaction definitions
£ ® alarms
& Alarm Definitions
B nlarm DataSettings
£5 Sound Settings
&1 g MIP Plug-ins

A

Analytics Events Information - 3

MName:
SecuPlate Vehide Event
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2.3 Adding Alarm Definition

1. Inthe Site Navigation pane, expand Alarms, right-click Alarm Definitions, select Add New.
2. Inthe properties window, enter a name for the alarm in the Name field.

3. Triggering event: Open the drop-down list, select Analytics Event. The names of existing Analytics
Event will appear in another list. Select an Analytics Event which is related to SecuPlate.

4. Sources: Select the camera, the event should originate from to trigger the alarm.

5. Otheroptions, you may keep to their default. Please consult XProtect user manual for the detailed

understanding of these options.

6. Inthe toolbar, click Save.

€ Milestone XProtect Management Client 2021 R2 —
File View Action Maintenance Tools Help
H 9 o e
Site Navigation = 7% alzrm Definitions Alarm Definition Information LS
- TELVENT-MDB - (21.23) E- & Alarm Definitions Alarm definition ~
SecuPlate Vehicle Alarm
5 Basics 2 Enable:
{&] License nformation
[ site Infermation Name: SecuPlate vehide Alarm
= servers
Instructions:
1)) Recording Servers
] Mobile Serves
%0 Devices
% Cameras Trigger
# Microphones Triggering event: Analytics Events
@ Speakers
¥ Metadate SecuPlate Vehide Event
oo Input
0 output Sources: Main Entry CCTV (134.136.253.60) Select...
=5 client Activation period
B3 view Groups
£2 smart ClientPrafiles ® Time profie: Alnays
Gl matrix O Event based:
= [ Rules and Events
[E] Rules
Time Frofiles
Notification Profles Mep
R User-defined Evenis Alarm manager view:
T Analytics Events
GenericEvents Related map:
el security Operator action required
P Roles )
8 sasicuses Time limit: 1minute
£ @ SystemDashboard Events triggered: [ Select...
[ currentTasks
[® configuration Reports Other
[y servertogs Related cameras: [ Select...
[Be Access Control
=] FQ,, Transact Initial alarm owner:
E)) Transaction sources Tnitial alarm priority: 1: High
Transaction defintions
5.8 Alsrms Alarm category:
g3 /\1arm Definitions Events triggered by alarm: [ Select...
#3 alarm DataSettings
8 Sound Settings
& MIPPlug-ins Alarm assignable to Administrators:
v
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2.4 Adding Basic User

In the Site Navigation pane, expand Security, right-click Basic Users, select Create Basic User.
Specify a user name and a password, and repeat it to be sure you have specified it correctly.
Clear the check box for changing the password on next login.

Make sure the status is selected as Enabled. Click OK.

ok W N e

Note down the credentials of this user. This information will be used while installing and
configuring the alert integration service.

€ Milestone XProtect Management Client 2021 R2 - 0
File View Action Maintenance Tools Help

H9 e
Site Navigation ~ 1 x |sasicuser + 1 [|Basicuser settings -8
@ TELVENT-MDE - (21.22) Name
= (] Basi & msuser
{&] License Information
Site Information Description:
=[] Servers
B Recording Servers
] Mobile Serves
1% Devices
W Cameras User name:
& Microphones "
@ Speakes
W Metadata
o Input
) output
=53 client
B3 viewGroups
£2 smart ClientProfiles
I matrix
= [& Rules and Events
[E] Rules Password:
Time Profiles [ |
[ Notification Profiles
| User-defined Events
T Analytics Events | ‘
GenericEvents Force Basic User to change password on next login
el security
P Roles Status:
8 Enabled -
=@ SystemDashboard
] currentTasks
[® configuration Reports
B serverLogs cancel
[ Access Control
EHEL Transact
[£] Transaction sources
Transaction defintions
=2 Alarms
& Alarm Definitions
B Alam DataSettings
#8 sound Settings
6 MIPPlug-ins

Name:

=

Mew Basic User X

Desaription:

Repeat passward:
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3. Configurations in ForeVision SecuPlate Web App

3.1 Entering XProtect Analytics Event and Source Camera ID

1. Login to SecuPlate Web Application, open Site Hardware Settings page, select Lane Operation
Type tab.

2. Here you will define for which lane the XProtect alert integration should be activated. For this
click the Edit link in the respective row. This will list of lane operations that can be activated for
the subject lane.

s cuplcte

3. Select the option “XProtect Alert Integration”, click Save.

s cuplate
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4. Now select XProtect Alert Integration tab in the same page. Here for the lane(s) which you
activated for XProtect alert integration, enter Analytics Event Name and Source Camera ID which
you noted while doing configurations in XProtect Management Client.

s cuplate
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3.2 Adding Watch listed Vehicles

This page provides the facility to maintain the list of watch listed vehicles. Once a number plate is added
in SecuPlate as watch listed vehicle, it will raise Watch Listed Vehicle Alert (yellow background color)
whenever such vehicle will traverse the lane. If the vehicle is under watch due to any negative reasons
(banned, stolen, blacklisted etc.) it can be marked as banned by selecting Banned checkbox. In this case
SecuPlate will raise Banned Vehicle Alert (red background color) whenever such vehicle will traverse the
lane.

1. Open Watch Listed Vehicle page and click Add Watch Listed Vehicle button. This will display the
data entry form.

s cuplate

2. Enter the data of watch listed vehicle. Select Banned checkbox if you want to mark it as a banned
vehicle. Click Save.

s cuplate
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4. Installing SecuPlate XProtect Alert Integration Service

1. Run XprotectAlertintegration.WinServiceSetup.msi on the computer where SecuPlate-Site or
SecuPlate Standalone version is installed. The Welcome screen of installation wizard will appear.
Click Next.

jﬁl ForeVision SecuPlate XProtect Alert Integration Service — 4

Welcome to the ForeVision SecuPlate XProtect A
Alert Integration Service Setup Wizard J

The installer will guide you thraugh the steps required to install FareWision SecuPlate <Protect Alert
Integration Service on your computer.

WARMIMG: This computer program ig protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may rezult in severe civil
ar criminal penalties, and will be prozecuted to the maxinum extent possible under the law.

< Back Cancel

2. The Installation Folder Selection screen will appear. Keep the defaults and click Next.

]ﬂ ForeVision 3ecuPlate XProtect Alert Integration Service - X

Select Installation Folder A

The installer will inztall Farg\fizion SecuPlate =Protect Alert Integration Service to the follawing
falder.

Toinztall in this folder, click "Mext”. Toinstall to a different folder, enter it below or click "Browse".

Folder:

C:%Program Files\ForeViziont S ecuPlate =protect Alert [ntegration’, Browse. ..

Dizk Cost...

Install ForeVision SecuPlate XProtect Alert Integration Service for yourself, or for anyone who uses
this computer:

(®) Everyone
(O Just me

< Back Cancel
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3. The Confirm Installation screen will appear. Click Next. The installation process will start.

j‘ﬁl ForeVision SecuPlate XProtect Alert Integration Service — >

Confirm Installation A

The inztaller is ready to inztall FareWision SecuPlate <Protect Alert Integration Service on your
computer.

Click "Mext" to start the installation.

< Back Caticel

4. After completion, the Installation Complete screen will appear. Click Close.

45 ForeVision SecuPlate XProtect Alert Integration Service - X

Installation Complete il

ForeVigion SecuPlate XProtect Alert Integration Service haz been successfully installed.

Click "Cloge to exit.

Flease uze Windows Update to check for any critical updates to the MET Framewark,

{ Back Cancel
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5. Configuring SecuPlate XProtect Alert Integration Service

1. After successful installation of the service, copy the provided license file (License.sp) in the folder
where this service is installed. Service will not operate without the appropriate license.

2. Use the utility named ForeVision.SecuPlate.ConfigManager.exe available in the service folder to
enter the connectivity information for SecuPlate and XProtect Server. This information is saved in
config.xml file and xprotectconfig.xml file respectively in encrypted format. The service reads the
information from these files and establishes the connection with SecuPlate database and XProtect
Server.

3. Open Windows Services console and start the service.

4. For confirmation whether the service started successfully, check the entries in Windows event log
named ForeVision SecuPlate.

{2 Event Viewer - m} b4
File Action View Help
|27 @

{2 Event Viewer (Local)
% Custom Views
» Windows Logs
~ [ Applications and Services Logs

ForeVision SecuPlate  Number of events: 1

Date and Time
06/01/2022 9:46:03 AM

Actions

ForeVision SecuPlate -~

Level Source

(@) Information

EventID Task Category
D None

SecuPlate Xprotect Alert Integration Service Open Saved Log...

] ForeVision SecuPlate
] FVRFID API
{] Hardware Events

“ OpenSSH

5] Palo Alto Networks

=] Windows PowerShell
2 Subscriptions

Service has been initialized successfully.

More Information:  Event Log Online Help

¥ Create Custom View...

Import Custom View..

] Intemet Bxplorer Clear Log...
#] Key Management Service T Filter Current Log...
Microsoft < > E]
= . Properties
=] Microsoft Office Alerts Event 0, SecuPlate Xprotect Alert Integration Service x
_| Microsoft-SQL ServerDataTools & Find...
| Microsoft-50LServerDataToolsVs General Details |l Save Al Events As...

Attach a Task To this Log..

] PreEmptive View
] Seculiccess & Reiresh
5] Windows Azure =

H Hep

Event 0, SecuPlate Xprotect Alert Integ...
[E] Event Properties

E] Attach Task To This Event...

|l Save Selected Events...

Log Name: ForeVision SecuPlate 5 Cory
Source: SecuPlate Xprotect Alert Inte Logged: 06/01/2022 8:46:03 AM G| Refresh
Event ID: 0 Task Category: None E Help
Level: Information Keywords: Classic, Audit Success

User: N/A Computer:

OpCode: Info
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6. Viewing Alerts in SecuPlate and XProtect Smart Client

1. For testing/configuration purposes when real-time traffic is not available, the static images (JPG
files) of the vehicle’s front can be used to simulate the vehicle traversing. The images can be of
different nature i.e. clear readable plates, hidden plates and plates which are registered as watch
listed/banned vehicle (for testing purposes) in SecuPlate. Any of these images can be copy-pasted
in the lane-wise folders at SecuPlate computer. These are the folders in which LPR Cameras drop
the images of traversing vehicles during real-time image capturing.

2. As soon as the image is dropped in the folder, it is processed by SecuPlate and the results are
displayed at Live Monitor page of SecuPlate. In case if it is a watch listed/banned or the plate is
not recognized, the System generates the alert. This alert will be transmitted to XProtect and it
can be seen in the Alarm Manager section of XProtect Smart Client.

Note: Below are the screenshots of SecuPlate Liver Monitor page and XProtect Smart Client for
different scenario:

SecuPlate Live Monitor page view when a non-watch listed vehicle traversed at Entry Lane-1

s cupiate

it Set Default Profile
|

Fodhell Gate FGP - Exit Lone 2
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SecPlate on-screen alert when a banned vehicle traversed at Entry Lane-1

= cuplate =

Display Profiie

Live Monior

imestamp

Plate Origin

ogrized. Banned Vehicla

Banned vehicle alarm appears in XProtect Smart Client for the above shown event

& Milestone XProtect Smart Client 30/12/2021 1227:18PM — O X
Live Playback Search W Property WorkSpace Plugin @ -0 9 v

Setup

map has been selected FGP Entry CCTV (134.136. 12:1228857.. » | Message: SecuPlate Vehicle Event
Definition SecuPlate Vehicle Alarm

Type:

Source: FGP Entry CCTV (134.136.253.60)
CustomTag:

Object

Vendor FVBS

Location Fadheli Gate FGP - Entry Lane 1
Description:

Plate Text: 88562

Plate Type: Private Transport

Plate Origin: Saudi Arabia

Vehicle Status: Banned Vehicle, ANPR Recognized

Quick Filters Alarms  Custom (fiter applied) v Clear filter

Y New (167) Time Priority Level ' StateLevel ~ State Name  Message Source

Y In progress (2) 12:16:36 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253 60)
'Y On hold (0) 12:15:23 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253 60)
Y Closed (25) 12:15:04 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)

12:13:43 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.25360)

12:04:44 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)
Servers

TELVENT-MDB
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SecuPlate on-screen alert when a watch listed vehicle traversed at Entry Lane-2

S cuplate

Dashbosrd

Live Monitor Fadhali Gate FGP

Timestamy

Pla

R Recognized, Banned Vehicle ANPR Recognized, Watchiisted Vehicie

Watch listed vehicle alarm appears in XProtect Smart Client for the above shown event

Milestone XProtect Smart Client 30/12/2021 1229:15PM = B

Live Playback Search W Property WorkSpace Plugin @ - 0 ¢

s

p has been selected FGP Entry CCTV (134.136.253.60) - 30/ 12:1625.111.. > Message: SecuPlate Vehicle Event
| Definition SecuPlate Vehicle Alarm

Type:

Source: FGP Entry CCTV (134.136.253.60)
CustomTag:

Object

Vendor FVBS

Location Fadheli Gate FGP - Entry Lane 2
Description:

Plate Text: AYaA & o3

Plate Type: Private Car

Plate Ongin: Saudi Arabia

Vehicle Status: Watchlisted Vehicle, ANPR Recognized

1200 PM ) 12:16:25.586PM || » 12:40 PM

Quick Filters Alarms  Custom (filter applied) Clear filter Reports

Y New (167) 1 Time Priority Level | State Level  State Name Source Owner ID
Y In progress (2)
'Y On hold (0)
Y Closed (25)

12:16:36 PM 30/12/2021 1 1 FGP Entry CCTV (134.136.253.60) 202

=

G5 12:15:04 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)
G 12:13:43 PM 30/12/2021 SecuPlate V¢ Event FGP Entry CCTV (134.136.253.60)
& 12:07:50 PM 3011272021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)
& 12:04:44 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)
Servers

TELVENT-MDB

Page 17 of 18



FORE VISIU JINI

. blending business with technology
SecuPlate XProtect® Alert Integration User Manual

SecuPlate on-screen alert when the vehicle plate is not recognized at Entry Lane-1

Client Logo o Admin

Display Profile
Live Monitor

Venicie Plate

Unrecognized

ANPR Unrecognized ANPR Recognized, Wat

s Messag Sysiem Mess System Message

Un-recognized plate alarm appears in XProtect Smart Client for the above shown event

Milestone XProtect Smart Client 30/12/2021 12:30:55PM — B X

Live Playback Search W Property WorkSpace Plugin @ -0 ¢ v

Setun

p has been selected 6 > | Message: SecuPlate Vehicle Event
Definition SecuPlate Vehicle Alarm

ype:

Source: FGP Entry CCTV (134.136.253.60)
S

Location Fadheli Gate FGP - Entry Lane 1

Description:
Vehicle Status: ANPR Unrecognized

12:21:26.143PM |l » oM

Quick Filters Alarms  Custom (fifter applied) ~ Clear filter Reports

Y New (167) I Time Priority Level | StateLevel  StateName  Message

Y In progress (2) 163 5120 i Y & - o
Y On hold (0) 12:15:23 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253 60)
Y Closed (25) 12:15:04 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)

12:13:43 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)

12:07:50 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)

12:04:44 PM 30/12/2021 SecuPlate Vehicle Event FGP Entry CCTV (134.136.253.60)
Servers

TELVENT-MDB

Page 18 of 18



