Using Milestone XProtect™ with Omnilert Gun Detect
Release notes, v1.0, April 2022

1. Capabilities

Omnilert Gun Detect integrates with Milestone’s XProtect video management system (VMS) to
offer the following capabilities:

e Camera import directly from XProtect or through native Gun Detect ONVIF discovery.
This provides a convenient way for Gun Detect to import camera information, such as
camera names and geo-location, rather than adding via the Gun Detect Ul.

e Bookmarking of gun detections to the appropriate camera in XProtect using “Analytics
Events”. The integration creates a “Gun Detected” event which can be used to trigger
additional XProtect actions.

e Gun Detect integration requires the Milestone REST API which requires XProtect 2022
R122.1a or later.
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2. Installation Pre-Requisites

Gun Detect integrates through the XProtect REST APl and requires some settings in the VMS to
get necessary features working. These are:

e Setup a user with admin privileges for the API

e Enable/open port 9090 to allow communications with the Event server

e Create the “Gun Detected” Analytics Event

e Setup rules and actions



Setup Admin User

1. In XProtect Management Client, select “Security” in the Site Navigation pane and right
click on “Basic Users.”
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2. Create a username and password and deselect the box to force user to change
password.

3. Go to “Roles”, select “Administrators”, and at the bottom of the screen on the right
select “Users and Groups.” Click “Add” -> “Basic User” -> select the user you made

above. Keep note of this user and password for the REST API later

Enable Analytics Events

A Gun Detect event will use the APl and Analytics Events to trigger a Rule that will perform
actions on our behalf, like bookmarking. The Analytics Event must be explicitly created and
enabled.

1. Goto “Tools” at the top menu and click “Options”
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2. Click right on the top bar until you see “Analytics Events.” Click to access that screen and
make sure the “Enabled” checkbox is checked, port 9090 is being used, “All network
addresses” is selected. Click Ok.
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3. Go to “Rules and Events” in Site Navigation. Click “Analytics Events” and right click on

“Analytics Events” in the central window and then “Add New”. Name the event “Gun



Detected” (Note: this name will matter later so ensure you correctly type “Gun
Detected”). Add a description if you wish:
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Rules Setup

The final piece of setup is to define a Rule -- essentially a set of actions -- that will be performed
when the Gun Detected Analytics Event occurs.

1. Scroll down to “Rules and Events” in the Site Navigations. Right-click on “Rules”, then
“Add Rule”:
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2. Name the Rule “Gun Detected” in the popup window. Make sure “Perform an action on
<event>" is selected, and click the highlighted blue “event” link in the panel at the

bottom:
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Step 1: Type of rule
Select the rule type you want to create
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3. Inthe menu that pops up, click “Analytics Events” -> “Analytics Events” -> “Gun

Detected”

and click Ok



For the “From” highlighted in blue, click on the link and select the camera group you are
using (e.g. “Camera Group 1”). “Add” and click Ok.

Click “Next” and “Next” again to skip the “Conditions” panel.
On the “Actions to perform” panel, select “Start recording on <devices>" and “Create
bookmark on <devices>". Upon selecting, change “immediately” to the time you want
(e.g. 20 seconds before the bookmark -- you do this by selecting a negative time). Select

the “recording device” highlighted in blue and select “device from metadata”.

Click on “Bookmark” in blue and add name/description (e.g. Gun Detect/Triggered by
Omnilert Gun Detect Al). You can also click the blue highlighted items at the bottom to
add metadata, for example:
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Once again select “device from metadata”. Upon clicking next, you can select a “Stop
Action” (e.g. stop recording 30 seconds after the event occurred.) The entire rule set
should now look like the following image. Click Finish.
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9. Setup is now complete. It is worthwhile to test the Event is setup correctly. You can
quickly do this by clicking on “Analytics Events” under “Rules and Events”, choosing
“Gun Detected” and then “Test Event.” Select the server, camera group and a camera to
test with. You should see a bookmark show up in the live view for the selected camera.
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Installation of the Milestone XProtect Plug-in
The XProtect Plugin is installed using the Gun Detect mini menu on the Gun Detect server.

e Open aterminal and start the mini menu with command “gdm”

e Select “Setup Integrations”

e You should have a list of available integrations. Select XProtect

e The installer will run and ask for XProtect credentials. These are the username and
password you used when you created the administrative user earlier

e The installer will ask for the address of your XProtect server, which you can provide as a
domain name or IP address (e.g myserver or myserver.company.com or
192.168.10.123).

e Provide the Port which was used, normally 9090.

e Add alocation (a descriptive name of the server, site, location, etc.)

e The API currently is not capable of reliably returning information on the stream URI and
port used for any cameras known to the VMS. A camera is accessed via its RTSP address
which is of the form:

rtsp://username:password@server_address:port/stream_information

for example:



rtsp://192.168.20.4:554/mainStream01
The Stream URI in this example is “//mainStream01” and the port is 554.

Depending on how your cameras are configured, XProtect may or may not be able to
provide this information for each camera. The plugin, therefore, allows you to specify a
global port and Stream URI as a convenience. This is only helpful if your cameras all have
the same port and Stream URI, but it can ease the work in setting up the rest of the
integration.

At this point the plugin is configured and will run to contact the XProtect server to
retrieve camera information. If successful, the plugin will leave the camera file in

~/hooks/discovery/milestone-import.dat

You can edit this file to ensure the camera information is correct.

Run “Find Cameras” within the Gun Detect Ul to import this camera information. Note
that if the cameras are discoverable by GD’s native ONVIF scanner they may also show
up on the Find Cameras list. You can disable the ONVIF scanner by creating a file
“nolocal” in the discovery directory:

touch ~/hooks/discovery/nolocal



