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Configuring SIOS LifeKeeper
for Milestone XProtect

Introduction

By following the steps below, you will be able to build a two-node Milestone XProtect VMS
cluster using the SIOS Protection Suite with Microsoft SQL Server. The steps provided in this
document assume that the XProtect Management Server, SQL Server, and all the optional
XProtect components are running on the same server. However, you can choose to break out
the components across many different cluster pairs if you wish to do that. You should adjust the
steps below, installing and clustering just the components you wish to run on each cluster pair.

Pre-Requisites

To create a high availability (HA) cluster, you need at least three servers. Two servers run the
XProtect Management Server and all the optional services, and at least one server acts as the
XProtect Recording Server. The two XProtect Management Servers will be clustered with SIOS
LifeKeeper. The XProtect Recording Server can also be made redundant using the built-in
redundancy options. That will not be covered in this guide.

For this guide, we will call these servers XPROTECT1, XPROTECT2 and RECORDING. The
following items must be completed.

When you provision these servers, the names must be in ALL CAPS.

You must use static IP addresses on these servers.

XPROTECT1 and XPROTECT2 need host file entries that resolve to one another, even
if the DNS is in use.

These servers can be in a Workgroup or an Active Directory domain.

If in an AD domain, you must create a domain user account that is added to the local
Administrators group and 1IS_IUSRS group. This account will be used for both the
Milestone XProtect services and the SIOS DataKeeper and LifeKeeper services.

e |Ifin a Workgroup, you need to create a local account on each server and add it to the
local Administrators and 11IS_IUSRS group. The same account, with matching
passwords, must be created on each server.

e Make sure the user installing and the account running SQL Server is in the Local
Administrators Group and the IIS_IUSRS Group.
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&E:Replicator

&E:Stnrage Replica Administrators
&E: Systern Managed Accounts G...
&E:Users

28/ SOLServer200550L Browserls...

Description

Members of this group can remot...
Administrators have complete an...
Backup Operators can override se...
Members of this group are allowe...
Members are authorized to perfor...
Members of this group can chang...
Members are allowed to launch, a...
Members of this group can read ...
Guests have the same access as m...

Members of this group have com...

Built-in group used by Internet Inf...

Members in this group can have s...
Members of this group may sche...
Members of this group can acces...
Power Users are included for back...
Mermbers can administer printers ...
Servers in this group run virtual m...
Servers in this group can perform ...
Servers in this group enable users ...
Mermbers in this group are grante...
Mermbers of this group can acces...
Supports file replication in a dom...
Mermbers of this group have com...
Mernbers of this group are mana...
Users are prevented from making ...
Mermbers in the group have the re...

XPROTECT1 and XPROTECT2 both must have at least one additional partition. The
partition drive letters and size must match between the servers.
Dynamic Pagefile must be disabled; no page file should reside on the extra partition(s)
for XPROTECT1 and XPROTECT2.

o See:

https://docs.us.sios.com/dkse/8.6.4/en/topic/disable-automatically-manage-pagin

g-file-size-for-all-drives
Utilizing two distinct network cards on separate networks is highly recommended (though
not mandatory) to optimize network functionality. Establishing a Public network for
regular communication purposes, alongside a Private network on a distinct subnet
specifically designed for data replication, would be ideal. Both networks should be
utilized as communication paths within the cluster.
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Step 1 - Install SQL Server

1. Install SQL standalone instance

T4 SOL Server Installation Center

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

Microsoft SQL Server 2019

- O

x

4

Mew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install 5OL Server 2019 in a non-clustered environment or to add
features to an existing SOL Server 2019 instance.

Install SOL Server Reporting Services

Launch a download page that provides a link to install SCL Server Reporting Services.
An internet connection is required to install 55RS.

Install SQL Server Management Tools

Launch a download page that provides a link to install 5OL Server Management
Studio, SQL Server command-line utilities (SQLCMD and BCP), SOL Server PowerShell
provider, SOL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.

Install SOL Server Data Tocls

Launch a download page that provides a link to install SOL Server Data Tools (S50T).
S5DT provides Visual Studio integration including project systemn support for
Microsoft Azure SOL Database, the SQL Server Database Engine, Reporting Services,
Analysis Services and Integration Services. An internet connection is required to install
S50T.

MNew S0L Server failover cluster installation

Launch a wizard to install a single-node SOL Server 2019 failover cluster.
This action is only availabe in the clustered environment.

Add node to a 50L Server failover cluster

Launch a wizard to add a node to an existing SQL Server 2019 failover cluster,
This acticon is only availabe in the clustered environment.

Upgrade from a previous version of S0L Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2014,
Click here to first view Upgrade Documentation
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2. Enter product key

<

4 SOL Server 2019 Setup - O *

Product Key

Specify the edition of SOL Server 2019 to install.

Product Key Validate this instance of SQL Server 2019 by entering the 25-character key from the Microsoft certificate
License Terms of authenticity or product packaging. You can also specify a free edition of SQL Server: Developer,
Evaluation, or Express. Evaluation has the largest set of SOL Server features, as documented in SQL Server
Global Rules Books Online, and is activated with a 180-day expiration. Developer edition does not have an expiration,
Microsoft Update has the same set of features found in Evaluation, but is licensed for non-production database application

Product Updates development only. To upgrade from one installed editicn to another, run the Editicn Upgrade Wizard.

Install Setup Files
() Specify a free edition:
Install Rules

Feature Selection Developer

e (®) Enter the product key:

Feature Configuration Rules ||

Ready to Install

Installaticn Progress

Complete

3. Accept license terms and Privacy Statement

T SOL Server 2019 Setup — O >

License Terms

To install SOL Server 2019, you must accept the Microsoft Software License Terms.

Product Key ~
. MICROSOFT EVALUATION SOFTWARE LICENSE TERMS

License Terms

ioballiuisy MICROSOFT SQL SERVER 2019 EVALUATION

Microsoft Update

Product Updates These license terms are an agreement between Microsoft Corporation (or based on where

you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which incudes the media on which you received it, if any. The
terms also apply to any Microsoft

Install Setup Files
Install Rules

Feature Selection
Feature Rules * updates,
Feature Configuration Rules

+  supplements,
Ready to Install e

Installation Progress ¢ Internat_hazed sarvires and ¥
Complete Ea :
Copy  Print

I | accept the license terms and ~ Privacy Statementl

SQL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about data processing and
privacy controls, and to turn off the collection of this information after installation, see the

documentation.
: BECk Can{e'
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4. Allow Microsoft Updates by checking the box

5 SOL Server 2019 Setup — ]

Microsoft Update

Use Microsoft Update to check for important updates

My Microsoft Update offers security and other important updates for Windows and other Microsoft
License Terms software, including SQL Server 2019. Updates are delivered using Automatic Updates, or you can visit
Global Rules the Microsoft Update website.

Microsoft Update I Use Microsoft Update to check for updates (recommended) I

Product Updates
§ Microsoft Update FAC
Install Setup Files

Install Rules Microsoft Update Privacy Statement

Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete
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5. Wait for installation of setup files

5 SOL Server 2019 Setup

Install Setup Files

If an update for SOL Server Setup is found and specified to be included, the update will be installed.

Product Key

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Task Status
Scan for product updates Completed
Download Setup files Skipped
Extract Setup files Skipped
Install Setup files In Progress
< Back MNext = Cancel
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6. Verify installations rules passed

(Il

T SOL Server 2019 Setup

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
can continue,

Install Rules Operaticn completed. Passed: 3. Failed 0. Warning 1. Skipped 0.

Feature Rules

Feature Configuration Rules Hide details << Re-run
Ready to Install View detailed report
Installation Progress
Complete Result Rule Status
@ Consistency validation for SQL Server registry keys Passed
@ Computer domain controller Passed
Ay |Windows Firewall Warning
@ SCQL 2019 minimurn CTP for Upgrade and Side by 5ide Support | Passed
< Back Mext > Cancel |
a. Check any warnings and correct them as needed.
B sQL Server 2019 Setup - X
Install Rules
Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
canh continue.
Install Rules Operaticn completed. Passed: 3. Failed 0. Warning 1. Skipped 0.
Feature Rules
Feature Configuration Rules Hide details << Re-run
Ready to Install Rule Check Result x
Installation Progress 4 Rule™Windows Firewall" generated a warning.
Complete JA Status
= The Windows Firewall is enabled. Make sure the appropriate
ports are open to enable remote access. See the rules Passed
documentation at hittps://go. microsoft com/fulink/?
linkid=2034702 for information about poris to open for each Passed
feature. r
Warning
rt | Passed
< Back Next » Cancel
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7. Install features and set instance location

T SOL Server 2019 Setup

Feature Selection

Select the Evaluation features to install.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

= O X
0 Looking for Reporting Services?  Download it from the web
Features: Feature description:
Instance Features The configuration and operation of each ~
Database Engine Services instance feature of a SOL Server instance is
e isolated from other SOL Server instances, SOL ¥
[] Machine Learning Services and Language Prerequisites for selected features:
Or .
O] Python Ailrea#ylnstalled. . ~
i~ Windows PowerShell 3.0 or higher
[ ave Wind P Shell 3.0 or high
. . . v
[ Full-Text and Semantic Extractions for Sez . Mlcrosoft‘u"l.sual C++ 2017 Redistributable
[ Data Quality Services Disk Space Requirements
O F"_°|'}‘Base Query Service for External Data Drive C: 1003 MB required, 1011 MB available
. e s
Select All Unselect All

Instance root directory:

C\Program Files\Microsoft SOL Server,

Shared feature directory:

Shared feature directory (x86):

8. Configure Instance with the default instance name

CM\Program Files\Microsoft SQL Server),

C:\Program Files (x86)\Microsoft SOL Server\

< Back

T SOL Server 2019 Setup

- O X
Instance Configuration
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Install Rules

Feature Selection O Named instance: | MSSQLSERVER

Feature Rules

Instance Configuration

Server Configuration Instance ID: MSSQLSERVER

Database Engine Configuration

Feature Configuration Rules

Ready to Install SQL Server directory:  E\Microsoft SQL Server\MS50QL15.MS5CLSERVER

Installation Progress .

Installed instances:
Complete
Instance Mame Instance ID Features Edition Version
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9. Configure server with default service accounts

T SQL Server 2019 Setup

Server Configuration

Specify the service accounts and collation configuration.

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Service Accounts  Collation

Microsoft recommends that you use a separate account for each SQL Server service.

Service Account Name Password Startup Type
SQL Server Agent NT Service\SQLSERVERA... Manual ~
SQL Server Database Engine NT Service\MSSCLSERVER Automatic |~
SQL Server Browser NT AUTHORITY\LOCAL ... Automatic v

[] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed.

Click here for details

10. Configure Database Engine to have mixed-mode authentication, add necessary users as

administrators, and set data directories to use the partition(s) set aside for replication.

T SOL Server 2019 Setup - O X
Database Engine Configuration
Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.
Install Rules Server Configuration empDB MaxDOP  Memory FILESTREAM
Feature Selection
Specify the authentication mode and administrators for the Database Engine.
Feature Rules
Instance Configuration Authentication Mode
Server Configuration () Windows authentication mode
Database Engine Configuration - o = o
- . I@ Mixed Mcde (SQL Server authentication and Windows authentication) I
Feature Configuration Rules
Ready to Install Specify the password for the SQL Server system administrator (sa) account.
Installation Progress Enter password: |................. |
Complete
Conﬁrm password: SNBSS RERERREEN |
Specify SQL Server administrators
SOL Server administrators have
unrestricted access to the Database
Engine.
Add Current User Add...
SIOS Technology Corp. -9- us.sios.com
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T SOL Server 2019 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuration

Data root directory:

System database directory:

User database directory:
User database log directory:

Backup directory:

TempDB MaxDOP  Memory FILESTREAM

E\Program Files\Microsoft 50L Servert,

E\Program Files\Microsoft SQL
ServeriMSSQL15.MSSQLSERVER\MSSOLY Data

|E:\P rogram Files\Microsoft SOL Server\MS5S0L1 5.MSSQLSERVER\|

|E:\P rogram Files\Microsoft SQL Server\MS5QL1 5.MSSQLSERVER\|

|E:\P rogram Files\Microsoft SOL Server\MS5S0L1 5.MSSQLSERVER\|

< Back Mext

11. Verify Installation Configuration, then install

5 SOL Server 2019 Setup

Ready to Install

Verify the SOL Server 2019 features to be installed.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2019:

<

[=- Summary

- Edition: Evaluation

[=)- Prerequisites
= Already installed:

[=- General Configuration
E| Features

Instance |Ds

Clemod b Mo a

- Action: Install (Product Update)

Windows PowerShell 3.0 or higher
Microsoft Visual C++ 2017 Redistributable

. Database Engine Services
é--lnstance configuration
. - Instance Name: MSSOLSERVER
Instance |D: MSSOLSERVER

- S0L Database Engine: M550L15.MS50LSERVER
Instance Directory: E\Microsoft SOL Server
[=J- Shared component root directory

P,

Configuration file path:

C:A\Program Files\Microsoft 5OL Server\150\5etup Bootstraph\Logh20230524_080000\CeonfigurationFile.ini

: BBCk Cance'

SIOS Technology Corp.
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12. Verify installation was successful

T SOL Server 2019 Setup

Complete

Your S0QL Server 2019 installation completed successfully with product updates.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Informaticn about the Setup operation or possible next steps:

Feature Status
& Database Engine Services Succeeded
@ SQOL Browser Succeeded
@ SOL Writer Succeeded
@SQL Client Connectivity SDK Succeeded
@ SQL Client Connectivity Succeeded
Details:

Install successful.

Summary log file has been saved to the following location:

C:\Program Files\Microsoft SOL Server\150\Setup Bootstraplogh20230524 080000

Summary XPROTECT1 20230524 080000.txt

13. Repeat steps 1-12 on XPROTECT2

Download and install SQL Server Management Studio on both XPROTECT1 and XPROTECT2
Install SQL Server Management Studio (SSMS):

SIOS Technology Corp.
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1. Install

RELEASE 19.0.2
Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click “Install* to begin.

Location:

C\Program Files (x86)\Microsoft SQL Server Management Studio 19 -

By clicking the “Install” button, | acknowledge that | accept the
the License Terms for SQL S Aanagement Studio and A

SQL Server Management Studie transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

fu ne
e

. RELEASE 19.0.2
B% Microsoft SQL Server Management Studio
with Azure Data Studio

Setup Completed

All specified components have been installed successfully.

SIOS Technology Corp. -12 -
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2. Connect to each SQL instance and verify that the user account has ‘sysadmin’ and
‘public’ role

Ohbject Explorer

Connect = ? x*

~ 0 x

¢ -

= @ XPROTECT1 (SQL Server 15.0.2000.5 A
Databases
= Security
= Logins

%o %o Us e 5 Eo Eo Ko K¢ Ko K¢ Ko Ko

Hi. Hi. Hi. Hi. Iiﬂ.

BHEBHB

B H

| B

PolyBase

##MS_PolicyEventProce:
#£#M5_Policy TsglExecutic
NT AUTHORITYV\SYSTEN
NT Service\M55CQLSERVE
NT SERVICE\SQLSERVER:
NT SERVICE\SOLTELEME
NT SERVICE\SQLWriter
NT SERVICE\Winmgmt
sa

KPROTECT 1\ chendricks-

rver Roles

bulkadmin
dbcreator
diskadmin
processadmin
public
securityadmin
serveradmin
setupadmin
sysadmin

Credentials
Cryptographic Providers
Audits
Server Audit Specifications
Server Objects
Replication

B Login Properties - XPROTECT 1 chendricks-sinke

Selecta page
F# General

*
F User Mapping
# Securables
F Status

Connection

Server:
KPROTECTH

Connection:
XPROTECT 1'chendricks-sinke

ﬁ View connection properties

IT Script ~ @ Help

Server role is used to grant server-wide security privileges to a user.

Server roles:

[ bulkadmin
[] dbereatar

[ diskadmin
[] processadmin
public

[ securityadmin
[ serveradmin
[ setupadmin

sysadmin

SIOS Technology Corp.
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Step 2 - Install Milestone XProtect

1. Choose language

’ Milestone XProtect VMS 2022 R3 x

Choose language

Language: English i

2. Agree to Terms and Conditions

’ Milestone XProtect VIMS 2022 R3 4

Accept the Milestone license agreement

Milestone End-user License Agreement

MOTE: fyou are a Milestone Dealer, systems integrator or are otherwise installing this
Product on behalf of a third party, you shall ensure that you have their acceptance of this End-
user License Agreement and their consent to provide end-user personal data for registration
with Milestone Systems if such voluntary option is applied.

This End-user License Agreement ("EULA") is a legally binding agreement between you
(either an individual or a single legal entity) and Milestone Systems AS ("Milestone”) for the
Milestone product or utility, which may include associated software and hardware
components, media, printed materials, online or electronic documentation and any updates
or corrections (*Product’). Ifyou have purchased the Product as part of a computer or server
system delivered by Milestone all hardware and software components of such system shall
forthe purposes of this EULA be considered being parts of the Product, except however for
any third party software or hardware compoenent which is covered by a separate third party
license agreement included in the system documentation or otherwise incorporated in the

Funtnm

I Taccept the terms in the license agreernentl

Previous Continue Cancel
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3. Determine whether you want to share data

. Milestone XProtect VMS 2022 R3

Privacy settings

(") Share usage data and help us improve our services.

Shared usage data will be collected for XProtect Mobile Server, XProtect Mobile Client, and
XProtect Web Client.

Please note that Milestone uses technology by third-party providers which have been
instructed to store any personal data within the EU. However, we inform you that the EU
Court of Justice has in general found (Schrems 1I) that, from an EU perspective, there are not
appropriate safeguards in place in the US, because US owned companies (such as Google)
may possibly be required to give data access to the United States Intelligence Community
without any judicial review.

Do not share usage data. (XProtect Mobile Server, XProtect Mobile Client, XProtect Webl
Client)

Read the detziled list of the collected usage data:
https://www.milestonesys.com/privacy-policy/

Previous Continue Cancel

4. Add License

‘ Milestone XProtect VIMS 2022 R3

Select license file

Use the XProtect license file that you have purchased and received from your reseller,
Alternatively, download a free XProtect Essential+ license file.

You can change the license file after installation.

Enter or browse to the location of the license file:

| I |

Visit the Milestone reseller page to find a reseller.

Previous Continue Cancel
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5. Choose custom install

@ XProtect Corporate 2022 R3 Test

Select an installation type

Suitable for small systems where the entire system is
Single computer managed from one computer.

Installs all system components and clients on this
computer. After installation, the system is preconfigured
and ready for use. Additional configuration may be
needed.

of system components across several computers is

I Suitable for large or complex systems, or if the distribution
needed.

I Custom

Installs system components and clients of your choice on
this computer. After installation, the system needs to be
configured

6. Choose the below components

’ XProtect Corporate 2022 R3 Test

Components to be installed

XProtect Management Server (64-bit)
[] XProtect Recording Server (64-bit)
XProtect Management Client 2022 R3 (&
XProtect Smart Client 2022 R3 (64-bit) The server companent enables the use
XProtect Event Server (64-bit) of XProtect Mobile client and XProtect
XProtect Log Server (64-bit) Web Client.

[] XProtect Management Server Failover (6
[] XProtect API Gateway (64-bit)

XProtect Mobile Server (64-bit)

3

Previous Continue Cancel
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7. Select SQL Server

‘ XProtect Corporate 2022 R3 Test

Select Microsoft SQL Server

The system stores, among others, the configuration file, alarms, events, and log messages in
an 0L database.

I ® Use the SQL Server on this computer I

O Select 3 SQL Server on your network through search

{local) c

(O Select 3 SQL Server on your network

Enter host name or IP address

Previous Continue Cancel

8. Create a new database

Select database

Select if you want to create a new database or use an existing one. If you want to use an existing
one, specify what should happen to the existing data.

(® Create new database

| Database name: Surveillance

O Use existing database

hase name Surveillance

Keep

Overwrite

Previous Confinue Cancel
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9. Set system configuration password

’ XProtect Corporate 2022 R3 Test

Assign a system configuration password

The system configuration password protects the overall system configuration. System
administrators will need this password fo access the overall system configuration in case of system
recovery or when expanding the system.

/1, Itis important that system administrators save this password and keep it safe. Failure to do so
may compromise your ability to recover the system configuration.

Password

Confirm Password

[]1 choose not to use a system configuration password and understand that the system
configuration will not be encrypted.

Previous Continue Cancel

10. Set mobile password

’ XProtect Corporate 2022 R3 Test

Assign a mobile server data protection password

The mobile server data protection password is used for the encryption of investigations. As a system
administrator, you will need to enter this password in order to access the mobile server data in case
of system recovery or when expanding your system with additional mobile servers

A\, Itis important that you save this password and keep it safe. Failure to do so may compromise
your ability to recover mobile server data.

Password

sesssssssRssRRERS

Confirm Password

[ceeveesereverared |

[]1 choose not to use a mobile server data protection password and I understand that
investigations will not be encrypted.

Previous Continue Cancel
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11. Select a service account, using the same account that you set up above that is in the
local administrators group on each server and uses the same password across servers.

& KProtect Corporate 2022 R3 Test X

Select service account

The senice uses this account. If the computer is part of a domain, the service must run as
either "Network Senvice” or a domain user account.

O This predefined account:

Network Service

® This account:
|XPROTECTl\chendncksfsmke | Browse...

Password:

T |

Confirm password:

*m”mm”ml |

Previous Continue cancel

12. Turn off encryption

@ KProtect Corporate 2022 R3 Test x

Select encryption

It is recommended to secure communication with encryption. Leam more

Server certificate
Applies fo: management server, recording server, failover serv

Select certificate...

Mo certificate selected

Mobile streaming media cerfificate

plies to mobile and web clients that retrieve data streams from the mobile server
| | | Encryptll Select cerfificate... Details

Mo certificate selected

Event server and add-ons
Applies to: event server, LPR server

pp
Select certificate... Details

Mo certificate selected

A

Previous Continue Cancel
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13. Select Installation location

‘ KProtect Corporate 2022 R3 Test

File location:

Select file location and product language

C:\Program Files\Milestong|

Free disk space on drive: 18 GB

Product language:
English ~

14. Verify Installation

’ XProtect Corporate 2022 R3 Test

The installation is complete

These components have been successiully installed.

_& Mote that IS logging will be disabled on the management server,
Also note that the basic user feature requires an HTTPS binding with an IIS certificate. If
the binding and the certificate are not instaled, the program installs them automaticaly.

Browse...

XProtect Management Server (&4-bit)
XProtect Event Server (64-bit)

XProtect Log Server (64-bit)

XProtect Management Client 2022 R3 {64-bit)
XProtect Smart Client 2022 R3 (64-bit)
XProtect Mobile Server (64-bit)

Open XProtect Management Client 2022 R3 upon exit
Show system component download page

Close

15. Repeat steps 1-14 on XPROTECT2

SIOS Technology Corp.
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Step 3 - Install SIOS Protection Suite w/SQL Server

ARK

Install SPS:
1. Start Install

LifeKeeper Protection Suite for Microsoft SCL Server vB Update 9 Maintenance 1

LifeKeeper Protection Suite for Microsoft SQL
Server

The Installshield Wizard will install Lifekeeper Protection
Suite for Microsoft SQL Server w8 Update 9 Maintenance
1 on your computer. To continue, dick Mext,

SIOS Technology Corp.
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2. Accept License Agreement

LifeKeeper Protection Suite for Microsoft 5L Server w8 Update 9 Maintenance 1 >

License Agreement |
Fleaze read the following license agreement carefully. l ,

Fleaze read the SI05 Technology Corp. license agreement carefully.

FLEASE READ THE TERMS OF THIS END-USER LICENSE AGREEMENT [EUILA)
CAREFULLY BEFORE IMSTALLING OR USING ANY SI0S LIFEKEEPER® SOFTWARE
PRODUCT OR ANy OTHER SOFTw&RE PRODUCT PROVIDED BY 5105
TECHMOLOGY CORF. (5105). FOR PURPOSES OF THIS EULA, PRODUCT REFERS
TO aMY SUCH SOFTwWSRE PRODUCT AMD INCLUDES ASSOCIATED MEDIA,

PRINTED MATERIALS, "OMLINE" OR ELECTROMIC DOCUMENTATION, AHD
IMTERMET-BASED SERVICES ["PRODUCT™).

]

Do you accept all the terms of the preceding License Agreement’? IF pau Fririt
gelect Ma, the zetup will cloze. Taoinstall Lifek.eeper Pratection Suite for

Microzoft SOL Server +3 Update 9 Maintenance 1, you must accept thiz
agreement.

¢ Back Y'es Hao

3. Select features

LifekKeeper Protection Suite for Microsoft SGL Server vB Update 9 Maintenance 1 =
Select Features
Select the features setup will install,

-

Select the features you want to install, and deselect the features you do not want to install,

Lifekeeper for Windows deztieil)

Lifekeeper Microsoft SQL Server Recovery Kit LifeKeeper for Windows Core
[]5105 Datakeeper for Windows

275.09 ME of space required on the C drive
11336.19 MB of space available on the C drive
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4. Run Update
Lifekeeper for Windows v8 Update 9 Maintenance 1 Setup >

Welcome to the InstallShield Wizard for
LifeKeeper for Windows v8 Update 9
Maintenance 1

The InstallShield Wizard will install Lifekeeper for Windows
w8 Update 9 Maintenance 1 on your computer, To
continue, dick Mext,

Lifekeeper for Windows w8 Update 9 Maintenance 1 Setup >

5. Accept Llcense Agreement (again)

Licensze Agreement

Pleaze read the following license agreement carefully,

Pleaze read the 5105 Technology Corp. license agreement carefully.

FLEASE READ THE TERMS OF THIS END-USER LICENSE AGREEMENT [EULA)
CAREFULLY BEFORE INSTALLIMG OR USING ANy 5105 LIFEKEEPER® SOFTWARE
PRODUCT OR &Ny OTHER SOFTWARE PRODUCT PROVIDED BY 5105
TECHMOLOGY CORF. (5105). FOR PURPOSES OF THIS EULA, PRODUCT REFERS
TO ANY SUCH SOFTwWARE PRODUCT AND INCLUDES ASSOCIATED MEDIA,
FRIMTED MATERIALS, "OMLIME" OR ELECTROMIC DOCUMENTATION, AMD
INTERMET-BASED SERVICES ["PRODUCT™).

[

Do you accept all the terms of the preceding License Agreement? [F pou

- ) : i Frint
zelect Mo, the zetup will cloze. Toinstall Lifek.eeper for Windows 8 U pdate fin
9 Maintenance 1, you must accept thiz agreement.

Al
La
m

< Back Yes Mo

6. Choose installation location.
NOTE: Use the default location C:\LK, or minimally don’t use a path that has spaces in
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the path name.
LifeKeeper for Windows 8 Update 9 Maintenance 1 Setup

Choose Destination Location
Select folder where setup will install files. \

Lifekeeper should be installed to a path name that contains no spaces and is 8

characters or less,

Destination Folder
Browse...

C\LK

7. Choose Standard Install (say yes to all recommendations)

m

Please select the LifeKeeper installation type you desire

TER

m !
m
m

Click the type of setup you prefer, then dick Mext,

Program will be installed with the most commaon options. Recommended for

(®) Typical
most users.,

() Compact  Program will be installed with minimum required options.

You may select the options you want to install, Recommended for advanced

() Custom
users,

SIOS Technology Corp. -24 -


https://us.sios.com

ol

SIOS

Cluestion

[recommended) will cause DHCP and non-DHCP clients to
ignore Media Sense events from the TCP/IP interface, Refer to
the ‘Lifekeeper Planning and Installation Guide’ for
additional information.

o Disable Media Sense for TCR/PT Answering Yes

a- T ) [N Y RS

Cuestion

Answering Yes [recommended) will cause Start Type of
Distributed Link Tracking Client changes from Auto to
Disabled. Refer to the ‘LifeKeeper Planning and Installation
Guide' for additional information.

Yes Mo

8. Finish update

LifeKeeper for Windows v8 Update 9 Maintenance 1 Setup

LifeKeeper for Windows v8.9.1

S

Lifekeeper for Windows v& Update 2 Maintenance 1 Setup
has completed installation tasks.

Click Finish to complete LifeKeeper for Windows v8 Update 9
Maintenance 1 Setup,

< Back Cancel
9. Install the Recovery Kit.

NOTE: This step will begin automatically after LifeKeeper finishes installing.
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LifeKeeper Microsoft S0OL Server Recovery Kit v& Update 9 Maintenance 1

Welcome to the Installshield Wizard for
LifeKeeper Microsoft SQL Server Recovery Kit v8
Update 9 Maintenance 1

The InstallShield Wizard will install LifeKeeper Microsoft
SQL Server Recovery Kit w8 Update 9 Maintenance 1 on
your computer. To continue, dick Mext.

10. Accept License Agreement (again)
LifeKeeper Microsoft SOL Server Recovery Kit w8 Update 9 Maintenance 1

License Agreement
Please read the following license agreement carefully.

Prezs the PAGE DOWMN key to see the rest of the agreement.

FLEASE READ THE TERMS OF THIS END-USER LICEMNSE AGREEMENT [EULA) A
CAREFULLY BEFORE INSTALLING OR USING ANY 5105 LIFEKEEPER® SOFTWARE
FRODUCT OR AMY OTHER SOFTwWARE PRODUCT PROVIDED BY 5105
TECHMOLOGY CORP. [S105). FOR PURPOSES OF THIS ELLA, PRODUCT REFERS

TO ANY SUCH SOFTWARE PRODUCT AND INCLUDES ASSOCIATED MEDIA,
FRIMTED MATERIALS, "OMLIME" OR ELECTROMIC DOCUMERTATIOM, AND
INTERMWET-BASED SERYICES ["FRODUCT").

W
Do you accept all the terms of the preceding Licenze Agreement’? If you Fririt
gelect Mo, the setup will cloze. Toinstall Lifek.eeper Microsoft SQL Server
Recavem Kit w8 Update 9 Maintenance 1. you must accept this agreement.
< Back Tes Mo
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11. Verify Completed Installation of Recovery Kit
LifeKeeper Microsoft SCL Server Recovery Kit vB Update 9 Maintenance 1

InstallShield Wizard Complete

Setup has finished installing LifekKeeper Microsoft SQL Server
Recovery Kit w8 Update 9 Maintenance 1 on your computer,

12. Install DataKeeper

NOTE: This step will start automatically after the SQL ARK finishes installing.

5105 Datakeeper for Windows v Update 9 Maintenance 1 >

44 Welcome to the InstallShield Wizard for SIOS
u DataKeeper and SI05 DataKeeper Cluster Edition
The InstallShield Wizard will install SI05 Datakeeper on
your computer, The version of SI0S DataKeeper that

wou will use will be determined by the license key that you
purchase, To continue, dick Mext.
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13. Agree to License Agreement (again)
5105 Datakeeper for Windows +& Update 9 Maintenance 1

License Agreement
Please read the following license agreement carefully.

-

Press the PAGE DOWHM key to see the rest of the agreement.

CAREFULLY BEFORE INSTALLING OR. USIMG AMY 5105 DATAKEEPER & SOFTWARE
PRODUCT OR. AMY OTHER SOFTWARE PFRODUCT PROVIDED BY 5105 TECHNOLOGY
CORP. (SIOS). FOR PURPOSES OF THIS EULA, PRODUCT REFERS TO ANY SUCH
SOFTWARE PRODUCT AND INCLUDES ASSOCIATED MEDIA, PRIMTED MATERIALS,
"OMLIME"™ OR. ELECTRONIC DOCUMENTATION, AMD INTERMET-BASED SERVICES

("PRODUCT™).

IMPORTAMT - READ CAREFULLY: THIS EULA IS A LEGAL AGREEMENT BETWEEN YOU

SLEASE READ THE TERMS OF THIS END-USER LICEMSE AGREEMENT (ELILA) ~

(ETTHER. AN INDIVIDUAL OR. A SINGLE ENTITY) AMD SI0S FOR THE PRODUCT ¥

Do you accept all the terms of the preceding License Agreement? If you Print
select Mo, the setup will dose. To install SI0S DataKeeper for Windows v8
|Ipdate 9 Maintenance 1, you must accept this agreement,

< Back Yes Mo

-

14. Select DataKeeper features
5105 Datakeeper for Windows v8 Update % Maintenance 1

Select Features
Select the features setup will install,

-

Typical install would incude the DataKeeper Server Components and Datakeeper User
Interface features,

Description

Datakeeper Server Components

[~]5105 Datakeeper User Interface This option will allow you to
install the server components
of SI0S Datakeeper and SI0S
Datakeeper Cluster Edition.
Mo user interface will be
installed.

43,96 MB of space required on the C drive
10493, 10 MB of space available on the C drive
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15. Choose DataKeeper installation location (say yes to all recommendations)

5105 Datakeeper for Windows v3 Update 9 Maintenance 1

Choose Destination Location
Select folder where setup will install files.

following folder.

another folder,

Destination Folder

C:'Program Files (x36)\S105 \Datakesper

Setup will install 5105 Datakeeper for Windows w8 Update 2 Maintenance 1in the

To install to this folder, dick Mext. To install to a different folder, dick Browse and select

x

- J

Browse...

Systern configuration change prompt

To continue installing and configuring your system for Datakeeper, the

following changes are required:

- Firewvall exceptions to allow incoming connections on the following

ports must be configured:
137, 138, 139, 445, 999% and 10000 - 10025

Refer to the 5105 Datakeeper Planning and Install Guide for more

information.

Click YES to perform these changes in system configuration. Click NO to
continue the installation without modifying the system configuration,
however these changes need to be done later so that Datakeeper can

operate properly.

a.

Mo

16. Select Service Account (this should be the one you created earlier that is in the local

administrators group on each server)
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5105 Datakeeper for Windows v8 Update 9 Maintenance 1
Service Setup

Service Logon Account Setup

The Datak.eeper Service requires a logon account with Administrator privileges. The zervice
logon account and paszword must be the same on all zervers where D atakeeper iz running.
& Domain account is recommended.

(®) Domain or Server account [recommended]

() LocalSystern account

5105 DataKeeper for Windows v8 Update 9 Maintenance 1 *

DataKeeper Service Logon Account Setup

Specify the uger account for this service. [Format: DomaintUserlD -or- ServersUzerlD)

FPasgword:

Pazsword Confirmation;
| seseesseesseseene |

@
i
(7]

m
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5105 Datakeeper for Windows v8 Update 9 Maintenance 1
Service Setup

Service Logaon Account Setup

For optimum network, connectivity D atakeeper and LifeK eeper services should use the same
zervice logon accounts. Currently, the Lifek.eeper service logoh account does not match the
Datak eeper service logon account. Make pour zelection below,

% Synchranize Lifek.eeper Account [recommended) I

Do Mot Synchronize Account

17. Finish Installation
5105 DataKeeper for Windows v& Update 9 Maintenance 1

5105 DataKeeper for Windows

S

SI05 Datakeeper for Windows v& Update 9 Maintenance 1
Setup has completed installation tasks.

Click Finish to complete SI0S DataKeeper for Windows w8
Update 9 Maintenance 1 Setup,

For more information about SI05 products, please visit the
documentation website at http: /fdocs. us. sios.com
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18. Install License file(s)

% 5105 License Key Manager - O X

License keys may be installed during software installation, or at a later time. f you
have one or more license keys (permanent or evaluation) you may install them now
using the buttons below. SI0S products will not start until a valid license key is installed
for each licensable product

To obtain permanent license keys via email, use your SIOS Entittement ID and create a login account on
the "Support" page ofthe SI0OS website. Register your Authorization Code and identify the System HostID
as shown below. Go to the SIOS website at http://support.us.sios.com or click the SIOS Logo at the right

Host Name: |XPROTECT1 System Host 1D: Il]l]5l]56a53149

. . Enter License . Delete Expired

4% 505 License Key Browser x

Save your license key file(s) to a folder. Browse to the license key file(s) with the License File Browser
button below.

Double click a single license key file, or select multiple files and press Open. The licenses will be
installed automatically.

License File Browser

C:\Users\chendricks-sinke\Desktop\sps-sqlsrvrlic
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% 5105 License Key Manager - x

License keys may be installed during software installation. or at a latertime. lf you
have one or more license keys (permanent or evaluation) you may install them now

using the buttons below. S10S products will not start until a valid license key is installed

for each licensable product. SIOS

To obtain permanent license keys via email, use your SIOS Entitlement 1D and create a login account on
the "Support” page ofthe SIOS website. Register your Authorization Code and identify the System HostID
as shown below. Go to the SIOS website at hitp://supportus.sios.com or click the SIOS Logo atthe right.

Host Name: |[XPROTECT1 System Host ID: |005056558149
Enter License . Delete Expired
Install License File ... Manually Refresh List e

Installed Licenses (3) [ | Comments

LifeKeeper for Windows (gval) 24-3ug-2023 Days Remaining: 89
M5 SGL Kit feval) 24-aug-2023 Days Remaining: 83

b w891

Install the Quick Service Protection (QSP) Recovery Kit:
NOTE: If you do not have the QSP installer, the installer and relevant documentation for the
QSP Recovery Kit can be found HERE

1. Runinstaller

LifeKeeper for Windows Quick Service Protection ARK v8.9.1 - InstallShield Wizard x

Welcome to the InstallShield Wizard for
LifeKeeper for Windows Quick Service Protection
ARK vB8.9.1

The InstallShield Wizard will install Lifekeeper for Windows
Quick Service Protection ARK v8.9.1 on your computer.
To continue, dick Next,

< Badk I MNext > I Cancel
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2.

3.

4.

Agree to License Agreement
LifeKeeper for Windows Cuick Service Protection ARK wB.9.1 - InstallShield Wizard >
License Agreement
Please read the following license agreement carefully. \

Press the PAGE DOWM key to see the rest of the agreement.

PLEASE READ THE TERMS OF THIS EMD-USER LICEMSE AGREEMENT (ELILA) ~
CAREFULLY BEFORE INSTALLING OR. USING ANY SI0S LIFEKEEFPER.® SOFTWARE
PRODUCT OR. ANY OTHER. SOFTWARE PRODUCT PROVIDED BY 5I0S TECHMOLOGY
CORP. (5I0S). FOR PURPOSES OF THIS EULA, PRODUCT REFERS TO ANY SUCH
SOFTWARE PRODUCT AMD INCLUDES ASSOCIATED MEDIA, PRINTED MATERIALS,
"OMLINE™ OR ELECTROMIC DOCUMENTATION, AMD INTERMET-BASED SERVICES

{"PRODUCT™).

IMPORTANT - READ CAREFULLY: THIS EULA IS A LEGAL AGREEMENT BETWEEM YOL

(EITHER AM INDIVIDUAL OR. A SINGLE ENTITY) AMD SIOS FOR THE PRODUCT w
Do you accept all the terms of the preceding License Agreement? If you Print

select Mo, the setup will dose. To install Lifekeeper for Windows Quick
Service Protection ARK v8.9. 1, you must accept this agreement.

Tretsllshiald

< Back Yes Mo

Verify install and restart LifeKeeper
LifeKeeper for Windows Cuick Service Protection ARK v8.9.1 - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing Lifekeeper for Windows Quick
Service Protection ARK v8.9.1 on your computer,

Repeats steps 1-3 on XPROTECT2
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Step 4 - Create the LifeKeeper Core Cluster
Resources

Now that we have installed SIOS software, it's time to configure the resources needed for the
cluster via LifeKeeper

Open LikeKeeper GUI:
1. From the Windows bar search for LifeKeeper, right click and run as administrator

Best match

@ LifeKeep, L
Desiop 8 e Run as administrator

Websites T4 Run as different user

[l Open file location
-2 Pin to Start
<= Pin to taskbar

] Uninstall

Create Comm Path(s):

SIOS Technology Corp. -35- us.sios.com
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1. Click create path button

K84 LifeKeeper GUI - o X ‘

| File Edit View Help

%::0( 044002 al4w
£ >
Hierarchies @ "
MNone Defined ¥PROTECT1
< > W

=—XPROTECT1: Updating server state to: alive

2. Choose local server
gj Create Communication Path *

Local Server| XPROTECT1 ~

Selectthe local server from the list of connected servers for which you have Administrator permission.
The local server is the server on which the communication path will be created.

<Back | Next> Accept Defaults ‘ Cancel‘ Help
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3. Choose remote server

¥ Create Communication Path X

Remote Server(s)

Add Server

Select the remote server(s) from the list of connected servers far which you have Administrator
permission, or enter the nodename of a remaote server for which you have Administrator permission. The
nodename, which can be obtained using the uname -n command, is the name by which the other
machineg is known to a communications network. Do not enter the Fully Qualified Domain Mame (FQDM)
as the remote name.

=Back || Next= I Accept Defaults | ICance\ | Help

4. Set device type

¥ Create Communication Path X

Selectthe device type from the list. If the communication path between the local and remote servers will
be a TCPIP network, choose TCP. Ifthe communication path between the servers will be a serial port
connection, choose TTY. For a communication path using a shared volume, select DISK. The default
device type is TCP.

=Back | Mext= Accept Defaults | Cancel| Help

5. Use default Heartbeat Interval

gn Create Communication Path X

Hearbeat Interval (in seconds) |6

Enter avalid number between 4 and 15 for heartbeat interval. This is the number of seconds between
heartbeats

=Back - Accept Defaults ‘ Cancel| Help
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6. Use default Maximum Heartbeat Misses

gq Create Communication Path

Maximum Heartbeat Misses |5

Enter a valid number between 3 and 99 for maximum heartbeat misses. This is the number of
consecutive heartbeat signals that can be missed before the comm path is marked as dead.

<Back || INext= I Accept Defaults ‘

Cancel | Help

7. Choose both local IP addresses for redundant comm paths

[ Create Communication Path

Local IP Address(es)

Selectthe IP address(es) that will be used by the local server for this communication path.

=Back | I Mext= I Accept Defaults ‘ Cancel|

X

8. Choose default priority

{84 Create Communication Path

Local Server: XPROTECT1
Local IP: 171.17.5.6
Remote Server: (PROTECT2

Help

Priority |1

Enter the priority for the comm path on the local server. The priority will be used determine the order that
the comm paths between two servers will used. Priority 1 is the highest priority, and priority 99 is the

lowest

<Back | I Mext= I Accept Defaults | Cancel‘

Help

SIOS Technology Corp.
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9. Select Remote IP Address for XPROTECT2

¥ Create Communication Path

Local Server: XPROTECT1
Local IP: 171.17.5.6
Remote Server: X(PROTECT2

Remote IP Address on XPROTECT2 1711767 1

Select the IP address that will be used by the remote server for this communication path.

<Back || Next= I Accept Defaults | Cancel‘ Help

10. Choose default port

ﬂ Create Communication Path

x

Local Server: K(PROTECT1

Local IP: 171.17.5.6

Remote Server. XPROTECT2

Port# 1500
Enter an unused port number between 1500 and 10000
<Back Accept Defaults | Cancel | Help
11. Create communication path
b Create Communication Path X

Local Server: XPROTECTH
Local IP: 171.17 5.6
Remaote Server: (PROTECTZ

Creating TCP Communication Path between XPROTECT1 (171.17.5.6) and XPROTECTZ2 (171.17.5.7)
Server XPROTECT1 Creating Communication Path

Created "TCP” communication path on device "TCPIP: 15007 to "XPROTECTZ"

Opening up TCP port 1500 in the firewall

Server {PROTECTZ Creating Communication Path

Created "TCP” communication path on device "TCPIP:1500" to "XPROTECT1",

Opening up TGP port 1500 in the firewall

LifeKeeper is now creating a bi-directional communication path. LifeKeeper first creates a channel fram
XPROTECT1 to XPROTECT2, and then a return channel from XPROTECT2 to XPROTECT1. These two
channels make up a single communication path

<Back - Accept Defaults ‘ Cancel| Help
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12. Use default priority

i Create Communication Path

Local Server: XPROTECTA
Local IP: 169.254.150.185
Remote Server: XPROTECT2

Priority | 2

Enter the priority for the comm path on the local server. The priority will be used determine the order that
the comm paths between two servers will used. Priority 1 is the highest priority, and priority 99 is the
lowest

<Back |I Mext= I Accept Defaults | Cance\|

Help

13. Select secondary Remote IP Address for XPROTECT2

g¥ Create Communication Path

>
Local Server: XPROTECT1

Local IP: 169.254.150.185
Remote Server: XPROTECT2

Remote IP Address on XF'ROTECTE_ ~

Selectthe IP address that will be used by the remote server for this communication path.

=Back ‘I Mext= I Accept Defaults | Cancel|

Help
14. Use default port for secondary comm path
&% Create Communication Path ¥
Local Server. XPROTECT1
Local IP: 169.254.150.185
Remote Server: XPROTECT2
Port# | 1510
Enter an unused port number between 1500 and 10000
=Back Accept Defaults | Cancel | Help

SIOS Technology Corp.
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15. Verify communication path(s) creation was successful

i Create Communication Path

pad
Local Server: X(PROTECT1
Local IP: 169.254.150.185
Remote Server. XPROTECT2

Creating TCP Communication Path between XPROTECT1 (169.254.150.185) and XPROTECT2 (169.254...
Server XPROTECT1 Creating Communication Path

Created "TCP" communication path on device "TCPIP:1510" to "XPROTECTZ".
Opening up TCP port 1510 in the firewall

Senver {PROTECTZ2 Creating Communication Path

Created "TCP” communication path on device "TCPIP:1510" to "XPROTECT1".
Opening up TCP port 1510 in the firewall

LifeKeeper is now creating a bi-directional communication path. LifeKeeper first creates a channel from
XPROTECT1to XPROTECTZ2, and then a return channel from XPROTECTZ2 to XPROTECT1. These two
channels make up a single communication path

<Back - Accept Defaults | Cancs\| Help

16. Initialize communication path(s)

P4 Create Communication Path

It may take a few seconds while a communication path is initializing before the state ofthe
communication path shows that it is ALIVE and functioning normally

=Back

Accept Defaults | Cance\| Help

Create IP Resource:
1. Choose create new resource

LifeKeeper GLI
p

File Edit View Help

) SR < I RN

£

4400

= &R D
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2. Choose Primary and Backup Server

{4 Create Protected Application

Primary Server: | XPROTECT1

Selecta server, from the list of connected servers for which you have Administrator permission, to be
the primary server for your application(s).

Backup Server: | XPROTECT2! ~

Select a server, from the list of connected servers for which you have Administrator permission, to be
the backup server for your application(s).

Click Next after selecting the servers for your protected application. LifeKeeper will walk you through
any basic cluster configuration that may be needed, and then collect information about your
application configuration.

<Back Cancel

3. Choose IP Address

4. Type in the IP you want to use for client connections to the cluster. This is commonly
called the virtual IP address.. This address can be any available address on your Public

¥ Creste Protected Application

I Application to protect (|P Address ~ I

Selectthe application that you wish to protect on XPROTECTT and XPROTECT2.

«Back ‘I Next= I Cance|| Help

subnet and should not be in use anywhere else.
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¥ Create IP Resource

I IP Address |171.17.5.100|

Enter a valid IP address to protect. Verify that the switchable IP address you plan to use is unigue using

the ping command
<Back || N ext= I Cancel Help

5. Set the Subnet Mask
x

b4 Create IP Resource

ISLmnet Mask | 2552552550

Select or enter avalid IP Subnet Mask for 171.17.5.100. The subnet mask you choose, combined with

the IP address, determines the subnet that will be used by the TCPAP resource. This should be
consistent with your network configuration.
Help

<Back Cancel
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6. Choose a tag for the resource

i#s Create IP Resource X

IIF' Resource Tag [171.17.5.100 ~|l

Enter a name for the LifeKeeper resource protecting 171.17.5.100. Select Next to accept the default
name

<Back - Cancel Help

7. Choose the Network Connection

| Create IP Resource X

Metwork Connection [Ethernetd L

Selectthe Local Area Connection for 177.17.5.100 from the drop-down box.

<Back |I Mext= I Cancel‘ Help
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8. Turn off local recovery

ﬂ Create IP Resource

Select Yes to enable local recovery. Even if you dont have a backup adapter, you can enable Local

Recaovery so that Lifekeeper will retry Ezherner0 before initiating failover to a backup server. Otherwise,
select No.

=<Back | I Mext= I Cancel |

Help

9. Verify the IP resource was created successfully

¥ Create IP Resource

Creating IP resource...

Bringing LifeKeeper IP resource ™171.17.5.100" in-senice.
Process: IPAPP{GE44)

*INFO* (No. 6013) Restore IP Address 171.17.5.100 Start
Process’ IPAPP(6644)

*INFO* (Mo. 6001) Restore IP Address 171.17.5.100 End: Successful

The resource hierarchy is now being created on XPROTEGTY. Command output is displayed on this
dialog.

After the resource has been created and broughtinto service, click Next to protect the resource on
XPROTECT2.

=Back

Cancel Help
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10. Run the extend checks and verify that they were successful

¥ Extend Wizard

x
Executing the pre-extend script...

Hierarchy PreExtend Manager active on XPROTECT1 (LKROOT=C./LK)

Checking existence of extend and canextend scripts on XPROTECT2
Building independent resource list

Checking extendability for 171.17.5.100

PreExtend checks were successful

LifeKeeper is performing several checks and gathering some additional information while preparing to

extend 171.17.5.100 from XPROTECT1 to XPROTECTZ. Output will be displayed on this dialog, and
also on the output panel if that is open

Once processing is completed, click Next to proceed

Cancel

11. Choose the Subnet Mask for the extension

¥ Extend IP Resource 171.17.5.100

Subnet Mask |2

Select or enter a valid IP Subnet Mask. The subnet mask you choose, combined with the IP address,
determines the subnet that will be used by 171.17.5.100 and should be consistent with your network
configuration

SIOS Technology Corp. - 46 -



https://us.sios.com

12. Choose the Network Connection for the extend

b3 Extend IP Resource 171,17.5.100

Metwork Connection |{Ethernetd

Selectthe Local Area Connection for 171.17.5.100 on XPROTECT2 from the drop-down box

<Back Cancel

13. Enable Target Restore Mode

gj Extend IP Resource 171.17.5.100

ITarget Restore Mode | Enable I

Selectthe appropriate Restore Mode for 171.17.5.100 on XPROTECT2.

In some situations a protected IP address should not be used on a remaote target system. For example,
the remote target system may be connected to a different subnet than other systems in the cluster. In

this situation the IP resource may be extended in Disable Restore Mode.

In Disable Restore Mode, the LifeKeeper IP Resource will not configure the IP address on XPROTECT2

when 171.17.5.100 is placed in-service there. Also, the IP address will not be monitored and

171.17.5.100 can not be extended while itis in-service and Disable Restore Mode has been selected. In

these situations network redirection may be implemented some other way, perhaps by using a
LifeKeeper DNS resource

¥ou may use the IP resource properties page on the target system to change your selection at a later

time.

=Back | I MNext= I Cancel |
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14. Turn off local recovery for the extend

&b Extend IP Resource 171,175,100 X

ITarget Local Recovery | Mo I ~

Select Yes to enable local recovery for 171.17.5.100 on XPROTECT2. Even if you don't have a backup
adapter, you can enable Local Recovery so that LifeKeeper will retry Ethernet0 before initiating failover to
a backup server. Otherwise, select No.

=<Back |I Mext= I Cancel| Help

15. Set backup priority

g Extend Wizard X

Backup Priority | 10 ~

Select a priority for 171.17.5.700 on the backup server XPROTECTZ, relative to its priority on the primary
server XPROTECT1 (1). This number determines the failover order when your application is protected by
more than one backup server. Any unused priority value from 1to 999 is valid, where a lower number
means a higher priority (the number 1 indicates the highest priority).

Select Extend to extend 171.17.5.100 to XPROTECTZ. Command output will be displayed on the output

panel ifthatis open, and on this dialog ifthe output panel is not open. Any errors that eccur will also be
logged in both the LifeKeeper log and the GUI log on that server.

<Back | I Extend I Cancel | Help
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16. Verify extend was successful

gj Extend Wizard

Extending 171.17.5.100 to server XPROTECT2

Hierarchy Extend Manager active on XPROTECT1 (LKROOT=C/LK)
Roots=171.17 5100

LifeKeeper Admin Lock Acquired for XPROTECT1

Extending resource 171.17.5.100 to XPROTECT2 (ReturnCode=0)

Creating Equivalencies

Equivalency XPROTECT1:171.17.5.100:1 to XPROTECT2:171.17.5.100:10 (ReturnCode=0)
Creating Dependencies

Sefting Switchback Type for Hierarchy

LifeKeeper Admin Lock Released for (PROTECT?

Hierarchy extend operation completed.

The hierarchy is now being extended. Command output is displayed on this dialog

<Back ‘I Finish I Cancel‘ Help

17. What LifeKeeper should look like once finished
i LiteKeeper GUI — a *
File Edit View Help

%0 0F 4400

SR

lal
Hierarchies @ @

@ Active Protected XPROTECT4 XPROTECT2

Im 171.17.5.100 a Active 1 6 StanaBy 10

£ >

=—XPROTECTZ: 171.17.5.100: Updating equivalency list
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Create Volume resource:

1.

Choose create new resource

gy LifeKeeper GUI

File Edit View Help

=) R IRy

4400

2. Choose Primary and Backup Server

& Create Protected Application X

Primary Server: | XPROTECT1

Select a server, from the list of connected servers for which you have Administrator permission, to be
the primary server for your application(s).

Select a server, from the list of connected servers for which you have Administrator permission, to be
the backup server for your application(s).

Click Next after selecting the servers for your protected application. LifeKeeper will walk you through
any basic cluster configuration that may be needed, and then collect information about your
application configuration

<Back Cancel
3. Choose Volume resource to protect
gj Create Protected Application X
IAppIicationto protect Volume ! v

Selectthe application that you wish to protect on XPROTECTT and XPROTECT2

<Back ‘ I Next= I Cancel‘ Help

= R WP
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4. Select which volume to protect

gq Create Volume Resource

ISe\ectVqume iE: 1

Selecta Volume to protect on XPROTECT1.

=Back || Mext= l Cance\‘

5. Set tag for volume resource

i Create Volume Resource

Wolume Tag |VolE

Enter a Tag Mame forvolume E: on XPROTECT1.

<Back ‘ I Mext= I Cancel ‘

Help

Help

SIOS Technology Corp.
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6. Verify volume resource creation was successful

&b Create Volume Resource

Creating Volume Resource...

Creating volume resource on Machine "XPROTECT1" with Tag "Vol.E™.
Volume E: successfully created on “XPROTECT1™.

The resource hierarchy is now being created on XPROTECT1. Command outputis displayed on this
dialog

After the resource has been created and brought into service, click Next to protect the resource on
XPROTECT2

=Back |I Mext= I Cancel|

Help

7. Run extend checks and verify they were successful

i Extend Wizard

x
Executing the pre-extend script...

Hierarchy PreExtend Manager active on XPROTECT1 (LKROOT=C/LK)

Checking existence of extend and canextend scripts on XPROTECT2
Building independent resource list

Checking extendability for Vol E

PreExtend checks were successful

LifeKeeper is performing several checks and gathering some additional information while preparing to

extend Vol.E from XPROTECTT to XPROTECT2. Cutput will be displayed on this dialog, and also on the
output panel ifthat is open

Once processing is completed, click Next to proceed.

<Back | I MNext= I Cancel ‘

Help
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8. Select Create Mirror for Volume Type

¥ Extend Volume Resource

Volume Type |Create Mirror R

Select the appropriate Volume Type for volume E::

— Shared Disk indicates a disk shared with another server,

— Existing Mirror indicates an existing SteelEye mirrored volume,

— Create Mirror indicates a mirror volume will be created.

The Create Mirror choice only appears if SteelEye mirroring software is installed

<Back H Next= I Cance\‘ Help

9. Choose end points

i#3 Extend Volume Resource

1
I Network end points (Target'Source) (171.17.5.7/171.17.5.6 !

Select the network end points for the mirror Vol.E (E:) on XPROTECT1 to XPROTECT2

<Back - Cancel Help
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10. Set mode to Asynchronous

¥ Extend Volume Resource X

Mode Asynchronous T

Select the mode of the mirror VoL.E (E:).

Asynchronous Mirror: Source writes are queued for transmission to the target (XPROTECT2), and
return immediately. Less reliable than synchronous, but source writes are quicker.

Synchronous Mirror: All writes to the source volume will be committed to the target (XPROTECT2)
immediately. Higher reliability, lower performance

<Back | I Next= I Cance|| Help

11. Verify mirror info (pay attention to warning about volume being overwritten)

i Extend Volume Resource X

The following mirror will be created
SOURCE: [E]on sener 171.17.56
TARGET. [E] on server 171.17.5.7

TYPE: Asynchronous

WARMING: All data on the TARGET volume will be overwritten!!!

<Back Cancel Help
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12. Verify mirror was created successfully

i Extend Volume Resource 8

Creating Volume Resource...
Creating mirror 171.17.5.6 volume E: to 171.17.5.7 (Asynchronous).
Mirror created successfully

=Back - Cancel Help

13. Set Backup Priority

¥ Extend Wizard *

Backup Priarity [ 10 v

Select a priority for VoLE on the backup server XPROTECTZ, relative to its priority on the primary server
XPROTECT1 (1). This number determines the failover order when your application is protected by more
than one backup server. Any unused priority value from 1 to 999 is valid, where a lower number means a
higher priority (the number 1 indicates the highest priority).

Select Extend to extend Vol.E to XPROTECT2. Command output will be displayed on the output panel if

that is open, and on this dialog ifthe output panel is not open. Any errors that occur will also be logged in
bath the LifeKeeper log and the GUI log on that server.

=Back Cancel Help
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14. Verify volume extend was successful

#s Extend Wizard

Extending Vol.E to server XPROTECT2

Hierarchy Extend Manager active on XPROTECT1 (LKROOT=C:/LK)
Roots=Val.E

LifeKeeper Admin Lock Acquired for XPROTECT1

Extending resource Vol.E to XPROTECTZ (ReturnCode=0)

Creating Equivalencies

Equivalency XPROTECT1:Vol.E:1 o XPROTECT2:Vol E-10 (ReturnCode=0)
Creating Dependencies

Setting Switchback Type for Hierarchy

LifeKeeper Admin Lock Released for {(PROTECT1

Hierarchy extend operation completed.

The hierarchy is now being extended. Command output is displayed on this dialog

<Back | I Finish || Cancel |

Help

15. LifeKeeper should look like this when completed
¥ LifeKeeper GUI — | *
File Edit View Help

20|50 4400

= SR

"~

Hierarchies @ @

@ Active Protected XPROTECT1 XPROTECT2
171475100 Q Active 1 Q StandElx 10
Yol E % Active ! g Mimroring 10

— —
£ > L

=— XPROTECTZ: Vol.E: Updating equivalency list
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Step 5 - Cluster SQL Server with LifeKeeper

Cluster SQL Server following the SIOS documentation. Create a Virtual IP address first, and
then Disk resources. Finally the SQL resource. No NetBIOS name is required. Make sure the
SQL Server Service is set to Manual start.
Create SQL resource:

1. Choose create new resource

gy LifeKeeper GUI — O x

File Edit View Help

ta 29| {0k

2. Choose Primary and Backup Server

& Create Protected Application X

=oilll ‘ b@ 89

Primary Server: | XPROTECT1

Select a server, from the list of connected servers for which you have Administrator permission, to be
the primary server for your application(s).

Backup Server:

u have Administrator permission, to be

Selecta server, from the list of connected server:
the backup server for your application(s).

Click Next after selecting the servers for your protected application. LifeKeeper will walk you through
any basic cluster configuration that may be needed, and then collect information about your
application configuration.

<Back Cancel
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3. Choose MS SQL Server to protect

¥ Create Protected Application X

I.Appllcatmnto protect \MS SQL Server | R
| |

Selectthe application that you wish to protect on XPROTECTT and XPROTECT2

<Back | I Mext= I Cancel ‘ Help

4. Select what instance to protect

|8 Create MS SQL Server Hierarchy X

Select Microsoft SQL Server Instance | XPROTECT1 v

Selectthe instance of Microsoft SQL Server that you wish to place under LifeKeeper protection on
XPROTECT1

=Back |I MNext= I Cancel| Help

5. Administrative name should be the one you used when you installed SQL Server. The
default account is ‘sa’
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[#y Create M5 SOL Server Hierarchy 8

Enter Administrative User Name for XPROTECT1

53|

Enter an administrative user name for XPROTECT1. This user account must include System
Administrator permissions to the master database

=Back || Next= I Caﬂce\‘ Help

6. Enter the password for the ‘sa’ account.

¥ Create MS SQL Server Hierarchy *

Enter Password for sa

reeeeseeeee

Enter the administrative password for sa.

Pressing "Next will scan all databases in SQL instance XPROTECT1. The scan may take several
minutes if a large number of databases existin the SQL instance.

<Back Cancel Help

7. Verify database location(s) looks correct

Note: If during installation of SQL Server you failed to relocate the system databases to

the partition designated for replication, you will be given an option here to allow
LifeKeeper to relocate them automatically for you.
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¥ Create MS SQL Server Hierarchy *

8 datab: were detected for SQL inst XPROTECTA.
Currently 0 database files are located on the system drive.
Databases are shown in the list below.

Database Name Current Datafile Locations
E:\Program Files\Microsoft SQL
master SenveriMSSQL15.MSSQLSERVERIMSSQLIDATAImaster. mdf, E:\Program

Files\Wicrosoft QL ServerME5QL15 MSSALSERVERMESSQL\DATAmMast

E:\Program Files\Microsoft SQL
ServeriM33QL15.M33QLSERVERIMSSQL\DATA empdb.mdf, E:\Program
Files\WMicrosoft QL ServerM3SQL15 MSSQLSERVERIMSSQLIDATAfemp
E:\Program Files\Microsoft SQL

tempdb SenerM33QL15.M3SQLSERVERIMESAL\DATAKempdb_mssql_2.ndf,
E:\Program Files\Microsoft SQL
ServeriM3S0QL15.M3SALSERVERMSSAL\DATAKempdb_mssql_3.ndf,
E:\Program Files\Microsoft SQL
ServeriMSSQL15.MSSQLSERVERIMSSQL\DATA empdb_mssql_4.ndf

E:\Program Files\Microsoft SQL

madel ServeriMSS0L15.MSSQLSERVERWMSSAL\DATAImModel. mdf, EAProgram

Files\Microsoft QL ServerM350L15.M3SOLSERVERIMSSALIDATAMod: ¥
>

This dialog displays the current configuration information for XPROTECTY. If any databases are located
on the System Drive (typically C:\), they must be moved to a shared or replicated storage volume before
continuing.

Additional information on moving MS SQL Server databases can be found in the LifeKeeper MS SQL
Server Recovery Kit Administration Guide.

<Back | I Continue I Cancel ‘ Help

8. Protect any additional services you wish to cluster.

¥ Create MS SOL Server Hierarchy X

Select Optional Services for Protection

SQL Server Agent (MSSQLSERVER)

SQL Server CEIP senvice (MSSQLSERVER)
Distributed Transaction Coordinator

SOL Server Browser

iii iiNEFVSS Writer

Select optional senices to protect with XPROTECT1. Only services eligible for protection are shown in
the list.

<Back ‘ I Next= I Cance|| Help
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9. Select the protected Virtual IP address (the one we created earlier)

by Create MS SOL Server Hierarchy

Select Protected IP Address | 171.17.5.100

had

Select an IP address to protect with XPROTECTT. Either an IP address, a Named Pipe alias, or both
should be selected to use with a Microsoft SQL hierarchy. If you want to use only named pipes, or neither
(this is NOT recommended), select none {not recommended).

=Back - Cancel

10. Set named pipe alias to none

Help

[ Create MS SQL Server Hierarchy

Select Named Pipe Alias | none

If you intend to use Named Pipes communication protocol, select an alias name for the named pipe
connection. If not, select none. You should select either an IP address or a Named Pipe alias to use with
a Microsoft SQL Hierarchy.

<Back |I Mext= I Cancel|
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11. Set the resource name

¥ Create M5 SOL Server Hierarchy

Microsoft 3QL Server Resource Name |SQL.Default

Enter a name for your resource.

<Back Cancel Help

12. Verify resource creation was successful

[8y Create MS SQL Server Hierarchy

Creating Microsoft SQL Server Hierarchy

Beqginning Hierarchy Creation for MS SQL

Checking IP resources

Checking Mamed Pipe Resources

Beginning Volume resource evaluation

Processing Configuration

MS S0QL Resource Checking completed, creating Hierarchy
Creating Dependencies

Starting Hierarchy

The resource hierarchy is now being created on XPROTECTT. Command output is displayed on this
dialog.

After the resource has been created and brought into service, click Next to protect the resource on
XPROTECTZ.

=<Back - Cancel

Help
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13. Verify the extend checks were successful

Py Extend Wizard

Executing the pre-extend script..

Hierarchy PreExtend Manager active on XPROTECT1 (LKROOT=C:/LK)
Checking existence of extend and canextend scripts on XPROTECT2
Building independent resource list

Yol E is already extended to XPROTECT2

Checking extendability for SQL. Default

171.17.5.100 is already extended to XPROTECT2

PreExtend checks were successful

LifeKeeper is performing several checks and gathering some additional information while preparing to
extend SQL.Default from XPROTECTT to XPROTECTZ. Qutput will be displayed on this dialog, and also
on the output panel ifthat is open

Once processing is completed, click Next to proceed.

Gance el

=Ba

14. Set backup priority

¥ Extend Wizard

Backup Priority |10

Select a priority for SQL.Default on the backup server XPROTECTZ2, relative to its priority on the primary
senver XPROTECT1 (1). This number determines the failover order when your application is protected by
more than one backup server. Any unused priority value from 1 to 999 is valid, where a lower number
means a higher priority (the number 1 indicates the highest priority).

Select Extend to extend SQL.Default to XPROTECTZ. Command output will be displayed on the output

panel ifthat is open, and on this dialog ifthe output panel is not open. Any errors that occur will also be
logged in both the Lifekeeper log and the GUI log on that server.

Cancel Help
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15. Verify extend was successful
b3 Extend Wizard

Extending SQL.Default to server XPROTECT2

Hierarchy Extend Manager active on XPROTECT1 (LKROOT=C:/LK)
Roots=50L Default

LifeKeeper Admin Lock Acquired for XPROTECT1

Extending resource SQOL Default to XPROTECTZ (ReturnCode=0)

Creating Equivalencies

Equivalency XPROTECT1:5QL.Default1 to XPROTECT2:3QL.Default 10 (ReturnCode=0)
Creating Dependencies

Dependency SQL.Defaultto-171.17.5.100 on XPROTECTZ (ReturnCode=0)
Dependency SQL.Defaultto-Val.E on XPROTECTZ (ReturnCode=0)

Setting Switchback Type for Hierarchy

LifeKeeper Admin Lock Released for (PROTECT1

Hierarchy extend operation completed.

The hierarchy is now being extended. Command output is displayed on this dialog.

=Back |I Finish I Cancel|

16. Enable SQL to listen on TCP and the Virtual IP address. Do this on XPROTECT1 and

XPROTECT2

: Sl Server Configuration Manager

File Action View Help

=% #HEBG=H

‘@ S0L Server Configuration Manager (Local)
[l 5OL Server Services
_E S0L Server Network Cenfiguration (32bit)
& S0L Mative Client 11.0 Configuration (32bit)
v i SOL Server Metwork Configuration
B Protocols for MSSQLSERVER
v ‘. 50L Mative Client 11.0 Configuration
Client Protocols

«% Aliases

Protocol Mame

% Shared Memory
¥ Mamed Pipes
STCP/IP

Status
Enabled
Disabled
Enabled

~
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TCP/IP Properties 7 =

Protocol  IP Addresses

B ip1 ~
Active Yes
Enabled Mo
IP Address Ted0::597 1:e487:9d59:2115%:8
TCP Dynamic Ports
TCP Port 1433

B ip2
Active Yes

naoled i L]

IP Address
TCP Dynamic Ports
TCP Port 1433

B 1p3
Active Yes
Enabled Mo
IP Address fed0::3566:eba0:3736:4211%14
TCP Dynamic Ports
TrD Dot 1422 =

IP Address

IP address

Cancel Apply Help

17. Perform a switchover of the SQL Resource using LifeKeeper by right clicking and
clicking ‘In Service’ on the secondary (XPROTECT2)

File Edit View Help Out of Senice
B ‘ & ‘ [+ ‘ Ey | & 0‘ = ‘ =) Extend Resource Hierarchy
g Unextend Resource Hierarchy...
Hierarchies 2 Add Dependency. L7
@ rctive Protectes XPROTECT1 Remove Dependency, g
E'@ MilestonexProteciilanager @ Active: ! e Delete Resource Hierarchy.
- WilestoneEventsenersenice [v] ctive 11O
Local Recavery
1
ol MilestonexProtectDataCollectorSen
@ @ Active 0 Quick Check Interval
() Miestonexprotect_ogSener () Active 1|1 Deep Check Infeval
r @ MilestonexProtectMobileServer @ Active 1 0 .
@ SQL Default a Active 112 StandBy
= >4
~(@ 1ma7s10 [) Active 11 Stand8y o
@ vole 2 Active HE] Minoring o
< > v

18. Add the account you created earlier for XPROTECT1 to the sql users while SQL is
switched over to XPROTECT2. Make sure to add the appropriate server roles as shown
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Step 6 - Cluster XProtect with LifeKeeper

‘_A,; Microsoft SOL Server Management Studio
File Edit View Tools Window Help

|8~ a-2 F | Bnewouey B8 8 QS dal2-¢-|8| -4
| | Execute 7] Legin Properties - XPROTECT2\chendricks-sinke
Object Explorer v i x Szlzﬂaﬁm IT scipt + @) Help
o eneral
Comect~ § F = T G »
B @ XPROTECTZ (50L Server 15.0.2000.5 - XPROTECTZ\c||ll /& User Mapping Server role is used to grant sei
Databases # Securables
5 K Status
=] ecur\t_',f Server roles
=] Logins

B #2MS _PolicyEventProcessingloging#

B ##MS_PolicyTsglExecutionLogind® [ diskadmin

m NT AUTHORITY\SYSTEM [ processadmin
& NT Service\MSSQLSERVER public

% NT SERVICE\SQLSERVERAGENT E:Z?\;T:::E‘”
-

s NT SERVICE\SQLTELEMETRY [ setupacin
s NT SERVICE\SQLWriter sysadmin

m NTSERVICE\Winmgmt

-

sa
ma APROTECT1\chendricks-sinke
m XPROTECT2\chendricks-sinke

Setup for XProtect:
On XPROTECT1

1. Stop the service by right clicking the system tray icon and clicking ‘Stop Management

Server Service’

Start Managerment Server Service

Stop Management Server Service
Show status messages...

Change systern configuration password settings

Enter the systern configuration password
Configure failover management server

Server Configurator...
Change license...

Restore configuration...
Select shared backup folder...
Help...

About...

Exit Managernent Server Manager

2. Modify the below config files accordingly, using the Virtual IP address address in place of

the local computer name in the indicated URLSs.

a. C:/ProgramData/Milestone/xProtect Management Server/ServerConfig

» JThis PC >

Local Disk (C:) > ProgramData > Milestone > XProtect Management Server ||

Name Date modified Type Size

BackupFolder File folder

FileStorage File folder

IIs File folder

Logs File folder

Offline File folder

idp.sec SEC File 1KB
Ii ServerCanfig I XML Document 9KB

‘ 7 ServerConfig - Notepad
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3. C:/Program Files/Milestone/XProtect Management Server/lIS/IDP/appsettings.json

-ILo(aID\sk(C:] » Program Files » Milestone » XProtect Management Server » 115 5 [DP I

Name

it-IT

ja-IP

ko-KR

nb-NQ

nl-NL

pl-PL

pt-BR

ru-RU

sk-5K

sr-Latn-RS

sv-5E

th-TH

tr-TR

uk-UA

wwwroot

zh-CN

zh-TW
D appsettings.development,json
D appsettings.json

[ R ST

Nate mndified Tun Siz,

Nj appsettings.jsen - Notepad
File Edit

{

Format  View Help

"LogRequestResponse”: false,

"AllowIlnsecureCookies™: false,

"KeyManagementSettings": {
"RotationIntervalInDays": 9@,
"PropagationTimeInDays™: 14,
"RetentionDurationInDays": 14

iy

"DataProtectionSettings": { Find what: ‘Al_rthon’q.l

"ProtectKeysWithCertificate": {
"Thumbprint™: ""
[] Match case

] Wrap around

http://171.17.5.108/1DP"

"LockoutSettings”: {
"LockoutTimeSpanInMinutes™: 5,
"MaxFailedAccessAttempts”: 5

g

"PasswordSettines": {

Direction
Clp @ Down

X

Find Next

Cancel

4. From the system tray icon right click and choose ‘Server Configurator’ and type in the

Virtual IP address.

@ Milestone Server Configurator
Encryption

Registering servers

Language selection

Registering servers

Register VMS components on this computer with the management server.
Registration can be required in various situations such as:

» Reestablish communication if the host name has changed

= Connect a standzlone recording server to the management server

= Restore a backup

= Configure a failover management server or manage host renaming of the
management server

Learn more

httpy//171.17.5.100) =

legister
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5. Register the Virtual IP address

@ Milestone Server Cenfigurator - m} X

Register servers

Registering servers will trigger a restart of the server
service(s) running on this computer. During restart of the
server service(s) you will not have access to your XProtect
system or data will not be recorded. Do you want to register

now?
Cance'

6. Start the service

Start Management Server Service

Stop Management Server Service
Show status messages...

Change systern configuration password settings
Enter the systern configuration password

Configure failover management server

Server Configurator...
Change license...
Restore configuration...

Select shared backup folder...

Help...
About...
Exit Management Server Manager o N

7. Set the Virtual IP address for the URLs
a. Open XProtect Management client (click allow for security prompt as shown) and
click ‘Add Remove Registered Services’
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Milestone
XProtect® Management Client 2022 R3

Computer:

@ Mon-secure connection

You cannot connect securely to the server

Do you want to connect using a non-secure network protocol?

[] Remember my choice. Do not show me this message again.

b. Replace all XPROTECT1’ with the Virtual IP address you created earlier for the
URLSs highlighted

Add/Remove Registered Services

Service list:

Type MName LR = Trusted Description Advanced
Event Server Event Server serv... | hittp://171.17.5.100:22331/ fes Event Server Service Na
Incident Manager ... Incident Manager ... || http://171.17.5.100/Inciden... fes Incident Manager servicer...  No

Log Server Legacy log server - e The legacy log serverforh...

Log Server Log server hittp: 4417117 5.100:22337/... Yes The log server for handling ... No

Mabile Server XPROTECT? hitp:##xprotect 1:8081/ Yes Mobile Server Service No

Report Server Report Server hittp:#4/171.17.5.100/Reporti.. Yes Report Server registered by...  No

Edit...

Remove

Metwaork...

Close

c. Click on ‘Network’ and add the Virtual IP address to the Server address (LAN):
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| Add/Rermove Registered Services =
- b
Service list:
Network Configuration *
Type MName g Hvanced Add...
Event Server Event Server ST ] Edit._
Incidert Manager 5. Incident Mang o
Log Server Legacy logsef  Server address (LAN): o Remave
Log Server Log server o
Mobile Server XPROTECT{| ~ Serveraddress (WAN): s
Report Server Report Serven b
=0 &P Close
Cancel
8. Add Administrator roles for failover
‘ . , .
a. Add ‘Administrators’ group from windows
@ Milestone XProtect Management Client 2022 R3
File View Action Maintenance Tools Help
HY oen
Site Navigation + 3 % ||roles + 1 ||Role Seftings
) ¥ XPROTECT1 - (22.3c) ~ Mame Name | Deseription
=-[1] Basics i, Administrators (Administrators haveco I @ XPROTECT Tichendricks-sinke CXTeam
-] License Information
] Site Information
=5 Remote Connect Services Select Users or Groups X
%y Axis One-click Camera Connection
= Servers Select this object type
H}) Recording Servers |Gmups or Buittin security principals ‘ Object Types
B Failover Servers From this location
aagjw Tinesewers |XPHOTECT1 \ Locations
b Cameras Enterthe object names to select (sxamples]
- & Microphones (XPROTECT 1\Administrators Check Names
@) Speskers
@ Metadata
oo Input
() Output Advanced Cancel
-3 Client

~f8 Smart Client Profiles
£ Management Client Profiles
Matrix

(B Rules and Events

~[8] Rules
() Time Profiles

[ Notification Prefiles

- User-defined Events

# Analytics Events

Generic Events

@
A ol Remave

5 Basic Users
o9 System Dashboard &
Roles 1 IRule Settings
Name Name & | Description
. Administrators (Administrators have co BUILTIN\Administrators Administraters have complete and unrestricted access to the computer/domain
XFPROTECT l'chendricks-sinke CX. Team
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b. Click ‘New Basic User’ and add a local ‘admin’ account

Mew Basic User

|Iser name:

[
m

Description:

Repeat password:

|_| Force Basic Userto change password on nest login

Cance

MName | Description

Administrators have complete and unrestricted access to the computer/domain

E HKPROTECT 1'chendricks-sinke CX Team

9. Repeat steps 1-5 on XPROTECT2

Using LifeKeeper to cluster XProtect:
Make sure all XProtect services are running on XPORTECT1 before following the below steps

SIOS Technology Corp. -71- us.sios.com


https://us.sios.com

ol

SIOS
1.

2.

Choose Create New Resource Hierarchy

by LifeKeeper GUI — O X
. File Edit View Help
%000 44002 alaw
< >
Hierarchies o +) )
@ Active Protected XPROTECT1 XPROTECT2
B--@ S0L Default @ Active ! 0 StandBy 0
@ 171.17.5.100 @ Active 1 0 StandBy 10
: % Active ! g Mimcring "
< > 7
=— XPROTECT1: gen gsp: Removing resource instance: QSP.0
Choose backup server
{8 Create Protected Application X

Primary Server: | XPROTECT1

Select a server, from the list of connected servers for which you have Administrator permission, to be
the primary server for your application(s).

Select a server, from the list of connected servers Tor which you have Administrator permission, to be

the backup server for your application(s).

Click Next after selecting the servers for your protected application. Lifekeeper will walk you through
any basic cluster configuration that may be needed, and then collect information about your
application configuration.

=Back Mext= Cancel
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3. Choose Generic Quick Service Protection for application to protect

b Create Protected Application *

Application to protect iGeneric Quick Service Protection o

Select the application that you wish to protect on XPROTECT1T and XPROTECT2

=Back | Mext= | Cancel| Help

4. Choose service to protect

¥y Create gen/qsp Resource *

IMPORTANT NOTE: Only running services will appear in the list. Do not protect system or infrastructure
critical services that must be running to properly operate the system. Startup type of chosen service will
be changed to manual

=Back | Mext= | Cancel| Help
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5. Set quick check interval

Py Create gen/qsp Resource *

I Quick Check Interval (seconds) 300 I

This will be the maximum amount of time used for the quickCheck script. The time must be atleast0 (s)
and at most 600 (s). TO DISABLE QUICKCHECK ENTER 0.

=Back | Mext= | Cancel| Help

6. Set startup interval

Py Create gen/qsp Resource *

Startup Interval (seconds) | 300

This will be the maximum amount of ime used to start the service during the restore process. The time
must be at least 300 (s) and at most 900 (s)

=Back | Mext= | Cancel| Help
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7. Set shutdown interval

b4 Create gen/qsp Resource X

IShutdown Interval (seconds) | 300 I

This will be the maximum amount of time used to stop the senice used during the extend or the remove
process. The time must be at least 300 (s) and at most 900 (s)

=Back | Mext= | Cancel| Help

8. Enable local recovery

g_j Create gen/qgsp Resource

Local Recovery | Enabled

Local recovery will attempt to recover a failed service on the local system. This wil require stopping and
starting the serivice. If you do not wish to have this feature enabled select disabled from the dropdown
list

=Back | | Cancel| Help
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9. Choose a tag name

gj Create gen/qsp Resource

Resource Tag Mame MilestonexProtectManager

=Back | Create Instance | Cancel|

10. Verify the creation of the resource was successful

Help

gj Create gen/qsp Resource

Creating gen/gsp resource on XPROTECT..

Process: create.pl(9440)

*INFO* (Mo. 113646) Beginning Hierarchy Creation for Q5P
Process: create.pl(7520)

*INFO* (Mo. 113648) Bring the QSP resource "MilestonexProtectManager™ in service
Process: create.pl(6972)

*INFO* (Mo. 113641) LifeKeeper. END successful CREATE for QSP resource
"MilestonexProtectManager” on server XPROTECT1"

The resource hierarchy is now being created on XPROTECT1. Command output is displayed on this
dialog.

After the resource has been created and brought into service, click Next to protect the resource on
XPROTECT2.

«Back Cancel

SIOS Technology Corp.
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11. Run extend checks

gb Extend Wizard

Executing the pre-extend script...

Hierarchy PreExtend Manager active on XPROTECT1 (LKROOT=C/LK)

Checking existence of extend and canextend scripts on XPROTECTZ2
Building independent resource list

Checking extendability for MilestonexProtectManager

PreExtend checks were successful

LifeKeeper is performing several checks and gathering some additional information while preparing to

extend MilestonexProtectManager from XPROTECT1 to XPROTECTZ2. Qutput will be displayed on this
dialog, and also on the output panel ifthat is open.

Once processing is completed, click Next to proceed.

=Back |I I ext= I Cancel|

Help

12. Choose extended resource tag name

'gb Extend gen/qsp Resource Hierarchy MilestonexProtectManager

Resource Tag Mame |MilestonexProtectManager

IMPORTANT NOTE: During the extend process the service will be stopped on the target server. Startup
type will be changed to manual.

=Back | Next= | Cancel|

Help
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13. Set backup priority

gj Extend Wizard

[Backup Priority |10 |

Select a priority for MifestonexProtectManager on the backup server XPROTECTZ, relative to its priority
on the primary server XPROTECTT (1). This number determines the failover order when your application
is protected by more than one backup server. Any unused priority value from 1 to 999 is valid, where a
lower number means a higher priority (the number 1 indicates the highest priority).

Select Extend to extend MilestonexProtectManager to XPROTECTZ. Command output will be displayed

on the output panel ifthat is open, and on this dialog if the output panel is not open. Any errors that occur
will also be logged in both the LifeKeeper log and the GUI log on that server.

=Back | | Extend || Cancel| Help

14. Verify extend was successful

gj Extend Wizard

Extending MilestonexProtectManager to server XPROTECTZ2

Hierarchy Extend Manager active on XPROTECT1 (LKROOT=C:/LK)
Roots=MilestonexProtectManager

LifeKeeper Admin Lock Acquired for <PROTECT1

Extending resource MilestonexProtectManager to XPROTECTZ (ReturnCode=0)
Creating Equivalencies

Equivalency XPROTECT1:MilestonexProtectManager:1 to X<PROTECTZ:MilestonexProtectManager:10
(ReturnCode=0)

Creating Dependencies
Setting Switchback Type for Hierarchy
LifeKeeper Admin Lock Released for <PROTECT1

Hierarchy extend operation completed.

The hierarchy is now being extended. Command output is displayed on this dialog.

=Back |I Finish I Cancel| Help
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15. Repeat steps 1-14 for each of the Milestone services you wish to protect end result

16. Make a milestone resource a child of the Milestone XProtect Manager

should look similar to this

¥ Lifekeeper GUI — m} e

File Edit View Help

%80 JO0OFH 44000 S RL
<
Hierarchies 2 ) )
@ Active Protected HPROTECTA XPROTECTZ2
@ MilestoneEventSenverSenice @ Active 1 0 StandBy "0
@ MilestonexProtectDataCollectorS) @ Active 1 0 StandBy "
@ MilestonexProtectiLogServer @ Active 1 0 StandBy o
@ MilestonexProtectManager @ Active 1 0 StandBy 10'
@ MilestonexProtectMobileServer @ Active 1 0 StandBy 10
e—
E‘Q S0L.Default é Active 1 6 StandBy 10
E & 171175100 V] Active 1§ StandBy 10
@ VolE % Active 1 g Mirrcring 10
< > v

=— XPROTECT2: MilestoneEventServerService: Updating equivalency list

¥ Lifekeeper GUI - O
File Edit View Help
RO O A4 OQ0 S .uuulcﬂlxﬁ
£
¥4 Add Dependency *
Server XPROTECT ~
This wizard will add a dependency between two resources on all servers in a cluster. When adding a
dependency, be sure that LifeKeeper is running on all of the backup servers so thatthe dependency is
added on all servers. Otherwise, this process will leave LifeKeeper in an inconsistent state.
Select a server, from the list of connected servers for which you have Administrator permission, in the
cluster where you want to add a dependency.
=Back Cancel Help
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Add Dependen *
P <y

Select a resource to be the parent. The choices include all resources on XPROTECT1.

=Back | I Mext= I Cancel| Help

i Add Dependency X

Child Resource | MilestoneEventServerService ~

Select a resource to be the child of MilestonexProtectManager. The choices include all resources that
satisfy the following requirements.

« They are not already in a hierarchy with MilestonexProtectianager

» They exist on the same servers as MilestonexProtectManager.

» They are In Service on the same server as MilestonexProtectManager.

« They have the same relative priority as MilestonexProtectManager on all servers.

<Back - Cancel Help

Add Dependen *
P <y

The following dependency will be added:

Parent: MilestonexProtectManager
Child: MilestoneEventServerSenvice

Select Add Dependency to add the dependency on all servers. Command output will be displayed on
the output panel ifthatis open, and on this dialog if the output panel is not open. Any errors that occur
will also be logged in both the LifeKeeper log and the GUI log on that server.

=Back || Add Dependency I Cancel| Help
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¥ Add Dependency

Add Dependency: parent MilestonexProtectManager of child MilestoneEventServerService

Creating the dependency on the server XPROTECT1"
Creating the dependency on the server XPROTECTZ"

The dependency creation was successful

The dependency is now being added. Command output is displayed on this dialog.

=Back | I Done I Cancel|

Help

17. Repeat this process for every Milestone resource as well as the SQL resource, the end

result should look like below

LifeKeeper GUI -
P

File Edit View Help

%R0 T OF A£LQO

= R

Hierarchies @ %
@ Active Protected XPROTECT1 XPROTECT2
- -
=] @ MilestonexProtectManager @ Active 1 0 StandBy 0
+ @ MilestoneEventServerService @ Active 1 0 StandBy 10
b @ MilestonexProtectDataCollectorSen @ Active 1 0 StandBy 10
+ @ MilestonexProtectLogServer @ Active 1 0 StandBy °
+ @ MilestonexProtectMobileServer @ Active 1 0 StandBy 10
= @ SOL.Default @ Active 1 0 StandBy "
@ 171175100 & Active 1O StandBy "
Q VolE § aciue 1 g irsing 10
< 2>

NOTE: If your first switchover fails with XPROTECT2 being stuck in the ‘starting’ stage in
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the system tray icon, please follow the below instructions.

Milestone XProtect Management Server - Stopped

1. Run a repair on each of the Microsoft ASP.Net modules on XPROTECT2 as shown
below

« ~ 4 [@ » ControlPanel > Programs » Programs and Features v O rch Programs and Features 0

Control Panel Home .

Uninstall or change a program
View installed updates Ta uninstall 5 pragram, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or

off 5 .
Organize »  Uninstall  Change ‘j@ Microsoft NET 6.0.1 - Windows Server Hosting Setup - * h o
Name - Publisher ()
@LlfeKaeperfoerduwst Update 9 Maintenance 1 5105 Techn N E M|C|’OSD'H: ‘N ET 6‘0‘1
i LifeKeeper Microsoft SOL Server Recovery Kit v8 Upd...  Steeleye Ter B8 . -
LifeKeeper Protection Suite for Microsoft SOL Server ... 5105 Techn WI n dows Server HOStI ng
Microsoft .NET 6.0.1 - Windows Server Hosting Microsoft .
4 Microsoft NET Runtime - 6.0.1 (x64] Moot Modify Setup
ﬁM\:rUsuf‘t MNET Runtime - 6.0.1 (x26) Microsoft

Please restart 15 after the installation completes. You can find additional infermation
ﬁM\crosoﬂASP.NET Core 6.0.1 - Shared Framework (x... §Microsoft J here,

ﬁM\crosoﬂASP.NET Core 6.0.1 - Shared Framework (x... §Microsoft

icrosoft Help Viewer Z. Microsoft
3 Microsoft QDBC Driver 17 for SQL Server Microsoft
J Microsoft OLE DB Driver for SQL Server Microsoft
3 Microsoft SOL Server 2012 Native Client Microsoft
5 Microsoft SOL Server 2019 (64-bit) Microsoft
[ Microsoft SQL Server 2019 Setup (English) . Microsoft Uninstall Close
5 Microsoft SOL Server 2019 T-50L Language Service Microsoft
. 4 Microsoft SQL Server Management Studio - 19.0.2 Microsoft Corporation 5/31/2023 2.72GB  19.0.20209.0
ﬁl\m:rnsnft\hsua\ C++ 2013 Redistributable (x86) - 12.0... Microsoft Corporation 5/24/2023 171 MB  12.0.40664.0 v

Microsoft Corporation Product version:  6.0.1.21567
Size: 138 MB
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2. You must also ensure all the Application Pools use .Net v4.0, as shown below

€3 Internet Information Services (1I15) Manager

&« L2} » XPROTECT1 » Application Pools

File  View Help
Connections
; b‘f‘ Start Page
~ -85 XPROTECT1 (XPROTECT1\Ad!

Q|‘ Application Pools

This page lets you view and manage the list of apgication poels on the server. Application pools are associated with worker processes, contain one o

‘;:r Application Pools Filter: - Go ~\&79 ;fAII Group by: Mo Grouping -
el Sites Mame Status .MET CLR Version Managed Pipel... |dentity Applications
4= NET vd.5 Started w40 Integrated ApplicationPoolldentity 0
(2} NET w45 Classic  Started w40 Classic ApplicationPoolldentity 0
‘_;:' DefaultAppPool  Started w40 Integrated ApplicationPoolldentity 1
2 Started w40 Classic XPROTECT1\Administrator 6
Stopped Mo Managed Code Integrated KPROTECT1WAdministrator 1
LS VideoOS IM Ap...  Started w40 Integrated APROTECTTWAdministrator 1
2} VideoOS Manag... Started w40 Integrated XPROTECT"\Administrator 1
2} VideoOS Report... Started w40 Classic KPROTECT1\Administrator 1

3. Reset IIS on XPROTECT2

icrosoft Windows HP [Uersion
(G» Copyright 1985-2881 Micros

iizres

[y
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4. When you open the XProtect Management Client, connect directly to the Virtual IP
address.

Milestone
XProtect®* Management Client 2022 R3

Computer:
[192.168.1.150 [~

Authentication:
[Winduws authentication (current user) ]

Domain: XPROTECT1

User name:
XPROTECT \Administrator

Password:

Remember password

Sign in Close

SIOS Technology Corp.
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Step 7 - Install the Recording Server

Follow the given instructions
https://developer.milestonesys.com/s/article/XProtect-Corporate-How-to-install-the-recording-ser
ver .

Download Installer software

I@ http://171.17.5.100/Installation/ Admin/default-en-US.htm I = & | Search.. P

e XProtect Manage... * T

English (United States)

4 milestone | XProtect®

Milestone XProtect VM5 c ins a set o ive applications which are downloaded and installed from this page. User
applications can be found on the default dmnmload page. If you want to view this page in another | use t
menu in the top right corner.

Recording Server Installer
The XProtect Recording Server has features for recording of video and audio feeds, and for communication with cameras and other
devices in the surveillance system.

ger Installer 22.2c (64 bit)

All Languages

Management Client Installer
The XProtect Management Client is the system’s administration application, used for setting up hardware, recording servers, security, etc.

Management Client Installer 2022 R3 (64 bit)
All Languages

Event Server Installer

The Event Server manages all event and map related communication. It stores events, image files and map configurations, and makes
status information about the surveillance system available.

Event Server Installer 22.3c (64 bit)

Also, install the recording server, specifying the virtual IP address in the installation URL.

’ Milestone XProtect® Recording Server *

Specify recording server settings

Recording server name:
|RECORDING

Management server address.
nagement server is configured to be secure:

Select your media database location:

It is recommended that you save your video recordings on a drive different from where you install
the program.

|E:HMediaDatabase Browse...
Free disk space on drive: 100 GB

Retention time for recordings:

7 + days

Previous Continue Cancel
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Step 8 - Test failover

The minimum requirements for testing the cluster are as follows:

e Perform a manual switchover of the cluster from XPROTECT1 to XPROTECTZ2, and
back to XPROTECT1

e Pull the power cord on the active cluster node. The backup cluster node should recover
the protected resources. NOTE: Performing a planned shutdown, or pushing the power
button to cause a shutdown, is not the same. The default behavior of a server being
shutdown is to NOT failover the resources. This is controlled by the Shutdown Strategy
settings of the cluster.

e Manually stop one of the protected Windows services. The default behavior is that
LifeKeeper will automatically restart that service.

e Temporarily disable and stop one of the protected Windows services on the active
cluster node. LifeKeeper will detect the failure, and with local recovery not being able to
successfully restart the service, a failover to the secondary node will be initiated.

In all of the above test, you should be able to open the XProtect Management Client, and
connect directly to the Virtual IP address.

About SIOS Technology

SIOS Technology Corp. high availability and disaster recovery solutions ensure availability and eliminate
data loss for critical Windows and Linux applications operating across physical, virtual, cloud, and hybrid
cloud environments. SIOS clustering software is essential for any IT infrastructure with applications
requiring a high degree of resiliency, ensuring uptime without sacrificing performance or data — protecting
businesses from local failures and regional outages, planned and unplanned. Founded in 1999, SIOS
Technology Corp. (https://us.sios.com) is headquartered in San Mateo, California, with offices worldwide.
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