Bosch B&G Series
Module for XProtect

Installation, Setup, and User guide
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Renaming of Devices
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Prerequisites

Software and Licensing

Microsoft System Requirements

Microsoft® Windows® 10 Pro (64 bit)

Microsoft® Windows® 10 Enterprise (64 bit)

Microsoft® Windows® 10 Enterprise LTSB 2016 (version 1607 or later)
Microsoft® Windows® 10 loT Enterprise, version 1803 or later (64 bit), loT Core

Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter
e Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter

Milestone XProtect System Requirements
e XProtect Express+, Professional+, Expert, Corporate 2020 R1 (20.1a) or above

e Milestone Event Server

o  The Event Server is included as part of you Milestone installation. *Note* /f this component has not
been installed with your version follow the steps found in troubleshooting at the end of this
document.

e Milestone License
o No additional license is required for Milestone for this integration

Bosch B&G Series
e |P Address of panel to be connected

e Automation Passcode of panel to be connected

ORBNET Systems

e Installer — ‘Bosch B&G Series for XProtect Setup.msi’

Available to download from https://orbnetsys.com/Bosch B&G/

Once registered and signed into the website
® License — The product is licensed based on the number on panels and alarm points.

o Please see the BG Series License Settings section of this document for further
details on how to make a license request.
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Installation of Bosch B&G Series for XProtect

Begin with the server/machine running the XProtect Management and Event Server. Close any open
Milestone Smart Clients or Management Clients first. Place the ‘Bosch B&G Series for XProtect

Setup.msi’

in a folder on the desktop and double click and select ‘Install.” During installation, a window will
appear behind the installer to request restart of the Milestone Event Server.

117 BG Series Plugin for XProtect - X

Wel to the BG Series Plugin f t
soupwizard o ) BOSCH

# BG Series Plugin for XProtect - X

BOSCH

Select Installation Folder

The installer will guide you through the steps required to install BG Senies Plugin for XPratect on your
cormputes.

"WARMIMG: This computer program is pratected by copyright law and intemational treaties.
Unauthorzed duplication or distribution of thiz program. or any portion of it, may result in severe civil
o1 crimingl penalties, and will be prosecuted to the maximum extent possible under the law.

The installer will inztall BG Series Plugin for XProtect to the fellowing folder,
To installin this folder, click "Mext”. To install to a different folder, enter it bedow or clck “Browse™.

Folder:
|EProgram FilesiMiestone\MIPPlugins\DRBNE TABS eries'\PluginE !

Browse...

Disk Cost...

Install BG Sesies Plugin for XProtect for yourself, or for anyone who uses this computer:

Confirm Installation

BOSCH

The installer is ready to install BG Series Plugin for XPratect on your computer.
Click "Mext" to start the installation.

(®) Everyone
O Just me
¢ Back [ Mext > I | Cancel
15 BG Series Plugin for XProtect - % 5 Restart Event Server?

This plugin requires an Event Server service restart. Would you
like us to restart it for you now?

#5) BG Series Plugin for XProtect - X

BOSCH

Installation Complete

BG Series Plugin for ¥Protect has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the \NET Framework.
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Configuration

Milestone Management Setup

This integration allows for your B&G Series system to be directly connected to Milestone's XProtect
VMS (Video Management Software). It is designed to fit perfectly with any XProtect system. No
matter your installation size, with XProtect you can control your video cameras and B&G Series
system from a central interface in the Milestone Management and Smart Client applications.

Find and Select ORBNET Plugins in the Milestone Management client tree menu.

= @) ORBNET Plugins
) BG Series License Settings
=-(H) BG Series Panels
-} 4 Lreas
@ Foints
@ Doors

© Outputs
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BG Series License Settings

This page provides a dashboard overview of your ORBNET Systems licenses for the BG Series module.

From the point of installation, this ORBNET Systems software will provide a 30-day trial license. This
will allow 10 Panels and up to 10,000 Alarm points to be connected. After the 30-day time has
lapsed a license request will need to be made to validate the license.

The Licensed panels can be dynamically updated as required. Use the Revoke License and Apply
License buttons with the panel in question selected to update.

Configuration

BG Series License Manager

License

Please select which features you want to activate before exporting the license. Changing these options
has no effect on the trial icense. which has all features enabled.

~ 1. License Info Time left: 8 days, 21 hours, 59 minutes, 36 seconds
a, Chent Name !l':‘!mulammr

b. Days Vabd (-1 == Unlimt 30 Used Alarm Points: 12/10000

it

1" Used Alarm Panels: 1/10

P

. Unique Client Mumber
~ 2. Plugin Features
a. Max Active B or G Alarr 10
b, Max Alam Points 10000

Export license request

Import valid license

a. Client Name:

Detected Alarm Panels - Use apply / revoke to choose which alarm panels are licensed

Refresh Apply License Revoke License
Id Name Total Alarm Points Is Licensed
d43d92ba-da48-4cd1-bfb... BG Panel 12 True
86e21fb9-6445-4600-986... BG Panel 0 False
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License Request

When making a license request please ensure these fields are filled (highlighted in bold).

- 1a - Client Name
- 2a - Max. Active B or G Alarm Panels
- 2b - Max. Alarm Points

Click Export license request and save. email the license request to purchase@orbnetsys.com.

Once the activated license is returned used Import valid Ticense to activate your system.

License

Please select which features you want to activate before exporting the lcense. Changing these options
has no effect on the trial icense, which has all features enabled

r
Used Alarm Points: 12/10000
... Used Alarm Panels: 1/10

Export license request

a. Max Active B or G Alarr 10
b. Max Alarm Points 10000 T
Import valid license
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BG Series Panels

For each panel you will need the IP address and Automation Passcode. This will be entered into Milestone to
connect the panel to the XProtect system. Below shows where the Automation Passcode is gathered or
changed within the Bosch Remote Programming Software (RPS).

s Panel View (Firmware Version - 3.10.034)

File Edit Operations

Help

Panel - BGIntegration (Account - 0000)

(=] B9512G Program Record Sheet AUTOMATION Entry
. COMPLIANCE SETTINGS Automation Device Mode 2
-PANEL WIDE PARAMETERS Status Rate 1o

-AREA WIDE PARAMETERS Automation Passcode Bosch_auto

~~KEYPADS Mode 1 Automation Ethernet Port Number | 7702

- CUSTOM FUNCTIONS IO
-SHORTCUT MENU

- OUTPUTS
-USER CONFIGURATION

- POINTS

- SCHEDULES

-~ ACCESS

- AUTOMATION / REMOTE APP
-SDI2 MODULES

-~ HARDWARE SWITCH SETTINGS

Remote App Enable
Remote App Passcode fE60S+ePzESgPAFcBwxAlg==

=
@‘

-

From this menu you can add, remove, and manage the connected panels.

Right click the BG Series Panels text to access the Add New option.

BG Series Panel Inforn

=0 . .
+ & BG Pane Collapse

| AddNew..  Cul+N

= Refresh F5

A new controller will be added to the list. This section covers the connection details and licensing.

e Panel Settings
o License - Tick option

o Enable - Ticked option, untick to disable

o BG Series Panel IP — IP Address field

o Port — Panel Port (7700 default)

o Password - Automation Passcode for panel

o Refresh Configuration — This will query the panel to update with any missing or new
components

o Select Cameras — For cameras that would be associated to the panel only

o Smart Client panel alarm instructions — The message that will display with the

relevant alarm from this panel
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BG Series Panels ~ 1 |IBG Series Panel Information
(=) BG Series Panels

= |@® BOSCH

Panel Settings

Licensed
Enabled
Detected Panel Type
B9512G
BGSeries Panel IP
192.168.111.222

Port
7700 2

Credentials

Passwaord

Refresh Configuration

| Select Cameras... |

Smart Client panel alarm instructions:

When a new panel information is filled out click Refresh Configuration then OK on the below
dialogue followed by the Milestone Save button =, then the panel will be queried. The relevant
connected devices will be downloaded from the panel. This can take a couple of minutes to
complete.

Standing by for configuration refresh *

the retrieval process, This process may take several minutes,
please be patient and do not change tabs or close the
Management Client.

o Please press OK and save the Milestone configuration to start

You will get a full summary of the update when it finishes,
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Once this process is completed you will receive a pop-up message. This will show whether any
changes have been detected. Press 0Ok when done, all changes will be shown in the relevant section.

)

B&G Series Configuration Refresh Summary for BI512G Panel BG Panel

« NEW POINTS
Point One (N°1) of Area N1
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Areas

Within the Areas section of the plugin the enabled Areas from the panel will be shown.

= @) ORBNET Plugins
() BG Series License Settings

=@ BG Series Panels
= @ Areas
Points
@) Doors

© Outputs

This window provides access to the available Area settings.

Add related cameras using Select Cameras and alarm instructions for an operator in the Smart
Client using Smart Client alarm instructions.

Areas — | .m
B Areas
=) BG Panel
@ Nea2 BGSeries Identification:
@ Areald |1 ]
4y Area One
) BG Panel

Smart Client alarm instructions:
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Areas as shown in the Bosch Remote Programming Software (RPS).

#es Panel View (Firmware Version - 3.10.034)
File Edit Operations Help

Panel - BGIntegration (Account - 0000)

Power Supervision A |Areat-18 Area 1 [Area 2 JArel 3 ‘Nea 4

RPS Parameters Area Name Text Area One Area 2 Aread Area 4

Miscellaneous Area Name Text (Second L

Persanal Noliication Avea on v o ve m
Personal Notficatior | A ccount Number 0000 0000 0000 0000
Personal Notiicatior | £5rce Arm / Bypass Max 2 2 2 2
Personal Notificatior | 5o, pestorals No Delay No Deiay No Delay No Delay

o EmaiSener Conki 70 Yo v
(- AREA WIDE PAH&METE‘RS Ext Delay Time 10 10 &0 50
[ ArealBel F Open.

Areal-16 Auto Watch Manual Manual Manual Manual
Aieal7-32 Restart Time 5 5 s s
Area Aming Text Duress Enable No No No No
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Points

Within the Points section of the plugin the enabled Points in an Area from the panel will be shown.

= @) ORBNET Plugins
() BG Series License Settings
=] @ BG Series Panels
= @ Areas
. Doors

© Outputs

This window provides access to the available Point settings.

Each of the points has an option to select the Point Type. This relates to the icon that is shown for
each point relevant to the point type.

Add related cameras using Select Cameras and alarm instructions for an operator in the Smart
Client using Smart Client alarm instructions.

[[Peints ~ & JJPoint Information
& Points

= 4 Area2
Point 2
Point 3
Point 4
Point 5 BGSeries |dentification:

= 4 Areal |13 |
Bio
Fire Area:
= E |

= 4 Area One
IG:;' Point type:
N 1on -
Point One |Genenc v |
Foller Shutter Smart Client alarm instructions:

Select Cameras...
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For each Point, a type can be selected, this changes the icon used within the Smart client. Below
shows each of the icon types and the four possible states (Disabled has just one state).

States are: [Alarm] : : [Normal] : [Warning]
A 0O @ @ QLD 0T =&
Disabled pmnmm.m pointbiofault pnmmem
entrolalarm  ontrolfault  ontrelnermal anualwnr\m larm P omat wllmr\g nentalarm nentfault nentnermal  nentwarming
0@0 .D@ .’A‘O@ Q@ (» NN
-
et peindes weoar peinidecics penidedics popidecin poides vein it oo peinfnfoe it
pointfirefloor  pointfirenor pw"lgasali pointgasfault pv;-lg-s-v pointiralarm  pointirfault wt norma wnmvmwn
warning mal calarm cfault cnormal cwarning mal
3 @ @ @ YA AN @@

warni t

oaﬁ”is@oaw 0o

ming utteralarm utterfault  uttemormal  utterwaming am uit omal aming am aukt omal aming alarm fautt normal waming ralarm rfault
mormal rwarming onalarm onfault onnomal  onwarning alalarm alfault alnormal alwaming ealarm efault enomal ewaming ming
mal q larm fault normal warning

Points as shown in the Bosch Remote Programming Software (RPS).

wrs Panel View (Firnware Version - 3.10,034)
File Edit Operations Help

C S RQL A0
Panel - BGIntegration (Account - 0000)

Points Assigned: 12

& O

B BY512G Program Record Shest PONT Teod 2nd Lang| Profie Ares Debounce | Output | RADION RFID (BB10) | RADION Device Type Inuvomc.s RFID (BE20)

COMPLIANCE SETTINGS Point 1 & Smoke Detector TAreaOr E20ms  0: Unas ]
1 PANEL WIDE PARAMETERS Point 2 & Part On: Delay ZAea2 E0ms O Unes
B AREA WIDE PARAMETERS Point 3 Point 3 & Part On: Delay ZArea? 820ms  0:Unas
Bl KEYPADS Point 4 Point 4 13 terior: Folower 2 Area2 820ms  0:Unas
CUSTOM FUNCTIONS Point 5 13 bterior Folower  Z.Area2 E20ms  O: Unas
i glu{?m%” MEHU Foint§ Gos 7: Part On: lnstant JAread E20ms 0 Unes
& LISER CONFIGURATION Point 7 Fire 7: Part On: hstant 3Aend E20ms O Unos
& Point 8 Bio 1: 24-hr nst Open/Short 3:Aread E20ms 0: Unas.
‘Point Assi Point 9 Roder Shutter 29 Interior- Instant (2} 1:Area Or £20 ms 0: Unas.
Cross Pn."g Pasi Point 10 Wtrusion 10: Interior: Instant 1:Area OF 0; Unas
& Peint Profies Point 11 Gos 17: Gas 1:Arga OF 0: Unas.
Point 13 L 4: Smoke Detector 2 Area 2 0: Unas.
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Doors

Within the Door section of the plugin the enabled Doors from the panel will be shown.

= @) ORBNET Plugins
() BG Series License Settings
= BG Series Panels
@ Areas

T

© Outputs

This window provides access to the available Door settings.

Add related cameras using Select Cameras and instructions for an operator in the Smart Client using
Smart Client alarm instructions.

Mwlm

& Doors
=6 BG Panel

X Yoo !

BGSeries Identification:
1

Select Cameras...

Smart Client alarm instructions:
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Doors as shown in the Bosch Remote Programming Software (RPS).

#es Panel View (Firmware Version - 3.10.034)
File Edit Operations Help

- QAL S [2]
Panel - BGIntegration (Account - 0000}

= B9512G Program Record Sheet Doors 1 - 32
-COMPLIANCE SETTINGS Door Name Text Door 1
-PANEL WIDE PARAMETERS Door Name Text (Second Language)
-AREAWIDE PARAMETERS Door Source SDI2 (B901) Disabled
-KEYFADS Entry Area 1 1

-CUSTOM FUNCTIONS

Associated Keypad # Keypad 1
' gﬂ?:j?sﬂ MENU Custom Function Disabled
Door Point 9 0
USER CONFIGURATION Door Point Debounce 600ms 600ms:
“POINTS -
L. SCHEDULES Interiock Point 0
8 Auto Door No
Fire Unlock No No
Disarm On Open
& Strike Time 10 10
; Shunt Time 10 10
Buzz Time 2 2

Extend Time
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Outputs

Within the Outputs section of the plugin the enabled Outputs from the panel will be shown.

= @) ORBNET Plugins
() BG Series License Settings
=@ BG Series Panels
= @ Areas
@ Foints
Doors
© Outputs |

This window provides access to the available Door settings.

Add related cameras using Select Cameras and instructions for an operator in the Smart Client using

Smart Client alarm instructions.

From here test commands can be sent for the selected Output. This provides options to send Output
On, Output off .

[lovtputs S Output Information
& Outputs
£ BG Panel
BGSeries Identification:
Output 10 4
Output 11
Output 13

Output A(1) Select Cameras...
Output B (2)
Output C (3) Smart Client alarm instructions:
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Outputs as shown in the Bosch Remote Programming Software (RPS).

wes Panel View (Firmware Version - 2.10.034)
File Edit Operations Help

Panel - BGIntegration (Account - 0000) Outputs Assigned:7 DE‘
[=1--- BIF120G Program Record Sheet Output Output Source Qutput Text Output Text (Second Language) |Uutput Profile Hide From User
- COMPLIANCE SETTINGS Output A(1) On-board A Output A (1) 0: Unassigned o
PANEL WIDE PARAMETERS Output B(2) On-board B Output B (2) 2 Pulse o
ARE# WIDE PARSMETERS Output C(3) Bn-boars & Output C (3) 0: Unassigned No
-KEYPADS Output 4 ZONEX Output 4 4 Fire Alarm No
-CUSTOM FUNCTIONS Output 10 Unassigned Output 10 3: Activate Point No
- SHORTEUT MENU Qutput 11 Unassigned OQutput 11 5: Gas Alarm No
G DUETPU;'SEE wide Outputs Output 13 Unassigned Output 13 4: Fire Alarm Ho
Dutput rea 1 - 16
e Output Area 17 - 32
-PanelWide Outputs
- Output Azsignments
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Bosch B&G Series in Milestone Rules and Alarms

Rules

Milestone Rules provide an action on event, this B&G Series integration provides In-bound events
from a panel to Milestone and Out-bound actions from Milestone to a panel.

To access the B&G Series Control events in Milestone find Rules and Events > Rules section in the
Management Client.

Select this and then right click Rules in the center column to Add rule..

e Perform and action on (<event>)
o Select and expand ORBNET Plugins
o Expand the BGSeries list to see all available events

Rule Information
Name:
Desaw
Select an Event X
& (&3 Hardware
) Devices
1 & External Events m
Active @ ff} Recording Servers
@ % System Monitor
Definition: & Other
=) 'ORBNET Plugins
i BGSeries
AC fail (BGSeries)
Name: Bosch BG Alarm System Connected (BGSeries)
o . Alarm System Disconnected (BGSeries)
Description: | Area Armed (BGSeries)
Aclie = Area Disarm (BGSeries)
Eattery Low (BGSeries)
Step 1: Type of rul Battery Missing (BG Series)
Select the rule type you want to create Burglary Alarm Area (EGSeries)
Perform an action on <e - Burglary Alarm Point (BGSeries)

Burglary Fault Area (BGSeries)

(O Perform an action on a <recurring time> Burglary Fault Point (BGSeries)

Burglary Supervisory Area (BGSeries)

Burglary Supervisory Point (BGSeries)

Burglary Tamper Area (BGSeries)

Burglary Tamper Point (EGSeries)

Burglary Trouble Area (BGSeries)

Burglary Trouble Point (BGSeries)
Communication fail since RPS hang up (BGSeries)
Door Cycling (BGSeries)

Edit the rule description (click an underlined item) Door Locked (BGSeries)
Perform an action on event Door Not Installed (BGSeries)
from devi server/mar server Door SDI Failure (BGSeries)

Door Secured (BGSernes)

Door Unlocked (BGSeries)

Fail to call RPS since RPS hang up (BGSeries)

Fire Alarm Asea (BGSeries)

Fire Alarm Point (BGSenies)

Fire Supervisory Area (BGSeries)

Fire Supervisory Point (BGSeries)

Fire Trouble Area (BGSeries)

: Fire Trouble Point (BGSeries)

Help Cancel <Bui (ine Slarm Aran (R Carias) ¥

ok ][ Coe
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Continued list of events

i

Select an Event

Active
Definit

Manage Rule

Name: | Bosch 8G

D iphi I

Active:

Select the rule type you want to create

(O Perform an action in a time interval
(O Perform an action on a crecurring time>

Step 1: Type of rul

Edit the rule description (click an underlined item)

Mnlﬂbﬂmm
from

¢ Gas Alarm Area (BGSeries)
§ Gas Alarm Point (BGSeries)
\{ Gas Supervisory Area (BGSeries)
{ Gas Supervisory Point (BGSeries)
{ Gas Trouble Area (BGSeries)
¢ Gas Trouble Point (BGSeries)
§ Log Overflow (BGSeries)
' Log Threshold (BGSeries)
¢ Notready to become all on. not ready to become part
¢ Output Off (BGSeries)
{ Output On (BGSeries)
¢ Parameter CRC fail in PIF (BGSeries)
¢ Personal Emergency Area (BGSeries)
§ Personal Emergency Point (BGSeries)
{' Phone Line Failure (BGSeries)
¢ Point Alarm (BGSeries)
¢ Point bus fail since RPS hang up (BGSeries)
¢ Point Bypassed (BGSenies)
¢ Point Missing (BGSeries)
¢ Point Normal (BGSeries)
{' Point Open (BGSeries)
¢ Point Short (BGSeries)
% Point Unassigned (BGSeries)
{ Point Unbypassed (BGSeries)
¢ Ready to become all on or part on (BGSeries)
{ Ready to become part on. not ready to become all on (
¢ SOIfail since RPS hang up (BGSeries)
§ Technical Fire Alarm Area (BGSeries)
{ Technical Fire Alarm Point (BGSeries)
{ Technical Fire Fault Area (BGSeries)
¢ Technical Fire Fault Point (BGSeries)
{' Technical Fire Tamper Area (BGSeries)
{ Technical Fire Tamper Point (BGSeries)
{ Technical Gas Alarm Area (BGSeries)
{ Technical Gas Alarm Point (BGSeries)
§ Technical Gas Fault Area (BGSeries)
{' Technical Gas Fault Point (BGSeries)
' Technical Gas Tamper (BGSeries)
¢ Technical Gas Tamper Area (BGSeries)
¢ Trial Terminated (BGSeries)
' User code tamper since RPS hang up (BGSeries)
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Once the event has been selected you can Select actions to perform when this event is triggered.
These are out-bound actions triggered from Milestone to the Bosch B&G panel.

Each option can be selected by ticking the relevant box, more than one action can be triggered for the event
used to trigger

T <o e aion

(] ArmTest Manage Rule - o x A
iy Diebsult Goto Preset when PT2 is done Rule

=] Detault Play Audic on Request Rule Name: New Rule 001 N
[i£] Default Record on Bockmark Rule o A
5] Dietault Flecord on Motion Rule Description: |

5] Detault Record on Flequest Rule : 3
(] Default Start Audic Feed Rule Ectire
| Default Start Fend Rule Step 3: Actions
|| Diebault Start Metadats Fesd Flude Sebect actions b0 perform.

[F] Trigger Dutput &

|| videcsolt Abways Recond Metsdata

5 G Cycle <Door> |
!Esﬁumdhm
[EABG Lock Door>
|71 BG Lackdown <Doares

|FA] BG Terminate Lockdown <Door>

|21 BG Force Master Instant Arm <Avea>
inﬁmmnmm:

|71 BG Master instant Arm <hreas

[EF1BG Master Delay Arm <ivea>

[EZ1BG Perimeter Instant Arm <hrea>

|2 G Perimeter Delay Arm <Area>
|86 Force Mastes Delay Arm clvea>
[EF1BG Ferce Petimater Delay dem <ivess
|71 BG Ferce Perimeter Irstant A <ivea>
[EA1BG Bypass <Foint>

[ 8G Urbypass <Points

IEA1 BG Activate Dutput <Dutputs
immmwm

Edit the rube description (click 3n underlined tem)

an action on Body Temperture Detection ~
from &l cameras
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User-defined Events

Often overlooked the User-defined Event allows easy access to the control of an out-bound actions from
Milestone and the Smart Client. The initial setup of the User-defined event is as a placeholder for a Rule.

Under Rules and Events select User-defined Events, right click and Add User-defined Event

This provides just a name field, fill this with a name relevant to the action you intend to add. Remember that

this is the name of the event

User-defined Events - 1

testeEv
Trigger Output

Back in Rules create a new rule and select the User-defined event that was created.

shown at the Smart Client.

User-defined Event Information

Name:

Add User-defined Event >
Enter name for user-defined event:
Open Door 1]

- Perform an action on <event>

- Events > External Events >
- Click Next, Select the relevant action to be performed on the Bosch panel by selecting the tick box/s.

Rues « & JRule Information

& [B] Rules
CJ ArmTest
iag Default Goto Preset when PTZ is done Rule
iz| Default Flay Audio on Request Rule
@ Detault Record on Bockmark Rule
|q"| Default Record on Motion Rude
iz] Default Record on Request Rule

User-defined Events

HName:
Trigger Output 4

E

Name:
Descripbon:
Aetive: =]

Trigger Output] =]

Select actions 1o perform 3]
] B5 Master Delay Arm chrea> | &
[] BG Perimeser Instant Arm <Area> 2
[ BG Perimeser Delay Arm chrea>
[ BG Fedce Master Delay Arm <Avel
[[] BG Force Perimeter Delay Arm <4
[ BG Ferce Perimeter instant Arm <
[ BG Bypass <Poirt=

[] BG Unbypass <Point>

[ BG Activate Output <Output>

[] BG Deactivate Output <Output>

Edit the rule description (click an underined item)

[Pedform an action on Tngger Output
from Extemal
BG Activate Output Qutput &
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Alarm definitions

In the Milestone Management alarms can be created from in-bound Bosch B&G Series panel events.
These events are added to the Alarm stack in the Milestone Smart Client and will highlight an Areaq,
Point, Door or Output on a Map with a round red circle when triggered.

The below alarm shows how to add a Triggering event:

e Select BGSeries from the dropdown list
e Select the relevant event from you B&G panel
e Select the Source for this event

Alarm Definitions w« 2 | Alarm Definition Information
= \! Alarm Definitions Alam definition
& Alarm Definition !
2 BG Intrusion Enatie:
& BG Point Alarm Name: |A|arm Definition
J BG Point Open
Istructions: ‘
Trigger
Triggering event: BGSeres
AC fail
Sources: Aam System Connected
Alam System Disconnected
Activation period Amed
Area Disam
® Time profile: Battery Low
Battery Missing
Event based: Burglary Alam Area
O 2 Burglary Alarm Point
Burglary Fault Area
Burglary Fault Point
Burglary Supervisory Area
Map Burglary Supervisory Poirtt
But Tamper Area
© A alam only appears mlhewnmapiatleaﬂauw@m Tamper Point
Burglary Trouble Area
Burglary Trouble Point
Alarm manager view: Communication fail since RPS hang up
Door Cycling
Door Locked
Door Not Installed
Door SDI Failure
Related map: Door Secured
. . Door Unlocked
Operator action required Failto call RPS since RPS hang up
_— Fire Alam Area
Time fmd: Fire Alarm Point
Fire Supervisory Area
Events triggered Fire Supervisory Point
Fire Trouble Area
Other

If you wish to use Events triggered in the Alarm Definition you will have to create User-defined Event.
Follow the steps in the last section.
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Smart Client

Maps Setup

Once logged into the Smart Client enter Setup mode via the right-hand site menu.

24/04/202108:43:04 = O X

- O ¥ v

Under Setup create a new layout (Recommended view layout 4:3 > 1x1), drag the Map
component into the blank tile. Select a floorplan image representing your site layout using Browse.
The name of the image will show as the map title for future reference.

Alarms | up map

£ ORB-826- .
ORB-826-3E9 /] Create new map

1" Access Monitor
Name

] Use existing map

* Camera Navigator
[4) Carousel

Hotspot

£ HTML Page » QB Car Showroom and Lot

[=] Image » DAY Paxton
B2 Matrix

S0 Smart map

=22 Smart Wall

Text

Transact
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All the Bosch B&G components can be added to a map created within the Milestone Smart Client.

Use Add Plug-In Element (Puzzle piece) from the Tools menu.

P

g

) 5a) .

Bio

;':-m":'u;;'
Hﬁ-f‘*Deﬂ =
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Once out of Setup mode the panel components (Areas, Points, Doors and Outputs) will show with the

current states.

Below Area One and Area 3 are set, Area 2 is part set. All other points, doors and outputs are in a normal
state. The center Bio alarm has a red ring, this would be flashing and shows an alarm definition has been

triggered. There will also be a trigger shown in the alarm stack.

There are also several actions available to each component from the right click menu.

MaAP

# < > @ Floor_plan_ground_level

o o o

...... M

Door1 . "]'I] L%rea 3@
2\*;,\-' “ Outputd
‘@ 9

.
n‘:

’(\/A _Output 10 :
@ G “

e B e eSS SIS o P e |.ra-*\’.r .
|"| ......... :'_.iEiI_J.""\%k ‘1.. TR
Gas

Area O One |
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PANELS

Acknowledge alarms
Disable all new alarms

Ignore status

Center map here
Zoom in
Zoom out

Zoom to standard size

Home

Back

Status details

STATUS DETAILS

Area: Area 3 State
Area: Area One State

Door: Door 1 State

et Output: Output A (1): Active Status

Bl Output: Output B (2): Active Status

Output: Output 4: Active Status
Output: Output 10: Active Status
Output: Output 11: Active Status

Output: Output C (3): Active Status

Output: Output 13: Active Status

PartOnDelay
AllArmedinstant
AllOn
DoorlLocked
False

False

False

False

False

False

False

Relevant actions in list;

e [Show alarms] will switch to alarm stack and filter the alarms for the selected device

e [Acknowledge alarms] will do so in the Smart Client and at the Bosch panel

e [Disable all new alarms] will only do so in the Smart Client

e [Ignore stats] will only do so in the Smart Client

@ e
@ e
e [Status details] will show a floating screen with the relevant connected devices.

Component States

: | b | ;| b | ;| b | b | ;|
L 0 k| kL L | k| L b | kL

AlarmSystem_Ala AlarmSystem_Co
m nnected

AlarmSystem_Dis  AlarmSystem_Me
connected nu

Alarm5ystem_No  Device_Connecte
rmal d

Device_Disconne
cted

Device_Menu

:'_0_._

Device_Sabotage

Device_Unknown

;-0_ ]

MainDevice_idk

MainDevice_Unk
nown
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AREAS STATUS DETAILS

Area One

Name Value
Area State AllOn
Area Ready State AllReady
MNumber of faulted points 0

Point One State Nermal

Acknowledge alarms
Disable all new alarms

Ignore status -
9 Intrusion State Normal

Disarm Roller Shutter State Narmal
Master Instant Arm Gas State Normal
Master Delay Arm
Perimeter Instant Arm
Perimeter Delay Arm

Silence Alarm

¢ Center map here

Zoom in

Zoom out

Zoom to standard size

¥ Home

Back

Status details

Relevant actions in list;

e [show aTlarms] will switch to alarm stack and filter the alarms for the selected device
o [Acknowledge alarms] will do so in the Smart Client and at the Bosch panel

e [Disable all new alarms] will only do so in the Smart Client

e [Ignore stats] will only do so in the Smart Client

e [Disarm]

e [Master Instant Arm]

e [Master Delay Alarm]

e [Perimeter Instant Arm]
e [Perimeter Delay Alarm]
e [Silence Alarm]

e [Status details] will show a floating screen with the relevant connected devices.

Component States

Qo 7N e B 9 % B L

Area_Armed Area_Armed_War Area_Clearing Area_Disarmed Area_Disarmed_ Area_Menu Area_PartArmed Area_Unknown Arealnknown
ning Wamning
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POINTS STATUS DETAILS

1

Fire
Name Value

Area Area 2

Fire State Normal

Acknowledge alarms

Disable all new alarms

Bypassed status Not bypassed

Ignore status

Bypass

Unbypass

Center map here
Zoom in
Zoom out

Zoom to standard size

Home

Back

Status details

— a1 T LT

Relevant actions in list;

[show aTarms] will switch to alarm stack and filter the alarms for the selected device
[AcknowTedge alarms] will do so in the Smart Client and at the Bosch panel
[Disable all new alarms] will only do so in the Smart Client

[Ignore stats] will only do so in the Smart Client

[Bypass]

[Unbypass]

[status details] will show a floating screen with the relevant connected devices.

Component States

States are: [Alarm] : : [Normal] :

y,

@ D

pointpanic  pointpanicf pointpanic  pointpanic

alarm

ault normal warning
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STATUS DETAILS

Value
DoorLocked

Acknowledge alarms
% Disable all new alarms

Ignore status

Unlock

Secure

@ Cyde
Lock

@ Teminate Lockdown

i Center map here

Zoom in
Zoom out

Zoom to standard size

i Home

€ Back

Status details

Relevant actions in list;

e [Show alarms] will switch to alarm stack and filter the alarms for the selected device
e [Acknowledge alarms] will do so in the Smart Client and at the Bosch panel

e [Disable all new alarms] will only do so in the Smart Client

e [Ignore stats] will only do so in the Smart Client

@ e
e [unlock]

e [Secure]

e [cycle]

e [Lock]

e [Terminate Lockdown]

@ e e

e [Status details] will show a floating screen with the relevant connected devices.

Component States

States are: [Alarm] : : [Normal] :

O @ O

pointdoora pointdoorf pointdoorn pointdoorw
larm ault ormal arning
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OUTPUTS STATUS DETAILS

Value

Inactive

Acknowledge alarms
Disable all new alarms

Ignore status

Activate Output

Deactivate Output

i Center map here

Zoom in
Zoom out

Zoom to standard size

# Home

Back

Status details

Relevant actions in list;

e [Show alarms] will switch to alarm stack and filter the alarms for the selected device
e [Acknowledge alarms] will do so in the Smart Client and at the Bosch panel

e [Disable all new alarms] will only do so in the Smart Client

e [Ignore stats] will only do so in the Smart Client

e [Activate output]
e [Deactivate Output]

e [Status details] will show a floating screen with the relevant connected devices.

Component States

@ O O @ @ O

Alarm Bypass Disabled Enabled Silence Unbypass
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Other Controls

User-defined Event

Once logged into the Smart Client enter Setup mode via the right-hand site menu.

24/04/202108:43:04 = O X
- O ¥ v

From a layout that is already created, find Overlay Buttons > Device > {Server-Name} > Events
> A1T Event Types > {User Created User-Defined Event}

* Note * - See User-Defined Events section under Bosch B&G Series in Milestone Rules and Alarms in this document for more
information.

Drag and drop this onto a tile, this will show as a push button over the camera tile.

Application
% Camera
PTZ
& Device
% ORBSVR-39
4 Event
4 [@ All event types

User-defined Event

» ¥ Output

b +I+ PTZ Presets

Access Control
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When out of setup in Live mode, you will see the Overlay button only when the mouse is hovered over the
camera tile. These can only be used in a camera tile.

As shown below, Open Door 1and Trigger Output

e sz = @0 X
-0 f -

,.....‘D;;,”o o "A(e“a 1@-,

ol = -
Q;i)\ *, Output 4
NG

CEN B
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Troubleshooting

Event Server Installation

If Milestone was installed via a custom installation, the Event service may not have been included as
it is not always required.

From the server/machine with the Milestone Management service follow to

This will provide a Milestone installation page where you will be about to run the installer for the
Event Server. This must be installed so the OBNET plugin can communicate with Milestone.

Renaming of Devices

While it is possible to update the names of Areas, Points, Doors and Outputs in the Management
application. These updated names will only remain until the panel configuration is refreshed next.
Any name changes should be completed within the Bosch Remote Programming Software (RPS), after
the configuration is refreshed the new names will show. This plugin checks for all differences between
what is already loaded in the Milestone database and updates any changes using the system Bosch
as the master.

The Milestone API does not allow us to control whether the Rename option is shown in the right click

menu.
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