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2. Overview

ORBNET have created a Milestone Access Control Module (ACM) for the TDSi GARDiS
system. This document details the prerequisites and installation and licensing steps.

3. Principal Scheme
The Access Control integration comprises of the following elements:

* Milestone Access Control Module
* Milestone Management Client plugin

The following items must also be installed and configured prior to deploying the Access
Control Module:

1. GARDiS Server (see below for additional prerequisites)

2. One or more GARDIiS Access Control Units registered with the GARDiS Server and
showing as “Online”

3. Milestone XProtect 2021 R1 servers with XProtect Access license installed and
sufficient Access Control Door licenses to cover the number of doors required

___________________

Commands

GARDIS API » Events
Server -

ORBNET ACM

Event Server

l E Milestone

Milestone Comms

MC Plugin

GARDIS 2 ACU

ORBNET TDSi GARDIS Integration
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4. Prerequisites
1. TDSi GARDiS Server

a. ORBNET license installed (to support the ORBNET ACM integration)
b. User Account added for use by the integration (ORBNET can assist with this)
c. Administrator access to the server
2. TDSi GARD:iS Server Details
a. IP Address
b. Ports for STS and APl end-points (if non-standard)
c. User account credentials
3. Administrator access to the Milestone Event Server (to install software on)

4. Milestone account with admin privileges (a Domain Service Account or Basic
Milestone User

a. Add new Access Control integration

b. Configure Alarms and assign cameras to readers
5. .NET Framework v4.7.2 installed on all Milestone servers
6. Installation package from ORBNET
7. Avalid license after the 30-day trial period has finished
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5. Installation Steps

The ACM and Management Client Plugin are installed using the supplied installation
package. This should be run on the Milestone Event Server by a user with local
administrator privileges (Milestone privileges are not required).

NOTE: After the installation has completed the Milestone Event Server will require a
restart. This should be scheduled during a suitable maintenance window.

1. Double-click on setup.exe in the installer folder. This will launch the install
program.

> @

setup.exe TDSIACMS
etup.msi

2. Click Next on the opening screen.

jE,J ORBNET TDSi GARDIS ACM for Milestone = X

Welcome to the ORBNET TDSi GARDIS ACM for A
Milestone Setup Wizard el

The installer will guide you through the steps required to install ORBNET TDSi GARDIS ACM for
Milestone on your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

< Back Cancel

3. Leave the installation folder as the default value and click Next.
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ﬁl ORBNET TDSi GARDiS ACM for Milestone — X

Select Installation Folder [

The installer will install ORBNET TDSi GARDIS ACM for Milestone to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files\Milestone‘\MIPPlugins\ORENETATDSIACMY Browse...

Disk Cost...

Install ORBNET TDSi GARDIS ACM for Milestone for yourself, or for anyone who uses this
computer:

(® Everyone
O Just me

< Back Cancel

4. Click Next to start the installation process.

ﬂ ORBNET TDSi GARDiS ACM for Milestone -

X
Confirm Installation el -

The installer is ready to install ORENET TDSi GARDIS ACM for Milestone on your computer.

Click "Next" to start the installation.

< Back Cancel

5. Once the installation has completed, click Close.
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ﬂ ORBNET TDSi GARDIS ACM for Milestone - X

Installation Complete [l

ORBNET TDSi GARDIS ACM for Milestone has been successfully installed.

Click "Close" ta exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

< Back Cancel
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6. Confirm Installation

Once the installation process has completed the Milestone Event Server service should be
restarted. This will load the necessary Access Control Module and initialise the 30-day
trial license.

6.1. Confirm Access Control Integration is accessible
Follow these steps to confirm that the Access Control Module has installed correctly:

1. Open the Milestone Management Client and navigate to Access Control on the left-

hand side.
2. Right click on the Access Control node and select Create New...
3. On the Create Access Control System Integration screen, open the Integration plug-
in drop-down.
4. Confirm that the TDSi GARDIS Access Control System is visible.
& Milestone :
File Edit View Action Tools Help
HY oen
Site Navigation + B X JAccess Control v 1 JAccess Control Information
Q Spezkers N E —@
Z x:ida‘a Create Access Control System Integration n
v‘ Output
=53 Client Create access control system integration
B Smart Wall

View Groups
£23 Smart Client Profiles
gg Management Client Profiles
@ Matrix
=& Rules and Events
[E] Rules
Time Profiles
[ Notification Profiles
Q User-defined Events
¥ Analytics Events
% Generic Events
= @ Security
% Roles
8 Basic Users
=@ System Dashboard
[] Current Tasks
@ System Monitor
% System Monitor Thresholds
8 Evidence Lock
D Configuration Reports
E:H Server Logs
=P Metadata Use
%, Metadata Search

Name the access control system integration, select the integration plug-in and enter the connection details.

Name:

[ntegration plug-in:

TDSi GARDIS Access Control System

xt Cancel

fFj‘ Access Control
=HEL Transact

6.2. Confirm Management Client Plugin is accessible
Follow these steps to confirm that the Management Client Plugin has installed correctly:

1. Open the Milestone Management Client (on the Milestone Event Server)

2. Confirm that the TDSi GARDiS Access node is visible under ORBNET Plugins

3. Click on it and confirm that the plugin contents load.
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=HEd, Transact
] Transaction sources
Transaction definitions
=€) ORBNET Plugins
ORBNET Evidence Safe
Orb Driver License Settings
A TDSi GARDIS Access
& Narms

7. Add Access Control Integration

In order to utilise the Access Control Module within Milestone, the AC integration must be
added. This is done through the Milestone Management Client.

1. Open Management Client

2. Navigate to Access Control

3. Right click on Access Control and select Create New...

4. Provide a Name for the Access Control System (e.g. the organisation or premises)

5. Select TDSi GARDiS Access Control System from the Integration plug-in drop-down
Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Mega Corp HQ I
Integration plug-in: TDSi GARDIS Access Control System "\
Language: English e
Address: :Iocalhost |
Port: 53108

HTTP over SSL (HTTPS requires certificate): O

Username: :admin

Password: :oooooooo

STS Address: :Iocalhost

STS Port: 5074

Clear alarms in GARDIS when acknowledging door alarms:

Next

6. Complete the settings as follows:

seng et

Page 9 of 18



ORBNET TDSi GARDiS Milestone ACM Installation Guide v1.1

Language

Address

Port

HTTP over SSL

Username

Password

STS Address

STS Port

English

localhost

53198

Unchecked

admin

N/A

localhost

5074

7. Once completed, click Next

October-2021

English is the only language
currently available.

IP address or hostname of
the GARDiS API server

TCP port of the GARDiS API
endpoint

Enable only if HTTPS has
been configured on the
GARDiS API server

Administrative user within
the GARDiS Server

Password for the GARDiS
administrative user

IP address or hostname of
the GARDiS STS server
(usually the same as the
GARD:iS API server)

TCP port of the GARDiS STS
endpoint

8. The Access Control Module will now attempt to connect to the GARDiS STS and API
server endpoints to authenticate and import all Access Control elements

a. If there is an error you may see the following message:

Create Access Control System Integration n
Connecting to the access control system...
Collecting configuration data...
e
Unable to receive configuration from the access control system. Error message: Invalid credentials, API key or IP
address
Previous Next l Cancel l
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b. Click Previous, re-check all settings and try again. If the error persists,
contact ORBNET support.

9. Once completed, you can review the configuration that has been added:

Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...

Configuration successfully received from access control system.

Added:
Doors (2)
Units (7)
Servers (1)
Events (23)
Commands (4)
States  (20)

4 4 €«

Previous || Next || Cancel

10. Click Next to continue.

11. Use the following screen to associate Milestone cameras to access points (this can
be done later if required).

Create Access Control System Integration u

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors: Cameras:
All doors ¥ 4 [{J LABO34MSTONE
b FBa
Name Enabled License @ 4 ) Office Cameras
- I !
Front Doorl I Pending | 7 I "% AXIS M5014 PTZ Dome Network Camera

1) Test Cameras
I [Zh VM Captures

Access point: Front Reader In
AXIS M5014 PTZ Dome Network Camera (10.34.140,
Drop camera here to associate it with the access poin

Access point: Front Egress Out
Drop camera here to associate it with the access poin

Rear Door | |p€ndi”9| |

Previous H Next || Cancel

12. Click Next.
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Create Access Control System Integration n

You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events, See the help system for how to optimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
control system.

Close

13. Click Close to complete.

The Access Control Module is now configured. All of the standard Milestone Access Control
functions will now be available on the access control units that are available and licensed
- for example doors and readers, each ACU and the server.
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8. Configure Alarms

The TDSi GARDiS access control system can raise alarms when certain events occur. For
example:

* Auser denied access to a reader/door
* A specific door was opened out of office hours
* Areader went offline

These alarms are monitored by the Milestone Access Control module and presented as
events. In order to get these alarms to appear within Milestone, the Alarms must be
configured and the door/reader must be licensed. Follow these steps to do so:

1. Open the Management Client

2. Expand the Alarms node on the left-hand side and select Alarm Definitions

= & Alarms
2
s Alarm Data Settings
£ Sound Settings

3. On the right-hand side, right click on Alarm Definitions and select Add New...

4. Milestone presents a several options to configure an Alarm Definition:
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Alarm Definition Information

Alam definition
Enable:

Name: IAlann Definition 1

Instructions:

Trigger

Triggering event:

Sources:
Activation period
® Time profile: Aways

(O Event based:

Map

@ An alam only appears on the smart map if at least one source of the alam is a camera.

Alam manager view:
® Map

Related map:
Operator action required

Time limit: 1 minute

Events triggered: I

Other

Related cameras: |

Initial alarm owner:
Initial alarm priority: 1: High

Alam category:

Events triggered by alam: |

Alarm assignable to Administrators:

Select...

Select...

Select...

5. Under the Trigger section, open the Triggering event drop-down box and select

Access Control Event Categories

Trigger

Triggering event: IAccess Control Event Categories v

Sources:

6. In the subsequent drop-down boxes, select the event category (e.g., Access
Denied) and related source:

Trigger

Triggering event: Access Control Event Categories v
Access denied v

Sources: All doors v

7. Set any other options as desired and click Save
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Now, when an Access Denied event on the selected door (in this example) is raised via The
Access Control Module, Milestone will raise an alarm which can be observed in the
Milestone Smart Client:

# Milestone XProtect Smart Client 29/09/202113:01:49 — O X

Live Playback Search W Access Control System Monitor -0 ¢ v
Setup

@ No map has been selected = AXIS M5014 PTZ Dome Network Camera (WIS - Camera 1 - 021 14:52:41.095
Frames per second: 0.07
Video codec: H264
Video resolution: 1280x720

Multicast: OFf
Hardware acceleration: Off R
Source state: Connected :

Image avaitability: AfterDatabaseEnd
Frames per second (received): 0.07 (26681 - 26681)

GPU Name: N/A/

GPU PCL: N'A|

Last GOP bitrate (Kbitis): 0.0 A

(3ot GOP length: 0.0 After recordings.

Lost frames: 0.0

Render queve avg size: 1 AXIS M5014 PTZ Dome Network Camera
Render queve max size: 1

Render queue min size: 1 ( ) - Camera 1

Render queue averfiow count 0.0 4. /)

Render queue underflow count: 5 P/l

13:00:43.299 » »

Quick Filters Alarms  Nofilter v Reports
Y New (1) = Time Priority Level ~ State Level State Name  Message Source Owner
Y In progress (0) G 13:00:3229/09/2021 1 1 New Access Denied Credential Not Known  Front Reader In
Y On hold (0)

Y Closed (0)

When the alarm is acknowledged in Milestone, the ACM will also acknowledge the alarm in
GARDiS.
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9. License Activation

The Access Control Module comes with a free 30-day trial license. After that the software
will no longer function. In order to activate a license follow these steps.

NOTE: After a valid license has been loaded the Milestone Event Server will require a
restart. This should be scheduled during a suitable maintenance window.

1. Open the Milestone Management Client on the Milestone Event Server and login.

2. On the left hand side navigate to ORBNET Plugins > TDSi GARDiS Access

PPU 7 e e

Transaction definitions
=) ORBNET Plugins

ORBNET Evidence Safe

Orb Driver License Settings

A TDSi GARDIS Access
-8 Alarms

3. Click on the Settings tab, this will show the current license status:

< Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

H9 oei

Site Navigation + 2 X ||Configuration

GARDIS

& Microphones

@ Spezkers

@ Metadata

o Input

() Output
=53 Client

B Smart Wall

E View Groups
£2 Smart Client Profiles
ﬁ Management Client Profiles
Matrix
=@ Rules and Events
[E] Rules
Time Profiles
[ Notification Profiles
‘ User-defined Events
¥ Analytics Events
R Generic Events
=] @ Security
q\ Roles
8 Basic Users
=] ° System Dashboard
D Current Tasks
@ System Monitor
[ System Monitor Thresholds
£ Evidence Lock
m Configuration Reports
E:H Server Logs
=P Metadata Use
%, Metadata Search
[Be Access Control
= [n]a Transact
[£]) Transaction sources
Transaction definitions
= (@ ORBNET Plugins
ORBNET Evidence Safe
A TDSi GARDIS Access
-2 Alarms

<

>

v

Site Navigation Federated Site Hierarchy

TDSi GARDIS License

Please fill in the "Customer" field, select your desired product and
click on the Export license request button. Save the license
request file and send it to "licensing@orbnetsys.com”

We will do our best to send you a quote within 3 working days.

v 1. License Info
o Clent Name [

b id (-1 == Unlimited|

f. Unique Client Number 1

v 2. Plugin Features
c. Product Type XXL_POA
d. Number of TDSi GARDIS API S 1

a. Client Name

License needs validation / activation / trial
terminated.

Export license request

Import valid license

4. Complete the Client Name field and click on Export license request.
generate a “.galicr” file.

This will
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5. Send this file to license@orbnetsys.com to get your license activated. A return
email will follow once ORBNET has received payment containing the “.galic” file
which needs to be imported as follows.

6. In the same Management Client, click on Import valid license. Select the “.galic”
file that was sent to you.

7. The license status should now update showing the duration of the license and any
other license features.

8. NOTE: The Milestone Event Server will nhow need to be restarted to activate any
previously unlicensed features. This should be done manually by a system
administrator.

9. After the Milestone Event Server has restarted, re-open the Settings tab in the
Management Client plugin to confirm the license status.
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10.Important Locations

The following table lists important locations containing log files. Files from these paths
may be requested for support and troubleshooting. Access to all paths should be secured
appropriately according to local security policies.

Base path

The base path depends on whether the Export Service is running under a Domain Service
Account or with a built-in account e.g., NETWORK SERVICE (this is the default account
after installation, and suitable for a non-domain environment).

Running as a Windows User Account:C:\Users\<service-user>

Running as Built-in Account: C:\Windows\ServiceProfiles\NetworkService
Item Path Server/
Client
MIP Logs C:\ProgramData\Milestone\XProtect Event Milestone
Server\logs\MIPLogs\*.log Event Server

Install Path C:\Program Files\Milestone\MIPPlugins\ORBNET\TDSiACM\ | Milestone
Event Server

Management C:\Users\<username>\AppData\Local\TDSi GARDiS ACM for  Workstation
Client Logs XProtect\ManagementClient \Logs\
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