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Prerequisites

Software and Licensing

Microsoft System Requirements

Microsoft® Windows® 10 Pro (64 bit)

Microsoft® Windows® 10 Enterprise (64 bit)

Microsoft® Windows® 10 Enterprise LTSB 2016 (version 1607 or later)
Microsoft® Windows® 10 loT Enterprise, version 1803 or later (64 bit), loT Core

Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter
e Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter

Milestone XProtect System Requirements

e XProtect Express+, Professional+, Expert, Corporate 2020 R1 (20.1a) or above

e Milestone Event Server

o The Event Server is included as part of you Milestone installation. *Note* /f this component has not
been installed with your version follow the steps found in troubleshooting at the end of this
document.

e Milestone Access Licenses applied to your XProtect base license.

o  XProtect Access does not run as a trial license by default - if wanting to add a trial license to you
XProtect license you must contact Milestone Sales Support — sales@milestone.dk or create a sales
request on the Milestone website.

LICENSES MSRP
SKUID Name EUR Note
XPABL XProtect Access Base License (BL) 129,00 1
XPADL XProtect Access Door License (DL) 3900 2

MILESTONE CARE OPTIONS
The XProtect Add-on product will be covered by the Milestone Care service level of the underlying VMS or NVR product without
separate charge.

Open the Milestone Management Client and ensure that you have XProtect Access Licenses
associated with the installed Milestone version before installation of a ORBNET trial system. If
nothing is listed here then you will not be able to use the ORBNET Systems Net2 Plugin as XProtect
Access is not enabled as part of the trial version of the ORBNET installation, you must request a trial
license or purchase beforehand from Milestone.
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4 milestone | XProtect®

Licensed to: Milestone Care
=
N/A Your current level: Basic
United Kingdom
N/A
Edit detauls Access Milestone Care portal .
Enduser bcense agreement Information Milestory

Installed Products

Product Version Software License Code Expiration Date Milestone Care Plus Milestone Care Premium

ct Corpora MO01-C01-203-02-6C4FF6 | 20/0: N/A N/A

Paxton Access
e Net2 Professional, Lite (6.02) or above

e API Key to be installed
C:\Program Files (x86)\Paxton Access\Access Control\ApiLicences\

e The API key is provided with the ORBNET .msi package.

O  Once the ORBNET software is installed — copy the file found in
C:\Program Files\Milestone\MIPPTugins\ORBNET\Paxton Access\
(764be017-al5e-4426-b5e3-cdd896743140.11c)
Copy to the location below on the Paxton NET2 Server. The folder may have to be created.

e Restart Paxton Net2 Services

o Net2 Service
Net2 Nginx Service
o Net2 Client Service
(Alternatively reboot the Paxton server)

o

ORBNET Systems

¢ Installer — ‘Paxton Access for XProtect Setup’
o Avadilable to download from https://orbnetsys.com/ Register once registered and signed into the

website https://orbnetsys.com/Paxton/

e License - The integration will install as a 30-day trial.
To request a full/commercial license please complete the section in the
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(Milestone Management Client > ORBNET Plugins > Paxton Access) VERIFIED

Send the exported license file to purchase@orbnetsys.com - who will then advise as to pricing
for your installation and provide an invoice for payment.

e There are 5 versions of the integration linked to Net2 system size.

S — up to 25 doors
M — up to 50 doors
L — up to 100 doors
XL — up to 500 doors
XXL - unlimited

O O O O O
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Installation of Paxton Access for XProtect VERIFIED

Begin with the server/machine running the XProtect Management and Event Server. Close any open
Milestone Smart Clients or Management Clients first. Place the ‘Paxton Access for XProtect Setup.msi’
in a folder on the desktop and double click and select ‘Install’.

During installation, a window will appear behind the installer to request restart of the Milestone Event
Server.

g Paxton Access Control Module for XProtect — » g Paxton Access Control Madule far XPretect - X
Welcome to the Paxton Access ule for Confirm Installation
XProtect Setup Wizard Xton Paxton
TQi-ulahr will guide you theough the steps requined to nstall the Paxion Access Control Module for The nataller is ieady 1o ratall Padton Access Contiol Modubs for XPistect on pous complibet.
#Protect by ORBNET SYSTEMS LTD on pour compater. Please iun this installer on all Management
Servess and Smait Chents where the plugin vill be uted Click "Mext" to stait the installation.

WﬁBNING ‘I'hm ompi.m nlogramn protected by copwight biw and intemational reaties.
Ur ofhuwmurwwlmoflwresuﬂnswnmi
I,

of crminal penakies, mdwlbopwecued bo this maxinwm extent possible under te

4 Paxton Access Control Module for XProtect - . g Paxton Access Control Module for XProtect - x

Select Installation Folder vp axton Installation Complete vp axton

The instater il install Paston Access Contiol Module o XProtect to the lallowing fokdss. Pauton Access Contiol Module for XProtect has been successiuly installed.
Click "Close" 1o exit.

Toinstal in this foldes, chok “Nest”. To install lo a different folder, enter it below of click "Browss™,

Folder:
[C:\Program Fies\Miestone\MIPPiugins\DRBNET SYSTEMS LTD\ Browse. .

Disk Cost...

Install Paxton Access Control Module for XProtect for youmelf, or for anyone who uses this

(®) Eveipone
O Just me

Please iestat the Event Server, Management Client and Smart Chant to finish the instalistion.

o | (W] | o
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Upon installation completion of the Plugin installation navigate to the ORBNET Plugins Section from
within the Milestone Management Application, expand and Select Paxton Access. This shows that
the software is now in a 30day trial period, endless the installation and trial had been completed
prior.

= @) ORBNET Plugins
@ Orb Driver License Settings l

| ¥ | Paxton Access |

Conhguration

vPaxton

PAXTON License Time left: 29 days, 8 hours, 51 minutes, 18

Please fill in the "Customer™ field, select your desired product and seconds
click on the Export icense request button. Save the icense

request file and send & to Sorbnetsys com”

We wil do our best to send quote within 3 working days.

v 1. Llicense Info

a. Chert Name [Please enter your company name] | EXport license request

c. Chent Id 49249560-4359-415-8d00-6d5ead 451

cacaaaesond | Import valid license

v 2. Plugin Features

a. Client Name

Export License request process

When you decide to purchase a license, fill in the “Client Name” field, select the size of your
installation and press the “Generate License Request File” button.

This will prompt you to save the license on your hard drive. Email the license request to
purchase@orbnetsys.com and we will send you an invoice for payment.

Once the payment is sent, please send another email to purchase@orbnetsys.com and allow 1
business day to deliver you the license to you. Import this license to validate your software.
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Configuration

Access Control

Paxton User Setup

It is recommended to create a new user account within Paxton for the connection to the Milestone
Access module. This will allow better management of the doors to be included and controlled.

In this installation we created a user ‘ORBNET’ in the NET2 Pro software with access to ‘All Doors’ at
‘All Times’. The user was assigned as a Net2 Operator.

& Add user x
Pleaze select te type of token which you wich o izzue
Token type Defaul ~ || Mewtype

Fistname el | G pine

Middle name

Surre ————

Degartment Sales and Tech ~

Access level No access bt

W L I J

Fax Email

Vaid from 19/10/2021 | Posiion |:

Expires end Start date |:
Addiess 1 Car regishation I—
Address 2 Netes:

Town

Counly

Post code

Home telephone: Perzonnel number

Hoene Fa |—| FIN l—] Auto PIN
e — T —
Cad template Token type = Unzpecified w

(@) 'when | click 'tdd uzer reload the token type defauk values
() when | click ‘Add user’ retain the prenious record values

#msslid"lsl'ldsmsl Other detads | Memo| Events| Cument vaidity |

O Individusl pemissions

() fecess level peemissions
il hous. al doars 5
Door £ Area name | Timezone: I
ORBMET Dooe: - DRBDoor [In] Al day, every day
 ORENET Doce: - ORED oot [Duk] Al day, eveiy day

Page 7 of 30




Add this user account as a Net2 Operator, this will be the username a password used for the
connection to Milestone. The Operator rights should be set as Supervisor.

‘i Operator configuration wizard- Step 1 of 1 X

Carfigure operatar rights and password.

Choose your 'Operator permission’ from the 'Operator rights' drop down menu.
To remove an operator's permissions set their rights to None',

Click Finish' to save changes or 'Cancel' to abort:

MName . PAXTON ~ Search

Operator rights Supervisor -

-
Confirm password «

Cancel ¢ Back Mext > Finish
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Milestone Access Setup

This integration allows for XProtect Access to connect your access control system directly to
Milestone's XProtect VMS. It is designed to fit perfectly with any XProtect product. No matter your
installation size, with XProtect access you can control your video cameras and access your control
system from a central interface.

Select the Access Control entry in the Milestone Management Client tree

= P Metadata Use
%o, Metadata Search
[Fle Access Control ’

Right-Click ‘Access Control’ and select ‘Create new....’

Define a Name for your Access Control System

Select the Paxton ACM from the dropdown

Create Access Control System Integration B

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: ORBNET Systems for Paxton Net2
Integration plug-in: v
Paxton ACM V2

I
Py
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Enter the IP Address or Hostname of your Paxton Server with the post used for Paxton Web Access

(Default 8080) *Note* If you are installing an ‘all-in-one’ system where Milestone XProtect and Paxton NET2 are on
the same server follow steps under troubleshooting at the end of this document.

Enter the credentials of a Net2 Operator with sufficient access rights to the doors you wish to monitor
in XProtect.

The API key is the name of the file located on the Paxton Server as below, Copy this file name to the
‘APl Key:’
C:\Program Files (x86)\Paxton Access\Access Control\ApiLicences)\

Create Access Control System Integration n

vate access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details.

Name: OREMET Systems for Paxton Net2

Integration plug-in Paxton ACM V2

Address: localhost

Port epas

HTTP over 551 (HTTPS requires certificate): [ |

User: ORBMET

Password o.lo.onlo.l

}:\pl KC',' LAA AL AL LI AL A LA L I Ll Ll

| Next | Cancel
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Connection to the Net2 system will now be completed and the permitted configuration will be received.

Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data..

1
Conﬁgumtgn successfully received from access control system.

Added:

Doors (1)
Units  (4)
Servers (1)
Events (19)
Commands (3)
States (19)

1 4 4 4 4 9

Expand the available Milestone cameras and drag and drop the associated camera to the access points.

Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list, The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
-— 4 I ORB-826-3€9
All doors ¥
. I =) ORBMET Devices
Enabled License =0 I StableFPS

ORBNET Office

Access point: ORBNET Office (In)
Drop camera here to associate it with the access poin

Access point: ORBNET Office (Out)
DOrop camera here to associate it with the access poin

| Previous || Next || Cancel |
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Once added click ‘Next’

Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors:

Cameras:
B-826-3E9
All doors ¥
GRONET Devies
Name Enabled License L") % 215-VE Netw Camera (192
ORBNET Office | | Pending| | StablefFs

Access point: ORBNET Office (In)
AXIS P3215-VE Network Camera (192.168.1.203) - C
Drop camera here to associate it with the access poin

Access point: ORBNET Office (Out)
AXIS P3215-VE Network Camera (192.168.1.203) - C
Drop camera here to associate it with the access poin

The initial configuration is now complete. We can now go to the Milestone Management Client and
enable additional settings.

Create Access Control System Integration n

You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events. See the help system for how to optimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
control system.
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Alarm definitions

In the Milestone Management alarms can be created from Access Control Events —

The below alarm shows an easy method to create an access denied event on all doors in the system
and then have that event auto display an alarm in the Milestone Smart Client showing a specified

map view.
Alarm Definitions w I 4arm Definition Information
5 & Alarm Definitions Alarm definttion
. Contol Alarm events
B Car Park Pay Machine Alarm Enable:
& Door Alet Namrm: Access Contol AlarmT@vedts
& Event from Fi e = =
& Pi Connected Instructions:
& Pi Disconnected &
Access Cortol Mam everts
TH
Triggering event: Access Control Event Categories
: A doors ﬁ Aocass Control Event Categodes
Access denied
Activation period
=i Aoce
@ Time profile: Aways | [ocems grareed
| Mam
) Event based: Sta Door Emor
[Enor
o Waming
Map \
ﬂ An glam only appears on the smart map if at least one source of the alamis a X
Alamm manager wiew:
® Map
Related mag: Car Shawroom and Lot
Operator action nequired
Time limid: 1 minute
Events taggered: |
Other
Related cameras: |Access Contral In
Initial dlarm owner:
Initial slarm priority: 1: High
Alarm category:
Events triggered by alam:
Mamm assignable to Administrators: | %]
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Below shows the Alarm being triggered within the Smart Client. This will display a red flashing ring
around the door that has triggered the event.

002 114E0 — O X

PocriyLovel  Saoiy el ke Hasma

= M 1 1
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XProtect Access in Milestone Rules and Events

To access the Access Control events in Milestone select the Rules and Events > Rules section in the
Management Client and then right click in the center column to add a new rule.

e Perform and action on <event>

Select an Event X
E-E-Acoas Control -
= & Access Control Categories
{ Access deni Control Categories)
§ Access Access Control Categories)

¥ Access request (Access Control Categories)
: Alarm (Access Control Categones)
Ermror (Access Control Categones)
\waming (Access Control Categories)
= Access Control Events
] Access Denied (Access Control Events)

Access Granted (Access Control Events)
Door Alarm Tripped (Access Control Events)
Door Bell Pressed (Access Control Events)
Door Closed (Access Conirol Events)
Door Duress Code (Access Control Events)
Door Locked (Access Conirol Events)
Door Open (Access Conirol Events)
Door Relock (Access Conirol Events)
Door State Unknown (Access Control Events)
Door Unlocked (Access Conirol Evenis)
Intruder Alarm (Access Control Events)
Keypad Hacker (Access Control Events)
Power Supply Error (Access Control Events)
Server connected (Access Control Events)
Server connection lost (Access Control Events)
Tamper Detected (Access Control Events)
Uncategorized (check event for detzils) (Access Control Events)
Uncategorized (check event for detzils) (Access Control Events)

DDA DA DA PP P PP P AP

[ o ][ comod
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With Milestone <Rules and Events> you can enable an event from the Net2 Access Control System
to trigger an additional event or action in XProtect, the rule below is a simple example of how to
record a specific camera when an Access denied event is received.

This is an example of a very simple rule to start recording on a given camera following the receipt of
an ‘access denied’ event

Manage Rule = O X
Name: Email Access denied events
Description: Record Camera when office door receives an access denied event]
Siep 5: Stop achons
Select stop action to perform
|~ Stop recording A
Stop feed
[] Set <Smart \Wall> to <preset>

] Set <Smart Well> <monitor> to show <cameras>
|[[] Set <Smart \Wall> <monitor> to show text "<message>’

Edit the rule description (click an underlined item)
Pesform an action on Access denied (Access Control Categones)

from ORBNET [+ unis
istart recording immediately on Access A

Pesform action 20 seconds after
Istop reconding immediately
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I/O Boards

The Integration supports the operation and control of Paxton Input/Output boards. This has four
inputs and four outputs. This would be treated as a “door controller” within Milestone for licensing
and for the ORBNET licensing.

This offers additional solutions that can be used within the Smart Client. Using overlay buttons, we
are able to trigger the Paxton device relays connected to any device that would support a relay
connection as a trigger. The inputs can be used to trigger events into Milestone via the ruling system,
this could be a fire alarm or intruder alarm system so to make central users aware of certain
activations.

i - . n A
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Net2 Access Control in Milestone XProtect Smart Client

User Configuration

There are many options for the display and management of Access Control data in the Milestone
Smart Client and the ORBNET Systems for Paxton Net integration seeks to enable many of these.

To begin with log into the Smart Client with a user who is a member of a role with Access Control
Settings enabled in the Milestone Management Client

Roles « 1 JRole Settings

Name Access conirol management
?\;\ Administrators (Administrators have co ‘f"‘ = - .
§ ORBNET o

Security settings Milestone XProtect Access
[ Use access control
i View cardholders st
I Receive notifications

[ servers (@ Matrix @ Alarms [Ee Access Control d

Smart Client Setup

Once logged into the Smart Client enter Setup mode via the right-hand site menu.

2470472021 08:43:04 — O X

- 0 v v
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Access Monitor

Drag the Access Monitor into the window tile and select the source door and then choose if you are
to receive events from a specific reader. The below example is of a door with read in/read out. Here
we have 1 door / 2 readers and 2 cameras. The same door is associated with both windows in the
Smart Client and individual readers per door.

I

» Alarms

» & ORB-826-3E9

Access Monitor

> Access Monitor Settings > € Access Monitor Settings X
Specify the settings for the Access Monitor Specify the settings for the Access Monitor

Door: All doors Door ORBDoor, ORBNET Doors, ORBNET +

All doors

| ORENET Doors
i ) [ ORBDoor
Camera: Camera: ## ORBDoor (In)
=2 ORBDoor (Out)

Sources: Sources:

Events: Events:

Commands: Commands:

Order:

Order:

OK Cancel
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Smart Client Maps

All the Paxton components can be added to a map created within the Milestone Smart Client.

Follow User

ROLL CALL

Icons for the Doors and readers can be added to the Milestone Maps. Note in the screenshot above
that the reader icon will change color depending on the badge result.

Doors will be gray when closed, green when unlocked and show when they are physically open.

Readers / Door controllers will flash green and/or red depending on the badge presented.

N 2 B ™
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If there are faults with a door controller you will see a red X on the map

Under setup create a new layout (Recommended 1x1), drag the Map component into the blank tile.
Select a floorplan image representing your site layout.

Alarms & Setup map

ORE-826-389 [/] Create new map

' Access Monitor
Name

[+] Hotspot ["] Use existing map

= Camera Navigator

N ~
Carousel

L) HTML Page » B8} Car Showroom and Lot

[] Image » B9 Paxton

[ 1] Map

B Matrix

90 Smart map
=22 Smart Wall

| Text

Transact
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From the tools menu select Access Control, from the drop-down list you will now see Paxton devices

that have been enabled within Milestone.

Enter filter

4 W ORBNET

!5 _root

4 |l ORBNET Doors
4 [E ORBDoor
=% ORBDoor (In)

= ORBDoor (Out)

Page 23 of 30
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Special Features in MIP Side Panel

The Milestone Integration Platform panel provides some new features and shows upcoming features
in new releases of the integration

Follow User
In the ‘Follow User’ field this is a quick way to find a member of staff or a cardholder. Simply

adding their name to the box will mean that the next time they badge any door in the system this
will generate a popup to alert as to their whereabouts.

¥ MIP Plug-ins

Paxton Special Functions

Follow User
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Adding Visitors

With the integration to Paxton Net2 is the ability to create users in the Milestone Smart Client. To
complete this and provide a card will require a 37 party card reader. The GUI below shows the
options. You can use a webcam connected to the Smart Client PC, import a picture and are also able

to use a Milestone camera to generate a snapshot of the visitor.

Farvt Mama

e T

Token (click below and scan)

1 3

A o Eao ity 1 7 dagt

Ad Wisibor
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Access Control Tab

The Access Control Tab in the Milestone Smart Client can be configured to be the central monitoring
interface for the access control system. Net2 can have all events searched in the fields Events,
specific doors and or cardholders. There is also an option to have the list live update.

Once an event is selected, as seen in the below screenshot — additional information is shown from
the cardholder detail held in Net2.

R 11363 — B X
-0t -
B

Alzem Manages

Juff Kilington
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The Doors tab shows the list of doors in the system and also allows the control of the door from
Milestone — Open — Hold Open - Close

ORBNET Office

Page 27 of 30




¢

milestone

VERIFIED

Cardholders tab allows the test search of users and also the single click search of all events for a
specific user. It is then possible to create a report complete with a screenshot thumbnail for every
event for the cardholder.

Actess Contred

View canfhoider evests
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Future Features

ORBNET Systems intend to release regular updates to the Net2 to Milestone Integration. If there are
any features that you would like to see please contact info@orbnetsys.com and we will investigate

the potential to include feature requests.

Roll Call and Lockdown are future Developments and will be in upcoming releases.

3 MIP Plug-ins

Pan ecial Functions

Follow User

Add Visitor

Roll Call

to initiate Rol

ROLL CALL

Lockdown

Feature pending next
AP
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Troubleshooting

Event Server Installation

If Milestone was installed via a custom installation, the Event service may not have been included as
it is not always required.

From the server/machine with the Milestone Management service follow to
http://localhost/installation/admin/

This will provide a Milestone installation page where you will be about to run the installer for the
Event Server. This must be installed

All-In-One Milestone/Paxton Server Installation

If you are installing a system where Milestone XProtect and Paxton NET2 are on the same server
(common in demo scenarios) the default Paxton port of 8080 must be modified. This is because
XProtect also uses this port for internal Management Server communication and only one process can
use this port. It is not possible to modify this port in XProtect. To modify in Paxton:-

Navigate to C:\Program Files (x86)\Paxton Access\Access Control\nginx\conf\ - first take a backup of the

file ‘nginx.conf’ — Then open a notepad as administrator and open the original file. Find the lines -

| nginx.conf - Notepad - O X

File Edit Format View Help
server { A
listen 8080 default_server;
listen [::]:8080 default_server;
listen 8443 ssl http2 default_server;
listen [::]:8443 ssl http2 default server;
server_name _;

Ln7 Col1 100%  Windows (CRLF) UTF-8

Modify 8080 to a port unused on your system —we moved to 8083 and then be sure to save the file
type as ‘all files’ and re-click the original .conf file before saving to ensure that you do not create a
.txt file in this location. Now go to Services and restart the Paxton nginx service. This modification
will now mean that the Local Web API for Paxton will now be located at http://localhost:8083
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http://localhost/installation/admin
http://localhost:8083/

