Milestone User Guide 2021- [EN]
XXII CORE - Smart City

[ INTRODUCTION ]

o [ GLOSSARY

e [0] Milestone Set up

o [1] Technical requirements

o [2] Milestone Open Network Bridge

[a] Why does XXII Core need the Milestone Open Network
Bridge?
b] Download Milestone Open Network Bridge

[

[c] Install Milestone Open Network Bridge

[d] Check the Milestone Open Network Bridge status
[e] Add the Milestone Open Network Bridge

[f] Adding a Milestone user
[
[
[
[

a] Creation of user roles

h] Milestone Open Network Bridge user creation
i] Add Reqistry
il Milestone Open Bridge re-start

o [3] Events, alarms and rules creation

e [lI] Settings

[a] Analytics events creation

[b] Alarms creation

[c] Rules creation

o [1] Authentification

o [2] Home Page

[a] License management
b] GPU Monitoring

c] Create Folder

d] Erase folder

f]l Cameras indication in folders

g] Add a camera

[
[
[
[e] Rename a folder
[
[
[

h] Context menu

o [3]1 XXIl CORE - Smart City Settings

a] Tabs



= [b] Languages
= [c] VMS Settings
e [I] Milestone
= [d] Dashboard
= [e] Maintenance
. Hel

o [4] Add a camera
» [a] Simple import

b] Multiple Imports

[
= [c] Moving a camera
[d] Delete a camera

o [5] Skill configuration
= [a] List of skills

= [b] Detection skills
e |i. Example: Polygon detection (geometric shape)

ii. Example: Line detection

e iii. Example: Full image detection

e iv. Example: Non-conventional detection (Red light

running):

e V. Example: Non-conventional detection (Clustering)

e Vi. Example: Non-conventional detection (attendance limit

gauge)

e Vii. Example: Non-conventional detection (Train track

crossing)

» [c] Counting skills
= [d] Delete a skill

e [ll] Support




[ INTRODUCTION ]

XXl CORE is a software solution designed to deploy artificial intelligence skills for real-
time video streams analysis. Developed specifically to work in combination with a VMS
(Video Management System), XXII CORE offers two user interfaces:

o Settings : to set up the Artificial Intelligence skills and associate them to
camera streams.

o Dashboard : to provide analysis resulting from the detections made by the
system.

XXl CORE offers two product variations :

e XXII Smart City
e XXII Smart Infrastructure

This user guide is for XXIl CORE - Smart City.



[ GLOSSARY]

Before we get started, here is the glossary for the terms we will be using all along this
user manual:

e License: The number of cameras on which you will be able to activate skills.
Licenses are “floating” as they are not linked to a particular camera but to the
total number of active cameras.

o Skill : Artificial Intelligence algorithm specifically trained for a use case. You can
add and configure multiple skills on each camera.

o Counting skills : These skills send data to the dashboard only.

o Detection skills : These skills can feed data back to the VMS and the
dashboard.

e GPU (Graphics Processing Unit) : Refers to the hardware dedicated the
computations required by our Neural Networks (The Graphics term refers to
the fact that this hardware is traditionally used for rendering computer
graphics). The number of simultaneous video streams the system can handle is
directly related to the power and number of its GPUs.

e VMS (Video Management System) : A video surveillance software like
Milestone XProtect.

e RTSP (Real Time Streaming Protocol) : An application-level communication
protocol for media streaming systems. It enables remote control of a media
server, providing typical video player features such as "play" and "pause” and
allowing time-based access.

o Camera ID : An identifier that Genetec gives to each camera added in the
Genetec Config Tools software.

o Camera GUID : An identifier given by Milestone to each camera added in the
XProtect Management Client software.



[0] Milestone Set up

[1] Technical requirements

Here is the list of technical requirements before continuing the installation, this list is
for the R1 2021 version of XProtect Corporate :

Name

Operating
System

File system

SQL Versions

Description

Microsoft® Windows® 8.1 Pro (64 bit)

Microsoft® Windows® 8.1 Enterprise (64 bit)
Microsoft® Windows® 10 Pro (64 bit)
Microsoft® Windows® 10 Enterprise (64 bit)

Microsoft® Windows® 10 IoT Enterprise LTSB (Long-Term Servicing
Branch)2016 (version 1607 or later)

Microsoft® Windows® 10 IoT Enterprise, version 1803 or later (64 bit), [oT Core
Microsoft® Windows® Server 2012 (64 bit): Standard and Datacenter
Microsoft® Windows® Server 2012 R2 (64 bit): Standard and Datacenter
Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter
Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter
To run clustering/failover management servers, you need a Microsoft® Windows®
Server 2012/2012 R2 Standard or Datacenter edition, Microsoft® Windows®
Server 2016 Standard or Datacenter edition, or a Microsoft® Windows® Server
2019 Standard or Datacenter edition

For the Recording Storage Location, NTFS file system is recommended
Microsoft SQL Server® 2012 SP1

Microsoft SQL Server® 2014

Microsoft SQL Server® 2016

Microsoft SQL Server® 2017

Microsoft SQL Server® 2019 (Only supported on Microsoft® Windows® 10 or
greater and Microsoft® Windows® Server 2016 or greater)



Software Microsoft® .NET 4.7.2 Framework
Microsoft® NET Core 3.1.13 Framework

DirectX 11 or newer

Hardware Hardware acceleration with Intel® Quick Sync requires an Intel® CPU from 4th
acceleration generation up to 11th generation, supporting Intel Quick Sync and Intel® GPU
enabled in BIOS.

Decoding with NVIDIA graphics card is supported with GPU capability version 6.x
(Pascal) or newer.

To know the list of requirements for the other Milestone systems, go to this page:

@ Milestone Systems product system requirements

[2] Milestone Open Network Bridge

[a] Why does XXII Core need the Milestone Open Network Bridge?
XXII Core needs the Milestone Open Network Bridge in order to access the RTSP
streams of the cameras recorded in the Milestone XProtect software. The RTSP

streams are then read by XXII Core in order to perform the skills programmed by the
user.

[b] Download Milestone Open Network Bridge

Go to the Milestone download center at the following address :

®vos téléchargements Milestone Systems Download | Milestone Systems

=
aln!




Then select Milestone Open Network Bridge and download it.

Milestone Open Network Bridge 2021 R2(21.23) 61.31 MB

Click on “Save File” button

Opening VideoOS.OpenNetworkBridge.Installer.exe

You have chosen to open:

(5] VideoOS.OpenNetworkBridge.Installer.exe

which is: exe File (61.3 MB)
from: https://msdownloadcdn.azureedge.net

Would you like to save this file?

Save File Cancel

Then go to the Windows file explorer, then to the Download file.
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[c] Install Milestone Open Network Bridge

Click on the right button on VideoOS]...]. Install, then “Run as administrator”

Unpacking...
=1
Ky
I
Select language
| @ Wi Oyen Hetme Bigesi 2 x
Choose kanguage
|
|
Langasge Ergad
Tovtmae Cwscel

and then click on “"Continue”

Continue

Accept the Milestone licence agreement

@ Milestone Open Network Bridge 2021 R2

Accept the Milestone license agreement

Milestone End-user License Agreement

NOTE 1fyou are 3 Wilestone Daaler, systams intagrator o1 are ohersiss installing this
FProguct on benalf of @ thirg party, you shall snsure 1at you havs their acceptance of this End-
user License Agraement and their consent to provide end-user parsonal data for re gistration
win Milestone Systems f such voluntary 0ption Is appiied.

This Eng-user License Apraement ("EULA") is a legally binding agreement detween you

(either an indhdual or a single legal entity) and Milestone Systems A'S [‘Milesione) for the
Milestone produdt or utility, which may include associzted software and hardware

mmponems media, prlmed materials, onling or electronic dacumentation and any updales

or corrections (‘Product’). i vou have purchased the Froduct 3s part of a computer or server
systam deliveraa by Milestone all hardware and software companents of such aystam shall

for the purposes of this EULA be considered being parts of the Product, sxcapt however for

any 1hird party somware or hardware component which IS coverad by a separats tird pany

i @ agreemant included in fha system documentation or otherwise incorporatedinthe

4 Taccept the terms in the kense agreamant

| contove Cancel

Previous



Then choose the type of installation: "Typical".

@ Milestone Open Network Bridge 2021 R2

Select the installation type

Tnis option Installs all neadedto run Cpen
Typical Network Bridge on this computer

Tniz option aliows you to change the defaultvalues for the

Custom installabon parameters.

@ Milestone Open Network Bridge 2021 R2

Select service account

The service uses this account. If the compuler is part of 3 domain. the senvice mustrun as
einar Network Senice” or 3 domaln user account

@ Thi predsfined account:
|Network Sarvice v

© This account:

Browse, .

Predous | Contiue | Cancel

Then select "This Account”, and press "Browse".

@ Milestone Open Metwork Bridge 2021 R2

Select service account

The service uses this account Ifthe computer is part of a domain, Ihe sendce muset run ag
either Network Service” or 3 domain us er account

(O Ths predefnec account:
Network Service

@ This sccount:

Password:

Confrm password:

[ prevous || Contwe || Cancel



A new window opens

Click on "Advanced”

Select User X
Select this object type

User Object Types
From this location

XXII-SRV-MLS-DE Locations

Enter the object name to select (examples)

o o

A new window will open and then click on "FindNow"

Select User X

Select this object type

[Use] Object Types
From thes location
XXII-SRV-MLS-DE Locations.

Common Queries

Search resuts

Name In Folder



Then select "Administrator" user and click "OK".

Select User X
Select this object type:
|User | | Object Types... |
From this location:
[xi-SRV-MLS-DE | | Locations...
Common Queries
Name Starts with Columns...
Description: | Stats with ~
Disabled accounts Stop
Non expiring password
Dayps since last logon: g %));;J
Sn | Conedl |
Name In Folder
‘ Administrator XXII-SRV-MLS-DE R
8, DefaultAccount  XXII-SRV-MLS-DE
20Guest XXII-SRV-MLS-DE
&]WDPGUﬁnyA... XXII-SRV-MLS-DE
Here is the desired display:
Select User X
Select this object type:
[t | [ Obiect Types...|
From this location:
[xxil-SRV-MLS-DE || Locations...
| Check Names |
{ Advanced... } OK || Cancel

Click on "OK".

Then enter the Windows account administrator password, and press "Continue".
@ Miicstone Dpen Network Bridge 2021 R

Select service account

The senice uses this account If the computer is part of 3 domain, the senice mustrun as
eithar "Network Sevice™ ora domain user account.

O This predefined account:

Network Service

@ This account: &
XXIFSRV-MLS-DEA [ Browse... |

Password:

Confim password:

_Gancel

S Eevous T EESonti



@ Milestone Open Network Bridge 2021 R2 x

Select service account

Tne senvics uses this account Ifthe computaris part of a domain, the service mustrun as
ether "Network Senvice™ or a domain user account

(O Thi predefined account:

Network Service

® This account:
XXIFSRV-MLS-DE\Administrator | | Browse...

Password:

Cerrrerireene |

Confirm password:

Pravious || Contiue

| Gnel

Now specify the management server, leave "localhost” in the text field and press
"Continue”.

9 IMilestone Open Network Bridge 2021 R2 X

Specify the primary management server

Spedify the address of the primary management sever to which your Milestone Open Netwark
Bridge server companent should log in

Server URL: localhost

Previous || Cononue || cancel |

Choose language and press "Continue”.

@ Milestone Open Network Bridge 2021 R2 x
Select file location and product language

Fle location:

CA\Program Files\Milestane nwse. .

Free disk space on drve: 231 GB

Product baguage:
|English %

Prewious Instal | Cancel




The installation program starts

@ Milestone Open Network Bridge 2021 R2 x

Installing Milestone Open Network Bridge

Instaling Mieszane Open Netwark Bridge Server. ..

Ovaral prograss

@ Milestone Open Network Bndge 2021 R2 X

The installation is complete

These companents have been succassiully instalied.

Miestone Open Network Brdoe Servar
Miestone Open Network Brioge Administration phig-hn (32-bit)
Miestore Open Network Brdge Admnistration pluig-n (64-br}

Once the installation is complete, click on "Close"

[d] Check the Milestone Open Network Bridge status

Once the installation is complete, the Milestone Open Network Bridge is launched.
You can check it in the Windows programs status bar :




Right click on the Milestone Open Bridge icon, then "Show [..] Bridge log"

Start Open Network Bridge service
Stop Open Network Bridge service
Restart Open Network Bridge service

Configuration...

Manage ONVIF client users...

Show latest Open Network Bridge log
Show latest RTSP log

About

Exit Milestone Open Network Bridge Manager

ENG 11:54 AM

]

FR 11/16/2021 ™

A T ds

If the program is started correctly, then here is the screen.

[e] Add the Milestone Open Network Bridge

Open the "Xprotect Management" program

o]

2]

XProtect
Manageme...

Log in and click on "Connect

Milestor
O XProtect” Management Client 2021 R2

Computer
[30u-arv-mia-demo-01 I+

Authentication:
| Windows authentication (current user) v

Domain: X001-SRV-MLS-DE

Usar name
XOE-SRV-MLS-DEADrministratol

Pasaword:

Ramembar password

Connect Cloze



On the main page of the XProtect Management Client, click on "Server" in the left
menu

In the list of servers, choose "Open Network Bridge"

I-IE Servers

E @ Recording Servers
ﬁ] Failover Servers
4 Mobile Servers

B a'] Open Network Bridge Servers

Right click and press "Add New"




Press "OK" to continue

Add Open Network Bridge X

Name: (xxi-srv-nisdemo-m v |

The Open Network Bridge is now correctly added

s M g St o W Rl

3 G et Grn 2amers | Cven Netk Sl s
55 sy dere D)

[f] Adding a Milestone user

On the left side of the screen, go to "Security”, then "Basic User".




Right click on "Basic Users", then click on "Create Basic User".
@ Milestone XProtect Management Client 2021 R2

File View Action Maintenance Tools Help

H92 oen

Site Nvigation v %
= §P XU-SRV-MLS-DE - (21.23)

= (1] Basics

2] Liceese information
[T] Site information
= |5 Remots Connect Services
@ Axis One-click Camesa Connection
= [ servess
@ Recording Servers . .
ﬂ Fatlover Setvors Edit Bavic User
2 g‘::e Savaoﬂn'dqe Siniiis K Dedetes Basic User
= B2 Devices & Refresh
= Comeras
P Microphones
@ Spockers
¢ Metadata
o Input
V Oupse

A pop-up window opens to add a user, enter your user information

New Basic User X

User name:

| I
Description:

Password:

| |
Repeat password:

[ Force Basic Userto change password on next login

Status:
Enabled v




New Basic User X

User name:

5 |

Description:

Password:

[seseavsosesi |
Repeat password:

[sevsssesssee ]

Status:
Enabled bt

Before continuing, uncheck the "Force Basic [...] Login" box

Lk

Press "OK" to proceed

Allow Basic User to keep administrator defined password X

Clearing the check box should only be done for user types that cannot
change their password. These are system users, for example used for plugins
and server services authentication.

B | Cancd |

You have now added a Milestone user. A user is now available in the "Basic User" tab
on the left side of the screen.

D Wizt Pecters Muvaersern it 2001 12

XXl user :




[g] Creation of user roles

On the left side of the screen, go to "Security”, then "Roles’

D L




And finally "Add", then "Basic user”

LS ———

Fiw o Acton Momsennce Toon ves

0
#+4000 2CTRONF<Y

vy??

.

e atstrge B et} ot

Ad. |-

8 Windows user
Ia Basic user |

Select the newly added user

Press "OK".

Select Basic Users to add to Role

Select user:

Select Name

Select Basic Users to add to Role

X

Select user:

Select Name

o iame [ e

o e [ s Comd U B



The user is now in the list of roles

Role Settings

Name A | De;cription
@ NT AUTHORITY\NETWORK SER..
\g xxii

‘ 8 XXII-SRV-MLS-DE\Administrator Built-in account for administering the computer/domain

[h] Milestone Open Network Bridge user creation

In the Windows status bar, click on the small arrow on the right.

ENG 11:54 AM

N\
= ds FR 11/16/2021 -

k Bridge service
Stop Open Network Bridge service
Restart Open Network Bridge service

Configuration...

Manage ONVIF client users..

Show latest Open Network Bridge log
Show latest RTSP log L

About : i
Exit Milestone Open Network Bridge Manager

ENG T11:54AM
* R 162021

.

ONVIF dlent uzers

et



Add a new user and password, then press "Add user"

4> Manage ONVIF client users X
User name:
o |
Password:

ONVIF client users [\
Remove uses
[ oK || cancel |

The user is then visible in the list, press "Ok", then "Yes"

@ Manage ONVIF client users X

User name:

Password:

Add user

Remove user

I OK | Cancel I
O Manage ONVIF client users
User name:
| |
Password:
| |
Add user
ONVIE cliant
Apply changes

Applying changes to the ONVIF dlient users list will restart the
4 l services,
Do you want to continue?

e 10 w0 ]




Milestone Open Network Bridge Manager X

0 Applying the changes was successful.

[i] Add Registry

In the Windows search bar, type "Registry Editor" and select the program below:

B0 @
Pl st match

3y Registry Editor
_fimasiln

HKEY_CURRENT_CONRAG

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Milestone\Milestone Open Network
Bridge\

DWORD value: SHA256Auth

Value to disable SHA256: 0




Then, open the following sub-menus:

o HKEY_LOCAL_MACHINE

e Milestone
v 3 Computer
> | | HKEY_CLASSES_ROOT
> | HKEY_CURRENT_USER
[v | HKEY_LOCAL MACHINE |

> | | BCDO000000O
| HARDWARE

> | SAM

.| | SECURITY
v | | SOFTWARE
> | | Classes
> || Clients

. DefaultUserEnvironmen
. Description

. dotnet

- Google

' Intel

. Microsoft

. Milestone |
> | | Installation

N

Then right click on "Milestone”, move the mouse to "New" and press "Key".

I Regstry Editor
File Edt View Favontes Help
Computer\ HKEY_LOCAL_MACHINE\SOFTWARE\Milestone
v T Computer Name Type Data
HEEY CLASES RO 5 Defautt) REG_SZ (vale not set)
HKEY_CURRENT USER
v | HKEY_LOCAL MACHINE
{ > [ BCDOO0O000D
HARDWARE
SAM
SECURITY
v | | SOFTWARE
{15 [} Classes
Clients
DefaultUserf nvironmen
Descrnption
dotnet

Google

Mozill: Sering Velwe
mozill Delete Binary Value
oosc Rename DWORD (32-bt) Value
Padtne £ QWORD (64-bit) Value
:’:;‘:“ . : Mutti-String Value
Setup Expandable String Value
v Copy Key Name
WOWE Go to HKEY_CURRENT_USER
SYSTEM
HKEY_USERS

HKEY_CURRENT_CONFIG



A new key is added, with the default name "New Key #1".

Then, right click on "New Key #1" and press "Rename”.

v | Milestone
> Installation

| ServerConfigurator
-| | XProtect Log Server
- NewKi

> || Moxzilla opens

> | | mozilla.or New 4
> | | obBcC Find...

,; Partner

> | | Policies pdete

| | Registerec Rename l}
> | | Setup

. 3 Export
> VideoOS
5 WOWBE43; Permissions...
| SYSTEM Copy Key Name
HKEY_USERS Il

Rename it with the name "Milestone Open Network Bridge".

Then right click on the same folder "Milestone Open Network bridge". Then move the
mouse over "New" and click on "DWORD (32-bit) Value”.

¥ Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Milestone\Mil Open N k Bridge
v B8 Computer Name Type Data
HKEY_CLASSES_ROOT i Defaut) | REG_SZ (value not set)
) HKEY_CURRENT_USER b
v HKEY_LOCAL_MACHINE
1 BCDOO00000O
HARDWARE
SAM
i SECURITY
i~ SOFTWARE
i Classes
Clients
DefaultUserEnvironment New 4 Key
Description

dotnet
Google Binary Value

5y mﬁmm

Microsoft QWORD (04-bit) Value
v | Milestone : Multi-String Value

> L;mnopm — Expandable Stnng Value
ServerConfigurator
| XProtect Log Server

Mozilla

mozilla.org

MozillaPlugins

0DBC

Partner

Policies

RegisteredApplications

Setup

VideoLAN

VideoOS

WOWSE432Node

SYSTEM

HKEY_USERS
HKEY_CURRENT_CONFIG

String Value




On the top of the screen, a new line has been added:

Name Type Data

REG SZ (value not set)
REG_DWORD 0x00000000 (0)

o1
L

Rename the line "New Value #1" added to "SHA256Auth”

Name Type Data
25|(Default) REG_SZ Cialie hot =t
ISHA256AuUth | REG_DWORD 0x00000000 (0)

Right click on "SHA256Auth” and press “Modify”

Name Type Data
ﬁ'f] (Default) REG_SZ (value not set)
s e 210000000 (0)
: inary Data...
Delete
Rename

Check if the "Value data" is set to 0. If not, enter "0" and finally, press "OK".

Edit DWORD (32-bit) Value X
Value name;
|SHA256ALth |
Value data: Base
I[i] ] (® Hexadecimal

(O Decimal

ok || Cancel |



[j1 Milestone Open Bridge re-start
Right click on the Windows button, then press "Task Manager".

Apps and Features
Power Options
Event Viewer

System

Device Manager

Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down of sign out
Desktop

Click on "Services”

Task Manager —
File Options View

Processes Performance Users Details | Services

59% 63%
me CPU Memor
Apps (6)
%] Admunistration Client 0% 1948 MB
Bl AnyDesk (32 bit) 0% 240M8B
B AnyDesk (32 bit) 113% 726 MB
) Notepad 0% 1.9MB
Task Manager 1.7% 158 MB
& VLC media player 0% 102 M8
Background processes (40
[®] NET Core Host 0% 1189 M8
B AnyDesk (32 bit) 14% 239MB
B AnyDesk (32 bit) 0%  219MB
"% Application Frame Host 0% 32me
%7 COM Surrogate 0% 25MB
PP CTF Loader 0% 10.3 MB

Fewer details



Look for the line "Milestone Open Network Bridge", then right click and press

"Restart”.
1" Task Manager = O X
File Options View
Processes Performance Users Details Services
oo : . : :
Name PID Description Status Group
% LanmanServer 2516 Server Running smbsvcs
. LanmanWorkstation 1752 Workstation Running NetworkService
4 fsve 4316 Geolocation Service Running netsvcs
4 LicenseManager Windows License Manager Service Stopped LocalService
4 Itdsve Link-Layer Topology Discovery Map...  Stopped LocalService
% Imhosts 680 TCP/IP NetBIOS Helper Running LocalServiceN...
6 LSM 932 Local Session Manager Running Dcomlaunch
. MapsBroker Downlcaded Maps Manager Stopped NetworkService
| * Milestone Open Network B... 4560 Milestgne Open Network Bridge Running
% Milestone RTSP Service 32 Milestéhe RTSP Service Running
% Milestone XProtect Data Co... 6224 Milestone XProtect Data Collector Se... Running
% Milestone XProtect Log Ser... 7884 Milestone XProtect Log Server Running
1" Task Manager — O
File Options View
Processes Performance Users Details Services
~
Name PID Description Status Group
% LanmanServer 2516 Server Running smbsvcs
,.- LanmanWorkstation 1752 Workstation Running NetworkService
i Hfsve 4316 Geolocation Service Running netsvcs
’.« LicenseManager Windows License Manager Service Stopped LocalService
i litdsve Link-Layer Topology Discovery Map...  Stopped LocalService
. Imhosts 680 TCP/IP NetBIOS Helper Running LocalServiceN...
CiLSM 932 Local Session Manager Running Dcomlaunch
o'} MapsBroker Downloaded Maps Manager Stopped NetworkService
(.«1 Milestone Open Network B.., 4560 Milestone Oper Start ing
... Milestone RTSP Service 32 Milestone RTSP ing
% Milestone XProtect Data Co... 6224  Milestone XPro___ %P ing
. Milestone XProtect Log Ser... 7884 Milestone XPro - mk Jing
',.-. Milestone XProtect Manag... 5488 Milestone XPro Open Services ing
. Milestone XProtect Mobile ... 7248 Milestone XPro . ing
Search online
%+ Milestone XProtect Recordi... 6356 Milestone XPro ) ing
’,«, MilestoneEventServerService 6804 Milestone XPro T ing
% MozillaMaintenance Mozilla Maintenance Service Stopped

Note: If the service does not restart automatically, do a right click and press "Start".
Then go to the XXII Core Settings.



[3] Events, alarms and rules creation

This part is dedicated to alarms and events creation. Thanks to it, XXIl Core will send
information (events or alarms) to the Milestone VMS.

[a] Analytics events creation

On the left side, look for the "Rules and Events" section, then select "Analytics Events”

=& Rules and Events
[E] Rules
(@) Time Profiles
[ Notification Profiles
‘ User-defined Events
¥ Analytics Events

i Geneﬁcm(ents

Right click on “Analytic Events” and then press “AddNew ...

B et

Events

| Adglew.. cul+N
2 Refresh B




The middle section of the screen is now available. Enter the name and description of
the desired event.

The event name must be similar to the VMS ID in XXII Core, it must contain only
numeric characters.

4t Everts - 0 ke B et -

The event description is not mandatory. You can enter a description that will help you
to remember on which camera this event is. For example: EVENT 2201.

kA et « 0 [ B infior <3
& ostytcs byt

 drbcn Svat e

Duacrcten

Then save the event.

Milestone XProtect Management Client 2021 R2 X

“é" Do you want to save changes?
&7

By No Cancel

The event is now on the list.

¥ 2201

[b] Alarms creation



On the left side, look for the "Alarms" section, then select "Alarm Definition"

Right click on “Alarm Definition”, then press “Add New ..."

{izrm Definitions <~ 3| alarm Definit
Dafinitinne

[\dd New . CilsN. |
/2 Refresh F5

The middle section of the screen is now available. Enter the relevant informations into

it:

¢ Name
e Instructions

« Triggering event

A ey vern

© et ety s i e

Nmer

ot o § o Mt e s o the skt s o Comee 148 deven @ 2 TOphe

In the "Name" section, enter the same number as for the analytics event seen

previously



In the "Instructions” section, enter a hint that will help you remember which camera
this alarm is. For example: ALARM 2201

Ham defirtson
Ercbie %]

N 2201

Instructions: ALARM 2201

\
N |

In the "Triggering event" section, in the first drop-down menu, select "Analytics Event”

Trigger

Triggerng evart [

Sources:

Activation perod

o
® Time pefi System Warviar Ev:ru

O Evertbased

Then, in the second drop-down menu “ Sources “, select the analytical event
previously set up.

Tagoer

Taggerg evert | Anics Events

Sourcee

Then, press “Select”

Trgger
Trggenrg evert [Aratcs Everts
{220

Sourss [

syt |

A new pop up window opens, press the "+" button until you see the camera you want
to analyze. Here, the camera named "AxisQ6075".

Select Sources

Type filter: Al

Groups  Servers

Selected:
m-I] XXI-SRV-MLS-DE




Select Sources X

Type filter: LAl v {
Groups Servers Selected:
=-IJ XXI-SRV-MLS-DE
%@ DEMO
Add
Remuove
[Cok ]| Cancel
Select Sources X
Type filter: Al v
Groups Servers Selected:
=] XXI-SRV-MLS-DE
- 41::] DEMO
3 AXIS Q6075-E PTZDome N
Add
Ramaove

| Concel |

Select the camera here "AxisQ6075" and then press the "Add" button. The camera is
added to the "Selected" menu

Select Sources X
Type filter: Al v
Groups Servers Selected:

=i XKI-SRV-MLS-DE s 4 AXIS 06075-E PTZ Dome Network

&-&3 DEMO
... & AXIS QB075-E PTZ Dome N

—'\Ch'}
| Remove |

[ ok ] cancel




Press "OK", the pop up window closes.
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[c] Rules creation

On the left side, look for the “Rules and Events” section, then select "Rules".
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Right click on “Rules” and then press “Add Rule...”

Rifes TR Rule Information

) ENR-GLOBAL Name:
Descriptio:
I Collapse
I
[By Addrue. N
@ Edit Ruil‘& 1
bve
Bk Delete Rule De!
Rename Rule F2 Bon:
ﬂ_‘;] Copy Rule.
13 Validate Rule
Validate All Rules
o Refresh FS

I

A new pop up window opens. Enter the relevant information into it:

¢ Name

o Description
Manage Aule - o X
Narre i e 0] |
Descripton |
Active: 1%}

Siep 1 Typeofnde Q
Sedoct the rde ype you want 1o create
) Pesform an action n a time interval

(O Perform an action on 2 crecuming ime>

Edit1he e Gescription (click ar endarfines ism)
\Pesiom an achon on gyent
from




In the "Name" section, enter the rule name. You can enter any name.
*

Manage Rufe - o
Hame: (MARM201 | |
Descrigton. |
Swer 1- Type of rue
&umwmmam

[Ommommnunmnm

'On:brmmmaum-mm

Edit the rule & on (cick

(Parfomm # acton on gyt
et

[ e [ G ST [ ey Eesh

then, in the "Edit rule description" menu, press "Event".

Manage Rule

Name: ALARM 2201
Descriction: |

Active:

Step 1. Type of rule

Select the rule type you want to create

() Perform an action in a time interval
(O Perform an action on a <recurring ime>

Edit the rule descripbion (click an underlined item)

|Peform an action on
from v




A pop up window opens to select the rule associated event. Press the Analytics Events
"+" buttons until you find it, then "OK".

Manage Rule

Name: ALARM 2201 |

Active: Select an Event X

ES

e

#H2) Hardware

Devices

& External Evenis
Recording Servers
System Monitor

.. Other

¢ Analytics Events

&

(O Perform an 3

B@®

Edit the rule deg
[Pertorm an actiof
from devicel

Select an Event X

2§ Events

) {=) Hardware
Devices
External Events
Recording Servers
System Monitor

BE&EE

& Other
8 Analytics Events
B&Events

2201 (Analybcs bvents)




The event is associated with the rule. Then press "device/recording
server/management server”.

Manage Rule - a X
Name: ALARM 2201 i
Description; !
Active %]
Step 1. Type of rule
Select the rule type you want to create

O} Perform an action on <event
() Perform an action in a time interval
(O Perform an action on a <recurring time>

Edit the rule description (click an underlined item)
Perfo —

Hep | Cancel <Back | Nea> || Eimeh |

A pop up window opens to select the associated cameras. Press the Cameras "+"

buttons until you find it.
Select devices and groups X

Device Groups = Recording Servers Selectea:

=<8 Cameras
1L All cameras
=5 DEMO

| OK | Cancel




Select it and then, press “Add"” so that the camera is added on the right side of the
pop up window. When all cameras are added. Press "Ok".

Select devices and groups X

Device Groups  Recording Servers Selected:
5 Cameras [So AXIS QB075-E PTZ Dome Network Camera (192
L All cameras
=+ DEMO
o AXIS Q6075-E PTZ Dome Network C
= Microphones
{C& Al Microphones
=@ Speakers
& Al Speakers
=P Metadata D
T3 All Metadata
=-ofo Input
23 All Input
=-Q Output
g All Output

Then, press “Perform an action <event>", then press “Next”

Manage Rule — m| X
Name: | ALARM 2201 \
Description: | ]
Active: ™

Step 1: Type of rule
Select the rule type you want to create
(O Perform an action in a time interval
() Perform an action on a <recurring time>

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analvtics Events)
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Help Cancel < Back Next > [ Finish




On the Step 2 “Conditions”, do not check anything, then press “Next”

Manage Rule - m}
Name: | ALARM 2201
Description: I
Active: ™M
Step 2: Conditions
Select conditions to apply

[[] within selected time in <time peofile>

[[] Outside selected time in <ti ofile>

[[] within the time period <start time> to <end time>
[[] Day of week is <day>

[] while failover is active

[[] while failover is inactive

[[] Event is from <motion window>

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analytics Events)
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Help | | Cancel || <Back | [ Weas> ||  Finish

On the Step 3 “Actions”, do not check anything, then press “Next"

Manage Rule - [m]
Name: | ALARM 2201
Desclbﬁon: [
Active:
Step 3: Actions

Select actions to perform

[] Start recording on <devices>

[] Start feed on <devices>

[[] Set <Smart Wall> to <preset>

[[] Set <Smart Wall> <monitor> to show <cameras>

[[] Set <Smart Wall> <monitor> to show text '<message>’

[[] Remove <cameras: from <Smart Wall> monitor <monitor:

[[] Set live frame rate on <devices>

[] Set recording frame rate on <devices>

[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>
[ Start patrolling on <device> using <profile> with PTZ <priority>

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analytics Events)
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Help | | Cancel || <Back [ Pet> Finish




On the Step 3 “Actions”, check the box “Create bookmark on <devices> and press
“Next”

Manage Rule — O X
Name: | ALARM 2201 ]
N
Description: l &Y ]
Active: ™
Step 3: Actions
Select actions to perform
[[] Pause patrolling on <devices> ~

[[] Move <device> to <preset> position with PTZ <priority>

[[] Move to default preset on <devices> with PTZ <priority>

[[] Set device output to <state>

Create bookmark on <devices>

[] Play audio <message> on <devices> with <priority>

[] Send notification to <profile>

[[] Make new <log entry>

[] Start plug-in on <devices>

[] Stop plug-in on <devices> v

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analytics Events)

from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.115) - Camera 1
Create bookmark Bookmark on devices

Help | | Camcdl  |[  <Beck |[ Net> || Finsh |

Then press “Boomark” on the “"Create bookmark” line to modify the bookmark text

Bookmark Details X
Headline E}
Descniption
Pre-bookmark time (seconds) 1084
Post-bookmark time (seconds) | 3018}

on (click links to insert variables in bookmark text)

OK Cancel



A pop up window opens. Press “Device name” then “Event Name” then “Trigger Time”
then “Rule Name"” then “Recorder Name” and leave the Pre-bookmark time set at 10s
and Post-bookmark time set at 30s by default then click on "OK"

Bookmark Details X

Headline
$DeviceName$$EventName$$ TriggerTime $$RuleName $$RecorderNames| ‘
Description h

Pre-bookmark time (seconds) |

Post-bookmark time (seconds) |

Add system information (click links to insert variables in bookmark text)
Device name

Event name

Triggering time

Rule name

Recording server name

Then press “devices” to select a source

Manage Rule ) - a X

Name: | ALARM 2201
Description: l
Active: ™

Step 3: Actions
Select actions to perform
[[] Pause patrolling on <devices>
[[] Move <device> to <preset> position with PTZ <priority>
[[] Move to default preset on <devices> with PTZ <priority>
[[] Set device output to <state>
Create bookmark on <devices>
[[] Play audio <message: on <devices> with <priority>
[[] Send notification to <profile>
[[] Make new <log entry>
[] Start plug-in on <devices>
[] Stop plug-in on <devices>

Edit the rule description (click an underlined item)
Perform an action on 2201 (Analytics Events
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1
Create bookmark $DeviceName$$EventName$$TriggerTime$$RuleName$SRecorderName$ off devices

Help | cancel | <Back [ Nexts | Finish



Then select “"Use devices from metadata” and validate "OK”

Select Triggering Devices X

(® Use devices from metadata
(O Select devices

Then press “Finish”.

Manage Rule - [m]
Name: l ALARM 2201
Description: FR?
Active:
Step 3: Actions
Select actions to perform

[[] Pause patrolling on <devices>

[[] Move <device> to <preset> position with PTZ <priority>
[[] Move to default preset on <devices> with PTZ <priority>
[] Set device output to <state>

[] Play audio <message> on <devices> with <priority>
[[] Send notification to <profile>

[[] Make new <log entry>

[] Start plug-in on <devices>

[] Stop plug-in on <devices>

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analytics Events;
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Create bookmark $DeviceName$SEventName$S$TriggerTime$$RuleName$$RecorderNames$ on the devices from metac

b [ o | e || meo ||

Finish

Your rule will then appear in the rules list.
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[1] Settings

[1] Authentification

You can access XXII CORE - Smart City via the following url :

1 smartcity.xxii-core.io:32080

XXIICORE

You can enter your username and password provided during installation (if you don't
have this information, please send an email to support@xxiLfr).

Once the authentication is completed, you will be directed to the home page.



[2] Home Page

On this page, you will find the following items:

e License management

e GPU monitoring

e Create folder

e Add camera

« Context menu (top right)

XXIICORE

Licence ransgement

[a] License management

XXl CORE - Smart City works with a floating license system. A license refers to a video
stream coming from a camera. On this image we can see that the user has bought 10
licenses and that 7 licenses are still available ; the user has therefore 3 licenses in use.
If you deactivate a camera, your number of available licenses increases accordingly.
Similarly, if you activate a camera, the number of available licenses will decrease.
Below the “License Management” text you will find the licence’s expiration date. All
your licenses expire on the same date.

Licence

management

(Contact XXII's sales department before your licenses expire).



[b] GPU Monitoring

On each camera, you can add skills. Moreover, each new active stream coming from a
camera uses part of the available GPU resources; the GPU usage capacity gauge will
therefore increase or decrease depending on the activation or deactivation of the
cameras.

During the pre-sales phase, an Expert XXIl will estimate the hardware requirements of
the dedicated server according to your needs. Each server will therefore have a unique
GPU usage score.

For example, if your server has a score of 1000 and each stream consumes 100 GPU
usage points, you will be able to activate a maximum of 10 streams on 10 different
cameras.

The GPU usage capacity gauge will fill up by 10% every time a new stream with at
least one skill is activated.

(1] 4% GPU

0 GPU usage is dependent on the number of active streams, not skills. Activating multiple skills on the same stream will not increase GPU
usage.

[c] Create Folder

You can create folders associated to your cameras. When you press the following
button a folder is created and placed at the bottom of your folder list. A new folder is
named "New Folder". In case a folder has already the name “New Folder”, the system
generates new folders by adding consecutive digits. As an example, clicking on the
button twice will generate two new folders named "New Folder" and "New Folder 1".

Create
folder

2




[d] Erase folder

If you want to delete a folder, press the button to the right of the folder name:

55 UserGuide1

Then press “"Delete Folder":

] Delete folder

! Be careful, you cannot delete a folder that contains one or more cameras regardless
of whether they are active or inactive. You must therefore move from or delete all the
cameras of a folder to be able to delete it #

[e] Rename a folder

If you want to rename a folder, press the button to the right of the folder name:

Then press “Rename folder":

[4 Rename folder

£ Warning, you can put several times the same name for a folder. Any character is
allowed in the folder’'s name.



[f] Cameras indication in folders

To the right of the name of each folders, before the context menu, you can see two
numbers .

[] userGuide1

These two numbers indicate :

¢ The number of cameras in the folder
e The number of cameras for which the switch is on "activated".

[g] Add a camera

You can add streams (camera) by pressing the following button. You can add as many
cameras as you want whatever the number of licenses you have purchased. Licenses
are only consumed if your skills are enabled.

<+ Add camera

[h] Context menu
Through this menu you can:

» View your account settings
o Log out of Smart City software

Settings

& Account

[> Logout




[3]1 XXII CORE - Smart City Settings

For your account'’s informations, click in the menu at the top right, then click on
"Account”.

& Account

E> Log out

[a] Tabs

At the top of the page you will find the tabs:

o Languages

e VMS Settings
e Dashboard

o Maintenance
e Help

[b] Languages

XXl CORE - Smart City is available in English and French.

Language

English




[c] VMS Settings

In the "VMS parameters" section you have to choose the VMS you will be using.
Depending on the chosen VMS, the information to be entered will be different.

VMS Settings Dash Maintenance | Ig Support

ALERT FEEDBACK (VMS)

Milestone

:9090/WebSdk

[1] Milestone
e Server host URL

o Enter the IP address of the machine where the VMS is located
o Enter the WebSDK port; default : 9090

[d] Dashboard

Coming soon.

[e] Maintenance

e Restricted to SuperAdmin

e |l est seulement possible de modifier le statut des composants dans le dossier
“default”. Dans les autres dossiers, vous pouvez seulement visualiser I'état et
non relancer les composants. The words circled in red, correspond to folders
inside the XXII machine. You can only modify the status of components in the
"default” folder. In the other folders, you can only view the status and not
restart the components.

To restart a component, press the button located on the right of its name:



« This page allows you to check the System components status through three
statuses :
o Running : the component is functional, nothing to report
o Pending : the component is starting, wait a few minutes
o Error:the component is in error, press on the picto to restart it

The “Refresh” button allows you to update the components name

Maintenance

> Refresh

cert-manager >

default v

e docker-registry-58c69B3dcs-rghxt

¢ platforn-conposer-vi-Tbc4689fdf-labks
» platforn-conpeser-va-watcher-59bSFFsafe-gnlsm

¢ platforn-mediamanager-8

« platforn-mediamanager-1

[f] Help
e Restricted to SuperAdmin
e Help Page with XXIl support information
o Mail : support@xxii.fr
o Phone: +33(0)1 84 20 48 22

XXIICORE




[4] Add a camera

If you want to add a camera, press the "Add Camera" button on the home page; the

"camera import" page then opens.

Add a camera - >rma Camera group 0

1 cameraimport

[a] Simple import

On this page you can:

Name your camera (required)
Enter the number of frames per second of your camera - restricted to
SuperAdmin (not mandatory)
o The default value is 12, if nothing is filled in
o Value corresponding to the number of images per second processed by
XXII Core for this camera
Enter the detection threshold - restricted to SuperAdmin (not mandatory)
o The default value is 0,4, if nothing is filled in
o Value corresponding to the objects detection limit
= The closer the threshold is to 0.1, then more objects are detected,
but with an increased risk of false detections
= The closer the threshold is to 0.9, then it allows a higher quality of
the detections, but with an increased risk of missed detections
Enter the URL of your camera's RTSP feed (required)



Once all required fields are filled, click on the "add camera" button at the bottom of
this window. The camera is then displayed on the right side of the screen.

[b] Multiple Imports

If you want to add another camera, you have to repeat the steps described above in
the “Simple import” section. You can add as many cameras as you want. The number
of cameras can be found in the tooltip on the right of the "Camera group" title.

! Be careful, cameras can be added to one folder only at a time. The name of the
cameras folder is shown in the top right corner of the image. All available folders are
displayed if you click on it. #

Once your choice has been made press the "Confirm import" button to add all

cameras to the folder. You will be able to move the cameras to another folder via the
home page.

[c] Moving a camera

To move a camera from one folder to another, press the button to the right of the
camera name:

Cameéra 01

Then press “Move Camera to ...":

—>» Move camera to..

And choose the destination folder. You can do this as many times as necessary.

[d] Delete a camera



To delete a camera, press the button to the right of the camera name:

Camera 01

Then press “Remove Camera”:

U] Delete camera

! You can delete a camera while skills are configured inside. If this happens, the skills
will be automatically disabled, then deleted.

[5] Skill configuration

To set up a skill, open a folder containing at least one camera and click on that
camera. A static image grabbed from the camera’s stream at the moment the camera’s
menu was first opened will be displayed. You may refresh this image by clicking on
the icon in the upper right hand corner.

Clicking on the "+ Add Camera" button on the right side of your screen displays the
configuration panel of a skill.

+ Add configuration




Skill configuration

Skill configuration

01 Wrong Way * 02 New configuration  Sdiien

Configuration

Skill

Type / Category

Zone

Temporality

Genetec ID

Summary of the fields to be filled in :

« Give a name to your skill

Configuration name

Note: if you do not fill in any text in this field before selecting a skill, the skill
name automatically fills in this field.

e Choose a skill type (Detection and Counting are the choices available)
! The choice of the skill type is mandatory

O




Configuration Skill selection

Configuration name

Configuration Skill selection

Detection
Configuration name

Skill

Type / Category
Forbidden zone t«
Zone

Temporality

Genetec ID

\A/r o ‘A7 A7
Wrong way




Skill selection

o Define a type / category

Type / Category

Configuration Object type selection

Configuration name

Skill

Type / Category
Zone
Temporality

Genetec ID Motorbike

Bicycle




o Define an area in the image for this skill (mandatory section)

Configuration Zone definition

Configuration name

Skill

Type / Category

Zone
Temporality

Genetec ID

e Define a timeframe for this skill (optional)

. Configuration Event temporality

Detection alert Recurrence

Configuration name

Trigger an alert after O seconds

Skill
Notification
Type / Category
) Each detection (alert)
Zone

o Enter a VMS ID for this skill (mandatory field if you are using a Detection skill)

Configuration

Configuration name

Skill

Type / Category

Zone




[a] List of skills

XXII CORE - Smart City gathers a set of skills classified in two types: Detection and
Counting. You will find a description and a functional diagram of all the skills available
in the platform below:

Detection :

e Red light running :

o This skill makes it possible to identify the color of the traffic lights and

the respect of stops according to the types of vehicles.
e lllegal dumping :

o This skill makes it possible to detect static vehicles dropping trash in an
area.

e Train track crossing :

o This skill makes it possible to identify unauthorized persons on the
railroad in real time.

o Attendance limit gauge :

o This skill makes it possible to detect when a gauge (threshold) is

exceeded in a public place.
e Loitering:

o This skill makes it possible to identify in real time if a person is in an area

for more than a user-defined amount of time.
e Clustering :

o This skill makes it possible to evaluate the number of humans present in

an area. An alert is triggered when the set threshold is exceeded.
e Wrong Way :

o This skill makes it possible to identify in real time the different types of
vehicles circulating on the roadway and to ensure that the direction of
traffic is respected.

 lllegal Parking

o This skill makes it possible to identify in real time the different types of

vehicles not authorized to circulate in certain zones.
e Forbidden zone to pedestrians

o This skill is used to identify in real time if one or more unauthorized

persons enter a forbidden zone.
e Forbidden zone to vehicles

o This skill makes it possible to identify in real time the different types of

vehicles not authorized to circulate in certain zones.




Counting :

e Vehicle counting :
o This skill makes it possible to measure in real time the frequentation on
your roads according to the periods.
e Pedestrian counting :
o This skill makes it possible to know in real time the frequentation of your
urban space.

[b] Detection skills

Once you have entered the name of the skill, you can proceed to the choice of the
skill. Select the "Detection” skill type (the "Counting" skill types are explained in a
section below).

Configuration Skill selection

Detection

Forbidden zone to pedestria

ce limit ga
Skill
Clustering

Type / Category

Forbidden zone to pedestrians
Zone

vl rd rl s s v e s inlae
Forpbiadden zone to venicles

Temporality

Genetec ID Il dumping




i. Example: Polygon detection (geometric shape)

As an example, select the Forbidden zone to pedestrians skill ( Skill > Detection >
Pedestrian Zone Management).

Forbidden zone to pedestrians O

Then select the class(es) you want to detect. By default as it is a forbidden area for
humans, the human box is already selected.

‘»} Configuration Object type selection

Forbidden zone to pedestria

Skill

Type / Category

Zone

Temporality

Genetec ID

Step 1: Draw the area

Select a type of zone, a polygon (geometric shape) in the present case and press the
"Define zone" button. Once selected, a skill option will appear, named "detection
method". This option is only available for the "polygon" zone type.



Zone definition

z] Polygon

Object detection method in a zone

e There are three positions, each with specific features:
o Auto: Best setting in most situations.
o Intersection : Detection when 60% of the object (human or vehicle) is in
the detection zone.
o Bottom of object: Detection once the bottom, central, point of the box
object is in the detection zone.

Then, press the button "Define zone" : The image will darken, the zone configuration
mode is activated. Draw the area in the image.




To draw, press a part of the image, your first point is validated. Continue to see your
full detection area. There is no contour limit on the area you can configure.

To undo your last point, press the "Undo" button.

Annuler le dernier point




To remove the entire polygon, press the "trash can" button and restart your detection

zone drawing from the beginning.

Once your zone is finished, press the "Validate" button.

Note: If you do not close your zone, the software will do it automatically.

The image recovers its initial color and the zone is validated. The step validation icon
is also checked.

You can also draw another area (polygon) in the image, for this press the button :




Carry out the same steps seen before, to validate the second zone press the button
above.

Note: It is possible to draw an infinite number of zones in the image, but this may
cause problems in the analysis. We recommend not to exceed three zones in an
image.

Step 2: Define the temporality

Click on the "Time" section.

Configuration Event temporality

Detection alert Recurrence

Configuration name
Trigger an alert after 0 seconds

Skill
Notification

Type / Category

) Each detection (alert)
Zone

Temporality

Genetec ID @ /

Here you will find three distinct sections:

e Detection alert
e Recurrence
e Notification



Detection alert:

« This option can be used to trigger an alert after a specified number of seconds.
e For example, to detect that a person remains at least 30 seconds in an area.

Recurrence :

« This option can be used to configure the operation of the skill only on certain
days and/or at certain times of the week.
o For example, to run a skill from Monday to Friday from 6 p.m.to 11 p.m.

Notification :

» This option can be used to configure the maximum number of alerts that are
received per period of time.

o For example, if you want to have an alert at most every 10 seconds you can set
this option to 10.

Notes: All options can work separately, but also all together. None of these options
are required to proceed to the next section. By default the skill will start at the time it
is recorded and will only stop if manually deactivated.

Step 3: VMS ID

Finally, press the "Milestone ID" button. The related section will change depending on
the VMS used. Fill in the related field with the Analytics Event ID (Milestone) that you
have created in the VMS.

Note: This field is numeric.

Configuration Event ID

Configuration name

Skill

Type / Category

Zone

Temporality

Genetec ID




To confirm the skill configuration, click the "Save" button.

Save

Step 4: Launch

A window appears with two options:

o Yes, activate my skill immediately - "Yes, activate".
o The skill is immediately launched

e No, activate my skill later - "Later".
o Skill is registered, but disabled

Enable configuration?

You save a configuration.

Do you want to enable it?

Enable it later

Regardless of the choice, an alert is displayed at the bottom right of the screen to
confirm that the skill configuration was correctly registered.

@A . .
€@ The configuration has been saved



The status of the skill, which is to the right of the name, then becomes active or
inactive depending on the choice made in the previous step.

[~ Park Street

{»} Wrong Way

i:_:L Forbidden zone to vehicles

Loitering

Active status: the switch is on the right and green.

Status inactive: the switch is on the left and white.

Programmed status: the switch on the right is green and a clock pictogram is on the
left.

{@ | Loitering




This means that you have configured the skill with a time frame, and therefore the skill
is not currently active. It will be active at the time and date you set in the timer
options.

Notes: The switch is activated even if the pictogram indicates that the skill has a timer.

ii. Example: Line detection

For the example, select the “wrong way" skill.

Configuration Skill selection

Detection
Wrong way

Skill

Type / Category

Zone

Temporality

Genetec ID

Wrong way




Then select the types of objects you want to detect. All vehicles are here selected by
default.

Object type selection

Motorbike

You can deselect the objects you do not want to detect. Note that at least one type of
object must be selected to proceed to the next step.

Step 1: Draw the area

Select a zone type, a line in the present example, and click the "Define area” button:

Configuration Zone definition

Wrong Way / Line

Skill

Type / Category

Zone

Temporality

Genetec ID



The image will darken; the zone configuration mode is activated. Draw the area in the
image.

To draw, click on a point in the image, your first point is displayed, then click on
another point in the image, the line between the two points is automatically drawn.




For this type of detection, you must draw a single line between two points.

Draw the arrow that indicates the direction of detection.

To remove your last point, press the "Undo" button.

To delete the entire line, press the "trash can" button and start the zero detection line

again.

Once the zone is finished, press the "Confirm" button.

Note: If you do not draw the line and arrow all the way to the end a "warning" icon
appears to the right of the word "area".




Configuration

Wrong Way

Skill

Type / Category

Zone

Temporality

Genetec ID

If the arrow and the line are correctly drawn the image reverts to its original color. The
step validation icon is also validated.

Configuration

Wrong Way

Skill

Type / Category

Zone

Temporality

Genetec ID

Steps 2, 3 and 4 are identical to those described earlier in the sections above :

o Step 2: Define the temporality
e Step3:VMSID
e Step 4: Launch



iii. Example: Full image detection

For the example, select the “Loitering” skill:

Configuration Skill selection

Detection

Loitering|

Skill

Type / Category

Zone

Temporality

Genetec ID

Then select the object or objects you want to detect, for this skill, “Human” is selected
by default.

A minimum of one object must be selected to proceed to the next step.

| Configuration Object type selection

Loitering ﬂ‘ Human

Skill
Type / Category

Zone

Temporality

Genetec ID




Step 1: Draw the area

Select an area type, "Full screen” in the present case. There is no need to press the
"Define zone" button when this zone is selected. Blue corners are automatically added
at the four corners of the image and the pictogram to the right of "Zone" will change
to validated status.

Configuration Zone definition

Loitering @ Full frame

Skill

Type / Category

Zone

Temporality

Genetec ID

Proceed directly to the next step.
Steps 2, 3 and 4 are identical to those described earlier in the sections above :

o Step 2: Define the temporality
e Step3:VMSID
e Step 4: Launch



iv. Example: Non-conventional detection (Red light running):

Select the “Red light running” skill.

Configuration Skill selection

Detection
Red light running

skil

Type / Category

Zone

Temporality

Genetec ID

Red light running

Then select the types of objects you want to detect. For this skill all vehicle types are
selected by default.

Configuration Object type selection

Forbidden zone to vehicles

Skill

Type / Category
Zone
Temporality

Genetec ID Motorbike

Bicycle

You can deselect the objects you do not want to detect. Note that at least one type of
object must be selected to proceed to the next step.



Configuration Object type selection

Forbidden zone to vehicles

Skill

Type / Category
Zone
Temporality

Genetec ID &% Motorbike

Step 1: Draw the area

You don't have the choice of the type of zone to draw, select "Start line + red light"
and press the "Define zone" button :

Configuration Zone definition

Red light running / Starting line + red light

skill

Type / Category

Zone

Temporality

Genetec ID




The image will darken; the zone configuration mode is activated. Draw the area in the
image.

‘ 1/2 - First draw a line and give it a direction.

To draw, click on a point in the image, this will draw your first point. Then click on
another point in the image, the line between the two points is automatically drawn.
For this type of detection, you must draw a single line between two points.




Then draw the arrow indicating the direction of detection.

2/2 - To draw the box, place the first point on the
top left of the red light then a second one on the
bottom right.

Note: If one of the action buttons is in front of the traffic light, move it by pressing the
button below.

Then define the contours of the red light of the traffic light by placing the first point at
the top left and the second at the bottom right. The area will be drawn automatically.




Move your mouse over the "?" pictogram to see an image sample.

To remove your last point, press the "Undo" button.

To remove the entire line, press the "trash can" button and restart the detection line
and the area around the red zero light.

Once the zone is finished, press the "Confirm" button.

Note: If you do not draw the line, arrow and area around the red light all the way to the
end, a "warning" icon will appear to the right of the word "area".




If the arrow and the line are correctly drawn, the image reverts to its original color. The
step validation icon is also validated.

Steps 2, 3 and 4 are identical to those described earlier in the sections above :

o Step 2: Define the temporality
e Step3:VMSID
e Step 4: Launch

v. Example: Non-conventional detection (Clustering)

Select the “Clustering” skill.

Configuration Skill selection

Detection
Clustering

Skill
Clustering

Type / Category

Zone

Temporality

Genetec ID




Then select the object you want to detect, for this skill the human class is already
selected and is the only one that can be selected.

Then enter a threshold between 1 and 6 person(s), if this threshold is exceeded then
an alert is triggered.

At least one object and one threshold must be selected/entered to proceed to the
next step.

{-] Configuration Object type selection

Grouping

Skill

Type / Category

Zone

Temporality

Genetec ID

Alert threshold - Fromlto 6

Steps 1, 2, 3 and 4 are identical to those described earlier in the sections above :

e Step 1: Draw the area

o Step 2: Define the temporality
e Step3:VMSID

e Step 4: Launch



vi. Example: Non-conventional detection (attendance limit gauge)

Select the “attendance limit gauge”.

Configuration Skill selection

Detection
Attendance limit gauge

Attendance limit gauge

Skill

Type / Category

Zone

Temporality

Genetec ID

Then select the object you want to detect. For this skill all objects are selected by
default.

By default, the alert threshold is 10, it is possible to change it by the desired value, if
this threshold is exceeded then an alert is triggered.

At least one object and one threshold must be selected/entered to proceed to the
next step.

Configuration Object type selection

Capacity f Human

Skill o

Type / Category
Zone
Temporality

Motorbike
Genetec ID

Bicycle




Step 1: Draw the area

You don't have the choice of the type of zone to draw. Select "Between two lines" and
press the "Define zone" button:

Configuration Zone definition

Capacity / Between two lines

Skill

Type / Category

Zone

Temporality

Genetec ID

The image will darken; the zone configuration mode is activated. Draw the area in the
image.

| 1/2 - First draw the enter line and give it a direction.




To draw, click on a point in the image, this will draw your first point. Then click on
another point in the image, the line between the two points is automatically drawn.
For this type of detection, you must draw a single line between two points.

The first line corresponds to the input line, therefore to the objects that will make +1
on the threshold entered previously.

Then, indicate the direction of the vehicles/humans. To do this, click on one side or the
other of the previously drawn line. An arrow will appear indicating the desired
direction.

2/2 - Now draw the exit line and give it a direction.




Note: If one of the action buttons is masking the line, move it by pressing the button
below.

Then draw the second line repeating the same steps as the first.

The second line corresponds to the output line, therefore to the objects that will make
-1 on the threshold entered previously.




To remove your last point, press the "Undo" button.

To remove the entire line, press the "trash can" button and restart the detection line.

Once the zone is finished, press the "Confirm" button.

Note: If you do not draw the line and arrow all the way to the end, a "warning" icon will
appear to the right of the word "area".

If the arrow and the line are correctly drawn, the image reverts to its original color. The
step validation icon is also validated.




Steps 2, 3 and 4 are identical to those described earlier in the sections above :

o Step 2: Define the temporality
e Step3:VMSID
e Step 4: Launch

vii. Example: Non-conventional detection (Train track crossing)

Select the “Train track crossing” skill :

Configuration Skill selection

Detection
Train track crossing

Skill

Type / Category
Zone
Temporality

Genetec ID

1t running

Train track crossing

Then select the object you want to detect. For this skill the human class is selected by
default.



| Configuration Object type selection

Train track crossing 'ﬂ‘ Human

Skill

Type / Category

Zone

Temporality

Genetec ID

Options

ude train(s)

The “exclude train” option will ignore detection of humans in a train. No false alarm
will be sent if people are visible in a train.

Options

Exclude train(s)

Steps 1, 2, 3 and 4 are identical to those described earlier in the sections above :

e Step 1: Draw the area

o Step 2: Define the temporality
e Step3:VMSID

e Step 4: Launch



[c] Counting skills

Select the vehicle counting (traffic analysis) or pedestrian counting (pedestrian flow
management) skill.

. Configuration Skill selection

Train track crossing

Skill

Type / Category

Vehicle count
Zone

Then select the object you want to count. For this skill all vehicles are selected by
default.

Configuration Object type selection

Vehicle count

Skill
Type / Category
Zone

Temporality

Motorbike

Bicycle




Steps 2, 3 and 4 are identical to those described earlier in the sections above :

o Step 2: Define the temporality
e Step3:VMSID
e Step 4: Launch

The following steps for counting skills are similar in every way to those for line
detection. In fact, the counting skills have only one type of zone, the line.

For the counting you do not need to enter a VMS ID. Counting skills do not send

alerts in the VMS but in the dashboard. You will find more explanations in the
"Dashboard" section.

[d] Delete a skill

To delete a skill press the trash can icon in the skill list at the top of the screen.

Skill configuration

01 Vehicle count

Press the "delete" button.

Delete an item

Do you really want to delete the configuration

Vehicle count?

Cancel




A validation message appears at the bottom right of the screen.

o The configuration has been deleted

The behavior is identical for any XXII CORE - Smart City skill.

[1l] Support

For any further questions, please contact XXIl CORE - Smart City support at the
following address:

e support@xxii.fr
e 0184 2048 22 (Monday to Friday from 9AM/12AM - 2PM/6PM GMT+1)




