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How to setup XProtect

1. Select the language.

& Milestone XPratect Vi3

Choose language

Contrue || Ganeal

2. Read the agreement and select [Continue].

@ Milestone XProtect VMS

Accept the Milestone license agreement

Milestone End-user License Agreement

TE: if you are 3 Milestone Dealer, systems integrator or are otherwise instaliing this
ct on behadt of a third party, you shall ensure that you have their acceptance of his End-
ser License Apreement and their consent 10 prowde enc-user personal data for registration
Milestone Systems of such voluntary option is applied

s End-user License Agreement ("EULA") is 3 legally binding agreement detween you
efher an IndrA0udl Of 3 single legal entity) and Milestone Systems A'S ("Milestone”) for the
stone product of ulility, which may Include 3ssocated software and hardware
mponents, medcka, printed matenals, onling of ¢lecronic documentation and any updates
corrections ("Product’). if you have purchased the Product 3s pan of 3 computer or server
system dolivered Dy Meestone all hardware and software components of such system shall
the purposes of this EULA be considered being parts of the Product except however for

4 1 accept the terms n the icense agreement

prewous || Gontrwe | Gancel




@ Milestone XProtect VMS

Privacy settings

@) Share usage data and help us improve our services,

Shared usage data will be collected for XProtect Mobile Server, XProtect Mobde client, and
XProtect Web Chent.

Please note that Milestone uses technology by third-party providers which have been
instructed to store any personal data within the EU. However, we inform you that the EU
Court of Justice has in general found (Scheems 11) that, from an EU perspective, there are not
appropriate safeguards in place in the US, because US owned companies (such as Google)
may possibly be requred to give data access to the United States Intelligence Community
without any judicial review.

Q &QM)(MWMMMWSGW.MWOM“MW&
ent).

Read the detaied lst of the collected usage data:

3. Select the path that the program is installed in and [Continue].

& Milestone XProtect VIS

Select license file

Use the XProtect icense file that you have purchased and recersed from your reseller.
Alternatively, dewnload a free XProfect Essential+ license file.
You can change the license file sfter installation.

Enter of Browse to the lecation of the license file:
I | [ prowse |

Visit the Milestone reselier page 1o find a reseller.

Previous || Comtrue | Camesl




4. Select the installation type.

@ xProtect Professional + X

Select an installation type

f Suitable for small systems where the entire system is managed
‘[ Single computer ‘ from one computer

Installs all system components and clients on this computer. After
installation, the system Is preconfigured and ready for use Additiol
configuration may be needed.

Suitable for large or complex systems, or if the distnbution of systel
Custom components across several computers is needed.

Installs system components and clients of your choice on this
computer. After instaliation, the system needs to be configured.

& xProtect Professional + *

Components to be installed

XProtect Management Server (64-bK) -~

[] XPratact Recording Server (64-bit) Ry Puffpaaant B
A XProtect Management Chent 2023 R1 (&

[ ¥Protect Smart Chent 2023 R1 (64-bRt) Stores the configuration of your

[ XProtect Event Server (64-bit) :’amﬁ:;:i::uw

[ XProtect Log Server (G4-bit) :

[] XProtect Mobie Server (64-bi) mm user perrressions and
[ xProtect Managemsnt Server Falover (&

WProtect AP Gateway (64-bit) v

| prewoss [ gortnue || Gnce




5. You can find that it is installing as below.

& xPratect Professional+

Checking and preparing your computer for installation...

Unpacking. ..

# ¥Pratect Professional+

Installing XProtect Professional+

Imtaha Mietone XProtect Management Server (&4-bit)...

Overal progress
I

6 The installation is completed.



.’ XProtect Professional +

The installation is complete

These components have baen successhully instaad. Chck Continue to add hardware and users,
of click Close to make the configurations in the Management Clenl.

WProtect Management Server (64-bit)
KProtect APl Gateway (54-bit)
WProtect Event Server (64-bit)
XProtect Log Server (64-bit)

¥Protect Management Client 2023 R1 (64-bit)
XProtect Smart Client 2023 R1 (64-bit)

Share these addresses with your users for onling access to the system.
Web Client address:

hittp:/f desktop-tkbeds2 8081/

Mobile Client address:

hittp:/fdesktop-tkbeds2/




UBio-Sync UNIS integration

1.  MIP Plug-ins

1.1. Install UBio-Sync UNIS Admin Plugin

@ Execute "UBio-Sync UNIS Admin Plugin.msi”.

@ Select [Next].

& UBio-Sync UNIS Admin Plugin — ¥

Welcome to the UBio-Sync UNIS Admin Plugin LA
Setup Wizard

The installer will guide you through the steps required to install UBio-Sync UMNIS Admin Plugin on
your computer,

YWARMIMG: This computer program iz pratected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, ar any partion of it, may result in severe civil
or criminal penaltiez, and will be prosecuted to the maximum extent possible under the law.

< Back Cancel




® Check the installation path in green box. It should be saved in MIPPlugins folder where
"VideoOS.Administration.exe” is installed on the path where Milestone is installed. Otherwise, when

it is saved in other paths, the program would not operate properly.

17 UBio-Sync UNIS Admin Plugin — ¥

Select Installation Folder LA

The installer will ingtall UBio-Sync UMIS Admin Plugin to the following folder.

Toinstall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse",

Folder:
|C:WPrngram FilesWMilestone®=Protect Managernent Clie Browse. .

Dizk Cost...

Install LBio-Sync UNIS Admin Plugin for yourself, or for anyone who uses this computer:

(®) Evemone
(O Just me

< Back Cancel

@ Select [Next].
& UBio-Sync UNIS Admin Plugin - *

Confirm Installation LA

The installer iz ready to install UBio-Spnc UMIS Admin Plugin on your computer.

Click "Mext" ta start the installation.

< Back Cancel




® You can see the window below that it is installing.

1 UBio-Sync UNIS Admin Plugin — X

Installing UBio-Sync UNIS Admin Plugin LA

UBio-Sync LUMIS Admin Plugin iz being installed,

Please wait...

® The installation is completed

9
Installation Complete LA

UBia-Sync UNIS Admin Plugin haz: been successfully installed.

Click "Cloze" ta exit.

Pleasze use Windows Update to check for any critical updates ta the MET Framewark.

< Back Cancel




1.2 How to use XProtect Management Client

@ Double click on "XProtect Management Client” icon to execute.

@ Click "UNIS Management Interface” from MIP Plug-ins in left Tree view.

@ Wiletons sorotect Wenscament Cliset 2073 5 - 8 x
Fie Ve Acton Mt Task Feln

| Conneet USRS Temiral Information

L=l
20 Wi
2118 Nlermse Connect Sordcas

TS —
Authentication Server
Host e
Port E

Login

Sign i 12 your account Database Server

Hoat &=
Master Logon
o Port am
[ (
Pacsward ( ODEC Name (UG
D Unausar

[Connection]: UNIS connection information
[Users]: User management

[Terminal]: Terminal management

[Information]: Log information



1. Connection

Authentication Server

Host (1z7001 |
Port ["gam1 )
Login
Sign in to your account Database Server

Host (122001 )
Master Logon . \
Port [ 9872 )

ID [ )
Password ( ) ODBC Name |: UNIZ )
1D | unisuser \

[Master]: Select if you log in with UNIS master administrator.

[User ID]: Login ID

[User Password]: Login Password

[Connect]: Try for connection

[Authentication Server]: Authentication server connection information

[Database Server]: Database server connection information

Login

Sign in to your account

o Master Logon

ID | 0ooo |

Password | | J

The first password for Master administrator is 1.



2. Users

e Delute Gaar

c |o Name employee 1D Lacation sranch Oepartment Tl athorty Access Group
0001 userl 0001 . Not Assigned  ***: Not Assigned  ***: Not Assigned  **** : Not Assigned Not Assigned Not Assigned
0002 user2 0002 “++: Not Assigned  ***:Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  **** : Not Assigned
0003 test 0003 e+ Not Assigned  ***:Not Assigned  ****:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned
0004 asdsa 0004 *+++: Not Assigned  ***:Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned
0006 asdsadsa 0006 #+++: Not Assigned  ****: Not Assigned  ****: Not Assigned  ***:Not Assigned  ****: Not Assigned  **** : Not Assigned
0010 not 0010 *+++: Not Assigned  *** : Not Assigned : Not Assigned :Not Assigned  ****: Not Assigned  ****: Not Assigned
0011 asdasdsadsa “+++:Not Assigned  ***:Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned
0012 QRTEST 0012 s+ Not Assigned  ***:Not Assigned  ***+:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned
0013 test13 0013 44 : Not Assigned  ****: Not Assigned  ****: Not Assigned  ***:Not Assigned  ****: Not Assigned  **** : Not Assigned
0017 dsa o7 “4++: Not Assigned  *** : Not Assigned Not Assigned  ***:Not Assigned  **** : Not Assigned  Not Assigned
0018 dfgg #**: Not Assigned  ****:Not Assigned  ****:Not Assigned  ****: Not Assigned * 2 Not Assigned Not Assigned
0019 s 0019 “4++:Not Assigned  ***:Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned
0020 das 0020 #+++: Not Assigned  **** : Not Assigned Not Assigned :Not Assigned  ****: Not Assigned  **** : Not Assigned
0021 FaceTest 0021 “4++: Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned  **** : Not Assigned
0022 aq 0022 *4++:Not Assigned  ***:Not Assigned  ***:Not Assigned  ****:Not Assigned  ****: Not Assigned  ****: Not Assigned

[Add New User] : Select if you want to add the new user

[——————————

Telephone
Eraacess [ ]

Branch **¥* : Not Assigned
Address

Department **E* 1 ot Assigned

owe [
Title **¥* 1 Not Assigned

Reg. Date 2023/10/06 14:49:29
Authority =% Not Assigned

Location FEEE : Not Assigned ©
Access Group  **** : ot Assigned

e
Pay Rate : Not Assigned

Meal Code : Not Assigned

Authentication Type
Combination OR

[ ] Fingerprint ) FP-Card " Ppassword 2 card O Face ) MobileCard O Tis

| I T [
Read from Terminal

[Delete Selected User] : Check Delete selected user



3. Terminal

D Mame
00000... 1

Emplo...
ooooa...

Title Result

*EEE o

Branch

TEEE

Depar...

*EEE o

*+%2 ; Not Assigned

.

.

0001 terminall
0002 test
0003 test3
0004 testd
0005 tests
0011 1234
4444 ORTEST

Add Terminal

D
Name
IP Address

Version

Type

Delete Terminal

1

terminall

192.168.21.163

UBio-X Face Pro 0.0.0-61.01-00049//NFCOK-V1.3N/

Normal




[Add Terminal] : Select if you want to add the terminal.

Basic Information
D oooz

Name |Face A 0 MEAL

Function

Branch *=EE 1 Not Assigned Anti Pass Back

Instal Type Fixed
Enter Zone *#E% 1 Mot Assigned -

Location |

Exit Zone FEEE : Mot Assigned -

Reg. Date |2D23j’07}’05 15:49:14

0 Soft Passhack
Door Control Allow all Functions

Type Norrral Other

2 Time Zone (UTC+09:00) 245t 422 =2
2023-10-06 20:50:24

DVR Configuration

DVRID Mot Defned -~ DVRIP CH1 Mot Defined =~ CH2 Mot Defined ~

Unassigned Admin Assigned Admin
Admin... Admin...

[Delete Selected Terminal] : Delete the selected terminals.

Name Branch  Function Location  Result
1 wEEE ... Fixed




4. Infomation

Information
Tie Message
Infomation Main UDB Version : Standard v4.5.0.2
Infomation UDB_Server connection!
Infomation UNIS_Server connection!

This window shows the status logs.



2. Access Control

2.1 Install UBio-Sync UNIS Control Plugin

@ Execute "UBio-Sync UNIS Control Plugin.msi”.

@ Select [Next]

& UBio-Sync UNIS Control Plugin — ¥

Welcome to the UBio-Sync UNIS Control Plugin LA
Setup Wizard

The installer will guide you through the steps required to install UBio-Sync UMIS Contral Plugin on
your computer,

YWARMIMG: This computer program iz pratected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, ar any partion of it, may result in severe civil
or criminal penaltiez, and will be prosecuted to the maximum extent possible under the law.

< Back Cancel




® Check the installation path in green box. It should be saved in MIPPlugins folder where “XProtect
Event Server” is installed on the path where Milestone is installed. Otherwise, when it is saved in

other paths, the program would not operate properly

17 UBio-Sync UNIS Control Plugin

Select Installation Folder

The installer will ingtall UBio-Sync UMIS Control Plugin to the following folder.

Toinstall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse",

Folder:
|C WProgram FilesWhilestonet=Frotect Event Serverithdl

Browsze...

Dizk Cost...

Install LBio-Sync UNIS Control Plugin for yourself, or for anyone who uses this computer:

(®) Evemone
(O Just me

< Back Cancel

@ Select [Next].

17 UBio-Sync UNIS Control Plugin

Confirm Installation

The installer iz ready to install JBio-Spnc UNIS Control Plugin on pour computer.

Click "Mext" to start the installation,

< Back Cancel




® You can see the window below that it is installing.

15 UBio-Sync UNIS Contrel Plugin — *

Installing UBio-Sync UNIS Control Plugin -l

UBio-Sync UNIS Control Plugin iz being installed.

Please wait...

® The installation is completed.

15 UBio-Sync UNIS Control Plugin — ¥

Installation Complete (l

UBio-Sync UNIS Control Plugin has been successfully installed.

Click "Cloge"" to exit.

Flease use Windows Update to check for any critical updates to the WET Framework.

< Back Cancel




2.2 How to set XProtect Management Client

@ Double click on "XProtect Management Client” icon to execute.

@ Right click on [Access Control] and select [Create New] in the

@ Milestone XProtect Management Client 2023 R3
File View Acton Mantenance Tools Help

H9 oen

JAccess Contral

Aceess Control nfermation

[ [ cense Inormaton
) St Information
= 8 Reate Connect Services

83 Ais Ona-click Camera Conngction

I Servers.
1) Recording Serers
] Falover Sarvers
) Mobile Sarvers

@ Devices
= Camerss
# Microphones
@ Soeakers
& Meladsta

i Sman il
2 View Grous.
22 Sman Cliant Frofles
&2 Management Client Profiles
I Matix

G Rules and Events
[E Rules
) Time Profles

= Hattication Profiss.

R User-defined Evrts
% Analyiics Evants
B, Genesic Events
& Webhooks

& off Seauiy
T Roles
& Basic Users

= @ System Dashboard
£] Cumemt Tasks
@ Systam Monior
1 System Monlior Theesholds
& Evidence Lock
7] Configuration Reports

IR Serr Logs.

=P Metatata Use

%, Metadsta Search

& g Alams
@ MIP Plug-ins

= [ UNIS Management Clert
{00 UNSS Management Imerface

] Access Contal

Site Havigason

Access Control:
Gt Mee ST

left Tree view.



® You can see UNIS System Integration window

Select [UBio-Sync UNIS_AccessControl] in [Integration plug-in]

Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details.

MName: LMNIS

Integration plug-in: | UBic-Sync UNIS_AccessControl N
Address: 127001

Port: 9871

Username: admin

Password: L 111

| Mext || Cancel

[Name]: The name of access control
[Integration plug-in]: Plug-in types

[Address]: IP host where UNIS server is installed
[Port]: UNIS Server connection port
[Username]: ID

[Password]: Master password



@ It is connecting to the access control system.

Create Access Control System Integration B

Connecting to the access control system...

Collecting configuration dsta...
| £

Retrieving door configuration

[ previous | next |[ Cancel |

Create Arcess Control System Integration = |

Connecting to the access control system...

Collecting configuration data..,
I ——

Configuration successfully received from access contral system,

Added:
Doors  (2)
Units  (2)
Servers (1)
Events (17}
Commands (3)
States  (12)

4 4 4 4 4 4

[revous | o1 [ Cancel |

*() shows the value of system configuration status that is set.

® Connect the terminal and camera.



Create Access Control System Integration [« |

Associate cameras

Drag cameras to the access points for each doar in the list. The associated cameras are used in the XProtect
Smart Client when access control events related to one of the door's access paints are triggered,

Daars: Cameras

All doors ~ i) DESKTOP-TKBESS2
Name Enabled Llicense @

FACE | | Pending | |

Access point FACE access point
Drop camerg here fo gssociate it with the access

Blo-X F'RD| [+] |Pend|r'g| |

| Previous || mest || Cancel |

® The installation for access control connection has been completed.

Create Access Control System Integration [ x|

You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events. See the help system for how to
optimize the XProtect Smart Client for access control system integration,

You can edit the integration settings in the access control system properties, if you, for example, update the
access control system.

@ If you get a Retrieving door configuration failed error, please register at least one terminal and



try again.

Connecting to the access control system...

Collecting configuration data...
|

Unable to receive configuration from the access control system. Error message: Retrieving door configuration
failed

Previous Next Cancel

You can see that UNIS Access control is added.

Double click on [UNIS] in the list.

@ Milestone XProtect Management Clert 2023 %
File View Action Maintenance Tosls Help
H2 o=i
Sie Havigation « 0 x |Access Contial T Access Contal nfamistion -0
[ el Ucense formaton =8

) Site Information NS Access Control:

& I, Remote Connect Services.
8 Auis One-chck Camera Connection

o [ St B Nome GO Fiamaon
{00 Riecarding Servers |Em s i Severcmec

) Failovar Servers
1) Mobile Servers
& Devices
o Cameras
# Microphones
@ Speakers
& Metadta
o Inout
Y Ovout
3 Crem
8 Sran Wl
£ View Grouss
2 Sman Clent Profiles
2 Management Clienl Profles:
Matix
G Fuies and Events
£ Fules
) Tims Profles
Hosticstan Profiss
R User-dafined Everts
% dnalyiics Events
&, Generic Events
£ Webhaoks
& o Security
T Foles
& Basic Users
= @ System Dashbnard
] Curnt Tasks
@ System Monioe
¢ System Monioe Thrssholds
& Evidence Lock
[ Confizuration Reports
) Server Lugs
% Metadala Use
&, Meladata Search
TP Access Conral
=, Transact
) Transaction sources
@ Transacion deditions.
o g Ams
 thy MIP Plug-ins
= L UNIS Management Clirt
{0 UNIS Managoman Inerlace

Sile Navigeson  Feceraved Sie Hisrarcny:

© After selecting on [Access Control Events], select [All categories] in [Event Category].



© WMilestone XProtect Management Client 2023 RS - a x
Fle View Action Mantenance Tools. Help

H9 o=n
Site Havigssan < 0 |Access Cankal - % ()
Ticense nformation A& T Fecess Coniral
[ Stte Informatian B AcCess control events

L @9:;:’:: i Enabie the avent you wart fo menitor in XProtect Smant Clien, Use categories to simolfy the use of tgsering svents.

= [ Servees Enable s | | Disable il

{89 Recarding Servers

8 Fallover Servers | Ensbied Access Contral Event Source Type Evert Categary
A Motile Servers & | Authentication failwe Door Unit Al categaries -
& § Devices W1 | Autbenticion success Door Ut CECTS -
o Cameras 1| Door Forced open Door Unt il categarie g
2 eephees || Door apen molang Door Unt Allcatzanries v
'; i 1 | Estomal Sonsor 1 Siat ‘Door Unt Al caagories =
<o Inout ]| Evtemal Sensor Z Stat Door Unt Al catogorios -
o Output 2 EER] Do Unit Al eat v
=3 Cient 1| Estemal Sensor 4 Start Door Unit il categaries -
B Sran Wall ] | Fire Sensor Stan Bzcess Pont Al categaries .
g ;"”fc’?"”“p " 1| Invalid User Door Unt (Al caisgaries -

mart Client Profies = -
Mot ot Prsas 5[ Lock Erer Door Uit (Al categaries
Mot 1| Mo Pernission oo Unit (Al caregaries -
© @ Rules and Events ] | Panic Sensor Start Door Unit il Gt ~
2 Rules ]| Sever connected Al cateaaries -
) Time Profles ]| Sevar conmecting [All categories 3
ii- :““"Cﬂl;?" :';'“Bi ¥ | Server disconnected Al categories -
ser-defingd Events
Foi -
% doalyics v | Terminal Tamper ‘Access Point il categaries

B, Generle Events
£ Webhooks

& off Socuity
T Roles
& Baslc Users

= @ System Dashbasrd
[] Cormart Tasks

£ System Moniior Thresholds
& Evidance Lock

) Transacian sources
# Transacsan defini
@ g Asrms
& b MIP Plug-ins.
= (L) UNIS Management Chart
{0 UNIS Managament rfartaco

Site Mavigaion | Fedsrated Sits Herarchy

usst Nodfcations  § Cardholders



2.3 How to use Milestone XProtect Smart Client

@ Double click on “XProtect Smart Client” to execute.

@ Check the information and select [Connect].

Milestone

= XProtect® Smart Client

Computer
desktop-tkbeds2

Authentication
Windows authentication (current user ~

Domain: DESKTOP-TKBE9S2

User name

Password

[ Auto-login




® It is logging into the access control system.

Milestone

XProtect® Smart Client

Logging into the access control system...

UNIS

Retrieving configuration...

@ Select [Access Control Tab].

== u]
. . s63556 Ha &
Views Search Alarm Manager Access Control System Monitor LF 63556 HA g
Access control administration
| 0 =5 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2023.08-08. To fully license the product, please contact your reseller or find cne on httpsy/www.m...

PEERN oo cardhnoders
EERTTE
Today v Allevents v  All doors ¥

Time Cardholder

No access control event selected.

No access control events match your search




[Events]: Monitor the server connection status, terminal connection status, and user authentication

event.
[Doors]: Monitor terminal status

[Cardholders]: User list

|
® Click for updating real-time list.

& M X rart Client - o

Views Exports Search Alarm Manager Incidents Access Control System Monitor w00 Ba &

Cardholders

oo o Jig

Al events v All doors +
‘Access report
Event Cardholder
Terminal Tamper UBio-X PRO access point
Server connected
Server connecting
Authenticatior
Authenticatior
Terminal Tamper

Server connected
No related cameras.

Authentication s Authentication success

Terminal Tamper
Server connected X Time
Server connecting 2023-10-06 2:

Authentication suc

Authentication st UBio-X PRO

authentication succeeds, you can see the window below.

i Motifications - M

Actnns request

Aeccess request




@ After authentication, you can control the status of door.

- o

Search Alarm Manager Incidents Access Control System Monitor 2 'i ..

Access control administration

Events g Cardholders

Door v  All states v all doors ™
Name State

FACE TR, Door state unknown
UBio-X PRO TR Terminal disconnected

No related cameras.

Unlock Open
FACE

Type
Door Unit

state
oor state unknown

[Lock] : Locks the terminal status.
[Unlock] : Unlocks the terminal status.

[Open] : Opens the door status during the period of lock setting on the terminals.

view cardholder events.



mart Client

Exports Alarm Manager Incidents Access Control

control system has been changed. You €an continue working.

Doors [JEEIROIGERN

Name Type
General User
General User
General User

General User

System Monitor

Access control administration

View cardholder events




