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Copyright
© 2020-25 Hexagon AB and/or its subsidiaries and affiliates. All rights reserved.

Warning: The product made the subject of this documentation, including the computer program, icons, graphical symbols, file formats,
audio-visual displays and documentation (including this documentation) (collectively, the “Subject Product”) may be used only as
permitted under the applicable software license agreement, and subject to all limitations and terms applicable to use of the Subject
Product therein. The Subject Product contains confidential and proprietary information of Intergraph Corporation, a member of the
Hexagon Group of companies (“Hexagon”), its affiliates, and/or third parties. As such, the Subject Product is protected by patent,
trademark, copyright and/or trade secret law and may not be transferred, assigned, provided, or otherwise made available to any third
party in violation of applicable terms and conditions cited further below.

Terms of Use

By installing, copying, downloading, accessing, viewing, or otherwise using the Subject Product, you agree to be bound by the terms of
the EULA found here https://legaldocs.hexagon.com/sig/Licenses/EULA_SA_SIG-Eng_062023.pdf.

Disclaimers

Hexagon and its suppliers believe the information in this publication is accurate as of its publication date. Hexagon is not responsible for
any error that may appear in this document. The information and the software discussed in this document are subject to change without
notice.

Language Translation Disclaimer: The official version of the documentation is in English. Any translation of this document into a
language other than English is not an official version and has been provided for convenience only. Some portions of a translation may
have been created using machine translation. Any translation is provided "as is.” Any discrepancies or differences occurring in a
translation versus the official English version are not binding and have no legal effect for compliance or enforcement purposes.
Hexagon disclaims any and all warranties, whether express or implied, as to the accuracy of any translation.

Reasonable efforts have been made to provide an accurate translation; however, no translation, whether automated or provided by
human translators is perfect. If any questions arise related to the accuracy of the information contained in a translated version of
documentation, please refer to its official English version. Additionally, some text, graphics, PDF documents, and/or other
accompanying material may not have been translated.

Links to Third-Party Websites

This document may provide links to third-party websites for your convenience and information. Third-party websites will be governed by
their own terms and conditions. Hexagon does not endorse companies or products to which it links.

Third-party websites are owned and operated by independent parties over which Hexagon has no control. Hexagon shall not have any
liability resulting from your use of the third-party website. Any link you make to or from the third-party website will be at your own risk
and any information you share with the third-party website will be subject to the terms of the third-party website, including those relating
to confidentiality, data privacy, and security.

Hexagon provides access to Hexagon international data and, therefore, may contain references or cross references to Hexagon
products, programs and services that are not announced in your country. These references do not imply that Hexagon intends to
announce such products, programs or services in your country.

Trademarks

"Hexagon,” “Hexagon Safety, Infrastructure & Geospatial,” “Intergraph,” the Hexagon logo, and the Intergraph logo are registered
trademarks of Hexagon AB or its subsidiaries.

Other brands and product names are trademarks of their respective owners.
Revisions

Hexagon reserves the right to revise these terms at any time. You are responsible for regularly reviewing these terms. Your continued
use of this document after the effective date of such changes constitutes your acceptance of and agreement to such changes.

Contact Us

Contact us https://hexagon.com/company/contact-us with any questions regarding these terms.
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Overview of XProtect VMS Interface

XProtect VMS Interface from Hexagon's Safety, Infrastructure & Geospatial division
provides an interface to the XProtect® Video Management Software from Milestone
Systems. The XProtect VMS Interface provides the following capabilities:

Retrieve (discover) camera configuration information
Stream live video

Stream archive video

Pan-tilt-zoom (PTZ) control

Before You Install

Before you begin the installation process for the XProtect VMS Interface, verify that you
have the following software and other requirements installed on the appropriate
computers:

Verify that the host computer where you will install XProtect VMS Interface has no
pending restarts or updates (such as Windows updates). If there are pending
restarts or updates, complete those now before you continue.

Interface server component for Video Streamer installed and configured on the
computer that will host the XProtect VMS Interface. See the Video Streamer
Installation Guide for information about installing this component.

For any supported version of XProtect, install the corresponding version of Open
Network Bridge on the computer that hosts XProtect. The following versions are
supported:

o 2024 R2
e 2025R2

You will also need licenses for the following Hexagon products:

Video Streamer
XProtect VMS Interface

!’ For version 2509, Milestone VMS Interface has been renamed to XProtect VMS
Interface. If you have a previous version of Milestone VMS Interface installed and want to
upgrade to the XProtect VMS Interface, you must completely uninstall Milestone VMS
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Interface and then install XProtect VMS Interface. See "Upgrade the XProtect VMS
Interface Software (on page 17)" for more information.
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What's New

To read about new features, updated features, and system requirements, use the
Support page. For online and phone support, see Technical Support (on page 20).

1. Go to the Support page https://supportsi.hexagon.com.
2. Click Log in.

3. On the Smart Community home page, open the Downloads tab and click
NetWorks.

4. On the NetWorks page, select Technical Notes and Whitepapers and select the
Product family to review Release documentation.

e To read about new or enhanced features, click Release Notes.
e To read about defects that have been fixed, click Issues Resolved.
e To read about system requirements, click Supported Environments.

5. Release Notes and Issues Resolved might not be available for the initial release
of a product because an initial release has all new features and no updated
features. Some minor releases might not provide Release Notes or Issues
Resolved.

e Click Release Notes to review new or enhanced product features.
e Click Issues Resolved to review defects that have been fixed.
e Click Supported Environments to review system requirements.

e Click Open-Source Software Notices in the Product Information box, if
available, to review information on open-source software in the product.

Some minor releases might not provide Release Notes or Issues Resolved.
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Install a New XProtect VMS Interface

This section provides steps and information to install a new XProtect VMS Interface.

!’ For version 2509, Milestone VMS Interface has been renamed to XProtect VMS
Interface. If you have a previous version of Milestone VMS Interface installed and want to
upgrade to the XProtect VMS Interface, you must completely uninstall Milestone VMS
Interface and then install XProtect VMS Interface. See "Upgrade the XProtect VMS
Interface Software (on page 17)" for more information.

Use these steps to install the XProtect VMS Interface on the same computer that hosts the
Interface server component for Video Streamer.

To install the XProtect VMS Interface:

1.

Verify that the host computer where you will install XProtect VMS Interface has no
pending restarts or updates (such as Windows updates). If there are pending
restarts or updates, complete those now before you continue.

. On the computer that hosts the Interface server component for Video Streamer,

use the Run as administrator option to open a Command Prompt window.
Navigate to the location of the XProtect VMS Interface installation media.

From the command prompt, run the install_hvs_xprotect.bat file.

Running this command performs the following tasks:

e Verifies the installation script is running in 64-bit mode and as administrator.
e Verifies the Interface server for Video Streamer is installed.

e Uses Chocolatey to install the XProtect VMS Interface.

When the installation is complete, close the Command Prompt window.
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Set Up an XProtect Basic User
Create an XProtect Basic User and assign that user to a Network Bridge server.
To create an XProtect basic user:

1. Open the hidden icons from the System tray.

3. Select Manage ONVIF client users from the menu.

Start Open Metwork Bridge service
Stop Open Metwork Bridge service
Restart Open MNetwork Bridge service

Configuration...
Manage ONVIF client users... I},

Show latest Open Network Bridge log
Show latest RTSP log

About

Exit Milestone Open Metwerk Bridge Manager
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4. When the Manage ONVIFclient users dialog box is displayed, type the user name

for this basic user in the User name field.

4 Manage ONVIF client users

Izer name:

x

|
Password:

ONVIF client users

[ oK l

Cancel

5. In the Password field, type the password for this basic user.

6. Click Add User to validate the new user against other users in the system. If the
name and password you entered are valid, the new user is added to the ONVIF

client users list.

7. Click OK. You are prompted that applying the changes will restart the server.

8. Click Yes to continue.

9. When you are prompted that the changes were successful, click OK.

10
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Locate and Record Each XProtect Site

For each XProtect environment that will be connected to Video Streamer, you must locate
the "site" and add the site name when you add a video source.

! If you have multiple XProtect sites that will be connected to Video Streamer, you must

add a video source (see "Add a Video Source for XProtect" on page 12) for each one and
add the site name to that video source.

1. Use the Milestone XProtect Management Client and Site Navigation to locate the
XProtect VMS Interface "site" that you want to connect to. See the example below.

-4

File View Action Maintenance Tools Help

H 9 o e
Site Mavigation ~ O X | Site Information ~
-G8 HXCONMINTT - (22.13)
=] Basics
E License Infarmation
3] Ste rformsiion
[ Servers Addressflocation:
%’ Devices -
£ Client Edit..
[ Rules and Events
G@ Securty
@ System Dashboard
F] Server Logs Administrator(s):
ITEH Access Control
[egb Transact
& Alarms
#+ MIP Plug-ins

Site name:
HXCOMNINT

Edit...

Additional information:

Edit...

2. Record the name of this site. You will use it when you add a video source (see "Add
a Video Source for XProtect" on page 12).

3. Repeat steps 1 and 2 for each "site" to be connected to the Video Streamer.

11
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Add a Video Source for XProtect

To view live video, you must first add video sources. Adding a video source creates an
interface to the XProtect Video Management Software from Milestone. Every camera
must be associated with a video source.

For the XProtect VMS Interface, you create a video source for cameras associated with an
installed instance of XProtect VMS.

I

If you have multiple XProtect sites that will be connected to Video Streamer, you
must add a video source for each one and include the site name as an Additional
Value. See "Locate and Record Each XProtect Site (on page 11)" for more
information.

If the Open Network Bridge and the XProtect Management Server are on
different computers, you must add an Additional Value to the video source that
points to the location of the Open Network Bridge. The steps below include the
information for adding this value.

To add a video source for XProtect VMS Interface:

1.

N R N

Type the URL for the Video Streamer Administrator into a Chromium-based web
browser (Google Chrome or Microsoft Edge). A sign-in page is displayed.

Type admin as the username.

Type the password for Video Streamer Administrator.

Click Sign In. Video Streamer opens to the Overview page.
From the menu, select Video Sources.

On the Video Sources page, click Add New Source.

On the Add Video Source dialog box, select Video Management System as the
type of source to add.

Type XProtect as the source name. This new name is added to the existing list of
sources after you click Submit.

I/ The value for the source name must be XProtect; otherwise, the software will
not function properly.

Enter a unique name to be displayed for this video source.

12
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10. Type the fully qualified domain name (IP address or Hostname) for the computer
that hosts XProtect.

11.Type the Port number of the computer where XProtect VMS Interface will accept
connections.

12.Select the Transport Protocol for the video data from the drop-down list. Valid
options are UDP, TCP, HTTP, or Multicast.

13.Select the Recording Type to specify how the instance of the XProtect VMS
Interface handles the recording of video streams:

e Motion - Cameras record video based on motion detected within the viewing
area of the video stream.

e Continuous - Cameras record video continuously.

14.Enter the username and password that you created for the XProtect Basic User
(see "Set Up an XProtect Basic User" on page 9).

15.Click Additional Options to enter additional values required by XProtect VMS
Interface.

16. If you have multiple XProtect sites that will be connected to Video Streamer, you
must add a video source for each one and include the site name as an Additional
Value. See "Locate and Record Each XProtect Site (on page 11)" for more
information.

a. Click Add New.

Enter Additional Values @

Enter Name A =| Enter value A O

Add Mew

b. In the Enter Name box, type Site.

13
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c. Inthe Enter Value box, type the site name. An example is shown below.

Enter Additional Values @

Site =| computername 0

Add New

17.1f the Open Network Bridge and the XProtect Management Server are on
different computers, you must add a custom property to the video source to point
to the location of the Open Network Bridge.

a. Click Add New.
b. In the Enter Name box, type Bridge.

c. Inthe Enter Value box, type the host name (server.domain.com:port) for
the Open Network Bridge. Be sure to include the port value for the Open
Network Bridge location. An example is shown below.

Enter Additional Values @

Bridge =| server.domain.com:port g

Add New

18.Click Submit to save the information. The XProtect VMS Interface video source is
added to the list on the Video Sources page; however, its Status is
Disconnected.

Name +  Status Source Name Source Type Cameras Enabled

TestSource 6 Disconnected Milestone

19.As noted in the Before You Install (on page 5) topic, you will need an available
Video Streamer VMS license. If you have not set up this license, see the "Set up
the License" topic in the Video Streamer Installation Guide.

14
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20. After the license is set up, turn on the Enabled setting (green is on; gray is off) to
activate the new video source.

Enabled

15
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Discover Cameras

Use these steps to discover cameras for the XProtect VMS Interface video source.

To discover cameras for a XProtect VMS Interface video source:
1. From the Video Streamer menu, select Video Sources.

2. On the Video Sources page, select XProtect VMS Interface. Information for the

video source is displayed in the upper-right panel.
3. Make sure the Video Source is enabled.
4. Click Discover to open the Discover Video Source dialog box.

5. Click Start. Processing messages are displayed in the Discover Status section.
When camera discovery is completed successfully, a blue check mark is displayed.

6. Click Close. The discovered cameras are displayed in the Cameras list. The

following image shows an example:
Cameras (7)

¥Protect 2025 R1 - HikVision D5-2DE3304W-DE (10.153.40.50) - Camera 1 |

Camera Type: Lat / Long: O

XProtect 2025 R1 - Amcrest IP2M-841B-V3 (10.153.44.47) - Camera 1 | & Online

Camera Type: Lat / Longe C

XProtect 2025 R1 - Amcrest IP2M-841B-V3 (10.153.40.44) - Camera 1 | @ Online

Camera Type: Lat / Longe C

XProtect 2025 R1 - HikVision DS-2DE3304W-DE (10.153.40.52) - Camera 1 |

P

Camera Type: Lat / Longe C

XProtect 2025 R1 - Amcrest IP2M-841B-V3 (10.153.44.76) - Camera 1 | & Online

-

Camera Type: Lat / Longe C

16
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Appendix

Topics
Upgrade the XProtect VMS Interface Software ........... 17
Uninstall the XProtect VMS Interface .............ccc.......... 19

Upgrade the XProtect VMS Interface Software

To upgrade to the latest version of XProtect VMS Interface, you must uninstall the
previous version and then install the latest version.

Failover Configuration
If the Video Streamer environment is set up for failover, do the following:
1. Stop the failover cluster role.

2. Upgrade the primary node: Run the uninstall and install batch files as described in
the steps below.

3. Restart the failover cluster role.

4. Upgrade each standby node: Run the uninstall and install batch files as described
in the steps below.

No Failover Configuration

If the Video Streamer environment is not set up for failover, run the uninstall and install
batch files as described in the steps below.

To upgrade from 2503 (Milestone VMS) to 2509 (XProtect VMS):

!’ For version 2509, Milestone VMS Interface has been renamed to XProtect VMS
Interface. If you have a previous version of Milestone VMS Interface installed and want to
upgrade to the XProtect VMS Interface, you must completely uninstall Milestone VMS
Interface and then install XProtect VMS Interface.

1. Use administrator privileges to sign on to the computer where the Milestone VMS
Interface is installed.

2. Use the Run as administrator option to open a Command Prompt window.

17
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Navigate to the location of the Milestone VMS Interface 2503 installation media.

Use the 2503 version of the uninstall_hvs_milestone.bat file to uninstall the 2503
version of Milestone VMS Interface.

When the uninstall is complete, navigate to Control Panel > Uninstall and
uninstall the Milestone MIP SDK 2020 R1. The Milestone SDK is no longer required
for XProtect VMS Interface.

6. Run the 2509 version of the install_hvs_xprotect.bat file.

7. When the upgrade is complete, close the Command Prompt window.

To upgrade the XProtect VMS Interface (standard upgrade):

1.

Use administrator privileges to sign on to the computer where XProtect VMS
Interface is installed.

Use the Run as administrator option to open a Command Prompt window.

3. Navigate to the location of the XProtect VMS Interface installation media.

4. Run the uninstall_hvs_xprotect.bat file. The script displays output in the Command

Prompt window.

5. When the uninstall is finished, run the install_hvs_xprotect.bat file.

6. When the upgrade is complete, close the Command Prompt window.

18
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Uninstall the XProtect VMS Interface

You must uninstall XProtect VMS Interface software when upgrading to the latest version.
You might also need to uninstall to solve a problem with an existing installation. You can
uninstall the XProtect VMS Interface components using the uninstall batch files located on
your installation media.

The XProtect VMS Interface software that you installed with batch files does not appear
in the Programs and Features dialog box in Windows.

To uninstall XProtect VMS Interface:

1. Use administrator privileges to sign on to the computer where XProtect VMS
Interface is installed.

2. Use the Run as administrator option to open a Command Prompt window.
3. Navigate to the location of the XProtect VMS Interface installation media.

4. Run the uninstall_hvs_xprotect.bat file. The script displays output in the Command
Prompt window.

5. When the uninstall is finished, close the Command Prompt window.

19
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Technical Support

Hexagon's Safety, Infrastructure & Geospatial division provides several ways to contact
Support, including online case submission and phone support. For general Hexagon
information, call 800-345-4856 (US). For phone support, see the Contact Support page
https.//supportsi.hexagon.com/help/s/contactsupport?language=en_US.

Submit a Case Online

Hexagon provides an online method of requesting support 24/7.

1.

Go to the Support page https://supportsi.hexagon.com.

2. Click Log in.
3.
4

. From the Resources list, select Contact Support.

Type your username and password, and click Log in.

Resources A

Licensing

Contact Support

The Contact Support page displays.
Click Online case submission.

20
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