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1 Install Milestone VMS

DO NOT install Milestone VMS and FaceMe SECURITY on the
same computer to avoid port number conflicts.

1.1 Download "XProtect Professional+" from the Milestone website.
You can download it from the following link:

https://www.milestonesys.com/support/resources/download-software/

1.2 Click the “Milestone XProtect VMS Products System Installer” to start the
installation.

@ = | Manage Milestone

Home Share View Application Tools

1 > Milestone

-

MName Date modified
5 Quick access

I Deskt % Milestone XProtect VMS Products 2020 R3 System Installer
esktop
* Downloads

E] Documents

12/7/2020 3:31 H

% % N %

= Pictures
Jl Music
m Videos

@ OneDrive

1.3 Choose language for your Milestone XProtect VMS, and then click
[Continue].

‘ Milestone ¥XProtect VMS 2020 R3

Choose language

Language: English (United States) v

Continue Cancel
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1.4 Acceptthe Milestone license agreement, and then click [Continue].

’ Milestone XProtect VMS 2020 R3 e

Accept the Milestone license agreement

Milestone End-user License Agreement

MOTE: If you are a Milestone Dealer, systems integrator or are otherwise installing this
Product on behalf of a third party, you shall ensure that you have their acceptance of this End-
user License Agreement and their consent to provide end-user personal data for registration
with Milestone Systems if such voluntary option is applied.

This End-user License Agreement ("EULAT) is a legally binding agreement between you
(either an individual or a single legal entity) and Milestone Systems A/S ("Milestone™) for the
Milestone product or utility, which may include associated software and hardware
components, media, printed materials, online or electronic documentation and any updates
or corrections (*Product”). If you have purchased the Product as part of a computer or server
system delivered by Milestone all hardware and software components of such system shall
far the purposes of this EULA be considered being parts of the Product, except however for
any third party software or hardware component which is covered by a separate third party
license agreement included in the system documentation or otherwise incorporated in the

b mn

I accept the terms in the license agreemeant

Previous Continue Cancel

1.5 Select the "XProtect professional license" files that you have purchased and
received fromyour reseller, and then click [Continue]. Please note that if
you use a free license file, FaceMe Security can’t be used with Milestone
VMS.

’ Milestone XProtect WMS 2020 R3 x

Select license file

Use the XProtect license file that you have purchased and received from your reseller.
Alternatively, download a free XProtect Essential+ license file.

You can change the license file after installation.

Enter or browse to the location of the license file:

C:\Users\RDME\Desktop\M01-C05-203-04-6C4283.lic

Visit the Milestone reseller page to find 2 reseller,

Previous Continue Cancel
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1.6 Select an installation type.
(In this setup guide, we select ‘Single computer’ as an example)

‘ XProtect Professional+ 2020 R3 Trial b4

Select an installation type

Suitable for small systems where the entire system is
Single computer managed from one computer.

Installs all system components and clients on this
computer. Ater installation, the system is preconfigured
and ready for use. Additional configuration may be
needed.

Suitable for large or complex systems, or if the distribution
Custom of system components across several computers is
needed.

Installs system components and clients of your choice on
this computer. After installation, the system needs to be
configured.

1.7 Select all of the components to install, and then click [Continue].

’ XProtect Professional+ 2020 R3 Trial *

Components to be installed

XProtect Management Server (G64-bit)

XProtect M t Se
¥Protect Recording Server (64-bit) (ﬁj?b% anagemen rver
X¥Protect Management Client 2020 R3 (&

XProtect Smart Client 2020 R3 (64-bit) Stores the configuration of your
¥Protect Event Server (64-bit) surveilance systemn in a relational
XProtect Log Server (64-bit) dat:lbasg an_d handles_user »
¥Protect Mabile Server (64-bit) authentication, user rights and similar.
Previous Continue Cancel
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1.8 Assign a system configuration password (which is for systemrecovery or
when expending your system with additional management server resources),
and then click [Continue].

’ XProtect Professional+ 2020 R3 Trial b4

Assign a system configuration password

The system configuration password protects the owerall system configuration. System
administrators will need to enter thic password in order to access the management server system
configuration in case of system recovery or when expanding your system with additional
management Server resources.

A Itis important that system administrators save this password and keep it safe. Failure to do
50 may compromise your ability to recover the system configuration.

Password

Confirm Password

|.oo..o...o

[11 choose not to use a system configuration password and understand that the system
configuration will not be encrypted.

Previous Continue Cancel

1.9 Specify the recordingserver settings, and then click [Continue].

‘ KProtect Professional+ 2020 R3 Trial *

Specify recording server settings

Recording server name:
|DESKTOP-?A29H?I

Management server address:
DESKTOP-7A29H71:80

Examples: localhost, managementserver.domain.com and managementserver.domain.com:g1

Select your media database location:

Mote: The recording server stores the recordings in the selected folder. It is recommended that
you save your video recordings on a drive different from where you install the program. You select
the installztion location in the next step.

|C:\MediaDatabase Browse...

Free disk space on drive: 27 GB

Retention time for video recordings:

7 +| days

Previous Continue Cancel
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1.10 Select encryption certificates if needed, and then click [Continue].

’ HProtect Professional+ 2020 R3 Trial K

Select encryption

It is recommended to secure communication with encryption. Learm more

Server certificate

Applies to: management server, recording server, failover server, data collector
[ Encrypt  Select certificate... Details
Mo certificate selected

Streaming media certificate
Applies to clients and servers that retrieve data streams from the recording server

[] Encrypt  Select cerlificate... Details
Mo certificate selected

Mobile streaming media cerfificate
Applies to mobile and web clients that retrieve data sireams from the mobile server

Ij pf Select certificate... Details
Mo certificate selected

Previous Continue Cancel

1.11 Select the file location and product language, and then click [Install] to start
the installation.

‘ XProtect Professional+ 2020 R3 Trial *

Select file location and product language

File location:

|C:\Program FiIes\MiIestone| Browse...

Free disk space on drive: 28 GB

Product language:
English (United States) w

1 Note that IIS logging will be disabled on the management server.
Also note that the basic user feature requires an HTTPS binding with an IIS certificate. If
the binding and the certificate are not installed, the program installs them automatically.

Previous Install Cancel
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1.12 Wait for the installation to complete.

’ HProtect Professional+ 2020 R3 Trial x

Installing XProtect Professional+ 2020 R3 Trial

Instaling Internet Information Services (IIS)...
[

Overal progress
|

1.13 When the installation is complete, click [Continue] to start the next setup.

‘ KProtect Professional+ 2020 R3 Trial x

The installation is complete

These components have been successfully installed. Click Continue to add hardware and users,
or click Close to make the configurations in the Management Client.

¥Protect Management Server (64-bit)
XProtect Recording Server (64-bit)

X¥Protect Event Server (64-bit)

X¥Protect Log Server {64-bit)

¥Protect Management Client 2020 R3 {64-bit)
XProtect Smart Client 2020 R3 (64-bit)
XProtect Mobile Server (64-bit)

Share these addresses with your users for online access to the system.
Web Client address:

http://DESKTOP-7A29H71: 8081/

Mobile Client address:

http://DESKTOP-7A20H71/

Continue Close
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2 Configure Milestone VMS

When the installation is complete, the configuration helper for Milestone
XProtect VMS will start automatically.

2.1 Setup the IPCAM.

Input the user name and password of IPCAM, and then click [Continue]. The

configuration helper will scan and discover the usable IPCAM automatically.
‘ XProtect Professional+ 2020 R3 Trial

*

Enter user names and passwords for hardware

If you have changed hardware user names and passwords from the manufacturer defaults, add
the values here. While scanning for hardware, the system will look for manufacturer default
credentials as well as your customized credentials.

TIP: For security reasons, always remember to change hardware credentials from their
manufacturer defaults.

User name Password

admin

SRR NNBEN

Continue Close
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2.2 Select the IPCAM you want to add to the system, and then click [Continue].

‘ XProtect Professional+ 2020 R3 Trial x

Select the hardware to add to the system

Discovered hardware:
ONVIF Conformant Device - 192.168.16.102
OMNVIF Conformant Device - 192.168.16.42
ONVIF Conformant Device - 192.168.16.140 Invalid credentials
ONVIF Conformant Device - 192.168.16.91 Invalid credentials
ONVIF Conformant Device - 192.168.16.99 Invalid credentials
Previous Continue Close

2.3 Configure the IPCAM, and then click [Continue].

’ XProtect Professional+ 2020 R3 Trial x

Configure the devices

You can give the hardware useful names. Expand the nodes to enable or disable devices such as
cameras, speakers, and microphones.

Added hardware:
[E ONVIF CMIP9ES3NW-5Z (192.168.16.102)
Cameras:

|j| Enabled OMNVIF CMIP9883NW-57 (192.168.16.102) - Camera 1
Microphones:

[| Disabled ONVIF CMIPO883INW-SZ (192.168.16.102) - Microphone 1
Speakers:

[W ] Disabled OMVIF CMIPOB83INW-5Z (192.168.16.102) - Speaker 1

[E ONVIF CMIPS8B3NW-SZ (192.168.16.42)

Continue Close

Confidential
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2.4 Create an administrator user for signing in to Milestone VMS and
connecting FaceMe SECURITY with Milestone VMS.

Input a user name and password, set the User Type to Basic user, and then the
Role to Administrator. Next, click the [Add] button once all required fields are
filled in.

(This account and password are used in 3.6, 4.2, 5.2)

’ XProtect Professional+ 2020 R3 Trial x

Add users

You can add different types of users to access the system: Windows users or basic users. Basic
users require a user name and a password. These users must be assigned fo either the
Operators role or the Administrators role.

User type User name Role

Basic user - | facemd Administrators
Password Repeat password

*eeBBRREN (LA LT L LY

Continue Close
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2.5 Confirm User

Click the [Continue] button to confirm the added user.

‘ XProtect Professional+ 2020 R3 Trial

Add users

You can add different types of users to access the system: Windows users or basic users. Basic
users require a user name and a password. These users must be assigned fo either the
Operators role or the Administrators role.

User type User name Role
Basic user = Administrators =
Password Repeat password
Add
User type User name Role
¥ Basicuser faceme Administrators
Continue Close
2.6 The configuration is complete. Click [Close].
‘ XProtect Professional+ 2020 R3 Trial
The configuration is complete
These items have been successfully added to your system
Cameras
OMNVIF CMIP98B3NW-5Z (192.168.16.102)
ONVIF CMIP9883INW-5Z (192.168.16.42)
Users
faceme
Share these addresses with yvour users for online access to the system.
Web Client address:
http://DESKTOP-7A29H71:8081/
Mobile Client address:
http://DESKTOP-7AZ9H7T/
Close
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3 Install Milestone ONVIF Bridge for XProtect
For FaceMe SECURITY, the streamingformat received by the workstation is

RTSP protocol.

Milestone XProtect doesn’t provide the RTSP protocol by default, so we need
to install Milestone ONVIF Bridge for XProtect to relay the IPCAM stream on

RTSP protocol.

3.1 Download "Milestone ONVIF Bridge for XProtect Express and
Professional” from the Milestone website.

You can download it from the following link:
https://www.milestonesys.com/support/resources/download -software/

Download software

Welcome to the Download section, where you can download Milestone software and device packs in the version and language you need.

Product Type
Milestone ONVIF Bridge for XProtect Express and Professional + Software b4
Version Language
Milestone ONVIF Bridge for XProtect Express and Professional v English v
Free Search
Name 4 Version : size s
@ Milestone ONVIF Bridge for XProtect Express and Professional
r License Agreement) 20190412 20278 KB
I 2019 R2 (13.23) 157.84 M8

Milestone XProtect® make use of HEVC/H.265 technology licensed under an HEVC Advance Patent Portfolio License

REHEC.C

3.2 Click “VideoOS.ONVIF.InstallerForExpressAndProfessional” to start the

installation.

; ' ] = | Downloads

Home Share

View

A -" » ThisPC » Local Disk (C:) » Users » RDME » Downloads

Mame
3+ Quick access
I Decktop ~ Today (1)
‘ Downloads ry VideoOS,0OMVIF.InstallerForEx pressAndProfessional
= Documents
&= Pictures
B Music

12
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3.3 Choose the Language for Milestone ONVIF Bridge for XProtect, and then
click [Continue].

& Milestone ONVIF Bridge for Express & Professional X

Choose language

Language: English (United States) ~

Continue Cancel

3.4 Acceptthe Milestone license agreement, and then click [Continue].

@ Milestone ONVIF Bridge for Express & Professional X

Accept the Milestone license agreement

Milestone End-user License Agreement

MOTE: If you are a Milestone Dealer, systems integrator or are otherwise installing this
Product on behalf of a third party, you shall ensure that you have their acceptance of this End-
user License Agreement and their consent to provide end-user personal data for registration
with Milestone Systems if such voluntary option is applied.

This End-user License Agreement (EULA) is a legally binding agreement between you (either
an individual or a single legal entity) and Milestone Systems A'S (*Milestone™) for the
Milestone praduct or utility, which may include associated software and hardware
components, media, printed materials, online or electronic documentation and any updates
or corrections (*Product™). If you have purchased the Product as part of a computer or server
system delivered by Milestone all hardware and software components of such system shall
forthe purposes ofthis EULA be considered being parts of the Product, except however far
any third party software or hardware component which is covered by a separate third party
license agreement included in the system documentation or otherwise incorporated in the

s

I accept the terms in the license agreement

Previous Continue Cancel
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3.5 Select the installation type.
(In this setup guide, we select Typical as an example)

’ Milestone ONVIF Bridge for Express & Professional *

Select the installation type

This option installs all components needed to run Milestone ONVIF
Bridge Server an this computer.

Typical

This option allows you to change the default values for the

Custom installation parameters.

3.6 Setup ONVIF Bridge accountand password, and then click [Continue].

& Milestone ONVIF Bridge for Express & Professional X

Specify the primary surveillance system server

Enterthe address of the primary surveillance system to which your OMVIF Bridge server should
login, and the user name and password used for this login.

Server URL: |Iocalhost |
Login as: User account e
User name: |faceme |
Password: srrrarrend |

Previous Continue Cancel

Use the user name and password you set up in section 2.4.

CyberLink Corp. 15F., N0.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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3.7 Select the file location and product language, and then click [Install].

@ Milestone ONVIF Bridge for Express & Professional X
Select file location and product language
File location:
C:RF’roram Files\Milestone Browse...
Free disk space on drive: 6.9 GB
Product language:
English (United States) ~

Previous Install Cancel
3.8 Wait for the installation to complete.
@ Milestone ONVIF EBridge for Express & Professional X

Installing Milestone ONVIF Bridge Server

Instaling Milestone ONVIF Bridge Server...
|

Overall progress
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3.9 The installation is complete. Click [Close].

@ Milestone ONVIF Bridge for Express & Professional

The installation is complete

These components have been successfully installed.

Milestone ONVIF Bridge Server
Milestone ONVIF Bridge Administration plug-in (32-hit)
Milestone ONVIF Bridge Administration plug-in (64-hit)

Close

Confidential
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4 Configure Milestone VMS Analysis Event and Alarms

4.1 Start XProtect Management Client from the desktop shortcut.

O
&

AProtect
Management
Clienti2020
R3

4.2 Input the administrator user account and password, and then click [Connect]
to sign in.
(The administrator user account was created in section 2.4)

Milestone
XProtect® Management Client 2020 R3

Computer:
focanos B

Authentication:
[Basic authentication i ]

User name:
[faoeme l v ]

Password:

........:47 i

[[] Remember password

Connect Close

Confidential
CyberLink Corp. 15F., No.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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4.3 Open [Tools] > [Options] from the menu.
@ Milestone XProtect Management Client 2020 R3
File Edit View Action | Tools | Help

H = ‘ o * € Registered Services...
Site Navigation T Effective Roles... fics Events =
=@ DESKTOP-TAZ3HTI - - Analytics Events

E*LTJ Basics Cptions... Ctrl+0

~[:1] Site Information

E License Information I

4.4 Enable and Setup Analytics Events port.

Select the Enabled checkbox, set the port you want to use for the Analytics events,
and then click [OK].

Opticns X

Audio Messages  Access Control Settings  Analytics Events  Customer Dashboard  Alarms and Events  Generic BV € -3
Analytics events

Enabled
Part:

9090
Security

Events allowed from:
(® Al network addresses

() Specified network addresses:

Address

Import...

Help Cance

* Make sure the inbound firewall is available on the Analytics Event port.

CyberLink Corp. 15F., No.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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45 Create Analytics Events for FaceMe SECURITY - 1.

Switch to [Analytics Events] tab, right click on [Analytics Events], and then
select [Add New].

@ Milestone XProtect Management Client 2020 R3
File Edit View Action Teools Help

H9 oen

Site Mavigation «+ 1 » lAnalytics Events ~ 1 JAnalytics Events Information
- DESKTOP-7AZ5H7| - (20.33) S

EHI Basics Add New ... Ctrl+N

E License Informatian
Site Information & Refresh F3
= D Servers
Eﬁ] Recording Servers Description
ﬁ Mobile Servers
= -a"-‘ Devices
<50 Cameras
-~ # Microphones
Q Speskers
* Metadata
e Input
C Output
= t:ﬁ Client
-3 View Groups
£2 Smart Client Profiles
Matrin
EH[E Rules and Events
2] Rules
@ Time Profiles
[ Metification Profiles
‘ User-defined Events
B |Analylics Evenis
Generic Events
E}@ Security
. @ Roles

4.6 Create Analytics Events for FaceMe SECURITY - 2.

Assign the Analytics Event name as "'FaceMe" and then press the F5 on your
keyboard to save the settings.

@ Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

H2 oen
Site Navigation ~ 0 X | Anzlytics Events + 1 J|Analytics Events Information
(=) DESKTOP-TA2SHTI - (20.22) =% Analytics Events
= Basics % Analytics Event
P E License Information
Ef] Site Information
= G Servers
:ﬁ Recording Servers Description:
m Mobile Servers
= %0 Devices
-0 Cameras

& Microphones

0 Speakers
- ? Metadata
oo Input
C Output
=-E3 Client

B3 View Groups
- E Smart Client Profiles
- - Matrix.
E-[3 Rules and Events

Name:
‘Face Me]

* The name of the analytics event is important, so make sure to use

"FaceMe". If you use a different name, the analytics events won’t be
received.

CyberLink Corp. 15F., N0.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Tel +886-2-8667-1298 Fax +886-2-8667-1300 www.cyberlink.com
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4.7 Create Alarm Definitions — 1.

4.8

Switch to [Alarm Definition] tab, right click on [Alarm Definition], and then

select [Add New].

File Edit View Action Tools Help

H9loen

@ Milestone XProtect Management Client 2020 R2

Site Navigation - 2

=) ¥ DESKTOP-7A28H7I - (20.33)
{1} Basics
|2 License Information
~[i] Site Informatien
= [ Servers
) Recording Servers
4] Mobile Servers
{3 ONVIF Bridges
- P Devices
= Camerss
# Microphones
() Speakers
-3 Metadata
<o Input
) Output
-3 Client
~B3 View Groups
£2 Smart Client Profiles
Matrix

Alarm Definitions w 4 | Alarm Definition Information
2 s dcfinition
Add New ... Ctrl+N !
= Refresh Fs

Configure Alarm Definition — 2.

Fill in the Alarm name and then select the Analytics Events option for Triggering

event.

Then select FaceMe as another Triggering event.

(Created in section 4.6)

Triggering event:

Sources.
Aciivation period
@ Time profle

O Event based

Mep

Aam manager view

Related map:

Time lim:

Everts triggered.

Initial alam owner:
Iniial alam priorty:

Aam category

[Ai=m Defritions = 3 [[Alarm Definton rformation

Operator action requred

Everts trggered by alam:

Alam assignable to Admiristrators

T
& Alarm Dinitions Alam defintion
Facel
Ed=0 Enable
Name [Facewe |
Instructions:
Tigger

Analytics Events ~
Facelie ~
[ | Select
Mways v
1 minut ~
[ || select

[ ] Select

1: High ~

[ Select

CyberLink Corp. 15F., N0.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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4.9 Configure Alarm Definition — 3.

Click [Select] to choose the camera source you want to monitor, and then click
[OK] to continue.

[Asrm Defniions < % |[Alarm Defirifion Information s
5 & Alarm Defnitions Alam definton

& Facelle

& Feed Enable:

Name: [Faceme |

Instructions: ‘

Trigger
Trggering evert Anaytics Events v

FacelMe .

Sources: [ Select

Activation period

@ Time profle Aiways v

Select Sources X
Type filter: Al ~

Groups  servers Selected:
=[] DESKTOP-7A29HTI o ONVIF CMIP9883NW-SZ (192.168.16.102) - Camera 1
) Default camera group 0 ONVIF CMIP9883NW-SZ (192 168.16.42) - Camera 1
= ONVIF CMIP9B83NW-5Z (192.168.16.42) - Cz

/57 (192.168.16.102) - C

{5 Default microphone group

[ Default speaker group Select.

==

Events triggered by alam: [ Select

Alam assignable to Admiristrators

4.10 Configure Alarm Definition — 4.

Make sure the configuration is complete, and then press the [F5] key on your
keyboard to save the settings.

[Alarm Defirtions ~ & ||Alarm Definiion Informtion -8
5 & Alam Definitions Alam defrtion
& Facelle Enable:

Name [Faceme ]

Instructions:

Trigger
‘Triggering event Analytics Events >

Facele ~

Sources: [2tems selected |[_select |

Activation period
@ Time profie: Aways ~

() Event based:

Map
‘Alam manager view:
Related map: 2

Operator action required

Time it 1 minute i

Events triggered [ ] Select.

Other

Related cameras [ ] Select.

Intial alam owner <
Iniial larm priory: 1: Hgh ~

Alam category: ~

Events triggered by alam: [ Select.

Aam assignable to Administrators:

CyberLink Corp. 15F., N0.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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4.11 Configure Alarm List Configuration

Select [Alarm Data Settings] and then switch to the [Alarm List Configuration]

tab.

Select "Tag" and "Type" in Available columns, and then click [>] to move them to

Selected columns.

File Edit View Action Tools Help

© Milestone XProtect b lanagement Client 2020 R3

—3-° System Dashboard
D Current Tasks
m Configuration Reports
E Server Logs
ﬁﬂ Access Control
= {ilb Transact
Transaction sources
: Transaction definitions
=& Alarms

H9 oen
Site Navigation - Configuration
=G DESKTOP-7A28H7I - (20.33) Alarm Data Levascns for Closing
={1] Basics
E L'_Dense Infor.mat\on Available columns: Selected columns:
: Site Information Ham D
= lﬂ Servers Category Level Image
~HJ) Recording Servers Category Name Message
§ Location Owner
- {1 Mobile Servers Object Priorty Level
Gg OMVIF Eridges Priority Name Source
= &P Devices g:r‘wefe( Name g{:: hz‘ﬁni
-5 Cameras Tag Time
- Microphones Type
0 Speskers Wendor
- Metadata
oo Input
C Qutput
—ZH":E Client
ﬁ View Groups
E Smart Client Profiles
@ Matrix
=-[ Rules and Events
Rules
&) Time Profiles
[ Notification Profiles
‘ User-defined Events
# Analytics Events
Generic Events
—J-E@ Security
ﬂ Roles
a Basic Users
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4.12 Confirm Alarm List Configuration.

Confirm that "Tag" and "Type" were moved to the Selected columns, and
then press the [F5] key on your keyboard to save the settings.

@ Milestone XProtect Management Client 2020 R3

File Edit View Action Teols Help

H9 oenn

Site Navigation ~ 1 X ||Configuration

E““; DESKTOP-7A23HT1 - (20.33) Alarm Data Levels  Alam List Configuration  Reasons for Closing
=] Basics

E License Information

Available columns: Selected columns:
Site Information Aam D

= ,U Servers Category Level Image

ET,D Recarding Servers Category Name Message

Mobile Se Location Owner
{0 Mobile Servers Object Prorty Level

- ONVIF Bridges Priority Name: Source
==} i Rule State Level
%P Devices Server Name State Name

-2 Cameras Vendor E

-~ @ Microphones Time

@ Speakers

- Metadata

~ofe Input

C Output >
=3 Client

B2 View Groups S

:? Smart Client Profiles

Matrix
£ [E Rules and Events

Rules

(@) Time Profiles

[ Netification Profiles
‘ User-defined Events
- Analytics Events
Generic Events
Ereffl Security
-G Roles
a Basic Users
= ° System Dashboard
|:| Current Tasks

B Configuration Reports
{g_—_l] Server Logs
~[Fe Access Control
= - Transact
| Transaction sources
Transaction definitions
@ AMarms
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5 Configure Milestone ONVIF Bridge for XProtect

5.1 Start XProtect Management Client from the desktop shortcut.

O
&

AProtect
Management
Clienti2020
R3

5.2 Input the administrator user account and password, and then click [Connect]
to sign in.
(The administrator user account was created in section 2.4)

Milestone
XProtect® Management Client 2020 R3

Computer:
focanos B

Authentication:
[Basic authentication i ]

User name:
[faoeme l v ]

Password:

........:47 i

[[] Remember password

Connect Close
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5.3 Create ONVIF Bridges — 1.

Switch to the [ONVIF Bridges] tab, right click on [ONVIF Bridges], and then
select [Add New].

@ Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

H9 oen
Site Mavigation ~ B X JONVIF Eridges
E-Gl DESKTOP-TAZSH7I-(2038) | Q
EH{I Basics

- B JONVIF Bridge Information

Add New ... Ctrl+N

2 Refresh F5

E—}-[U Servers

;:ﬁ Recording Servers
ﬁ Mabile Servers
- ONVIF Bridges
EH%® Devices

S Cameras

- M Microphones

@ Speakers

- Metadata

oo Input

C Qutput

=3 Client

B9 View Groups

:? Smart Client Profiles
Matrix

- Rules and Events

H Rules

5.4 Create ONVIF Bridges — 2.

Input a name for your ONVIF bridge.

Add ONVIF Bridge x

Mame: desktop-7aZSh7

| 0K Cancel
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5.5 Configure ONVIF Bridge RTSP port.

Configure the RTSP port of ONVIF Bridge and then press the [F5] key on your
keyboard to save the settings.

ONVIF Bridges = & JONVIF Bridge Information

= ONVIF Bridges ONVIF Bridge settings {desktop-Ta25h 7))
(Gt desktop-7a29h7i

QNVIF port:

[520

RTSP port:

ONVIF user credentials:

User name:

Password:

Add user Remove user

* Make sure the inbound firewall is available on ONVIF Bridge RTSP
port.
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6 Install FaceMe SECURITY Central and Connectto Milestone VMS

6.1 Install Central
1. Start the FaceMe SECURITY Central installer.

] + | D:\FaceMe SECURITY Central — O x
Home Share View 9
&« v > ThisPC » NewVolume (D:) > FaceMe SECURITY Central ~ & | Search FaceMe SECURITY Cen... ©
I Desktop () MName - Date modified Type
& Downloads B FaceMeSECURITYCentral_FaceMe SECURITY Central 2.0...  10/25/2012 11:28 ... Application

|= Documents
=/ Pictures

2D anti-spoofing data se

[ This PC
J 3D Objects
= D on KEVINY-DT
[ Desktop
| Documents
4 Downloads
J'\ Music
| Pictures
m Videos
‘i Local Disk (C:)

- MNew Volume (D2)

¥ Network

1item =

2. Accept user account control.

User Account Control 4

Do you want to allow this app to make
changes to your device?

setup.exe

Verified publisher. Cyberlink Corp.
File origin: Hard drive on this computer
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3. Wait for the installation to complete.

. Installing CyberLink FaceMe SECURITY Cen... —

Installing FaceMe SECURITY Central

4. Once the installation is complete, FaceMe SECURITY Console will start. You
can continue your configurations using the FaceMe SECURITY Console
(http://localhost:8080).

Install FaceMe® SECURITY Central

Click [Install] to continue.

You may click [Setup Guide] 1o view step by step installation guide to set up the full FaceMe® SECURITY system.
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http://localhost:8080/

6.2 Set Up Central
1. Click [Install] to start setting up FaceMe Central.

Install FaceMe® SECURITY Central

Click [Install] to continue.

You may click [Setup Guide] to view step by step installation guide to set up the full FaceMe® SECURITY system.

2. Enter the database connection info (IP, port#, login account & password) and
then click [Continue].

Initial Setup

@ connect to Database

Enter database connection info for FaceMe® SECURITY.

Database IP / Hostname * Database Port*
Database Account *

Database Password *

© Activate Your License

Confidential
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3. Enter the license key provided by CyberLink or the solution provider, and then
click [Continue].

Initial Setup

@ Connect to Database

© Activate Your License

Enter the license key for FaceMe® SECURITY. You might need to connect to the Internet for the activation.

XXXXXXXXXXXXXXKXXXXXXXXl

( FaceMe SECURITY License Key *

View Setup Guide Back m

4. Create anadmin account.
This accountwill be used to log in to the console.

Create Admin Account

Enter an account and password to create an admin account so you can log in to the console to modify settings in the
future.

Account*

Cyberllnk

Password

E-mail*

Test@Cyberlink.com

View Setup Guide m
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5. Enable or disable the sending of alerts via U Messenger.
You can change this later in Console settings.

Alerts via U Messenger

Enable this option if you want to receive instant alerts via U Messenger.

Send alerts to U Messenger »

Once enabled, FaceMe® SECURITY will send alert messages to U Messenger service so you receive notifications on your smart phone or
computers

An alert message includes "Face image of the enrolled person’, "Face image of the person captured from the camera’, "6 second video
captured from the camera”.

You can change this later in settings

View Setup Guide m

6. Sign in to the SECURITY console to continue the configuration of the settings
for VMS.

Use the Admin account and password you created when setting up Central to log in to the Console.

Sign in to FaceMe®
SECURITY

FaceMe Account *

Password *

CyberLink Corp. 15F., No.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Tel +886-2-8667-1298 Fax +886-2-8667-1300 www.cyberlink.com
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7. Enter Milestone connection info

Fill in the below information and then click [Continue] to connect FaceMe
SECURITY to Milestone XProtect VMS.

® HTTP address of Milestone VMS Server
Input the Milestone VMS Server IP with ""https™ protocol.

®  Admin accountand password of Milestone VMS Server
Inputtheaccountand password you registered in section 2.4.

®  RTSP port number of Milestone ONVIF Bridge
Inputthe port you entered in section 5.5.

) Port number of Milestone Event Server
Inputthe port you entered in section 4.4.

Connect FaceMe SECURITY to Milestone VMS

Enter connection info and admin account password to connect FaceMe SECURITY to Milestone VMS Server.

Connection Info of Milestone VMS Server
The VMS server address and the account you use to access your Milestone VMS
Server

HTTP Address of Milestone VMS Server *

Admin Account of Milestone VMS Server *

Password *

Connection Info of Milestone ONVIF Bridge

RTSP Port number of Milestone ONVIF Bridge *

Connection Info of Milestone Event Server

Port number of Milestone Event Server*

View Setup Guide
Connect
Can't Connect?

CyberLink Corp. 15F., N0.100, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
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8. Successfully connected to Milestone VMS.

Click the [Config IP-Cam] button to view the list of IP-Cams from Milestone VMS.

Connection succeeded

Successfully connected FacelMe SECURITY to Milestone VMS. You can

now config IP-Cam and Workstation.
Config IP-Cam

9. After you connecttothe VMS Server, you can view the camera list synced
from the Milestone XProtect Server.

VMS Integration

By connecting FaceMe SECURITY to VMS software that FaceMe SECURITY supports, you can view and search for events right inside the VMS

VMS Server FacelMe Workstations Cameras

When you have completed all IP-Cams on VMS, click the button below to get the list of IP-Cams from VMS and then assign a workstation to each connected IP-Cam

Retrieve IP-Cam List From VMS

To add more workstations, install the [FaceMe SECURITY Workstation] program on a platform that meets the system requirements. Then fill in the [FacelMe SECURITY Central HTTP Address] when you install the
[FaceMe SECURITY Workstation] program so it can connect to this Central

http://192.168.16.86:8080

Camera RTSP URL FaceMe Workstations Status .)
ONVIF GMIP9883NW-5Z risp/ifaceme @192 168 16 51554/live/199C53fc-0195- o Worketa o v Workstation »
(192.168.16.42) - Camera 1 43ad-8012-184982f8c1b3 e e Offline

ONVIF GMIP98S3NW-5Z risp /ifaceme " @192 168 16 51554/live/64588435-1089- o Workstation »
(192.168.16.102) - Camera 1 4671-b0ff-5ec130f946bd Offline -

Rows per page: 5 « 1-20f2
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7

Install FaceMe SECURITY Workstationand Connectto Central

To learn how to install the FaceMe SECURITY Workstation, you can refer to the “FaceMe SECURITY
Workstation Readme” document.

Monitoring Recordson Milestone XProtect Smart Client
Use the Milestone XProtect Smart Client to monitor the visitor records.

8.1 Start XProtect Smart Client from the desktop shortcut.

8.2 Input the administrator user account and password to sign in.
(The administrator user account was created in section 2.4)

Milestone

==’ XProtect” Smart Client 2020 R3

Computer
localhost

Authentication

Basic authentication

User name

facme

Password

[Vl Remember password

[[] Auto-login

Connect
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8.3 Switch to [Alarm Manager] tab.
Milestone XProtect Smart Client

Live Playback Search m

8.4 Open Alarm Manager setup page.

Click the [Quick Filters] title and then click the [Setup] button on the top right.

fIfDDEOEEEEEEER

8.5 Switch the data source to “Alarm”.
Switch the Data Source from Event to Alarm.

g2 Milestone XProtect Smart Client

Live Playback Search m
<
| @ TEro0s5518 The

& Noma
Show navigation tree 2

100 | Max rows to fetch

Alarm » Data Source

Alarm
Bwvent
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Enable "Tag" and "Type" parameter on the alarm list.

Right click on the header for the alarm list, and then enable the "Tag" and "Type'
parameters in the list.

# Milestone Xprotect smart Client 202116 T4 060157 | B X
live Playback  Searcn  |VAGHNGRGERTS| -0t -
XProtect <
D e T e e e
[, — @ No map has been selected ONVIF CMIPIB8INW-SZ (192.168.16.102)
100

Aom

Quick Fiters

Y Now (13 Sttelevl  SwteMeme Messoge  Seure

[=]
=
=
=
=
=
=
=
(=]
=
=
=
=
(=]
=
=

[

ONVIE =3 Image.
FE 06010020011 INVIF CMIPSEEINW S (
T 060058 20211 ONVIF CMIPSSSINW-SZ (
4 055942 20211 ONVIF CMIPSBEINW-SZ(
T4 05590920211 ONVIF CMIPISBINW-SZ (
T 05590820211 ONVIF CMIPSEEINW.S7 (
A 06:59.06 20211 ONVIF CMIPSSEINW-SZ ( .
4 055759 20211 (ONVIF CMIPSBEINW-SZ ( Shate Nars
T4 055746 20211

Message
Priority Level

ONVIF CMIPSSEINW-SZ (
T4 05:57.2¢ 20211 ONVIF CMIPSSEINW-SZ(
T4 055711 20211 A ONVIF CMIPSSEINW-SZ (
T 0557032011 NVIF CMIPSSEINW.S7 (

ONVIF CMIPSBEINW-SZ

ONVIF CMIPSBEIN-SZ (
T DRSREN M ONVIF CMIPORRIN-S7 ¢

a
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8.7 Complete the setting up of the XProtect Smart Client.

Check that the "Tag" and "Type" parameters are displayed in the alarm list.
Type will display visitor type.
Tag will contain detailed information about the visitor.

# Milestone XProtect Smart Client 202116 FF 061202 = O X

Uve Playback -0 Y v

) - Camera 1 - 202

Pty Level | Stats Level S

1
1
1
'
'
'
1
1
1
1
1
1
1
'
'
'
v

Now you can monitor the visitor record on the XProtect Smart Client.

37


http://www.cyberlink.com/

