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1 Prerequisites

1.1 Software and Licensing

1.1.1Microsoft System Requirements

Microsoft® Windows® 10 Proand Enterprise(64 bit)

Microsoft® Windows® 10 Enterprise LTSB 2016 (version 1607 or later)
Microsoft® Windows® 10 loT Enterprise, version 1803 or later (64 bit), loT Cer
Microsoft® Windows® 11 Pro and Enterprise ( 64 bit)

= =4 =4 -9

Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter
Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter
Microsoft® Windows® Server 2022 (64 bit): Essentials, Standard and Datacenter

= =4 =4

1.1.2Milestone XProtect System Requirements

1 XProtectEssential+,XProtect Express+, XProtect Professional+, XProtect Expert, XProtect
Corporate[2023 R1 23.1a) or above]

1 XProtectEvent Server

o TheXProtectEvent Server igncluded as part of your XProtectinstallation. *Note* If this component
has not been installed with your version follow the steps found in troubleshooting at the end of this
document.

1 XProtectDevicelLicenses applied to your XProtecBase License.

o Device licenseis required for each video channelused for XProtect,
0 Any licensedXProtectvideo channel can be used with the Corgjht service.
o Below figure shows product SKUeffective of XProtect 202t R2

LICENSES

SKU ID Name

XPEXPLUSDL XProtect Express+ Device License (DL)
XPPPLUSDL XProtect Professional + Device License (DL)
XPETDL XProtect Expert Device License (DL)
XPCODL XProtect Corporate Device License (DL)

Open theXProtectManagement Clientand ensure that you havespare XProtectDeviceLicenses
associated with the installed XProtectversion beforethe installation of a ORBNEBoftware trial.
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1.1.30RBNET Systems

Part of this installation will include the Streaming Engineplugin for XProtect This enables video feeds
from XProtect to be shared with theCorsight Al service There are license requirements for this
product.

{ LicenseE When you first install the Streaming Engineyou will get a 30-day trial license, following this you

will need to update to a full license. Carsightwill provide this license, subject to the payment terms and
conditions that Corsightand the customer have agreed upon.

1.1.4Corsight ServiceRequirements

1 CorsightAl Serviceinstalled on local or hostedserver.
0 Single server or multiserver

{1 Installers E Available to download from Corsight Partner Portal

o O6Corsightt XProtect Plugins Installer v&.*.* EN .msi 0
0 O6O@RBNET:aStir eramic ngviEn gatmev*SEN viinme'i et up
0 OORBNET Streaming Engine Plugins Setup V¥**EN tn.ims’i 6

1.1.5Copyright, trademarks, and disclaimer

Copyright © 2023 ORBNET Systems
Copyright law and international treaties protect this Software.

Licensing agreements specify the terms and conditions of the Software use.

Neither the Customer nor any third party will be permitted to inspect, possess, use, copy, or attempt to
discover any part of the Software source code (or any portion thereof).

Trademarks

XProtect is a registered trademark of Milestone Systems A/S.
Milestone XProtect and connected components will beeferred to as XProtect throughout this document.
Corsight and Fortify are trademarks of Corsight Al Ltd

This document contains other trademarks which belong to their respective owners.

Disclaimer

In preparing this text, due care has been taken toensure that it is intended for general information
purposes only.

Information provided herein does not constitute any kind of warranty, and any risk resulting from its use
rests with the recipient.

Adjustments may be made without prior notification by ORBNET Systems.

In this text, all names and organizations referenced in examples are fictitious.
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2 Software Schematicwith Installation Example

Corsight for Milestone XProtect

Internet Connectivity

QJ
corsight
forhify

XProlect Video
davice channel

XProtect
Management Server
XProtect
Recording Server

Corsight Service Corsight Service
Onsite Primary Server 1 Onsite Secondary Server

i & aTGe -

XProtect s LT
Smart Client .";Ei Corsight Metadata
[ — XProtect comms data_ _ =

[
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3 Installation of Corsight plugin for XProtect

Begin with the server/machine running theXProtect Management Server Place theéCorsight 't Plugin
for XProtect = + Installer 1=r.nms’i i a folder on the desktop and double clik to start the Install. The
installer will prompt you to stop the XProtectEventServerservice before installing.

3 Corsight Plugins for XProtect - X
Welcome to the Corsight Plugins for XProtect Sety up_
Wizard §p corsight |

The installer will guide you through the steps required to install Corsight Plugins for
XProtect on your computer.

7 Corsight Plugins for XProtect - x|

Select Installation Folder
§o corsight

The installer will install Corsight Plugins for XProtect to the following folder.
To install in this folder, click "Nexd”™. To install to a different folder, enler it below o click
“Browse”,

Eolder:

[CAProgram Files\Milestone\MIPPugins\Corsighty

Install Corsight Plugins for XProtect for yourself, or for anyone who uses this computer:

© Everyone
() Justme

T

2B Corsight Plugins for XProtect - *

Installation Complete
s gpcorsight

Corsight Plugins for XProtect has been successfully installed.
Click "Close” o exdt.

Please use Windows Update to check for any criical updates to the NET Framework.

<Back

o

78 Corsight Plugins for XProtect - X

License Agreement
Ao §p corsight

Pbmmammunuulemmm If you accept the lerms below,

8 Corsight Plugins for XProtect - X

Confirm Installation
§pcorsight

The installer is ready to install Corsight Pugins for XProtect on your computer.

Click "Next” to start the installaion.
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It is possible some of these messages will show during the installationPressyes to close or restart the
required installation dependant to complete the installation.

3 Close Milestone Smart Client? - m] X

We need to stop the Milestone Smart Client
process to complete the installation. Any
unsaved data will be lost. Continue?

Yes No

’-! Close Milestone Management Client? - m] X

We need to stop the Milestone
Management Client process to complete
the installation. Any unsaved data will be

lost. Continue?

Yes No

"M Restart Event Server? - O x

This plugin requires an Event Server
service restart. Would you like us to restart
it for you now?

Yes No

Follow the XProtectManagement Serverinstallation with any client machines that will be usedfor
Corsight management. Both XProtect Management Clientsand XProtect Smart Clientsneed this plugin
installed. This one installeris usedfor both clients and servers.
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4 Installation of Streaming Enginefor XProtect

Begin with the server/machine running the Milestone XProtect Management, Event services and any
machines with a Management Client that will need access to Streaming Engine settings.

Runthe 60RBNET Streaming: Engine- Service = Setup.msi: 18

[ ORBNET Streaming Engine Service —
Setup Wizard

The installer will guide you through the steps required to install ORBNET Streaming
Engine Service on your computer.

WARNING: This compuler pragram is protected by copyright law and international

X
Welcome to the ORBNET Streaming Engine Service @

(¥ ORBNET Streaming Engine Service - X
Select Installation Folder .@

The installer will install ORBMNET Streaming Engine Senvice to the following folder.
To install in this folder, click "Next". To install to a different folder, enter it below or click
“Browse".

Faolder:

CiProgram Files\ORBNET\Streaming Enginel Browse...

Disk Cosl...

Install ORBNET Streaming Engine Service for yourself, or for anyone who uses this

treaties. Unauthorized duplication or distrit of this prog or any pertion of it, may computer:

result in severe civil or criminal penalties, and will be sted to the i extent (8 Everyone

possible under the law. .

() Just me
<o cane < ol
75 ORBNET Streaming Engine Service ¥ # ORBNET Streaming Engine Service - ¥
. 4 e \.
Confirm Installation Installation Complete @

The installer is ready to install ORBNET Streaming Engine Service on your compuler,

Click “Next" 1o start the installation.

o ca

ORBNET Streaming Engine Senvice has been successiully installed.

Click "Close” to exit.

Please use Windows Update to check for any eritical updates to the NET Framewark.

e
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Follow with the server/machine selected to be used for the Streaming Engine service.

Run the6ORBNET Streaming:; Enginec Plugins'= Setup.msi: 10

ﬂ ORBNET Streaming Engine XProtect Plugins -

X
Welcome to the ORBNET Streaming Engine XProtect @
Plugins Setup Wizard he -

The installer will guide you through the steps required to install ORBNET Streaming
Engine XProtect Plugins on your computer.

WARNING: This computer program is prolected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any porion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

<Back

[hee> ]| conen

]‘s ORBNET Streaming Engine XProtect Plugins =

Confirm Installation

The installer is ready to install ORBNET Streaming Engine XProtect Plugins on your
computer.

Click "Next” to start the installation.

5 ORBNET Streaming Engine XProtect Plugins — >

Installation Complete

ORBNET Streaming Engine XProtect Plugins has been successfully installed.

Click "Close” to exit.

Please use Windows Update to check for any criical updaltes to the NET Framework.

s

< Back

# ORBNET Streaming Engine XProtect Plugins -

Select Installation Folder

The installer will install ORBNET Streaming Engine XProtect Plugins to the following
folder.
To install in this folder, click "Next™. To install to a difierent folder, enter it below or click ...

Folder:
C4Program Files\Milestonel

Browse...
Disk Cost...

Install ORBNET Streaming Engine XProtect Plugins for yourself, or for anyone who uses
this computer:

(@) Everyone

) Just me

© Restart Event Server? - O X

This plugin requires an Event Server
service restart. Would you like us to restart
it for you now?

Page9 of 50



Installation, Setup and User Guidg Corsightfor Milestone XProtect
4.1 License Activation

you will need to update to a full license.Corsight will provide this license, subject to the

@ When you first install the Streaming Engine you will get a 30- day trial license, following this
payment terms and conditions that Corsight and the customer have agreed upon.

A new License file has been created. Please enter your company name
into the license, export it and get it activated for permanent use. Note:
If you are upgrading from an older version your 30 day trial will not be
extended.

oK

The Streaming Enginel icense information can be accessed from thé&treaming Enginesystem tray icon.
Stop: the Streaming Engineservice first.

Then right click again and you can then selectUipidia tiecerdsicens e é

© Start

°
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit
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This window will initially show the default license values with just the trial license countdown at the
top.

© ORBNET Streaming Engine License Settings O X

Time left: 29 days, 14 hours, 14 minutes, 51 seconds

Export

OrbStreamingEnginelicense
el
4 1. License Info
a. Client Mame MRDX Tes{
b. Days Valid (-1 == Unlimited)
c. License Id
d. Unigue Id

e. License Number

f. Product Version
g. Version Release Date
h. ORE Up End Date

i. Hash Code

4 2. Streaming Engine Options
a. Number of concurrent streams 10
b. Number of Redundant Streaming Engines 10

¢. Multiple Streams

d. Playback Support

e, Encrypted Streams (RTSP over 55L)
4 3. Extra Features

a. HLS

b. RTMP (Youtube / Twitch)

c. Timelapse
d. RTMP Proxy Server Channels 0
& Managed FFMPEG Streams o

a. Client Name

Use Import + and Export + buttons for license requests and software activation.

When making a license request, please complete the fields in bold.

- 1. License Info
o Enter the Client Name

- 2. Streaming Engine Options
0 Increment the values of the options and disable all checkboxes
Number of concurrent streams

- 3. Extra Features
o Increment the values of the options and enable the required checkboxes

None required
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Use the Export © license request button to generate a license request file. This will be required to be
included in an email to Carsightwhen requesting your activated product license.

On completion of an order alongside a license request file a valid license will be sent back. This can be
imported by using the Import + valid license button.

This will now show an unlimited (Days Valid =-1) time frame associated to the Streaming Engine
instance at the top.

© ORBNET Streaming Engine License Settings

(©)

[

LICENSE IS VALID WITH NO TIME RESTRICTIONS

Import

OrbStreamingEnginelicense
24
“ 1. License Info

a. Client Name MRDX Tesy

iL Hash Code

4 2. Streaming Engine Options

a HLS

a. Client Name
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Installation, Setup and User Guidg Corsightfor Milestone XProtect

4.2 Initial connection to XProtect

Ensure you have either have XProtectBasicUseraccount created or a Windows service account
ready and assigned to aSecurity Role in XProtectto be used for the Streaming Engine service.

SeeBasic User Setupor Changing a service account

After installation, the Streaming Engineservice will not be connected to theXProtectsystem.

The Streaming Engine Managewill show in the systemtray a red cross to indicate a problem. If the task
icon is not showing, check that it is not hidden in the system tray or run from the desktop shortcut.

Streaming

Right click the tray icon and select Stop), then right click again, and selectCrhiagn goettsiest t i ngs é

© Start

oL )
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit

Service Restart confirmation, Clickres

Service Restart

When you are finished modifying the configuration the Orb Streaming
Engine will restart automatically.
Do you want to proceed?

Yes No
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From Streaming EngineSettings two XProtectuser options are available.

1. Login with service account credentials

[Usesthe, t j ¢, ® _hh¢2 + OKRBNET $tr@amingEngifie ®| -+.stl h |&XPootéct } ¢ r t
6g ® £+ ¢ -2]u °¢2 ~2®+ hs_ rl xsl ®I--thl 2® - qg-
your choosing and add the service account t&XProtect Security Roles.]

2. XProtectBasic User
[This is a uses aXProtect created basic user account, the account needs to be added to a relevant
XProtectSecurityRoleg A }° , ¢-| ® tq é=¢r t ,txs ®l --thl _hh¢?2

o Fill out the correct XProtectManagement ServerlP address and port.

o Tick Secure Onlyif you have installed XProtect using an SSL certificate on the XProtect
Management Server

| @ Orbnet Streaming Engine Settings — O X
|

©

ORBNET

ORBStreamingEngineConfig

B2!
4 API Settings
API External IP
AP Port 45333
API Port 45334
HLS File Path C\ProgramData\ORBNET\Streaming Engine\HLS

4 Milestone Connection Settings

Log in with service account credentials

Milestone Basic User orbnet

Milestone Basic User Password sssssssseseRER e
Milestone Management Server IP 127.0.0.1

Milestone Management Server Port 80

Secure Only

Finish your configuration changes then exit with theclose window cross- at the top right of this
Lt je, e X¢2 |t }Gonifisgres a Chetk®b@t the $treadning Engineservice is started
from the system tray icon.

X

Config saved!

OK

Page 14 of 50
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5 Configuration

5.1 XProtect Management Client

5.1.1ConnectCorsightdevice

From the Site Navigation window select CorsightPlugins: i = then Corsight'Settings i ¢ <.

§p corsight

Cornight Sattings
Set the . Port and

Corsight Server IP

[ Detecaon Only  0R  [] in imlerest List + Livensess.

Stieanmineg Engine Hostname | 1P
. 2 Camera Stalus

Other

Streaming Engine  Streaming E

RTSP Port AP Port mmmm}

s B ks33a 7 5]
| show | [Adwnced | | Hde

I e

Global Log Level
Normal -
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5.1.2Corsight Settings

From this window Set thelP, Port and Credentialsused to connect to theCorsight Server.

- Corsight Settings

A Corsight Server IFE IP address or hostname of your local or hostecCorsight Server
Streaming Engine HostnamelP E External IP address forStreaming Engine
UsernameE This is for the Corsight Server

PasswordE This is for theCorsight Server

> > >

Modify SSEFilter (Pressbutton to display these settings)

Using this optionmeansit is possibleto update the filter settings without closing the
connection to the Corsight Alservice

- Corsight SSEEvent Filters (Server Sent Events allows servers to push realime client updates
over a single HTTP connection.)

In Interest / Authorized List

Not in Authorized List

Detection Only ORIn Interest List + Liveness

Camera Status

> > > >

These options are usedn the XProtect Smart Clientto show or hide the default filter options for
Corsight Alevents. How the filters are shown in the XProtect Smart Client is directlygynchronizewith
the setting changed here.

Advanced (Pressbutton to display these settings)

- Other

A Streaming EngineRTSPPort E Default: 554
A Streaming EngineAPIPort E Default: 45333

A Alarm retention time (days) E Number of days after whichold alarms will no longer
jt®a} ©° ¢ Secsoh of thé glugin in-Sngrt Client

The Streaming Engineis a third- party application provided by ORBNET Systemd& his is used to stream
video from XProtectto the Corsight Alservice.

NEW for v1.1.2, more information is provided in
Debug logsto assist with any required troubleshooting.
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§p corsight

Corsight Settings

Sel the IP. Port and Credentials used 1o connect to the Corsight server

Corsight Server IP

Streaming Engine Hostname / IP

Username
superadmin

Password

Show Advanced

Config Connect

Global Log Level
Normal

Event Filters

4 In Interest / Authorized List

B4 Not in Authonised List

4 Detection Only ©OR [ In Interest List + Liveness
B4 Camera Status

Other

Streaming Engine  Streaming Engine Alarm retention
RTSP Port API Port time (days)
554 2 45333 = T

Hide

Page 17 of 50
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Show E Show or hide thepassword in
clear text.

Advanced E Show or hide ports config

Config E Onceconnectedthe configuration
is greyed and not editable. PressConfig

to make changes.This will also disconnect
from the Corsight Serviceplus client users.

ConnectE Once theCorsight Server
settings are filled out, pressthe Save icon
(top left) and then Connect: to make the
first connection.

Global Log LevelE Change loglevel if

asked by support for troubleshooting.
Normal] . Debug, Trace

Hide E Remove the config and filter menu
from being visible.
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Corsight Connection

With the Corsightsettings filled press Save in the top toolbar first then Connect:. The Connection
Status and Event Stdus will update to show if the service is Connected If the Connection Status
remains asNot Connected Further information will be shown inGeneral information

€ Milestone XProtect Management Client 2023 R1
File View Action Maintenance Tools Help

9 oen
—
<
§p corsight
Corsight Settings
Set the IP, Port and Credentials used to connect to the Corsight server Connection Status: |Conected |
Corsight Server IP Events Status: |Connected | Modify SSE Filters
. ; Create Camera Remove Camera Update Camera
Streaming Engine Hostname / IP
] i3k Added cameras
Username a|
superadmin
Password
Show Advanced < . "
General Information
Global Log Level

‘Normal v]

General Information E This section will providetext- based information on the status of connections to
the Corsight service. Use this to troubleshooif connections are not working.
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5.1.3Corsight add XProtect video camera

In this side of the Carsight menu, XProtect Camerascan be added to the Corsight service.

To add a video camera fromXProtectto the Corsightservice press Create Camera

Connection Status: | Connected

Events Status: | Connected Modify SSE Fillers
Remove Camera Update Camera Create Camera

Added cameras

Added camerasE Once added cameras show in this

Camera Name Status Node ID i i i i
list along with the Corsight Al processing status.
Find Camera Find CameraE Use thisto search list by Camera

Name, input text to start a search.

Next a pop-up window. Add Camera Wizardwill be shown, where a camera, watchlist and other

Corsightsettings can beupdated. First use Sekct Camera

. & Add Camera Wizard - (m] X
Select the Milestone camera you want to add and configure it's properties for Corsight

Select Camera...

Detection Minimum Face Width (min 30) Watchlists Open list

30 PX Selected Watchlists: 0

Face Recognition Threshold (min 0, max 100)

© Px Node ID || |v
Unauthorized Alert Minimum Face Width (min 30) Required Face Attributes
30 PX [[] Age Detection

Liveness Detection Minimum Face Width (min 300) [] Gender Detection

[ Liveness Detection

300 PX
Age Gender Detection Minimum Face Width (min 60) Analysis Quality
&0 PX O Speed ® Average

Cancel

Page 19 of 50

SelectCamerail E Press toopen
camera picker.

Watchlists E PressOpen list -+ to
select the relevant Watchlist/s.
Selected Watchlistsnumber will

update based number of
watchlist selected.

Node ID- Additional processing
nodes will show here. Select the
one to be used.

Face Attributes E Use the tick
boxes to select detectiontypes.

Analysis Quality E Select Speed
or Average- detection mode.
CorsightPixel ThresholdsE

Set the pixel thresholds for each
detection mode.

CancelE Close thiswindow.
Add CameraE Add to Corsight
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FromS:e lce ¢ tneC atine Caaneraltem Pickerwill show. Pick the relevant camera to be added to the

Corsight service

M item Picker - O

Select one

=-§J MS-ANDC
=G StableFPS
= StableFPS_TB800 focahost) - Camera 1
> StableFPS_TB00 focahost) - Camera 2
> StableFPS_T800 focahhost) - Camera 3
[ StableFPS_T800 focahost) - Camera 4 |

> StableFPS_T800 focahost) - Camera 5

From Open list =+ the Watchlist Selectionwindow will be shown. Tick: one a many options for the

relevant camera that is being added.

w5 Watchlist Selection — ] X

Available Watchlists

] None
] An

[J b6adb8bc-6181-4b2a-b3c9-42f5ddd68e0b
[ testpers

None E Default Watchlist helper option. This will
untick all other selectedwatchlists.

All - Default Watchlist helper option. This will tick all
other unselected watchlists.

Other Named Watchlists options are shown below
None and All. These are usedefined watchlist.
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Run afinal checkoft s | ®I1 ++xt r ® AfddCamerasWizardE, Bheck alt of theseelements
have been selectedor updated.

Camera

Watchlist (If required)

Node ID

Detection mode (f required)
Corsight Pixel Thresholds

agrwnhE

Now the XProtectcamera can be added with the Add Camera: button.

. @ Add Camera Wizard — (] X

Select the Milestone camera you want to add and configure it's properties for Corsight

Select Camera...

Detection Minimum Face Width (min 30) Watchlists Open list
PX |Selected Watchlists: 1 |
Face Recognition Threshold (min 0, max 100)

Node D
PX
Unauthorized Alert Minimum Face Width (min 30) Required Face Attributes
PX &2 Age Detection

Liveness Detection Minimum Face Width (min 300) [t it

[ Liveness Detection
PX
Age Gender Detection Minimum Face Width (min 60) Analysis Quality
PX O Speed (® Average
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Once added he camera appears inAdded cameraslist with its Corsight status alongside.

Remove Camera

Camera Name

Update Camera

Added cameras

Status

StableFPS_T800 (localhost) - Cam idle

Find Camera

Create Camera

MNode ID

main
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Update CamerakE Press to open the
Add Camera Wiard to edit settings.

Creae Camerak Use to add new
camera to Corsightservice.

Find Camera- Use this to search list
by Camera Name, input text to start
a search.
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5.1.4Streaming Enginelntegration

The Streaming Engine(made by ORBNET Systen) provides a method of streaming XProtectvideo to
the Corsight Service.

Any of the devices addedto the Corsightcamera list will also need to have streaming enabledto be
sent to the Corsight Al Service.

From the XProtect Management Clientgo to) Site Navigation select- + Devices Cameras Find any
camera devices usedwith the Corsight Al Service. Go too the Streaming Enginetab and tick i« Enable for
live and playback over RTSP (TCP and UPD)

Devices -
| & == Cameras
i Camera Group 1
= LIVE | RECORD
] Avigilon 2 0C-HSA-B2 (172
# & TIMELAPSE

Properties

ORBNET Streaming Engine

DESKTOP-4DO72EK Hostname: DESKTOP-4DO72EK ServerType:  ~
Standalone |Pv4 adresses:
192.168.0.95172.20.103.100 TOTAL CPU=0%, v
RTSP RTMP SRT Web Streaming Timelapse & Auto-Snapshots fiskosh AN

Streaming Engine Camera Activation
[¥] Enabled for live and playback over RTSP (TCP and UDP)

Camera GUID (Used to open the RTSP Stream)
Tae1fd23-d54f-4d97-8f3e-1606fdc08004 Copy

Audio Channel
Select Channel ... Clear

<
@info § Setings [ Streams @ Record # Motion I+ Presets £ Patrolling % Events G Client B8 Privacy masking|@ Streaming Engine

~
v

5.1.4.1Enable All XProtect video streams for RTSP

For siteswith a high number of camera devicesused with the Corsight Servicefrom XProtect Instead
of manually needingto go into each device and enable theRTSP streamin the Streaming Enginetab,
there is an enable alloption in the Streaming Engineconfiguration.

Right click the tray icon and selectStop to stop the Streaming Engine Service.
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© Start

® [sop
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit

Navigate to C:\ ProgramData -\ ORBNETY Streaming Engine i =\, and open ORBStreamingEngineConfig  o.xml

with Notepad.
Find the linewith <BypassRTSPActivationinManagementClient>

Update from false: = to true = and savethis file.

_l| ORBStreamingEngineConfig - Notepad ] *

File Edit Format View Help
<ShowNoVideoDebounceDelaySeconds »38</ShowNoVideoDebounceDelaySeconds> ~
<UseMilestoneTimestamps>true</UseMilestoneTimestamps>
<BrutalSocketClosertrue</BrutalSocketClose>
<SeprateNALUnits>false</SeprateNALUnits>
<ReconnectTimeout>3</ReconnectTimeout>
<LoglLevel>Normal</Loglevel>
<BackupCamId 8820-0820 - 2288 /BackupCamId>
<FFMPEGManagedStreams />
<PublishingPoints />
<MP4FilesPath>C:\ProgramData\ORBNET\Streaming Engine\MP4</MP4FilesPath>
<MP4TemporaryFilePath>C:\ProgramData\ORBNET\Streaming Engine\MP4Temp</MP4TemporaryFilePath>
<ExpectedlLoad>288</ExpectedlLoad>
<LogStatsPeriod>18</LogStatsPeriod>
<EnablePerformanceCounters>true</EnablePerformanceCounterss
<EnableDOTNETE>false</EnableDOTNETE>
<OrbStreamingEngineId>DESKTOP-4DO72EK [192.168.6.95]</0rbStreamingEngineld>
<BypassRTSPActivationInManagementClient>false</BypassRTSPActivationInManagementClient>| v

Ln 89, Col 3 100%  Windows (CRLF) UTF-8

Restart © the Streaming Enginefrom the system tray icon.

9 start
@ Stop

View Logs

Streaming Engine settings...
Integrations settings...

Manage Streams...

Manage Basic User Passwords...
Manage Camera Passwords...
Update license...

Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit
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5.1.5XProtect Analytics Events

From the XProtect Management Client Analytics Eventsneed to be created manually to bring Corsight
ServiceEvents into XProtect This pluginlistens for these eventsthat will use the below text and

associated video deviceto trigger an event.

These events need to be create@xactly as shown wih capitals and underscoreswhere shown.
Otherwise, the event will not be triggered in XProtect

%

¥ Camera Status

¥ Detection_Detection Only
¥ Detection_In Authorised List
¥ Detection_In Interest List

¥ Detection_In Interest List + Liveness
¥ Detection_Not In Authorised List

XProtectManagement Clientunder Site Navigation find Rules:and'Eventsrt < > Analytics Eventse 1
Right click Analytics Eventsand click AcdidievN e w é

Site Navigation - x |Analytics Events « 8 JAnalytics
# Microphones A pll Analytics Events
$ Spociun Add New .. Ctrl+N
¥ Metadata
<o Input = Refresh F5
« Output
# Client
B Smart Wall

& View Groups
£ Smart Client Profiles
#* Management Client Pr
& Matnix

& Rules and Events
% Rules
® Time Profiles

Notification Profiles

® User-defined Events
* Analytics Events
% Generic Events
& Webhooks

Copy theAnalytics EventName exactly as shown below. Once theName is added use the toolbarSave
button to confirm.
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© Milestone XProtect Management Client 2023 R1
File View Action Maintenance Tools Help

Camera Status

Detection_Detection Only
Detection_In Authorised List
Detection_In Interest List
Detection_In Interest List + Liveness
Detection_Not In Authorised List

After saving the Test Eventbutton is now available, used thisto confirm Rulesand Alarms are working
in XProtect The next steps in this manual will go throughRules and Alarms

| Test Event |
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5.1.6 Rules and EventsSetup
5.1.6.1Events

With the Analytics Eventscreated they can now be used forRulesin XProtect
XProtect Management Clientunder Site Navigation find Rules-and Eventsrt < > Rules:.

Right click i <  Rulesand click Add Rule-é
UsePerform an action onevent: then select the relevantAnalytics Event Refer t05.1.6 XProtect
Analytics Eventsfor more information.

For device «/recordingiserver/managementserver - rveor Select the relevant video devicethis Rule is
related to.

Select an Event X

=

® Devices
3] External Events
@ Recording Servers
] System Monitor
@R
=y

=

lytics Events

Camera Status (Analytics Events)

Detection_Detection Only (Analytics Events)
Detection_In Authorised List (Analytics Events)
Detection_In Interest List (Analytics Events)
Detection_In Interest List + Liveness (Analytics Events)
Detection_Not In Authorised List (Analytics Events)

___5
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5.1.6.2Actions

Actions that can be triggered from a Rule

- Enable Cosight Cameraassociated with <camera>
- Disable Corsight Camera associated withccamera>

@ These actionsenable or disable the Corsight service on the selected devicén a rule an Event

of a Time Profile canbe used to trigger this.
Use a time profile to enable Corsight service only in office hours for internal cameras.

Manage Rule - O X
Name New Rule 001
Description:
Active: M
Step 3: Actions
Select actions to perform
[J Retrieve and store remote recordings from <devices> -~

D Retrieve and store remote recordings between <start and end ime> from <devices>

[[] Save attached images

[[] Activate archiving on <archives>

[[] On <site> trigger <user-defined event>

[[] Send event info to Webhook at caddress>

[[] Enable privacy mask on <camera>

[] Disable privacy mask on <camera>

[_] Enable Corsight Camera associated with <camera>

[A Disable Corsight Camera associated with <camera> v

Edit the rule description (click an underlined item)

Perform an action on Test Event
from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday

Disable Corsight Camera StableFPS T800 focalhost) - Camera 5

5.1.7 Alarm Definitions

With the Analytics Eventscreated they can now be used forAlarms in XProtect

XProtect Management Clientunder Site Navigation find Alarms: > Alarm/Defiritions
Right click 1 < - Alarm Definitions and click Add New &

Forthe Triggering Eventuse Analytic Events-n t = then select the relevantEventthat is in the list that
follows. Refer t04.1.6 XProtect Analytics Eventfor more information.

For Sourcesselect the relevant videodevice/s this Alarm is related to.
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Definiicn Inkormation -8
= & M Deivsors Hamm cefrton
A e Definison Bl g
:iﬂum_ﬂeuon Detecsion Orly
Ty —— M fm Cames, 308 J

Tagoer
Tggemg evert sy Emrty v

Conea s ]
Sources A Camers Seect
Actvison penod
[CRTE K v
(0 Evert based: at Seect

Seect.

Mg

5.1.8User Security Management

It is possible to add or remove security rights to theCorsight Pluginin Roles
XProtect Management Clientunder Site Navigation find Security v > Roles:.

Select « the relevant Roleyou wish to update. Navigate to the MIP tab, then to CorsightPluginugin >
Corsight'Settings 1 ng=.

There are security settings available forView and Control of the Corsight Camera List Watchlist and
POl

€ Milestone XProtect Management Client 2023 R1 - o x
File View Action Maintenance Tools Help

H9 oemn
=« Secunty ~ Name
P& Administrators (Admini s have complet

& Basic Users bretS e 4
= @ System Dashboard “ o boEgine

[1 Cument Tasks T Test (test)
@ System Monitor T testuser2
5! Syslem Monitor Thresholds
&8 Evidence Lock
2 Configuration Reports Securtty seftings for: Corsight Settings
) Server Logs View Corsight Camera List
& % Metadala Use %“ﬂ, Corsight Watchiists
| Metadata Search A View Corsight POls
ol mss ;mlﬂﬂ Ec«w Corsight Camera
CR en ]Control Corsight Watchlists
%3 Incident properties EAControl Corsight POIs
= 4, Transact
£} Transaction sources v

Site Navigation Federaled Site Hierarchy 3 Incidents § Healthcare #¢ MIP

Page 29 of 50



Installation, Setup and User Guidg Corsightfor Milestone XProtect

6 User Guide
6.1 XProtect Smart Client

6.1.1Corsight Plugin Tab

From the XProtect Smart Clientselect the Corsight 1+ Tab. Below shows the default layoutwhen first
opened

- CamerasE Shows list of cameras connected taCorsight Service
- Watchlists E ShowsCorsight Service Watchlists
- Alarms E ShowsCorsight Service Alarms

® Milestone XProtect Smart Chent

Views Exports Search Streaming Engine Alarm Manager # Incidents Corsight System Monitor

Cameras (7) >
Watchlists (3) >

Alarms (0) >

Refresh

If not connected to the Corsight Senice, the Corsight Plugintab will show the below screen.

® Milestone XProtect Smart Chent

Views Exports Search Streaming Engine Alarm Manager # Incidents Corsight System Monitor

Corsight server
disconnected
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6.1.1.1Cameras

SelectCameras, then select a camera from the list. The live camera image will displayfor this device.

Streaming Engine Alarm Manager Incidents Corsight WorkSpace Plugin = @ System Monitor 114508

Watchlists (3)

Alarms (0)

Refrech

Corsight Server Displayed CountgShownabove Camera Lis)

Total Cameras E Total number of cameras connectedo Corsight Service
Licenses in UseE Number of Corsight Service licenses in use

Analyzing E Number of XProtectvideo channelsbeing analyzed
Idle E Number of XProtectvideo channels ready forprocessing
Error E Number of devices not working with Corsight Serice

Corsight Camera Table

Camera Name - Camera Name asit is in XProtect
Status - Current camera state(idle, active).

Live video display (Shownbelow video tile)

Start Analyzing E Start Corsight Service processing.
Stop Analyzing E Stop Corsight Service processing.
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6.1.1.2Watchlists

SelectWwatchlists: « <, then select awatchlist from the list shown. The POI(s)included in the list will
display on the right-hand side.

Corsight Server Displayed Countgshown aboveWatchlists)

Total Watchlist E Total number of Watchlists assigned to Corsight Server
Interest List  E Number of Watchlists related to Unauthorised Persons of Interest(deny list).
Authorised List E Number of Watchlists related to Authorised Persons of Interest(allow list).

Corsight Camera Table

Watchlist Name - Watchlist Name as inCorsight

id - Watchlist ID as inCorsight

Type - Watchlist type (Interest, Authorised).

POI(s) - Person of Interest total number in Watchlist.

Watchlist action buttons (Shown belowWatchlist)

Remove Watchlist E Press to remove selectedVatchlist. Available only if no POI(s) are registered
Clear Watchlist E Press toremove all POI(s)from Watchlist.

(Confirmation will be requested, followed by if you wish to also remove POI(s) from the database)
Create New E Press to create a newWatchlist.

POI(s) registered under this watchlist

Shows each POI with the defined name and thumbnail.

Remove E Press to remove selected POI from list.
Add E Press to add new POl to list.
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Add new POI form

Fill in the settings for the new POI

Display Name testpers2

Notes

Watchlists M b6adbbe-6181-4b2a-b3c9-42f5ddd68e0!
i testpers

Add new Watchlist form

New Watchlist Settings

Interest List

Color Open Color Picker

Create

Display NameE Relevant name used forPOL
Notes E Any further information to be used forPOL

Watchlists E Select the Watchlists relevant to this
user. The watchlist you started from is always
selected

Image E UseSelect Image = to navigate to a
relevant image on the XProtect Smart Client
machine for this POl

CancelE Close thisprocessand do not save.
Add E Commit to add POlto Watchlist.

Type E Can be eitherInterest or Authorised List

Name E Name of the new watchlist

Notes E Additional notes can be added.

Color E Color of the bounding box displayed on
matches for this watchlist.

CancelE Press to close this process.
Create E Press to save a create this watchlist.
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6.1.1.3 Alarms

Alarms in the plugin workspace are different from Alarms in the XProtect Alarm Manager. Although

connected (as shown in the next section), these contain much monaformation and are updated in reat
time.

Total Alarms E Total number of alarms generated byCorsight Service

All types of alarms that can be generated byCorsight Serviceare listed below that and incremented as
they appear.

Filters E Alarms can be filtered byevent type or by camera name. All filters are additive, meaning that,

g¢- |+ _~a}lug ©°¢2 h_ ®l _-hs qg¢- _padiculégrgamergonly.l - | ®+ =1 (
(Selectedfilters are prefilled on startup in the XProtect Smart Clientbased onthe last choice.)
Filter by Camera E Type search field

Max number of alarmsdisplayed: (Default 5000

The filter options are directly synchronizedwith the options made available in the XProtect
Management Client under Corsight Plugins Corsight Settings Select + Modify SSEFilter to
update filters. This allows changeswithout closing the Corsight Al pluginconnection

Alarm List E Filtered list of alarms that were generated by Corsight Service This is filtered by the filters
above and also by the retention time setting set in the plugin settings inXProtect Management Client

1 Time: the time of the last update generated by Corsight Service This time is the moment the
video stops at and matches the bounding box and face crop

1 Source: the camera that generated the event
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1 Message: the type of the detection

This list is constantlyrefreshed,and new alarms will always appear on the top. There is a

maximum limit of 5,000 alarms and when that is reached the oldest will be overwritten in
order of creation.

The information is stored on disk Program Data/Corsight) every minute so in case there is an issue with
the XProtectEvent Serverconnectionthe alarm list will be retrieved on start- up, but all alarms generated
since the last save will be lost. This does not affect the alarms in théAlarm Manager, so in the situation

described above, there could be a mismatch where there are more alarms iAlarm Manager than in the
plugin workspace.

If a hard refresh is required, all files from that folder can be deleted and that will delete all stored alarms

in the plugin Workspace. It will not affect the alarms in the Alarm Manager, but their face crops will be
missing.

In case you want to view an old alarm that is no longer displayed in the list, you can adjust the retention

time setting in the plugin settings in Alarm Manager. If there were more than 2Q000 alarms generated
in the meantime however, this will not work.

Streaming Engine Alarm Manager @ Incidents Corsight & System Moniter

W sars B L

sy A

Cameras (11) > =
‘Watchlists (3) P (Detection Ouly O

Alarms (5000)

) Wninnesest List ) In Iskerest Lot o Uvensess ] In Athorised List /] Mt Auhorise List

Mas number of sl dplayed: 500

Bounding Box on videcE Bounding box generated bythe Corsight Servicethat matches the location of
the face crop. The display colon matches the colorof the watchlist for that particular POI (if it was a
match). Green (no match) or red (not inan authorised list) are also possible.
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Go BackE Press to go back to the moment of the alarmto return to the start of the alarm event. When
playback has been used.

POIDisplay Image E Referencephoto taken from Corsight database.

Face CropE Latest update of the face crop generated by Corsight for that POI

Textbox

Name: POl Name.

Watchlist: Watchlist connected to trigger.

Confidence:Shown as a percentagematch confidence level.

Age, Gender, Livenesdefined if selected as option for camera device.

In FOV time Ot ~ | +ts_+ |1 A6 -1 ~_t 1] t +s | h ~1 - _ E®
Last seen time The time that POI was last seen

v >y >y D> >

SaveFace CropE Press to save current recordedace crop to client machine.

XProtectrecordswith motion detection by default, but in some cases an appearance can be
A picked by the Corsight Servicewithout triggering the motion detection in XProtect

Depending on the use case, the user can adjust the camera settings to avoid missing important events
and recordings One option is to enable motion recording and lower the motion detection threshold to
start recording earlier. Another option is to choose continuous recording for some cameras.

For further details see the troubleshooting section7.3 Warning, no recordings are available for this
timestamp

Where no recordings are availablehe video dialogue will display a warning message
€éWarning, no recordings are available for this timestampE

12:44:38.198 » »

Warning, no recordings are available for this timestamp.
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6.1.2Alarms in Alarm Manager

From the XProtect Smart Clientselect the Alarm:Manager- - Tab. Below shows an example alarm
generated by the Corsight Plugin Refer t05.1.8 Alarm Definitions for the setup of these alarms.

In the above Alarm example, we seethe face crop of the POltaken from the Corsightsystem. The video
shows the camera feed fromXProtectat the moment the alarm is registered. Bellow theface crop is the
Appearance Data t 2 button that will take you to the corresponding Alarm displayed in the Alarms section

of the Corsightplugin workspace.

gl 2-¢-tjl] g° *¢-®trsxzxg Osl° _ -1 xtrrl -1

necessary to click on theAppearance Data t 2 button to see the latest info in the Corsight plugin
workspace. Once you do that that alarm will automatically enter the In Progressstate and will now be
found under that category in the Alarm Manager.

@ Alarms in the Alarm Manager are not updated with the latest face crop or analytics that can
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6.1.3Create a Custom View

Within this plugin there is the option to create custom views withthe Corsight Al view items.

In this example we have used theView (1 + 2* P), go to Setup: then drag in Corsight Metadata View
Item (Left) and Cordght Playback Viewltem (Right). Below use theXProtect Alarms Alarm List.

An alternative option is a one tile view WorkSpace Plugin Viewtem, this is the same as is shownin the
Corsight tab.
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As shown out of Setup mode.
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7 Troubleshooting

7.1 XProtect Event Server Installation

If XProtectwas installed via a custom installation, the XProtectEventServerservicemay not have
been included as it is not always required.

From the server/machine with theXProtectManagement Serverservice navigate to
http://localhost/installation/admin/default -en-US.htm

This will provide a XProtectinstallation page where you will be able to run the installer for the XProtect
Event Server This must be installedso the CRBNET plugin can communicate withXProtect MIP SDK

Event Server Installer

The Event Server manages all event and map related communication. It stores events, image files and map configurations, and makes
status information about the surveillance system available.

Event Server Installer 21.2a (64 bit)
All Languages

7.2 Corsight Plugin Logs

This location has logs related to all plugins. Search foCorsightin the log file.
C:\ProgramData Milestone\XProtect Event Servatogs\MIPLogs

Logs related to the Streaming Engine
C\ProgramData\ORBNEVStreaming EngindfORBNETStreaming Enginél ogs\

7.3 Warning, no recordings are available for this timestamp

Thiserror is shown when recordings are notnade available from the XProtect system for the event
timestamp request by the Corsight Al plugin. Generally,this will be related to the default XProtect
recording settings. Below we will cover the general troubleshootingto ensure recordings are available
for Corsght Al event.

Therecommendation for recording when using the Corsight Al plugin is for recording to be

always on. However,we are aware that in different user casesthis would not always be
possible or feasible.
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Recording retention days

Select + the relevant Recording Serveffollowed by the Storagetab. Here you will see the recording
retention for a recording profile. In the below example recordings are erasednce they are3 day(s)
old.

If the Corsight Al plugin event view window shows eventsthat are older than the recording retention
timeframe the warning of no recordings being available will show for these events.

This window showsthe usedstorage in the allocated storage area. Wherever the available
& space is below1GB XProtect is erasng video footage before the set number of retention
days. This is to maintain the integrity of the video database.

Recording Server = 3 QProperties - B
Filter A Storage configuration
lﬂ]R“—ﬁ':”’Q Servers | Stop the reconding server f a recording storage is unavailable

+ ] ORBSVR-5N-12

Name Device Usage Defau

Recording and archiving configuration

Recording
17.0G8 (169 GE used)
C/MediaDatabase

Delete when recordings are 3 day{s) old

€ «~| U

a2 = 5 o~

D info |[J Storage | Wl Failover o Mulbicast §F Network

If you would like all cameras relate to the Corsight Alplugin to have a separate recording prdfile to
other cameras inyour system, this can be done bycreating a new recording profile.

SelectAdd Recording Storage

|_Q§ .

Add Recording Storage

Update the fields in this pop-up window in relation to your required systemsettings. Key points are the
Path, Retention time and Maximum size.

A Path E Thiscan be the same storage area as otheistorage configurations or another storage
location.

A Retention time E This will erasethe recording after a set timeframe. However, this requires a
calculation based on thenumber of cameras, how much space they useand the available
storage.
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A Maximum size E Thisis the maximum sizethat XProtect can usefor this storage area. If shared
with another profile, ensurethese are spacedaccordingly for the total disk space (Generally
allowing 10-20% free space buffer foperformance).

Storage and Recording Settings X

Storage
Name: Corsight

Recording
Path: C:\MediaDatabase'Corsight

Retention time 7151 Dayis)

Masximum size 1000+5- GB

Signing
Encryption:  None

Password:

Heldp oK Cancel

The retention timeframe is ignored if the storage area is full In this caseonce the Maximum size is
reached XProtect will erase the oldestrecordingsto maintain a recording buffer for new recordings.

If the retention timeframe was 30-days but the system had only space for B-days, you would only see
25-days of recordingsavailable.

Confirm recording retention per camera.

Use the XProtect Smart Clientin a playback window to show when the last available recordings are
available on your XProtect system for acamera. Go toc a view with the camera you wish to check,
Select « the camera tile and press- the First Sequence [l button. Checkthe date shown.

™ ORBNET Single Driver (orbnet) - Camera orbnet 80

DEVELOPER
CHAMPION

L | |

|-'f 02/07/2024 22:58:15.126 | EIIIETNS
ehmieiniesticbdinil
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Create a Camera Groupfor the cameras that will fall under this new recording profile, add the relevant
cameras to this group, using Edit :.

Select theRecord! tab for this group, under the Properties seethe settings for Storage, use Select : to
update the storage profile.

Devices = @ [Fropertes ey |
Cameras

PP | Puaback semngs
E

o ORBHNET Single Driver {orbnet) -
% OFBNET Single Driver (speed-sen Recordng settings

B Stop manual recording after: 58 minutes

oK Local defaut C:\MediaD: | 620G8

t

Total used space 520GE Dieléte al recordngs

@ o §BSetings [ Strearms| @ ecrs | Motion G Client

Select the newrecording profile and pressox.

Page43 of 50



Installation, Setup and User Guidg Corsightfor Milestone XProtect

Motion Detection

As default in a XProtectsystem, recordings are set torecord only on motion detection. In the below
example the motion detection threshold has not been reachedso there will be no recordingsat this
time. Wherever the motion bar showsin greenthere is not enough notion to trigger the Motion
Started event. Green in the motion bar can also mean theMotion Stopped event has been triggered.

Motion Settings

A Manual sensitivity E In newer XProtectsystems post 2020 dynamic motion sensitivity is used
as default. With dynamic sensitivity, the system calculates and optimizes the sensitivity level
automatically and suppresses the motion detections that come from noise in themages. This
improves motion detection at nighttime, where the noise in the images often triggers false
motion.

A Sensitivity (WhenManual sensitivity is ticked) - The sensitivity setting determines how much
each pixel in the image must change beforet is regarded as motion. Value from 0-100, 0
being the mostsensitive, 100 being the least.

A Threshold- The motion detection threshold determines how many pixels in the image must
change before it is regarded asmotion. Valuein pixels from 0-10000.

A Keyframes onlyE As default this option is selected in most casesH.264 or H265 would be
used. Depending on the camera make tlis could have a default, anything from 1- 4 secondsfor
a keyframe. Motion will only be processed on keyframes foH.264 or H265. This could affect
the overall sensitivity of motion detection. Disabling this option could use far more system
resourcesas the video has to bedecoded to process thel-frames and P-frames.

A Process image every (mseck Video images are processed for motion based otthe timeframe
set. This option is ignoredif Keyframesonly is enabled.

A Detection resolution - Specify whether the full image or a selected percentage of the image
should be analyzed. For example, by specifying 25%, every fourth pixel is analyzed instead of
all pixels, reducing the system resources used but also offering less accurate motion deteoti.

A Generate motion data for smart search E This option is unrelated to Motion started; Motion

stopped events.

A Useexcludedregions E These areselected areas within the video image that are selected to be
excluded from motion detection. If too much of the image iscovered with theseareas, it may
prevent motion from being triggered.
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Whenthe motion bar changesfrom green to red (as below), the Motion Sarted event is trigged.
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