Corsight for
Milestone XProtect

Installation, Setup and User Guide

Y

corsight




Installation, Setup and User Guide | Corsight for Milestone XProtect

Table

of Contents

B o Y =T U1y 1 =N 3
1.1 SOFtWAIE ONA LICENSING ciiiitiieieiiieeiiiiieeee e ceetrtree e et ettt ee e e e e eeeeaasaeeeseeeaaesasansseeesssssnnnnsseseesnnes 3
1.1.1  Microsoft SYystemM ReQUINEIMENTS ....uiiiiiieiiiiiiieee s eeetttireee e eeeetteiee e e s eeerataaaeeeseeesaesssnnnssesaeenens 3
1.1.2  Milestone XProtect System REQUIFEMENTS ...cceeeeeeeeieeeieeeeeeeeeeeeeee e e e eeeeeeeeeeee e e e e e e e e e e e 3
1.1.3 ORBNET SYSTEMS ittt ettt ettt e e e et s eaae st eene s etaseansennsennesannssennns 4
1.1.4  Corsight Service REQUIFEMENTS ..cuuuuuieiiiieiiiiiiieee s eeetttiireee e e eeeettaieeeeseeeraaaaaeeeseeesansssnnnssesaeseens 4
1.1.5 Copyright, trademarks, and diSCIOIMEr........uuieiiiiiiiiiiieee e eeereee e e e e eeraaee e e e e eeeeaes 4

2 Software Schematic with INStallation EXAMPIE.......uuueeeuiiiiiiiieiiii e 5
3 Installation of Corsight plugin fOr XProteCt ....cuuuuuuieeiiiiiiiiiiiieeie ettt eeeveae e e s s e e eeeeanaaees 6
4  Installation of Streaming ENGine fOr XProteCt ..u..uuceiiiiiiiiiiiiiee ettt eeeeetieee s e e eeeeeeaee e s s eeeeeennaaees 8
4.1 LIiCENSE ACTIVOTION ceiiiiiiiiiiet ettt ettt e e e s e s ettt e e e e e s e arreeeeee s 10
4.2 INitial cONNECTION £0 XPrOTECT ....evviiiiiiiiiiiiieeee ettt e s re e e e e s 13

LSS @feT o i o [U] e 1] o WO PSP PUP PP PPPPPPPPION 15
5.1 XProtect ManagemMENt CHENT....ccivuuuuiieiiiiiiiiiiceeee e eeetttreee e eeeeteeaee e e s eeetaeaaaassseeenenssssnssseseeeeees 15
5.1.1  CoNNECt COrSigNt dEVICE ...uuuiiiiiieiiiiiieee et eeereteee e e e e e et e e e s e e e eaaaaaeeesesaeessnsannaaaans 15
L0 0 A @fo T [ | YY1 ] T U PPPUTPRRRRPPPRt 16
(@fe] ¢ o] a1 @fo] o a1t f [o] s HSNNN PP PPPPPRN 18
5.1.3  Corsight add XProtecCt VIO COMEIT .....cciiiiiuuiieeeiieiiiiiiiieeeeeeeettieiieeseseeetesesniesseseessnssnnsesaaes 19
5.1.4  Streaming ENGiNe INteGrOtioN .. .cccuuuuuiiiiiiiiiiiiiiieee ettt e eeeetreee e e s e eeeenaaaeeeseseeenassnnasnssaes 23
5.1.5 XProteCt ANGIYLICS EVENTS .uuuiiiiieiiiiiiiieee s eeeettieee e e e ettt eee e e s e et eaataeeeseeeeansssnnseeeeessassnnnnnasans 25
5.1.6  RUIES ONA EVENES SETUP euuueiiiiiiiiiiiieeeieeettieitee e e s eeeteteaeeeseeeeetananaseseseeetensnsnnnsseseeerannnnnnsssans 27
5.1.7  AlGrm DefiNITIONS e e e e e e e e e e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeenns 28
5.1.8 User SeCUrity MONOGEMENT .ccvuuuiieieiiieiiiiieee e eeeetttieee e e s eeeteeraaeeeseeeeeeasssaesseseeesessssssssseseeenens 29

B USEI GUITE ittt ettt ettt e e e s ettt e e e e e s abe e et e e e e e s sbee et e e e s e e e nrbbeeeeeeseeennnrnee 30
6.1 XProteCt SMAt ClIENT.ccciiiiiiiiitiiei ettt ettt e et e st et e e e s e s areeeeeeesesennnnnee 30
6.1.1  CorSight PIUGIN TaD..ciiiiiiiiiiieii et eeerteee e e s e e ettt e e e e e e e e taaa e eesaeesassnnnneseeaesssssnnnnaesans 30
6.1.2  AlArmS iN AlOIM IMIONOGET .. .iiiiiiiiiiiiieeeteeeettitiaeeeeeeeetttaniaeseeestrsessassseseessansssssssessessesssnsssssans 37
6.1.3  Create O CUSTOM VIEW ..eueiiieeeceeeeeee e e e s s s e s e e e e e e e s e s e e e s e s e e e se s e e e eeaaaeaeaaaannns 38

T TrOUDIESNOOTING e e e e e e e e e e e e e e e e e e e s e s e s e s e s e sesesesesasesasasssasasasssasssesasasasssasasssasasnnnns 40
7.1 XProtect Event Server INStallation .........eeeiiiiiiiiiieieeee ettt e s 40
7.2 COrSight PIUGIN LOGS..iiiiiiiiiiiiiiiiiiiiiiiieee e eeeetttiiiieeeeseeeteteaaasseeeesstsssasssseseessesssssssssesessssssnnsssesaesnees 40
7.3 Warning, no recordings are available for this timestamp ......couuueeeiiiiiiiiiiiieen e, 40

Page 2 of 50



Installation, Setup and User Guide | Corsight for Milestone XProtect

1 Prerequisites

1.1 Software and Licensing

1.1.1 Microsoft System Requirements

Microsoft® Windows® 10 Pro and Enterprise (64 bit)

Microsoft® Windows® 10 Enterprise LTSB 2016 (version 1607 or later)
Microsoft® Windows® 10 IoT Enterprise, version 1803 or later (64 bit), loT Core
Microsoft® Windows® 11 Pro and Enterprise (64 bit)

Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter
e Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter
e Microsoft® Windows® Server 2022 (64 bit): Essentials, Standard and Datacenter

1.1.2 Milestone XProtect System Requirements

e XProtect Essential+, XProtect Express+, XProtect Professional+, XProtect Expert, XProtect
Corporate [2023 R1 (23.1a) or above]

e XProtect Event Server

o The XProtect Event Server is included as part of your XProtect installation. *Note* If this component
has not been installed with your version follow the steps found in troubleshooting at the end of this
document.

e XProtect Device Licenses applied to your XProtect Base License.

o Device license is required for each video channel used for XProtect,
o  Any licensed XProtect video channel can be used with the Corsight service.
o  Below figure shows product SKU effective of XProtect 2021-R2.

LICENSES

SKU ID Name

XPEXPLUSDL XProtect Express+ Device License (DL)
XPPPLUSDL XProtect Professional + Device License (DL)
XPETDL XProtect Expert Device License (DL)
XPCODL XProtect Corporate Device License (DL)

Open the XProtect Management Client and ensure that you have spare XProtect Device Licenses
associated with the installed XProtect version before the installation of a ORBNET software trial.
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1.1.3 ORBNET Systems

Part of this installation will include the Streaming Engine plugin for XProtect. This enables video feeds
from XProtect to be shared with the Corsight Al service. There are license requirements for this
product.

® License — When you first install the Streaming Engine you will get a 30-day trial license, following this you

will need to update to a full license. Corsight will provide this license, subject to the payment terms and
conditions that Corsight and the customer have agreed upon.

1.1.4 Corsight Service Requirements

e Corsight Al Service installed on local or hosted server.
o Single server or multi-server

¢ Installers — Available to download from Corsight Partner Portal.

o ‘Corsight XProtect Plugins Installer v*.*.* EN.msi’
o ‘ORBNET Streaming Engine Service Setup v*.*.* EN.msi
o ‘ORBNET Streaming Engine Plugins Setup v*.*.* EN.msi’

*
&

1.1.5 Copyright, trademarks, and disclaimer

Copyright © 2023 ORBNET Systems
Copyright law and international treaties protect this Software.

Licensing agreements specify the terms and conditions of the Software use.

Neither the Customer nor any third party will be permitted to inspect, possess, use, copy, or attempt to
discover any part of the Software source code (or any portion thereof).

Trademarks

XProtect is a registered trademark of Milestone Systems A/S.
Milestone XProtect and connected components will be referred to as XProtect throughout this document.
Corsight and Fortify are trademarks of Corsight Al Ltd.

This document contains other trademarks which belong to their respective owners.

Disclaimer

In preparing this text, due care has been taken to ensure that it is intended for general information
purposes only.

Information provided herein does not constitute any kind of warranty, and any risk resulting from its use
rests with the recipient.

Adjustments may be made without prior notification by ORBNET Systems.

In this text, all names and organizations referenced in examples are fictitious.
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2 Software Schematic with Installation Example

Corsight for Milestone XProtect
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[
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3 Installation of Corsight plugin for XProtect

Begin with the server/machine running the XProtect Management Server. Place the ‘Corsight Plugin
for XProtect Installer.msi’ in a folder on the desktop and double click to start the Install. The
installer will prompt you to stop the XProtect Event Server service before installing.

¥ Corsight Plugins for XProtect - * 8 Corsight Plugins for XProtect - b4
Welcome to the Corsight Plugins for XProtect Sety License Agreement

Wizard 9 9 pﬁ‘acomghr l | Ao §pcorsight
The installer will guide you through the steps required lo install Corsight Plugins for Pbmmammunnuhmmmlmwmmm
XProtect on your computer. click "1 Agree”, then “Nex™. Otherwise click “Cancel”

Confirm Installation

8 Corsight Plugins for XProtect - x| " Corsight Plugins for XProtect - X
Select Installation Folder

§o corsight §pcorsight

The installer will install Corsight Piugins for XProtect to the following folder. The installer is ready to install Corsight Pugins for XProtect on your computer.

To install in this folder, click "Nexd™. To install to a different folder, enter it below or click Click "Next” to start the installaion.

“Browse”,
Eolder:
[CAProgram Files\Milestone\MIPPugins\Corsighty Browse

Install Corsight Plugins for XProtect for yourself, or for anyone who uses this computer:

© Everyone
() Justme

T

3 Corsight Plugins for XProtect - *

Installation Complete
o §pcorsight

Corsight Plugins for XProtect has been successfully installed.
Click "Close” o exdt.

Please use Windows Update to check for any criical updates to the NET Framework.
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It is possible some of these messages will show during the installation. Press Yes to close or restart the
required installation dependant to complete the installation.

u Close Milestone Smart Client? - m] X

We need to stop the Milestone Smart Client
process to complete the installation. Any
unsaved data will be lost. Continue?

Yes No

3 Close Milestone Management Client? - m] X

We need to stop the Milestone
Management Client process to complete
the installation. Any unsaved data will be

lost. Continue?

Yes No

"M Restart Event Server? - O x

This plugin requires an Event Server
service restart. Would you like us to restart
it for you now?

Yes No

Follow the XProtect Management Server installation with any client machines that will be used for

Corsight management. Both XProtect Management Clients and XProtect Smart Clients need this plugin
installed. This one installer is used for both clients and servers.
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4 Installation of Streaming Engine for XProtect

Begin with the server/machine running the Milestone XProtect Management, Event services and any
machines with a Management Client that will need access to Streaming Engine settings.

Run the ‘ORBNET Streaming Engine Service Setup.msi’

[ ORBNET Streaming Engine Service -

Welcome to the ORBNET Streaming Engine Service
Setup Wizard

The installer will guide you through the steps required to install ORBNET Streaming
Engine Service on your computer.

WARNING: This mmpuisr program is pruleeled by copyright law and international
treaties. Unauthorized ds ion or distrit of this prog or any pertion of it, may
result in severe civil or criminal penalties, and will be | sted to the maxi extent
possible under the law.

G et ] e

75 ORBNET Streaming Engine Service -

Confirm Installation

The installer is ready to install ORBNET Streaming Engine Service on your compuler,

Click “Next" 1o start the installation.

o ca

(¥ ORBNET Streaming Engine Service - X
Select Installation Folder @
ORBNET

The installer will install ORBNET Streaming Engine Senvice to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click
“Browse”.

Folder:

CiProgram Files\ORBNET\Streaming Enginel Browse...

Disk Cosl...

Install ORBNET Streaming Engine Service for yourself, or for anyone who uses this
computer:
(®) Everyone

() Just me

[g ORBNET Streaming Engine Service - x

Installation Complete

ORBNET Streaming Engine Senvice has been successiully installed.

Click "Close” to exit.

Please use Windows Update to check for any eritical updates to the NET Framewark.

e
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Follow with the server/machine selected to be used for the Streaming Engine service.

Run the ‘ORBNET Streaming Engine Plugins Setup.msi’

(8% ORBNET Streaming Engine XProtect Plugins - 5 ORBNET Streaming Engine XProtect Plugins .

Welcome to the ORBNET Streaming Engine XProtect Select Installation Folder

Plugins Setup Wizard

The installer will install ORBNET Streaming Engine XProtect Plugins to the following
folder.

The installer will guide you through the steps required to install ORBNET Streaming
Engine XProtect Plugins on your computer.
To install in this folder, click "Next™. To install to a different folder, enter it below or click ...

Folder:
CAProgram Files\Milestonel Browse...

Disk Cost...

WARNING: This computer program is prolected by copyright law and international Install ORBNET Streaming Engine XProtect Plugins for yourself, or for anyone who uses

treafies. Unauthorized dug 1 or distribution of this program, or any poriion of it, may this computer:
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent (®) Everyone
possible under the law.

) Just me

o o

]‘s ORBNET Streaming Engine XProtect Plugins =

© Restart Event Server? - O X

Confirm Installation

ORBNET This plugin requires an Event Server
The installer s ready to install ORBNET Streaming Engine XProtect Plugins on your service restart. Would you like us to restart
computer. it for you now?
Click "Next” to start the installation.

lﬂ ORBNET Streaming Engine XProtect Plugins -

Installation Complete

ORBNET Streaming Engine XProtect Plugins has been successfully installed.

Click "Close” to exit.

Please use Windows Update to check for any criical updaltes to the NET Framework.

- s
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4.1 License Activation

When you first install the Streaming Engine, you will get a 30-day trial license, following this
you will need to update to a full license. Corsight will provide this license, subject to the
payment terms and conditions that Corsight and the customer have agreed upon.

A new License file has been created. Please enter your company name
into the license, export it and get it activated for permanent use. Note:
If you are upgrading from an older version your 30 day trial will not be
extended.

oK

The Streaming Engine License information can be accessed from the Streaming Engine system tray icon.
Stop the Streaming Engine service first.

Then right click again and you can then select Update license..

© Start

°
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit
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This window will initially show the default license values with just the trial license countdown at the
top.

© ORBNET Streaming Engine License Settings O X

Time left: 29 days, 14 hours, 14 minutes, 51 seconds

Export

OrbStreamingEnginelicense
el
4 1. License Info
a. Client Mame MRDX Tes{
b. Days Valid (-1 == Unlimited)
c. License Id
d. Unigue Id

e. License Number

f. Product Version
g. Version Release Date
h. ORE Up End Date

i. Hash Code

4 2. Streaming Engine Options
a. Number of concurrent streams 10
b. Number of Redundant Streaming Engines 10

¢. Multiple Streams

d. Playback Support

e, Encrypted Streams (RTSP over 55L)
4 3. Extra Features

a. HLS

b. RTMP (Youtube / Twitch)

c. Timelapse
d. RTMP Proxy Server Channels 0
& Managed FFMPEG Streams o

a. Client Name

Use Import and Export buttons for license requests and software activation.

When making a license request, please complete the fields in bold.

- 1. License Info
o Enter the Client Nome

- 2. Streaming Engine Options
o Increment the values of the options and disable all checkboxes
Number of concurrent streams

- 3. Extra Features
o Increment the values of the options and enable the required checkboxes

None required
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Use the Export license request button to generate a license request file. This will be required to be
included in an email to Corsight when requesting your activated product license.

On completion of an order alongside a license request file a valid license will be sent back. This can be
imported by using the Import valid license button.

This will now show an unlimited (Days Valid = -1) time frame associated to the Streaming Engine
instance at the top.

© ORBNET Streaming Engine License Settings

LICENSE IS VALID WITH NO TIME RESTRICTIONS

Import

OrbStreamingEnginelicense
24
“ 1. License Info

a. Client Name MRDX Tesy

4 3. Extra Features
a HLS

b. RTA

a. Client Name
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4.2 Initial connection to XProtect

Ensure you have either have a XProtect Basic User account created or a Windows service account
ready and assigned to a Security Role in XProtect to be used for the Streaming Engine service.

See Basic User Setup or Changing a service account

After installation, the Streaming Engine service will not be connected to the XProtect system.

The Streaming Engine Manager will show in the system tray a red cross to indicate a problem. If the task
icon is not showing, check that it is not hidden in the system tray or run from the desktop shortcut.

Right click the tray icon and select Stop, then right click again, and select Change settings..

0 start

oL )
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit

Service Restart confirmation, Click Yes

Service Restart

When you are finished modifying the configuration the Orb Streaming
Engine will restart automatically.
Do you want to proceed?

Yes No
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From Streaming Engine Settings two XProtect user options are available.

1. Login with service account credentials
[Uses the windows account that is running the “ORBNET Streaming Engine” service to login to XProtect.

If set to true, you must change the service user from “Network Service” to a domain service account of
your choosing and add the service account to XProtect Security Roles.]

2. XProtect Basic User
[This is a uses a XProtect created basic user account, the account needs to be added to a relevant

XProtect Security Role. Only works if “Log in with service account” is set to false.]
o Fill out the correct XProtect Management Server |IP address and port.

o Tick Secure Only if you have installed XProtect using an SSL certificate on the XProtect
Management Server.

| @ Orbnet Streaming Engine Settings — O X
|
ORBNET

ORBStreamingEngineConfig

=

4 API Settings
API External IP
AP Port 45333
API Port 45334
HLS File Path C\ProgramData\ORBNET\Streaming Engine\HLS

4 Milestone Connection Settings

Log in with service account credentials

Milestone Basic User orbnet

Milestone Basic User Password sssssssseseRER e
Milestone Management Server IP 127.0.0.1

Milestone Management Server Port 80

Secure Only

Finish your configuration changes then exit with the close window cross at the top right of this
window. You will get a message “Config saved!”. Check that the Streaming Engine service is started

from the system tray icon.

X

Config saved!

OK
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5 Configuration

5.1 XProtect Management Client

5.1.1 Connect Corsight device

From the Site Navigation window select Corsight Plugins then Corsight Settings.
@ Mlestone KPretect Managerment Chent 2003 R1

- Cuncs §p corsight

@ Soeskers Corsight Sattings

oo oot Set the . Port ang
Carsight Server IP

& 0 Chnt [ —

SR Eagis osmams /5 [ Detecaon Only  0R  [] in imlerest List + Livensess.
£ Smant Cleort Prolies 1= e 2 Camena Status
Maragament Clart Probles Usesmame

e superadmi Streaming Engine
in Streamng Engane
& [t ules and Everss —— RTSP Poit AP Pot tame (3ays)

& T ot ) M B ke P H

R User-debred Eveess | show | [Advanced | | Hide

I e
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5.1.2 Corsight Settings

From this window Set the IP, Port and Credentials used to connect to the Corsight Server.

- Corsight Settings
=  Corsight Server IP — IP address or hostname of your local or hosted Corsight Server

=  Streaming Engine Hostname/ IP — External IP address for Streaming Engine
= Username - This is for the Corsight Server
=  Password — This is for the Corsight Server

Modify SSE Filter (Press button to display these settings)

Using this option means it is possible to update the filter settings without closing the
connection to the Corsight Al service.

- Corsight SSE Event Filters (Server-Sent Events allows servers to push real-time client updates
over a single HTTP connection.)
= In Interest / Authorized List
= Not in Authorized List
= Detection Only OR In Interest List + Liveness

= Camera Status

These options are used in the XProtect Smart Client to show or hide the default filter options for
Corsight Al events. How the filters are shown in the XProtect Smart Client is directly synchronize with
the setting changed here.

Advanced (Press button to display these settings)

- Other

= Streaming Engine RTSP Port — Default: 554
=  Streaming Engine APl Port — Default: 45333

=  Alarm retention time (days) — Number of days after which old alarms will no longer
display in the “Alarms” Section of the plugin in Smart Client

The Streaming Engine is a third-party application provided by ORBNET Systems. This is used to stream

video from XProtect to the Corsight Al service.

NEW for v1.1.2, more information is provided in
Debug logs to assist with any required troubleshooting.
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§p corsight

Corsight Settings

Sel the IP. Port and Credentials used 1o connect to the Corsight server

Corsight Server IP

Streaming Engine Hostname / IP

Username
superadmin

Password

Show Advanced

Config Connect

Global Log Level
Normal

Event Filters

E4 In Interest / Authorized List

B4 Not in Authorised List

[4 Detection Only OR [] in Interest List + Liveness
B4 Camera Status

Other

Streaming Engine  Streaming Engine Alarm retention
RTSP Port API Port time (days)
554 5 45333 = T

Hide

Page 17 of 50

Show - Show or hide the password in
clear text.

Advanced - Show or hide ports config

Config — Once connected the configuration
is greyed and not editable. Press Config

to make changes. This will also disconnect
from the Corsight Service plus client users.

Connect — Once the Corsight Server

settings are filled out, press the Save icon
(top left) and then Connect to make the

first connection.

Global Log Level — Change log level if

asked by support for troubleshooting.
Normal, Debug, Trace

Hide — Remove the config and filter menu
from being visible.
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Corsight Connection

With the Corsight settings filled press Save in the top toolbar first then Connect. The Connection
Status and Event Status will update to show if the service is Connected. If the Connection Status
remains as Not Connected. Further information will be shown in General information.

© Milestone XProtect Management Client 2023 R1
File View Action Maintenance Tools Help

@vaen

§p corsight

Corsight Settings
Set the IP, Port and Credentials used to connect to the Corsight server Connection Status: [C ted |
Corsight Server IP Events Status: [Connected | Modfy SSE Fiters
A
) ! Create Camera Remove Camera Update Camera
Streaming Engine Hostname / IP
430 Added cameras

Username a|
superadmin
Password

Show Advanced < . "

General Information

Global Log Level
‘Normal v

General Information — This section will provide text-based information on the status of connections to
the Corsight service. Use this to troubleshoot if connections are not working.
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5.1.3 Corsight add XProtect video camera

In this side of the Corsight menu, XProtect Cameras can be added to the Corsight service.

To add a video camera from XProtect to the Corsight service press Create Camera.

Connection Status: | Connected

Events Status: | Connected

Remove Camera Update Camera

Added cameras

Camera Name Status
Find Camera

Modify SSE Fillers

Creale Camera

Node 1D

Added cameras — Once added cameras show in this
list along with the Corsight Al processing status.

Find Camera - Use this to search list by Camera
Name, input text to start a search.

Next a pop-up window. Add Camera Wizard will be shown, where a camera, watchlist and other
Corsight settings can be updated. First use Select Camera

@ Add Camera Wizard

Select the Milestone camera you want to add and configure it's properties for Corsight

Select Camera...

Detection Minimum Face Width (min 30)
' 0 | PX

Face Recognition Threshold (min 0, max 100)
[ 40 PX

Unauthorized Alert Minimum Face Width (min 30)
30 | PX

Liveness Detection Minimum Face Width (min 300)

300 PX

Age Gender Detection Minimum Face Width (min 60)

60 PX

Cancel

- 0O X Select Camera... — Press to open
camera picker.

Watchlists — Press Open 1list to
select the relevant Watchlist/s.

Selected Watchlists number will
Watchlists Open list

update based number of
watchlist selected.

Selected Watchlists: 0

T

Node ID || [~

Node ID - Additional processing
Required Face Attributes nodes will show here. Select the

[] Age Detection
[] Gender Detection one to be used.

[ Liveness Detection Face Attributes — Use the tick

boxes to select detection types.
Analysis Quality
O Speed @® Average Analysis Quality — Select Speed
or Average detection mode.
Corsight Pixel Thresholds -

Set the pixel thresholds for each

detection mode.
Cancel - Close this window.

Add Camera - Add to Corsight
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From Select Camera..the Camera Item Picker will show. Pick the relevant camera to be added to the

Corsight service.

! M item Picker - O

Select one

| &) MS-ANDC
L) StableFPS
W StableFPS_T800 focahhost) - Camera 1
W StableFPS_T300 focahost) - Camera 2
> StableFPS_T800 focahost) - Camera 3
[ StableFPS_T800 focahost) - Camera 4 |

> StableFPS_T800 focahost) - Camera 5

From Open T1ist the Watchlist Selection window will be shown. Tick one or many options for the

relevant camera that is being added.

85 Watchlist Selection - O x

Available Watchiists

] None
] An

(] b6adb8bc-6181-4b2a-b3c9-42f5ddd68e0b
[ testpers

None - Default Watchlist helper option. This will
untick all other selected watchlists.

All - Default Watchlist helper option. This will tick all
other unselected watchlists.

Other Named Watchlists options are shown below
None and All. These are user defined watchlist.
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Run a final check of the settings for this window “Add Camera Wizard”. Check all of these elements
have been selected or updated.

Camera

Watchlist (If required)

Node ID

Detection mode (If required)
Corsight Pixel Thresholds

ok wbdE

Now the XProtect camera can be added with the Add Camera button.

. @ Add Camera Wizard — (] X

Select the Milestone camera you want to add and configure it's properties for Corsight

Select Camera...

Detection Minimum Face Width (min 30) Watchlists Open list
PX |Selected Watchlists: 1 |
Face Recognition Threshold (min 0, max 100)

Node D
PX
Unauthonzed Alert Minimum Face Width (min 30) Required Face Attributes
PX &2 Age Detection
Liveness Detection Minimum Face Width (min 300) [t it

[ Liveness Detection
PX
Age Gender Detection Minimum Face Width (min 60) Analysis Quality
PX O Speed (@) Average
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Once added the camera appears in Added cameras list with its Corsight status alongside.

Remove Camera

Camera Name

Update Camera

Added cameras

Status

StableFPS_T800 (localhost) - Cam idle

Find Camera

Create Camera

MNode ID

main
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Remove Camera — Remove the
selected camera.

Update Camera — Press to open the
Add Camera Wizard to edit settings.

Create Camera — Use to add new
camera to Corsight service.

Find Camera - Use this to search list
by Camera Name, input text to start
a search.
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5.1.4 Streaming Engine Integration

The Streaming Engine (made by ORBNET Systems) provides a method of streaming XProtect video to
the Corsight Service.

Any of the devices added to the Corsight camera list will also need to have streaming enabled to be
sent to the Corsight Al Service.

From the XProtect Management Client go to Site Navigation select Devices, Cameras. Find any
camera devices used with the Corsight Al Service. Go to the Streaming Engine tab and tick Enable for
live and playback over RTSP (TCP and UPD).

‘Devices » 8 JPoperties
| &= Cameras
i Camera Group 1
O LIVE /RECORD
B Avigilon 2 0C-HSA-B2 (172
# O TIMELAPSE

ORBNET Streaming Engine

DESKTOP-4DO72EK ~ | | Hostname: DESKTOP-4DO72EK ServerType:
Standalone |Pv4 adresses:
192.168.0.95172.20.103.100 TOTAL CPU=0%, v

RTSP RTMP SRT Web Streaming Timelapse & Auto-Snapshots fiskosh AN
Streaming Engine Camera Activation
[#] Enabled for live and playback over RTSP (TCP and UDP)

Camera GUID (Used to open the RTSP Stream)
Tae1fd23-d54f-4d97-8f3e-1606fdc08004 Copy

Audio Channel
Select Channel ... Clear

<
@info § Setings [ Streams @ Record # Motion I+ Presets £ Patrolling % Events G Client B8 Privacy masking|@ Streaming Engine

~
v

5.1.4.1 Enable All XProtect video streams for RTSP
For sites with a high number of camera devices used with the Corsight Service from XProtect. Instead
of manually needing to go into each device and enable the RTSP stream in the Streaming Engine tab,

there is an enable all option in the Streaming Engine configuration.

Right click the tray icon and select Stop to stop the Streaming Engine Service.
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© Start

® [sop
View Logs
Streaming Engine settings...
Integrations settings...
Manage Streams...
Manage Basic User Passwords...
Manage Camera Passwords...
Update license...
Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit

Navigate to C:\Programbata\ORBNET\Streaming Engine\ and open ORBStreamingEnginecConfig.xml

with Notepad.
Find the line with <BypassRTSPActivationInManagementClient>

Update from false to true and save this file.

_l| ORBStreamingEngineConfig - Notepad ] X
File Edit Format View Help
<ShowNoVideoDebounceDelaySeconds »38</ShowNoVideoDebounceDelaySeconds> ~
<UseMilestoneTimestamps>true</UseMilestoneTimestamps>
<BrutalSocketClosertrue</BrutalSocketClose>
<SeprateNALUnits>false</SeprateNALUnits>
<ReconnectTimeout>3</ReconnectTimeout>
<LoglLevel>Normal</Loglevel>
<BackupCamId 8820-0820 - 2288 /BackupCamId>
<FFMPEGManagedStreams />
<PublishingPoints />
<MP4FilesPath>C:\ProgramData\ORBNET\Streaming Engine\MP4</MP4FilesPath>
<MP4TemporaryFilePath>C:\ProgramData\ORBNET\Streaming Engine\MP4Temp</MP4TemporaryFilePath>
<ExpectedlLoad>288</ExpectedlLoad>
<LogStatsPeriod>18</LogStatsPeriod>
<EnablePerformanceCounters>true</EnablePerformanceCounterss
<EnableDOTNETE>false</EnableDOTNETE>
<OrbStreamingEngineId>DESKTOP-4DO72EK [192.168.6.95]</0rbStreamingEngineld>
<BypassRTSPActivationInManagementClient>false</BypassRTSPActivationInManagementClient>| v

Ln 89, Col 3 100%  Windows (CRLF) UTF-8

Restart the Streaming Engine from the system tray icon.

9 start
@ Stop

View Logs

Streaming Engine settings...
Integrations settings...

Manage Streams...

Manage Basic User Passwords...
Manage Camera Passwords...
Update license...

Import HTTPS Certificate API...
Import HTTPS Certificate Web...

Exit
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5.1.5 XProtect Analytics Events

From the XProtect Management Client Analytics Events need to be created manually to bring Corsight
Service Events into XProtect. This plugin listens for these events that will use the below text and
associated video device to trigger an event.

These events need to be created exactly as shown with capitals and underscores where shown.
Otherwise, the event will not be triggered in XProtect.

% Camera Status

% Detection_Detection Only

% Detection_In Authorised List

% Detection_In Interest List
¥ Detection_In Interest List + Liveness
® Detection_Not In Authorised List

XProtect Management Client under Site Navigation find Rules and Events > Analytics Events.
Right click Analytics Events and click Add New...

Site Navigation - 9 x |Analytics Events ~ 2 |Analytics
2 Microphones N B I
§ Spesiuns Add New .. Ctrl+N
¥ Metadata
<o Input = Refresh F5
v Output
# Client
@ Smart Wall
£ View Groups

£# Smart Client Profiles
#* Management Client Pr
@ Matrix

@ Rules and Events
%] Rules
® Time Profiles

Notfication Profiles

® User-defined Events
* Analytics Events
®, Generic Events
& Webhooks

Copy the Analytics Event Name exactly as shown below. Once the Name is added use the toolbar Save

button to confirm.
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© Milestone XProtect Management Client 2023 R1
File View Action Maintenance Tools Help

Camera Status

Detection_Detection Only

Detection_In Authorised List
Detection_In Interest List
Detection_In Interest List + Liveness
Detection_Not In Authorised List

After saving the Test Event button is now available, used this to confirm Rules and Alarms are working
in XProtect. The next steps in this manual will go through Rules and Alarms.

| Test Event |
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5.1.6 Rules and Events Setup
5.1.6.1 Events

With the Analytics Events created they can now be used for Rules in XProtect.

XProtect Management Client under Site Navigation find Rules and Events > Rules.

Right click Rules and click Add Rule..

Use Perform an action on event then select the relevant Analytics Event. Refer to 5.1.6 XProtect
Analytics Events for more information.

For device/recording server/management server select the relevant video device this Rule is

related to.

Select an Event X

=

® Devices
3] External Events
3] Recording Servers
] System Monitor
=R
2[R

=]

Ana
: Camera Status (Analytics Events)
: Detection_Detection Only (Analytics Events)

Detection_In Authorised List (Analytics Events)
Detection_In Interest List (Analytics Events)
Detection_In Interest List + Liveness (Analytics Events)
Detection_Not In Authorised List (Analytics Events)
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5.1.6.2 Actions

Actions that can be triggered from a Rule.

- Enable Corsight Camera associated with <camera>

- Disable Corsight Camera associated with <camera>

These actions enable or disable the Corsight service on the selected device. In a rule an Event
of a Time Profile can be used to trigger this.

Use a time profile to enable Corsight service only in office hours for internal cameras.

Manage Rule - O X
Name: New Rule 001
Description:
Active: M
Step 3: Actions
Select actions to perform
[[] Retrieve and store remote recordings from <devices> A

[[] Retrieve and store remote recordings between <start and end time> from <devices>
[[] Save attached images

[[] Activate archiving on <archives>

[[] On <site> trigger <user-defined event>

[[] Send event info to Webhook at <address>

[[] Enable privacy mask on <camera>

[] Disable privacy mask on <camera>

[[] Enable Corsight Camera associated with <camera>
[ Disable Corsight Camera associated with <camera> v

Edit the rule d (click an underlined item)

Perform an action on Test Event

from Extemal
iday of week is Monday, Tuesday, Wednesday, Thursday, Fnday, Saturday, Sunday
Disable Corsight Camera StablefPS T800 focahost) - Camers 5

5.1.7 Alarm Definitions

With the Analytics Events created they can now be used for Alarms in XProtect.

XProtect Management Client under Site Navigation find Alarms > Alarm Definitions.

Right click Alarm Definitions and click Add New ..

For the Triggering Event use Analytic Events then select the relevant Event that is in the list that
follows. Refer to 4.1.6  XProtect Analytics Events for more information.

For Sources select the relevant video device/s this Alarm is related to.
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& A Detecsion_in isterest Lint « Liveness
) Hm_Detection et In Aethonsed List

Dk Iebormasar

K oefren

Erable

Mame: Ao Camera_Statin

trucsers

T

Teggemrg evert Fraics Ewrts v
Comea S0 3]

Sources A Camers Soet |

Actvaton penod

[CRTE K v

) Evert bamed: at Select.

Seect.
Mg

5.1.8 User Security Management

It is possible to add or remove security rights to the Corsight Plugin in Roles

XProtect Management Client under Site Navigation find Security > Roles.
Select the relevant Role you wish to update. Navigate to the MIP tab, then to Corsight Plugin >

Corsight Settings.

There are security settings available for View and Control of the Corsight Camera List, Watchlist and

POL.

@ Milest

XProtect M.

& Basic Users
= @ System Dashboard
[] Current Tasks
@ System Monitor
5! Syslem Monitor Thresholds
& Evidence Lock
2 Configuration Reports
) Server Logs
& % Metadata Use
| Meladata Search
(B Access Control
& &3 Incidents
33 Incident properties
&£, Transact
1 Transaction sources

Site Nawvigation Federaled Sile Hierarchy

t Client 2023 R1
File View Action Maintenance Tools Help
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¢ |Roles ~ B |F
Name
'\ Administrators (Administrators have complete and unr
¥ OrbnetStreamingEngine
T Test (tesy)
P testuser2

Security settings for: Corsight Settings

[ View Corsight Camera List
[ View Corsight Watchists
View Corsight POls
Cortrol Corsight Camera
Control Corsight Watchlists
Control Corsight POls

3 Incidents § Healthcare #¢ MIP
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6 User Guide
6.1 XProtect Smart Client

6.1.1 Corsight Plugin Tab

From the XProtect Smart Client select the Corsight Tab. Below shows the default layout when first

opened.

- Cameras - Shows list of cameras connected to Corsight Service
- Watchlists - Shows Corsight Service Watchlists
- Alarms - Shows Corsight Service Alarms

® Milestone XProtect Smart Chent

Views Exports Search Streaming Engine Alarm Manager # Incidents Corsight System Monitor 032605 [la '..

Cameras (7) >
Watchlists (3) >

Alarms (0) >

Refresh

If not connected to the Corsight Service, the Corsight Plugin tab will show the below screen.

® Milestone XProtect Smart Chent

Views Exports Search Streaming Engine Alarm Manager # Incidents Corsight System Monitor

Corsight server
disconnected
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6.1.1.1 Cameras

Select Cameras, then select a camera from the list. The live camera image will display for this device.

Views Exports Search Swreaming Engine Alarm Manager Incidents Corsight WorkSpace Plugin = @ System Monitor

Watchlists (3)

Camera Name
StableFPS,_TBO0 flocalhont) - Camera 2

Alarms (0)

Refrech

Corsight Server Displayed Counts (Shown above Camera List)

Total Cameras - Total number of cameras connected to Corsight Service
Licenses in Use — Number of Corsight Service licenses in use

Analyzing — Number of XProtect video channels being analyzed
Idle — Number of XProtect video channels ready for processing
Error — Number of devices not working with Corsight Service

Corsight Camera Table

Camera Name - Camera Name as it is in XProtect.

Status - Current camera state (idle, active).

Live video display (Shown below video tile)

Start Analyzing — Start Corsight Service processing.
Stop Analyzing - Stop Corsight Service processing.
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6.1.1.2 Watchlists

Select watchlists, then select a watchlist from the list shown. The POI(s) included in the list will
display on the right-hand side.

Streaming Engine Alsrmn Manager  # | Incidents Corsight System Monitor

POIs) registered under this watchiis

Corsight Server Displayed Counts (Shown above Watchlists)

Total Watchlist — Total number of Watchlists assigned to Corsight Server.
Interest List — Number of Watchlists related to Unauthorised Persons of Interest (deny list).
Authorised List — Number of Watchlists related to Authorised Persons of Interest (allow list).

Corsight Camera Table

Watchlist Nome - Watchlist Name as in Corsight.

id - Watchlist ID as in Corsight.

Type - Watchlist type (Interest, Authorised).

POI(s) - Person of Interest, total number in Watchlist.

Watchlist action buttons (shown below Watchlist)

Remove Watchlist — Press to remove selected Watchlist. Available only if no POI(s) are registered.
Clear Watchlist — Press to remove all POI(s) from Watchlist.

(Confirmation will be requested, followed by if you wish to also remove POI(s) from the database)
Create New — Press to create a new Watchlist.

POI(s) registered under this watchlist

Shows each POI with the defined name and thumbnail.

Remove — Press to remove selected POI from list.
Add — Press to add new POI to list.
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Add new POI form

Fill in the settings for the new POI

Display Name testpers2

Notes

Watchlists M b6adbBbc-6181-4b2a-b3c9-42f5ddd68e0l

¥ testpers

Add new Watchlist form

New Watchlist Settings

Interest List

Color Open Color Picker

Create

Display Name — Relevant name used for POI.

Notes — Any further information to be used for POI.

Watchlists — Select the Watchlists relevant to this
user. The watchlist you started from is always
selected

Image — Use Select Image to navigate to a
relevant image on the XProtect Smart Client
machine for this POI.

Cancel - Close this process and do not save.

Add — Commit to add POI to Watchlist.

Type — Can be either Interest or Authorised List
Name — Name of the new watchlist

Notes — Additional notes can be added.

Color - Color of the bounding box displayed on
matches for this watchlist.

Cancel — Press to close this process.

Create - Press to save a create this watchlist.
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6.1.1.3 Alarms

Alarms in the plugin workspace are different from Alarms in the XProtect Alarm Manager. Although

connected (as shown in the next section), these contain much more information and are updated in real-
time.

Total Alarms — Total number of alarms generated by Corsight Service.
All types of alarms that can be generated by Corsight Service are listed below that and incremented as
they appear.

Filters — Alarms can be filtered by event type or by camera name. All filters are additive, meaning that,
for example, you can search for all “In Interest List” alarms that came from particular camera only.
(Selected filters are prefilled on startup in the XProtect Smart Client based on the last choice.)

Filter by Camera — Type search field

Max number of alarms displayed: (Default 5000)

The filter options are directly synchronized with the options made available in the XProtect

Management Client under Corsight Plugins, Corsight Settings. Select Modify SSE Filter to
update filters. This allows changes without closing the Corsight Al plugin connection.

Alarm List — Filtered list of alarms that were generated by Corsight Service. This is filtered by the filters
above and also by the retention time setting set in the plugin settings in XProtect Management Client.

e Time: the time of the last update generated by Corsight Service. This time is the moment the
video stops at and matches the bounding box and face crop.
e Source: the camera that generated the event
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e Message: the type of the detection

This list is constantly refreshed, and new alarms will always appear on the top. There is a
maximum limit of 5,000 alarms and when that is reached the oldest will be overwritten in
order of creation.

The information is stored on disk (Program Data/Corsight) every minute so in case there is an issue with

the XProtect Event Server connection the alarm list will be retrieved on start-up, but all alarms generated

since the last save will be lost. This does not affect the alarms in the Alarm Manager, so in the situation

described above, there could be a mismatch where there are more alarms in Alarm Manager than in the

plugin workspace.

If a hard refresh is required, all files from that folder can be deleted and that will delete all stored alarms

in the plugin Workspace. It will not affect the alarms in the Alarm Manager, but their face crops will be
missing.

In case you want to view an old alarm that is no longer displayed in the list, you can adjust the retention
time setting in the plugin settings in Alarm Manager. If there were more than 20,000 alarms generated
in the meantime however, this will not work.

Streaming Engine Alarm Manager @ Incidents Corsight  # System Moniter e et ROL

senp A
Cameras (11)
‘Watchlists (3)

Alarms (5000)

Retert ;
| I Interet st « Liversess /] In Austhorised List ] Mot in Authessived List 1] G

Mas number of sl dplayed: 500

Bounding Box on video — Bounding box generated by the Corsight Service that matches the location of
the face crop. The display colon matches the color of the watchlist for that particular POI (if it was a
match). Green (no match) or red (not in an authorised list) are also possible.
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Go Back — Press to go back to the moment of the alarm to return to the start of the alarm event. When
playback has been used.

POI Display Image — Reference photo taken from Corsight database.
Face Crop - Latest update of the face crop generated by Corsight for that POI

Textbox
= Name: POl Name.
=  Watchlist: Watchlist connected to trigger.
= Confidence: Shown as a percentage, match confidence level.
= Age, Gender, Liveness: Defined if selected as option for camera device.
= In FOV time: Time that POl remained in the camera’s FOV
= Last seen time: The time that POl was last seen

Save Face Crop — Press to save current recorded face crop to client machine.

XProtect records with motion detection by default, but in some cases an appearance can be
A picked by the Corsight Service without triggering the motion detection in XProtect.

Depending on the use case, the user can adjust the camera settings to avoid missing important events
and recordings. One option is to enable motion recording and lower the motion detection threshold to
start recording earlier. Another option is to choose continuous recording for some cameras.

For further details see the troubleshooting section 7.3 Warning, no recordings are available for this
timestamp

Where no recordings are available the video dialogue will display a warning message.
“Warning, no recordings are available for this timestamp.”

12:44:38.198 » »

Warning, no recordings are available for this timestamp.
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6.1.2 Alarms in Alarm Manager

From the XProtect Smart Client select the Alarm Manager Tab. Below shows an example alarm
generated by the Corsight Plugin. Refer to 5.1.8 Alarm Definitions for the setup of these alarms.

e = e wters | Guigit @] Wodtpmarign @]  Spmmbicier

In the above Alarm example, we see the face crop of the POI taken from the Corsight system. The video
shows the camera feed from XProtect at the moment the alarm is registered. Bellow the face crop is the
Appearance Data button that will take you to the corresponding Alarm displayed in the Alarms section

of the Corsight plugin workspace.

be provided by Corsight. They are tiggered as soon as a detection takes place. This is why it’s

necessary to click on the Appearance Data button to see the latest info in the Corsight plugin
workspace. Once you do that that alarm will automatically enter the In Progress state and will now be
found under that category in the Alarm Manager.

@ Alarms in the Alarm Manager are not updated with the latest face crop or analytics that can
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6.1.3 Create a Custom View

Within this plugin there is the option to create custom views with the Corsight Al view items.

In this example we have used the View (1 + 2* P), go to Setup then drag in Corsight Metadata View
Item (Left) and Corsight Playback View Item (Right). Below use the XProtect Alarms, Alarm List.

An alternative option is a one tile view WorkSpace Plugin View Item, this is the same as is shown in the

Corsight tab.
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As shown out of Setup mode.
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7 Troubleshooting

7.1 XProtect Event Server Installation

If XProtect was installed via a custom installation, the XProtect Event Server service may not have
been included, as it is not always required.

From the server/machine with the XProtect Management Server service navigate to
http://localhost/installation/admin/default-en-US.htm

This will provide a XProtect installation page where you will be able to run the installer for the XProtect
Event Server. This must be installed so the ORBNET plugin can communicate with XProtect MIP SDK.

Event Server Installer

The Event Server manages all event and map related communication. It stores events, image files and map configurations, and makes
status information about the surveillance system available.

Event Server Installer 21.2a (64 bit)
All Languages

7.2 Corsight Plugin Logs

This location has logs related to all plugins. Search for Corsight in the log file.
C:\ProgramData\Milestone\XProtect Event Server\logs\MIPLogs\

Logs related to the Streaming Engine.

C:\ProgramData\ORBNET\Streaming Engine\ORBNET Streaming Engine\Logs\

7.3 Warning, no recordings are available for this timestamp

This error is shown when recordings are not made available from the XProtect system for the event
timestamp request by the Corsight Al plugin. Generally, this will be related to the default XProtect
recording settings. Below we will cover the general troubleshooting to ensure recordings are available

for Corsight Al event.
The recommendation for recording when using the Corsight Al plugin is for recording to be

always on. However, we are aware that in different user cases this would not always be
possible or feasible.
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Recording retention days

Select the relevant Recording Server followed by the Storage tab. Here you will see the recording
retention for a recording profile. In the below example recordings are erased once they are 3 day(s)
old.

If the Corsight Al plugin event view window shows events that are older than the recording retention
timeframe the warning of no recordings being available will show for these events.

This window shows the used storage in the allocated storage area. Whenever the available
& space is below 1GB, XProtect is erasing video footage before the set number of retention

days. This is to maintain the integrity of the video database.

Recording Server = 3 JProperties - B
Filter A Storage configuration
IﬂJRQ‘-NCI"ﬂ Servers | Stop the reconding server f a recording storage is unavailable

+ K] ORBSVR-SN-12

Name Device Usage Defau

Recording and archiving configuration

Recording
17.0 GB (16.9 GB used)
C\MediaDatabase

Delete when recordings are 3 day(s) old

@€~ U

2 T = =

D info [ § Storage | Bl Failover s Multicast 3 Network

If you would like all cameras relate to the Corsight Al plugin to have a separate recording profile to
other cameras in your system, this can be done by creating a new recording profile.

Select Add Recording Storage

IIL} i

Add Recording Storage

Update the fields in this pop-up window in relation to your required system settings. Key points are the
Path, Retention time and Maximum size.

" Path - This can be the same storage area as other storage configurations or another storage
location.

" Retention time - This will erase the recording after a set timeframe. However, this requires a
calculation based on the number of cameras, how much space they use and the available
storage.
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"  Moximum size — This is the maximum size that XProtect can use for this storage area. If shared
with another profile, ensure these are spaced accordingly for the total disk space (Generally
allowing 10-20% free space buffer for performance).

Storage and Recording Settings X

nd

Storage
Name: Corsight

Recording
Path: C:\MediaDatabase'Corsight

Retention time 7151 Dayis)

Masximum size 1000+5- GB

Signing
Encryption:  None

Password:

Heldp oK Cancel

The retention timeframe is ignored if the storage area is full. In this case once the Maximum size is
reached XProtect will erase the oldest recordings to maintain a recording buffer for new recordings.

If the retention timeframe was 30-days but the system had only space for 25-days, you would only see
25-days of recordings available.

Confirm recording retention, per camera.

Use the XProtect Smart Client in a playback window to show when the last available recordings are
available on your XProtect system for a camera. Go to a view with the camera you wish to check,
select the camera tile and press the First Sequence [ff] button. Check the date shown.

* ORBNET Single Driv net) - Camera orbnet 80

P
DEVELOPER
CHAMPION

4

4 ] 3
ikl e
LIVE

PLAYBACK
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Create a Camera Group for the cameras that will fall under this new recording profile, add the relevant
cameras to this group, using Edit.

Select the Record tab for this group, under the Properties, see the settings for Storage, use Select to
update the storage profile.

Devices w0 Properses -9l
Cameras

B 1 Playback seftings

EI=] [ Play back recordings from remote system

&% ORBNET Single Driver (orbnet) -

% OFBNET Single Driver (speed-sen Flecondng settngs

B Stop manual recording after: 58 minutes

Status
ok Local defack C\MadiaD: | 62068

t

Total used wace 620GE| Dielete ol recordngs

@ ioko §Setings [ Sreams | @ Record | A Motion G Client

Select the new recording profile and press OK.
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Motion Detection

As default in a XProtect system, recordings are set to record only on motion detection. In the below

example the motion detection threshold has not been reached so there will be no recordings at this

time. Whenever the motion bar shows in green there is not enough motion to trigger the Motion

Started event. Green in the motion bar can also mean the Motion Stopped event has been triggered.

Motion Settings

Manual sensitivity — In newer XProtect systems, post 2020 dynamic motion sensitivity is used
as default. With dynamic sensitivity, the system calculates and optimizes the sensitivity level
automatically and suppresses the motion detections that come from noise in the images. This
improves motion detection at nighttime, where the noise in the images often triggers false
motion.

Sensitivity (When Manual sensitivity is ticked) - The sensitivity setting determines how much
each pixel in the image must change before it is regarded as motion. Value from 0-100, 0
being the most sensitive, 100 being the least.

Threshold - The motion detection threshold determines how many pixels in the image must
change before it is regarded as motion. Value in pixels from 0-10000.

Keyframes only — As default this option is selected, in most cases H.264 or H265 would be
used. Depending on the camera make this could have a default, anything from 1-4 seconds for
a keyframe. Motion will only be processed on keyframes for H.264 or H265. This could affect
the overall sensitivity of motion detection. Disabling this option could use far more system
resources as the video has to be decoded to process the I-frames and P-frames.

Process image every (msec) — Video images are processed for motion based on the timeframe
set. This option is ignored if Keyframes only is enabled.

Detection resolution - Specify whether the full image or a selected percentage of the image
should be analyzed. For example, by specifying 25%, every fourth pixel is analyzed instead of
all pixels, reducing the system resources used but also offering less accurate motion detection.
Generate motion data for smart search — This option is unrelated to Motion started; Motion
stopped events.

Use excluded regions — These are selected areas within the video image that are selected to be
excluded from motion detection. If too much of the image is covered with these areas, it may
prevent motion from being triggered.
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[Properties -2
B Motion detection
Motion preview Hardware acceleration:
O Automatic
O os
[ | ]
B Manual sensitivity 100
Threshold 2000

B Keyframes only (MPEG-4'H 264/H 265)

Process image every fmaec) 500
Detection resolution:

8 Generate motion data for smart search

Show privacy masks

) inke B Senings [ Sweams @ Record| A Mobon @ Fisheye Lens % Events [ Client 8 Privacy masking () Streaming Engine

When the motion bar changes from green to red (as below), the Motion Started event is trigged.

|Properties

-l
I8 Mobon detecton

Mation preview

B Manual sensitivity

Threshold:

I8 Keyframes only (MPEG-4/H 264/H 265)

FProcess image every imsec) 500
Detection reschtion:

(B Generate motion data for smart search

) Use exclude regions

DEVELOPER
CHAMPION

Show privacy masks

O rfo §BSettings [ Streams @ Record Z& Motion @FisheyeLens T Events 3 Client § Privacy masking () Streaming Engine
e —
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Camera Status

In the XProtect Management Client within Cameras, the cameras display status on the camera icon
itself.

“# - Device enabled and retrieving data: The device is enabled, and you retrieve a live stream.
&® - Device recording: The device is recording data on the system.

“8 - Device temporarily stopped or has no feed: When stopped, no information is transferred
to the system. In this state you cannot view live video, there will be no recordings.

R - Devices disabled: Cannot be started automatically through a rule and cannot
communicate with the recording server. If a camera is disabled, you cannot view live or
recorded video.

@ - Device requires attention: The device does not function correctly.

&7 - Device live and Recording: This is the ideal combined camera state for Corsight Al
connected camera devices.

Example shown under Devices, Cameras.

Devices v B
<0 Cameras
#- ) Camera Group 1
=
P ORBNET Single Driver (orbnet) -
P ORBMET Single Driver (speed-sen

Recording and Stream Settings

Select a Camera or Camera Group, select the Record tab. From this tab confirm that Recording is
ticked as enabled. Without this option ticked no recordings will be available for this camera device.

Dences w B ||Properties -~ 2
[ Carnerss

% |y Camers Group 1 Playback seftings

- ) Play back recomdings from remote system
5 ORENET Singhe Driver (orbrel) -

&% ORBNET Single Driver (speed-sen Fiacardng settrigs
8 Recordng
B Record on related devices

B Stop manual recording ahter 55| minutes
B8 Fretufe
Location: Memary
Time 315 seconds
Recordng frame rate
JPEG SHH| FPS
MPEG-4/H 264/H 265 Record keyframes only
Storage
Local default Select

Satus Active

Status Dt abase Location Used space
Ok Local defaut C\Mediallatabase E20GE

Tetal used space E20GB Delete ol recordings —

O rio B Setings [ Sweams | @ Fecced | & Motion [ Client
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When using motion only recording or recording on a schedule in some cases the live video can go into a
standby mode. This can cause the Streaming Engine to lose connection to the camera. In turn the

Corsight Al plugin would lose connection to the video stream for processing. This is related to the
priority of video delivered over the XProtect API.

If this is the case, we recommend changing the Live mode setting for the used video stream from the
default of When needed to Always.

5% ORBNET Single Driver (orbnet

Stream information Live mode setti
5% ORENET Single Driver (speed - = =
Stream HName Live mode
b Stream 1 - Stream 1 ‘hen needed
Never

Recording Rules

Devices + 0 [JProperties —
Sk
t_’r:“' Stream information
# y Camera Group 1
B Corsight

Recording settings.

Default live Default Use adge
stream Recording playback recordings
a Primary v [ ] a

) Info §h Settings | [ Streams | @ Record 7 Motion (@) Fisheye Lens % Events [ Client [ Privacy masking ) Streaming Engine

XProtect uses rules to start camera video streams and record. As default all cameras are included in

the Default Start Feed Rule. This means that camera video streams are available for live viewing.

“8 - No feed: When stopped, no information is transferred

“P - Device enabled and retrieving data: The device is enabled, and you retrieve a live stream.

- 2

Rules
B

| Ri

|

es

54 Defaukt Goto Preset when FTZ is done Rule
[;] Default Play Audio on Request Rule

ltEJ Default Record on Bookmark Rule

[j] Default Record on Motion Rule

[{,] Default Record on Request Rule

Lj] Default Start Audio Feed Rule

L:;J Default Start Feed Rule

LBE_] Default Start Metadata Feed Rule

|5 Trigger RJ Poll Event

Rule Information

Name:
Default Start Feed Rule

Description:

B Active

Definition

- 3

Perform an action in a time interval
always

start feed on All cameras

Perform an action when time interval ends.
stop feed immediately
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The Default Record on Motion Rule enables recoding pre and post a Motion Started and Motion
Stopped event. Outside of these triggers there is no recording.

Rules v B JRule Information - 2
= EJ Rules

13} Default Goto Preset when PTZ is done Rule | Name

g Default Play Audio on Request Rule Default Record on Motion Rule
iz| Default Record on Bookmark Rule
Default Record on Motion Rule Description:
i£| Default Record on Request Rule
5| Default Start Audio Feed Rule
[:J Default Start Feed Rule
[=] Default Start Metadata Feed Rule
[Z] Trigger RJ Poll Event

il

Alternative Rules;

Constant Record

This is the simplest rule to enable constant recording on the Corsight camera group.
Create a new rule, right click and Add Rule.

Step 1: Perform action in time interval:
Step 2: Always

Step 3: Start Recording on <devices> (Select the Corsight Camera Group)
Step 4: Perform an action when time interval ends
Step 5: Stop recording immediately

w B |JFule Information - 3

ight Constant Record
orsight Record on Motion Rule with Keyframes
[j Default Goto Preset when FTZ is done Rule
[5] Default Play Audio on Request Rule Description:
[u:J Default Record on Bookmark Rule

Default Record on Motion Rule
Default Record on Request Rule
Default Start Audio Feed Rule
Default Start Feed Rule

i=| Default Start Metadata Feed Rule
|5 Trigger RJ Poll Event

Name:

Corsight Constant Record

Definition:

[Perform an action in a time interval

Constant Keyframe Record, All Frames on Motion

This rule will record constantly on keyframes. When motion detection is triggered, it will increase to the
full framerate.

This rule requires a camera setting change.
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Check the camera device settings, in this example we have an Axis camera.
Under Devices, select Cameras and the Corsight Camera Group. Select the Settings tab.

For Video Stream 1, see Frames per Second and Max. frames between keyframes.
For Max, frames between keyframes as default for the Axis camera this is 30. This would mean there

would only be a keyframe every 3 75 seconds. When using keyframe recording 1 second between
keyframes is ideal. Match the Frames per second and Max. frames between keyframes to achieve this.

_m —
= b Cameras
@ () Camera Group 1 —
=1, i v Video stream 1

Bit rate control mode Variable bit rate

= o gle Bi rate control priority None

&% ORBNET Single Driver (s, Codec H.264

30
Frames per second 8 I
Include Date No
Include Time No
Max. frames between keyframes 8 I
. frames between keyframes mode Detault (determined by driver)
Resolution 1320x 1080
Streaming Mode RTP/RTSP/TCP
Target bit rate 2000
Zipsiream compression Low
Zipstream FPS mode Foed
Zipstream GOP mode Foxed
Zipstream max dynamic GOP length 300
General
& Settings | [l Sweams @ Record 7 Motion (@) FisheyeLens ¥ Events 3 Client 8 Privacy <

Go to the Record tab.
Tick Record keyframes only.

Devices - o [|Propeties e
=<0 Cameras
# {5 Camera Group 1 Playback settings

_ _ ) Play back recordings from remote system
“p ORBNET Single Driver (orbnet
b ORBNET Single Driver (speed Recording settings

B Stop manual recording after: 55| minutes
@ Prebuffer

Location: Memory v

Time 351 seconds
Recording frame rate )

JPEG: _ 5% FPS
MPEG-4/H 264/H .265: B Record keyframes only

D info §fh Settings [ Streams Z Motion 3 Client
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Create a new rule, right click and Add Rule.

Step 1: Perform action on <event> (Motion Started)

Step 2: (Skip)

Step 3: Start Recording on <devices> (Select the Corsight Camera Group),
Set recording frame rate to all frames for MPEG-4/H.264/H.265 on the device which
event occurred

Step 4: Perform an action on <event>

Step 5: (Automatic)Stop recording, Restore default recording rate.

= B JRule Information -2

Name:
Corsight Record on Motion Rule with Keyframes

E at

I Dehult Gclo Pteutwhm PTZis done Flule
|Z] Default Play Audio on Request Rule Description:
[u" Default Record on Bookmark Rule
l!l Default Record on Motion Rule

iz| Default Record on Request Rule
iz| Default Start Audio Feed Rule

|Z] Default Start Feed Rule

|%| Default Start Metadata Feed Rule
|Z] Trigger RJ Poll Event

3 seconds after
d default recording frame rate of keyframes for MPEG-4/H.264/H 265 immediately
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