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Plugin installation

Stop the XProtect Event Server Service and close any other XProtect applications that are open.

Status: Running
Restart Event Server service

Stop Event Server service

Show Event Server logs

Show MIP logs

Enter current system configuration password
Server Configurator

Version: 22.1a (Build: 4987)

Exit Event Server Manager

P L R s D)

Open the Milestone plugin folder ( C:\Program Files\Milestone\ MIPPlugins ) with Windows
Explorer and create a new Multiplex folder inside it .

Extract the contents of the MultiplexMIPPlugin.zip into the newly created folder:

A4 =
“ Home Condividi Visualizza
&« v A “ Programmi * Milestone » MIPPlugins » Multiplex v | 0
Mome Ultima modifica Tipo Dirnensione
o Multiplex MIP.dII 0B/ 09,2022 17:52 Estensione dell'applicazione 525 KB
)| EasyModbus.dll 23/08/2022 12:30 Estensicne dell'applicazione 68 KB
4 Multiplex SDE.dII Estensione dell'applicazione &4 KB
| plugin.def Export Definition File | KB

Restart the XProtect Event Server Service



Open XProtect Management Client software, log in with an administrator account and check for
the following items in the main tree:

- MIP Plug-ins
o Multiplex Perimeter Plugin

& Milestone XProtect Management Client 2022 R1
File View Action Tools Help

H92 ogef
Site Navigation
= ¥ WINT0DEV-XPROTE - (22.12)
+{1] Basics
£ EJ Servers
+ %P Devices
% Client Multiplex Perimeter Plugin
# [ Rules and Events
£ @ Security
i1 @) System Dashboard
[ Server Logs Milestone Plugin for GP'S Standard Multiplex™ Perimetral Systems
[ Access Control

4 milestone | XProtect®

i Version: 1.0.0
T lc‘» Transact
8 Aarms This Plug-in allows receiving status and events of all the GPS Standard's perimeter devices from
=-%# MIP Plug-ins Multiplex System.
ER Miles Plugin To activate the Plug-in, it is necessary to add the device's type, Stand Alone or Multiplex MIND to XProtect

2X -~ Multiplex Perimeter Plugin Milestone. In case of MIND device insert also the perimeter device you are using.

{8 Standalone Perimeter Systems The Multiplex system is a centralization item, developed by the GPS Standard srl, to control and

Ml Multiplex Mind Systems integrate several types of perimeter anti-intrusion devices.

The various perimeter protection systems can be based on different technologies and they can be
installed on a fence, buried underground orin a free environment, to form a barrier for the detection of
unwanted intruders.

The perimeter devices can be in Stand-Alone or in Multiplex configuration, in the |atter one they are
supernvised by a MIND control unit, which collects and manages all the signals coming frem the remote
devices.

XProtect Management Client Plugin configuration

In order to use a Multiplex System within the XProtect software, you need to add a Multiplex
device from the XProtect Management Client software.

The Multiplex System is a centralization network, designed by GPS Standard, in order to integrate
and control different types of perimeter anti-intrusion devices.

The various systems for protecting a perimeter can have different technologies and can be
installed on a fence, underground or in an open environment to form a barrier for detecting the
unwanted entry of intruders.

The perimeter devices can be in Stand-Alone configuration or in Multiplex configuration, in the
latter the system is supervised by a MIND control unit which collects and manages all the signals
coming from the remote peripherals.



Stand-Alone configuration
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Press the right mouse button on the "Standalone Perimeter Systems" node to add a Stand-Alone

Device and choose the "Add New..." item from the menu.

=+ MIP Plug-ins
# LicenseRegistration
EA Miles Plugin
=3 Multiplex Perimeter Plugin

i3 Standalone Penimeter Suatam-a

In the window that appears enter the device name:

[l Multiplex Mind Syste Add New..  CTRL+N
= Refresh F5
Add Multiplex X
Name: |STDALONE|
Cance

In the detailed configuration panel of the StdAlone Device, enter the required data (Name, Type ,
etc ...) and then save the data using the button on the main toolbar:

File View Action Tools Help
H'9 e

Site Navigation

® Milestone XProtect Management Client 2022 R1

~ 1 x |IMultiplex Standalone Systems

Y

= §% WIN10DEV-XPROTE - (22.1a)
1 Basics
[ senvers
Devices

Client
[ Rules and Events
) Security
@ System Dashboard
I Server Logs
JBe Access Control
[, Transact
2 Aarms
= % MIP Plug-ins
#% LicenseRegistration
| Miles Plugin
Itiplex Perimeter Plugin

i+ ifs) Standalone Perimeter Systems
1 Muttiplex Mind Systems

=18 Standalone Perimeter Systems

He STDALONE

Multiplex Information
Name: STDALONE
Type CPSPLUS
IP Address: 10.10.267
Port 502

The Type identifies the type of perimeter device:

Type: CPS5 PLUS 2 CHANNEL

CPS PLUS 2 CHANNEL
CPS PLUS 4 CHANNEL

5
GPS PLUS
GPS PLUS con direzione
110

IPS
PPS/DPP




Multiplex MIP Plugin — User manual

Depending on the type chosen, the sensors are inserted into the tree

@ Milestone XProtect Management Client 2022 R1
File View Action Tools Help

H9 @<
Site Navigation > 1 X ~ 1 |[Sensor Information
= G WIN10DEV-XPROTE - (22.1a)

{11 Basics =i STDALONE

[ servers M) 03 - Tamper

%0 Devices M) 04 -Fault
2 Client e 05 - Pre-Alarm CH 1 2
& Rules and Events K= DG - Alarm CH 1

! Security M) 07 - Cable cut CH

@ System Dashboard M) 08 - Cable short C
[ Server Logs ) 09 - Pre-Alarm CH
[Be Access Control A 10 - Alarm CH 2

£, Transact A=) 17 - Cable cut CH

& Alarms A 12 - Cable short C
= #F MIP Plug-ins M) 18- Climb CH1
# LicenseRenistration M) 19 - Input 1
EA Miles Plugin M) 20 - Input 2
=-E3 Multiplex Perimeter Plugin M) 26 - Fence cut CH
= {8 Standalone Perimeter Systems M 27 -Input 3
A-) Sensors M) 28 - Input 4
i Multiplex Mind Systems M) 34 - Climb CH 2
M) 35-Input 5
M) 36-Input &
M) 42 - Fence cut CH
M=) 43 - Input 7

M) 44 - Input 8
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MIND Multiplex configuration

Right-click on the Multiplex Mind Systems node to add a Multiplex Mind.

=%+ MIP Plug-ins
# LicenseRegistration
EA Miles Plugin
=-E3 Multiplex Perimeter Plugin
i® Standalone Perimeter Systems

8§ Muitiplex

Add New ... CTRL+N
= Refresh F5

In the window that appears enter the device name:

Add Multiplex Mind

Mame: |MINDI |

Cancel

In the detailed configuration panel of the MIND Multiplex, enter the required data (Name,
Connection, etc ...) and then save the data using the button on the main toolbar.

The connection type for the Mind can be TCP/IP or serial.

Connection: | TCP/IP ~
IP Address:  [SERIAL

In the case of TCP, the IP Address and Port must be specified

> Milestone XProtect Management Client 2022 R1
File View Action Tools Help

H9 Qe

5ite Navigation ~ » x ||Miultipiex Mind Systems = # | Multiplex Mind Information
5§ WINT0DEV-XPROTE - (22 1a) = [ Multiplex Mind Systems
Basics | §vinD] Name: [minD
Servers

Devices

o Connection: | TCP/IP
Rules and Events
Security
System Dashboard
Server Logs Port 502 =
[Fe Access Control
i1, Transact
=& Alarms
£ MIP Plug-ins
# LicenseRegistration

IP Address:  |127.0.01

B3 Miles Plugin
=3 Multiplex Perimeter Plugin

{3 Standalone Perimeter Systems
plex Mind Systems




In the case of Serial it is necessary to specify Port
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@ Milestone XProtect Management Client 2022 R1
File View Action Tools Help
B9 oei

site Navigation

-
x

Multiplex Mind Systems  ~ %

Multiplex Mind Information

©§8 WINTODEV-XPROTE - (22 1a)

[E Rules and Events
@ Security
@ System Dashboard
I sewver Logs
Access Control
Transact
& Alarms
=& MIP Plug-ins
# LicenseRegistration
3 Miles Plugin
Muttiplex Perimeter Plugin
i Standalone Perimeter Systems
=[] Multiplex Mind Systems

=[] Multiplex Mind Systems
MIND
1 MIND SERIAL

Name MIND SERIAL
Connection: | SERIAL
Port 1

Each time a MIND is entered, its UCP is automatically entered

@ Milestone XProtect Management Client 2022 R1

File View Action Tools Help
H'9 @<
Site Navigation + x [luces = 2 Juce information
= & WINTODEV-XPROTE - (22.1a) = UCPs
-] MIND Name: UCP-MIND
[J UCP-MIND |
(@ Rules and Events
e Security
@ System Dashboard
I ServerLogs
[B+ Access Cantrol
i, Transact
& Alams
= %F MIP Plug-ins
# LicenseRegistration
3 Miles Plugin
=3 Multiplex Perimeter Plugin
{0 standalone Perimeter Systems
=[] Multiplex Mind Systems
e Perimeters
=8 JUCPs
[%] Statuses
&> Milestone XProtect Management Client 2022 R1
File View Action Tools Help
H9 e
Site Navigation Statuses « 1 JStatus Information
© §¥ WINTODEV-XPROTE - (22 Ta) E]
{11 Basics -8 UCP-MIND
[ servers [%) Loop Cut
%0 Devices [%) Low battery
1 Client [%) Mains Supply 1 =

& Rules and Events
@ Security
° System Dashboard
F} Server Logs
[E“ Access Control
@ Transact
2 Alarms
=%} MIP Plug-ins
] LicenseRegistration
B3 Miles Plugin
= B3 Multiplex Perimeter Plugin
& Standalone Perimeter Systems
= [I Multiplex Mind Systems
@8 Perimeters
=% UCPs
@ Statuses

[%] No Response Rela
@ QOvervoltage

@ Power ON/Reset
[W) Relay Board UAR
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The user can enter the perimeters devices connected to the Mind by going to the "Perimeters
MIND " node and then saving the data using the button on the main toolbar.

@ Milestone XProtect Management Client 2022 R1
File View Action Tools Help

H 9 ©oei
Site Navigation -~ & X lIPerimeters -
= §# WINT0DEV-XPROTE - (22 1a) = Perimeters

1 Basics ER|EVINCS

@ servers ol 1 Collapse

%P Devices ey

I Client @ a Add New ... CTRL+N

[ Rules and Events Hitle

o Security i = Refresh F5

o

0 System Dashboard GPS PLUS NEW

a v
f

3 ServerLogs i 10-TPS

[Ee Access Control @ 1Ps
L Transact i 1Ps-34
2 Alarms {8 peri22-CHAIN
= #F MIP Plug-ins {3 RADAR

# LicenseRegistration ifs RADARZ

& Wiles Plugin & wes7

= EA Multiplex Perimeter Plugin
¥ Standalone Perimeter Systems
= [I Multiplex Mind Systems
% Perimeters
=-%8 UCPs
E’ Statuses

By specifying the Type (perimeter device type), address and name

@ Milestone XProtect Management Client 2022 R1
File Vista Azione Strumenti Aiuto
H'Z ©@ei
Navigazione nel sito » 0 X lPerimeters « 1 finformazieni Perimeter
=G WINTODEV-XPROTE - (22.1a) =) Perimeters
{1 Generale =MD
D Server ;é‘. 1-WPS20 Name: RADAR
%0 Dispositivi % 2TPS31
3 Cliente 364: ED_;,PSS-JB Address: o >
g Regole ed eventi %j GPSe
Sicurezza | GRS FLUS 4CH
T RADAR BLADE
o Dashboard di sistema :»61 GPS PLUS NEW we
F‘\ Registri server ;é" 10-TPS
Eﬁ Controllo accesso ”6" IPS
[5d, Transact %" IPS-34
& Alarmi :51' EGKE)Z;CHHIN
= Plug-in MIP 35‘ RADAR
Al
a LicenseRegistration f& RFC
Miles Plugin é,' WPST
(== Multiplex Perimeter Flugin
@ Standalone Perimeter Systems
= [I Multiplex Mind Systems
Y Ferimere)
M) Sensors
=@ UCPs
E Statuses




The relative sensors are inserted automatically:

@ Milestone XProtect Management Client 2022 R1
File View Action Tools Help
H 2 | @ = 5h

Site Mavigation —

= g2 WINTODEV-XPROTE - (22 1a)

L1 Basics
] servers
%P Devices
3 Client

[E% Rules and Events
=% Security
& System Dashboard

= server Logs

[Be Access Control
1. Transact
2 Alarms
=&+ MIP Plug-ins

# LicenseRegistration

= Miles Plugin

=-EE Multiplex Perimeter Plugin

¥ Standalone Perimeter Systems
=l Multiplex Mind Systems
=& Perimeters
A-) Sensors
- UCPs
(] Statuses

PS PLUS 4CH
PS PLUS NEW

RADAR

TITITTTIITTIISIR LR LR ILLLLILL

- Antimask
- Alarm

- Pre-Alarm

- Alarm Zone 6 CH 1
- Alarm Zone 7 CH 1
- Alarm Zone 8 CH 1
- Alarm Zone 9 CH 1
- Alarm Zone 10 CH 1
- Fault antenna

- Input 1

- Input 2

- Alarm Zone 1GH 1
- Alarm Zone 2 CH 1
- Alarm Zone 3 CH 1
- Alarm Zone 4 GH 1
- Alarm Zone 5 GH 1
-Input 3

- Input 4

- Prealarm zone 6

- Prealarm zone 7

- Prealarm zone 8

- Prealarm zone §

- Prealarm zone 10
- Prealarm zone 1

- Prealarm zone 2

- Prealarm zone 3

- Prealarm zone 4

- Prealarm zone 5

Events

receiving statuses and events.

The following table shows the events that the Multiplex plugin can generate:

Once the data has been saved, the plugin will try to connect to the Multiplex device and start

Event Description

Multiplexes
The plugin has connected to the device
Multiplex Disconnected | The plugin has detected a disconnection from the device
Perimeter
The device has been Armed
The device has been Disarmed
Sensor

Multiplex Connected

Perimeter Arm
Perimeter Disarm

Sensor excluded
Sensor in alarm
End of sensor alarm

Sensor Excluded
Sensor alarm
Sensor End Alarm



/
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Device states

The following tables show the states of the Multiplex MIND, perimeters devices, perimeter inputs
sensor, UCP units and UCP inputs which can be viewed on the maps within the XProtect Smart
Client.

The states of the perimeter devices and its sensors depend on the technology of the devices.
The technologies currently managed by the system are: Barrier, Fence, Underground and Radar.

Since the StdAlone device is nothing more than a perimeter device in its own right; its states
mirror the states of the sensor type.

Standalone & MIND states

In the Multiplex MIND configuration, the MIND control unit, supervises the perimeter devices
connected to it on the proprietary BUS.

While a Stand-Alone Device is himself to send the states of the sensors via LAN.

The states of MIND and its UCP do not change.

Device Image

MIND

UCP-MIND
The UCP is connected to the ECU mind




s

)\
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UCP sensors States

States table of UCP sensors

State Image ‘
(
A v,

Alarm




Perimeter system states
The various systems for protecting a perimeter are divided according to the technology used.

Specifically, the types used are four types: Barrier, Underground, Radar and Fence.

Perimeter states of barrier type and its sensors

The perimeters belong to the following typology:
e |IPS

Table of perimeter technology barrier statuses on the map:

State Image \

Normal

Disarmed

Sensor status table of a Barrier technology perimeter:

State Image ‘

Normal

Alarm

Excluding
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Perimeter states of Fence type and its sensors

The perimeters belong to the following typology:

WPS
CPS PLUS

CPS PLUS 4CH

TPS
I/O
SNAKES

Perimeter status table Fence technology on the map:

State

Normal

Image ‘

Disarmed

Status table of the sensors of a perimeter fence technology:

State

Normal

Image ‘

Alarm

Excluding
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Perimeter states of Underground type and its sensors

The perimeters belong to the following typology:
e DPS
e GPSPLUS
e GPS PLUS STDALONE
e RFC
e PPSRFC

Table of underground technology perimeter statuses on the map:

State Image \

Normal

Disarmed

Status table of the sensors of an underground technology perimeter:

State Image \

Normal

Alarm

Excluding




/
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Perimeter states of Radar type and its sensors

The perimeters belong to the following typology:
e RADAR

Radar technology perimeter status table on the map:

State Image \

Normal

Disarmed

State

Normal

Alarm

o .




NOTE: When a sensor is in the Bypassed state, it is reported as “Disabled” and circled with a
permanent purple circle on the map (if you have not customized the reporting in XProtect Smart
Client).

#

[IE. - Tahper

Commands

The plugin allows you to send the following commands:

Command Description \
Multiplex StdAlone
Arm Inserting the device
Disarm Disarming the device
perimeter
Arm Insertion of a perimeter
Disarm Unsetting a perimeter
Sensor
Exclude Bypasses a sensor
Include Includes a sensor

NOTE: It is not possible to carry out any commands on the UCP and its sensors
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Usage On XProtect Smart Client
On XProtect Smart Client you can add the Multiplex device, perimeters and sensors in Maps.
Go to "Setup" mode, create a new view, for example a grid in 1x1 mode:

#  Milestone XProtect Smart Client
Playback Exports Search

XProtect € | < Select view > -

o 14:56:10  XProtect Smart Client is not performing optimal

4 |ww Default group
¥ [@ Default view group

» [ Operato 85 New group
: 5 i 3
b Private (M2 _Newview  »
" Rename

Delete

B Copy

——

Alarms

£ WIN10DEV-XPROTE

Give the view a name and then drag a map into the view (drag the " Map " node from the "System
overview " with the mouse). You will be asked to insert an existing map or to create a new one.

Once the map with the desired background has been created, the desired devices can be added:
to do this, from the "Tools" one must select the " Add plug-in element " icon (it is the puzzle-
shaped icon).

A window then opens “ Element selector ” where you will see the name of the plugin, Multiplex
Perimeter Plugin, and under the tree the type STDALONE and/or MIND with the relative
perimeters and sensors created in the Management Client: then drag the desired devices onto the
map:
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= Enter filter

b == Miles Plugin [ @

4 zz= Multiplex Perimeter Plugin
RADAR 03-Tamper (4 Fault
» [ STDALONE

» [[] MIND @

GPS4 01-PressureCH1 02 - Pressure CH 2

o
=ponse Relay Board @

04-

37 - Prealarm zone 1

03 - Tamper Fault

Mains Supply
=
"ot Dt (@]
Lﬁm
Logp Cut = ] e 04 - Fault 02 - Disqualification
0
0-7rs
03-Tamper OF P2k

At this point you can go back to normal mode (by pressing the Setup button) and view the states,
events and send commands to the devices.

Selecting an element of the perimeter Multiplex or sensor with the right key, you can execute the
commands provided according to the status of the selected element.

Example of " Disarm " command on a Multiplex perimeter:

Ignore status

Disarm

Center map here

Foom in
Foom out

Zoom to standard size

Home

Ba

Status details
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Also from the context menu of an element, it is possible to request the detailed status of the
selected element by clicking on the "Status details " item:

Menu: State detail of a perimeter:

lgnore status

Disarm

Center map here

Foom in
Foom out

Zoom to standard size

Home

Ea

Status details

To view the events and alarms of the Multiplex, you can create a view with a suitably divided grid
like the following example:

& Milestone XProtect Smart Client 103/10/2022 13:11:00 — O X

Exports -0 ¥ v

Playback

0 < Select view > . Setup
4 <

& Map Multiplex Mind L Quick Fliers Alarms  Noditer ~ 1

T New (1) 1 Time Priority Level  State Lev)

= . Y Dz ] 10:29490310:2022 1 1
- &)
UCP-MIND -

Power QtReset MIND RADAR 03-Tamper 04 Fauh 37 -Prealam zone 1 W D)

Servers

(o 7 WIN1O0DEV-XPROTE
r

GP54  01-PressureCH1  02- Pressure CH2

& @

04 - Faukt

Mo Response Relay Board

03 - Tamper

Mains Su; oply
=
= |
Loop Cut

s 01- Alzm

T ) )

|i.,\
10-T

Quick Filters Events  Custom (filier applied) ~ Clear filter

Y All Events Time Message D

13:06:42 03/10/2022  Multiplex Disarmed 318249

13:06:35 03/10/2022  Multiplex Armed 318247
Senvers

WIN10DEV-XPROTE
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