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Milestone XProtect VMS Integration Guide
Preparing XProtect VMS
1) Milestone Open Network Bridge must be installed within the Milestone XProtect VMS.
2) Create a user for Icetana Al connection. The user type must be a ‘Basic’ user.
)

3) Create a new Role and assign required permissions.

4) Add Icetana Al Basic user to the Milestone Open Network Bridge.

5) (Optional but highly recommended)Configure a second stream for Icetana Al

6) Propagating Icetana Al events as Alarms into Milestone Alarm Manager
Icetana Al Configuration
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1) Configure Icetana VMS Bridge if previously not configured.
2) Create VMS object for Milestone XProtect VMS
Populating Cameras into Icetana Al
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iIcetana

Milestone XProtect VMS
Integration Guide

This document aims to show and guide the steps for integrating Icetana Al with Milestone
XProtect VMS.

Preparing XProtect VMS

Certain steps should be performed on XProtect VMS in preparation for Icetana Al
connection. Below you will find required steps.

1) Milestone Open Network Bridge must be installed within the
Milestone XProtect VMS.

€ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 e
|site Navigation w 1 X JOpen MNetwork Bridge Servers - 3 §Open Network Bridge Information
-G MS-(24.2¢) =1 #) Open Network Bridge Servers Open Network Bridge settings
=1} Basics M ms
E License Information ONVIF port: 580
Site Information RTSP port: 554

2 AXIS Optimizer
=5y Remote Connect Services
5 Axis One-click Camera Connection

[] Enable W5-Discovery

Default camera settings (as reported to the ONVIF clients)

= [ Servers
I;ﬁ Recording Servers Max days of retention: 30
ﬂ Failover Servers Frames per second: 5
m Mobile Servers Width 1520
Q’?;OmﬂemendgeSuws Height: 1080
= vices
Bitrate kbps:
b Cameras ! e. P 512
A Microphones GOP size: 5
Codec: H.264 Baseline Profile
Speak: ~
@ Speokers H.264 Main Profle
¥ Metadata H.264 High Profile
s Input H.264 Extended Profile b
v‘ Output Default microphone settings (as reported to the ONVIF clients)
=53 Client _
B Smartwall [] Enable related microphones
B3 View Groups Sample rate. kHz: 8
£2 Smart Client Profiles Codec: G711 v
E Management Client Profiles
. Marix Use corfigurations from devices
=i-li# Rules and Events
[D_E] Rules [ Ignore privacy masking
Time Profiles 0 To view video streams, you must have permission to lift privacy masks
(=4 Notification Profiles This setting applies only to iftable privacy masks.

Q User-defined Events
® Analytics Events
Generic Events

& Webhooks
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2) Create a user for Icetana Al connection. The user type must be a
‘Basic’ user.

IBuicLhu .

wills

e

& Create Basic User... Ctrl+N
Edit Basic User...

M Delete Basic User Del

Effective roles...

mo Refresh F5

@

File View Action Maintenance Tools Help

H92 e
|site Navigation -~ 3 X IBaswc User -~ IBasic User Settings
= G MS-(24.2¢) I Name : I Name:
7 L s
E License Information -
E Site Information Description:
2 AXIS Optimizer
= L_‘; Remote Connect Services
E_} Auis One-click Camera Connection
= G Servers
:ﬁﬂ Recording Servers
ﬂ Failover Servers
ﬁ Mobile Servers [] Force Basic Userto change password on next login
#) Open Network Bridge Servers
= %’ Devices
=p Cameras Enabled ~
& Microphones
g ::::::{: Edit Basic User X
oo Input
Output e
=@ Client s
BB Smart wall
E View Groups Description:
E; Smart Client Profiles
E Management Client Profiles
Matrix
=& Rules and Events
CE] Rules
Time Profiles
= Notification Profiles
Q User-defined Events
¥ Analytics Events
Generic Events Repeat password:
&% Webhooks [sassssenans] |
4. Axis actions
+¢ Axis events
= @ Security Status
f‘a Roles
2 Basic Users
AX]S Optimizer Security
=, ° System Dashboard
D Current Tasks Cancel
@ System Monitor
:32 System Monitor Thresholds
£ Evidence Lock
™ Canfimirstinn Ranarts

|\ce

Status:

User name:

Password

[] Force Basic Userto change password on next login

Enabled v
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3) Create a new Role and assign required permissions.
Note: If the Icetana Al user is assigned to the Administrators group, there is no need to
create a new group. This is applicable only if the Icetana Al system has one server.
e If multiple Icetana Al servers are part of the same instance, each server must have
its own dedicated Basic user and Role created. For each Role permissions must be
set to access certain cameras to distribute the load. Please refer to the project HW

BoM calculation.

& Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 oe i

Site Navigation « 0 X |Roles

Role Settings

=1 I MS - (24.2¢)
={1] Basics
E License Information
Site Information
o AXIS Optimizer

={.§ Remote Connect Services |

[y Axis One-click Camera Connection
= D Servers

@ Recording Servers

E] Failover Servers

ﬂ] Mobile Servers

) Open Network Bridge Servers

Effective Roles...
Rename Role...

Copy Role...

= ?E’ Devices E Refresh

=B Cameras
& Microphones
@ Speakers
W Metadata
oo Input
w Output
=+ Client
B Smart Wall
E3 View Groups
£ Smart Client Profiles
E Management Client Prefiles
Matrix
=& Rules and Events
[E] Rules
Time Profiles
| Notification Profiles
Q‘ User-defined Events
® Analytics Events
Generic Events
.1_.& ‘Webhooks
'., Axis actions
4-.:, Buis events
= G@ Secunty
?& Roles
8 Basic Users
LX]S Optimizer Security
= ° System Dashboard
S Current Tasks
@ System Monitor
:32 System Monitor Thresholds
£ Evidence Lock

Roles information

MName:

Administrators

Description:

Administrators have complete and unrestricted access to the

Smart Client profile:

Default Smart Client Profile
Evidence lock profile:

Default evidence lock profile
Allow Smart Client login
Allow Mabile Client login
Allow Web Client login

[] Make users anonymous during PTZ sessions
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File View Action Maintenance Tools Help

H'Y9 e

Site Navigation > B X

Roles - R

Rele Settings

iIcetana

=G MS - (242c)
E+{I] Basics
E License Information
[R] Site Information
o AXIS Optimizer
=) [_‘, Remote Connect Services
[_1;, Auxis One-click Camera Connection
=) U Servers
lfﬂ Recording Servers
ﬁ] Failover Servers
’] Mobile Servers
#%) Open Network Bridge Servers
= % Devices
b Cameras
& Microphones
e Speakers
v Metadata
o Input
v‘ Output
= 1] Client
BB Smart Wall
B3 View Groups
£ Smart Client Profiles
E Management Client Profiles
Matrix
=+ Rules and Events
Rules
Time Profiles
] MNotification Profiles
‘ User-defined Events
a Analytics Events
Generic Events
% Webhooks
4, Axis actions
*, Axis events
E @ Security
?\. Roles
8 Basic Users
AXIS Optimizer Security
° System Dashboard
D Current Tasks
@ System Monitor
-+ System Monitor Thresholds
8 Evidence Lock
m Configuration Reports
ﬁ Server Logs
=) * Metadata Use
%, Metadata Search
T}" Access Control
£33 Incidents

:92 Incident properties

< >

} AX]S Optimizer b

-~

Name
?-\ Administrators (Administrators have co
% AxisOptimizer (Basic permission neede
?*h lcetanall

Name 4 | Description

Select Basic Users to add to Role

Select user:

Site Navigation  Federated Site Hierarchy

E——) B

olnf External IDP 31 Overall Security &P Device af* FTZ ) Speech
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4) Add Icetana Al Basic user to the Milestone Open Network Bridge.
Access to the server hosting Milestone Open Network Bridge, right click to the Network
Bridge icon in the Windows Tray, select the option ‘Manage ONVIF client users’, enter the
exact same username and password for the Icetana Al Basic user created in the Step 2,

follow with Add user and OK buttons.
= AXS Ointimizer n

Start Open Metwork Bridge service

Stop Open Metwork Bridge service
Restart Open Network Bridge service

Configuration...
Manage ONVIF client users...

Show latest Open Network Bridge log
Show latest RTSP log

About

Exit Milestone Open Metwork Bridge Manager

4> Manage ONVIF client users x

|Iser name:

|ice |

Password:

| ........... | |
| Add user |

ONVIF client users

ige ... |

Remove user
QK Cancel
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@ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

H9 o<

Site Navigation - 0 % JRoles « 3 | Role Settings
= G MS- (24.2¢) [l Name Select device or device group for which to set security:
=-{]] Basics ?\ Administrators (Administrators have co 5 =D Cameras

E License Information
Site Information
u AXIS Optimizer
=5 Remote Connect Services
(% Auis One-click Camera Connection
=} D Servers
@ Recording Servers
) Failover Servers
’] Mobile Servers
#) Open Network Bridge Servers
=% Devices
<0 Cameras
# Microphones
e Speakers
? Metadata
oo Input
W/ Output
=58 Client
BB Smart wall
B3 View Groups
:? Smart Client Profiles
E Management Client Profiles
Matrixe
=I-{Z Rules and Events
EE] Rules
Time Profiles
| Notification Profiles
ﬂ User-defined Events
® Analytics Events
Generic Events
% Webhooks
*, Axis actions
4, fxis events
= @ Security
P Roles
8 Basic Users
AXIS Optimizer Security
= ° System Dashboard
[] Current Tasks
@ System Monitor
:.: System Monitor Thresholds
3 Evidence Lock
m Configuration Reports
ﬁ Server Logs
=) v Metadata Use
&, Metadata Search
E" Access Control
&3 Incidents
"?} Incident properties
AXIS Optimizer

<

H AxisOptimizer (Basic permission neede
T Icetana0l

B+ Camera Group 1
o AXIS Q1798-LE Network Camera (192.168.70.137) - Camera 1
- # Microphones
=y Microphone Group 1
‘ Speskers
f Metadata
oo Input

‘v Output

Role can perform the following on the selected device or device group:

Federated Site Hierarchy

amera
Read

E-Live

<default> §v
View restricted live
- Recorded video
=[] Playback
[=-Wiithin time profile:

- Limit playback to:

[[] Playback restricted recordings
[ Read sequences
[[] Smart search
[] Export
Manual recording
[ Start manual recording
[[] Stop manual recording

[[] Read bookmarks
[] Edit bockmarks

Create bookmarks

[[] Delete bookmarks
[ [AUX
Evidence Lock

[[] Create and extend evidence locks

[[] Delete and reduce evidence locks

[[] Read evidence locks

commands

Playback restrictions

rs an

Site Mawvigation

D info &8 Use

Icetana Al - Milestone XProtect VMS Integration Guide
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5) (Optional but highly recommended)Configure a second stream for

lcetana Al.

Icetana Al server(s) resources are utilised most efficiently when camera resolutions are set

based on the intended application:
e Safety and Security product: 720P
e Facial Recognition product: 4MP
e Licence Plate Recognition product: 1080P

& Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

HY9 oea
‘Site Navigation v & X ||Devices
S MS-(2020) Camerss
e Basics )5 Camera Group 1
E License Information p AXIS Q1796-LE Network Camera (192.168.70.

[ Sie Information
4 AXIS Optimizer

58 Remote Connect Services

@ uis One-click Camera Connection
= Servers

1) Recording Servers

&) Failover Servers

) Motile Servers

) Open Network Bridge Servers
=% Devices

&) Cameras

# Microphones

@ Speakers

@ Metadata

oo Input

Q Output
=3 Client

B Smartwall

£ View Groups

£2 Smant Client Profles

£ Management Client Profiles

Matrix
=@ Rules and Events

Time Profiles

Notiication Profiles
R User-defined Events
R Analytics Events
) Generic Events

8 Basic Users
XIS Optimizer Security
© System Dashboard
] Current Tasks
@ System Monitor
[Z§ System Monitor Thresholds
& Evidence Lock
[ Configuration Reports
1) Server Logs
% Metadata Use
W, Metadata Search
[Be Access Control
53 Incidents
23 Incident properties
& {2 AXIS Optimizer
A Import design project
P Account management
B Device assistant
'@ Operator controls
@ Metadata and search
D License plate lists
@) System overview
Speaker manager
o @ Alsrms

Properties

Camera Name
Color
Contrast
Edge recording type o retieve
Edge storage max download speed
Mirorimage
Muticast address
Muticastforce PIN-SSM
Muticast time to e
Muticast video por
OSD Date And Time
OSD Date And Time X
OSD Date And Time Y
OSD Teat postion
OSD Test to display
0SD Text type
05D Teat X
05D Teat Y
Recoder audio enabled
Recodermode
Recorder post rigger ime (seconds)
Recorder pre trigger time (seconds)
Recoderretention time fhours)
Recoder stream index
Rotation
Saturation
Sharpness
White balance
¥ Video stream 1
Average bt rate maximum
Average bt rate retention tme (days)
Bit rate cortrol mode:
Bi rete conirolpriorty
Codec
Compression
Frames per second
Include Dete
Include Time
Max_frames between keyframes
Max.frames between keyframes mode
Resoltion
Sireaming Mode:
Taroet bt rate
Zpstream compression
Zpstream FPS mode
Zipstream GOP mode
GOP length

um
Average bt rate retention tme (days)
Bit rete cortrol mode:

Bt rete control priorty

Codec

Compression
Frames per second
Include Date
Include Time
Max.frames between keyframes
Max.frames between keyframes mode
Resohion
Strearing Mode
Target bt rate:
Zipstream compression
Zpstream FPS mode
Zipstream GOP made
Zpstream max dynamic GOP length
v Video stream 3
General

Color
50

Contiruous
Unlimited

No
239.242.130.167
No

5

[]
Disabled
0

0
Disabled

Camera Name

Variable bi rate
Nore

H.265

Default (detemmined by driver)
192051080
RTP/RTSP/TCP

2000

Low

Fored

Foed

300

0

7
Variable b rate

[ ] w‘ & Setiings hitrearvs @ Record - Motion (@) Fisheye Lens T Events I Client 8 Privacy masking

€ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Teels Help

H9 oei

~ 1 |Properties

Site Navigation + 0 % [Devices
5@ M5-(242) ~ [Comerss
311 Basics 25 Camers Group 1

& License Information
[T Site Information
4 A4S Optimizer

= Remots Connect Services

@ Axis One-click Camera Connection
= Servers

HY Recording Servers

] Failover Servers

0 Moile Servers

#) Open Network Bridge Servers
£ %P Devices

o Cameras

& Microphones

@ Speskers

@ Metadata

o Input

B Smart Wall

9 View Groups h

% AXIS Q1798-LE Network Camera (152.168.70,

Siream information

Stream information

Stream Name

Add Delete

Live mode seftings Recording setiings
Live mode E;;‘::l‘ live Recording
Primary

> | © nfo a}jsmmﬁ Esmms b Record 7k Motion (@) Fisheye Lens T Events [ Client B Privacy masking

£2 Smart Client Profiles Preview
82 Management Client Profiles
ER Matrix
=@ Rules and Events v
< >

Site Navigation  Federated Site Hierarchy

e: 1920x1080 5KB

—

AXIS G1738-LE Network

Icetana Al - Milestone XProtect VMS Integration Guide
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6) Propagating Icetana Al events as Alarms into Milestone Alarm

Manager

e Create an Analytic Event from Milestone Management client. Name of the Analytic
event must be in the following format: icetana Event

€ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

HY9 oei

Site Navigation » B X ||Analytics Events
£2 Smart Client Profiles ~ fll - % Analytics Events
E Management Client Profiles ¥ icetana Event
Matriz

=-[@ Rules and Events
E] Rules
Time Profiles
= Notification Profiles
Q User-defined Events
»
Generic Events
&% Webhooks
4, Axis actions
4'-3 Axis events
= @ Security
% Roles
a Basic Users
AXIS Optimizer Security
=} ° System Dashboard
[] Current Tasks

@ System Monitor

Analytics Events Information

Name:

|ice¢ana Event

e Create an Alarm Definition linking Analytic Event to the Cameras

€ Milestone XProtect Management Client 2024 R2

File View Action Maintenance Tools Help

HY ©oei

Site Navigation » § X Jarm Definitions
BB smart wall ~ 1= & Alarm Definitions
B3 View Groups ® Icetana Event

f2 Smart Client Profiles
22 Management Client Profiles
Matrix
[ Rules and Events
(2] Rules
Time Profiles
1 Notification Profiles

R Userdefined Events
®

® Analytics Events
W Generic Events
&5 Webhooks
#, uis actions
4. fuis events
el Security
T Roles
& Basic Users
AXIS Optimizer Security
=) System Dashboard
] Current Tasks
@ System Monitor
ystem Monitor Thresholds
8 Evidence Lock
[® Configuration Reports
[Py Server Logs
= Metadats Use
%, Metadata Search
[Be Access Control
=33 Incidents
8 Incident properties
=21 AXIS Optimizer
A Import design project
P Account management
By Device assistant
@ Operator controls
(@) Metadats and search
License plate lists
([ System overview

Y- e

B Aarm Dats Settings
£ Sound Settings

| Alarm Definition Information
Aarm defintion

Enable:
Name

Instructions:

Trgger

Triggering event:

Sources
Activation period
@) Time profile

Q) Event based:

Map

Alam manager view

Related map:
Operator action required

Time limi:

Events triggered:
Other

Related cameras:
Initial alam awner.
Initial alarm priorty
Aarm category:

Events triggered by alam:

Alarm assignable to Administrators:

[1cetana Event

Analytics Events

icetana Event

[2tems selected (AXIS Q1798-LE Network Camera (192168.70.137)-Camer| | Seleat

Aways
O Smart map
® Map
1 minute
[ | Select
[ | Select.
1: High
[ Select

Icetana Al - Milestone XProtect VMS Integration Guide
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Select Sources

Type filtel

Groups  Servers
=0 MS

Selected:

b AXIS Q1798-LE Network Camera (
< Lechange IPC-C26E-V2 (192.168.

Cancel

ork Camera (192.168.70.137) - Cames| [ Select...

Select

]

|-

e Alarms will be triggered and displayed in the Milestone XProtect Smart Client,
under Alarm Manager tab

New View (2...

7PM Xerotect Smar

Quick Fiters
Y New (245)
Y In progress (0)
Y Onhold
Y Closed (0)

Exports Search

Ciients not performing optim

No map has been selected

Alarms  Nofiter ~

&= Time
(=) 85126AM 52

10:26:26 AM 52872025
11:05:07 AM 512872025
11:41:59 AM 512872025
0 PM 57282025
8 PM 5282025

EHEEEEEEEHEOEREEEERE@

10:26:20 PM 52872025

ly because you are using

Priority Level

Incidents

op Connection. To impr

Statelevel  StateName  Message

1 New ioetana Event
icetana Even!
ioetana Event
ioetana Event
icetana Event
icetana Even!
icetana Event
icetana Event
icetana Event
icetana Event
icetana Event
icetana Even!
icetana Event
icetana Event
icetana Event
icetana Even!
icetana Event
icetana Event
ioetana Event
icetana Event
icetana Even!

Axis insights

tart XProtect Smart Client on

Source

Lechange IPC-C26EV2 (192.168.70.11

26E-V2 (192.168.70.11
1798 -LE Network Camera (192
S Q1798-LE Network Camera (192
179-LE Network Camera (192
AXIS QI798-LE Network Camera (192
AXIS QI798-LE Network Camera (192
AXIS Q1798-LE Network Camera (192
AXIS Q1798-LE Network Camera (132
Lechange IPC-C26E-V2 (192.168.70.11
Lechange IPC-C26EV2 (192.168.70.11
Lechange PC-C26E-V2 (192.166.70.11
Lechange IPC-C26EV2 (192.168.70.11
Lechange IPC-C26E-V2 (192.168.70.11
Lechange IPC-C26EV2 (192.168.70.11
Lechangs IP

System Mon Icetana Al

Icetana Al...

NS %:14:51 AM

AXIS Q1798-LE Network Camera (192.168.70.137) - Camera 1 - 5/28/2025 10:26:2.

Camera:

W 2icetana Event - AXIS Q1798-LE Network Camera (192.168.70.137) - Camera 1

£ Network Camera (19

'AXS QT 798-LE Network Camera (152 1687013 ~

Instructions

U
@

inusual Count (Person) event observed on AXIS Q1798-LE Network Camera
92.168.70.137) - Camera 1 at 202 106:2621+00.00.

Help

26E-V2 (192.168.70.117) - Camera 1

Lechange IPC-C26E-V2 (192.168.70.117) - Camera 1
Lechange IPC-C26E-V2 (192.168.70.117) - Camera 1

Lechange IPC-C26E-V2 (192.166.

117)- Camera 1

26E-V2 (192.168.70.117) - Camera 1
Lechange IPC-C26E-V2 (192.168.70.117) - Camera 1

GotoAlarmTime | =¥

1050AM

1: New

 High Repors
Rule
Alam Definiion

AXIS QI798-LE Network Camer.

loetana Event Alarm Definifion
Alarm Definition

Alarm Definition

icetana Event
System Alarm
Alam Definion Alarm Definition
Alarm Defi
icetana Alarm Definition

icetana Al

Alam Definition
Alam Defin

Alarm Definition
Alarm Definifion
Alam Definition
Alam Definifion
Alarm Definifion
Alarm Definifion
Alam Definition
Alarm Definifion

Icetana Event
leetana Event
loetana Event
Ioetana Event
Icetana Event
letana Event

Icetana Al - Milestone XProtect VMS Integration Guide
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Icetana Al Configuration

1) Configure Icetana VMS Bridge if previously not configured.
Navigate to https://<icetanaServer>/admin and log in using Icetana Al credentials
e Scroll down to the VMS section, select VMS Bridge Settings and go inside the VMS
Bridge Object

Clients + Add Select VMS Bridge Settings to change

Sites + Add
VM5 BRIDGE SETTINGS

VYMSBridgeSettings object (1)

1 VMS Bridge Settings
Feature Object Aggregations + Add

Feature Objects + Add

INCIDENT_REPORTING

Categories + Add
Incident status + Add
Incidents + Add

“
Models + Add
Training Jobs + Add
Venue Event Categories + Add
Venue Events + Add

SYSTEM_SETTINGS

Settings + Add

VMS Bridge Settings

VMSE Configurations + Add

Icetana Al - Milestone XProtect VMS Integration Guide Page 12
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e Select the checkbox for Enable VMS Bridge Service

e Enter the Icetana Credentials in the Backend - Username and Password fields.

e Select the checkbox for ‘Feature - Enable Milestone Event Trigger’ to enable
Icetana Al to create Bookmarks and Analytic Events in Milestone XProtect VMS

Home > Vms > VMS Bridge Settings » VMSBridgeSettings object (1)

Clients + Add Change VMS Bridge Settings

Sites + Add VMSBridgeSettings object (1)
4 )

Enable VMS Bridge Service

Enables the VMS bridge service, allowing events & cameras to be synchronised between icetana and VMS servers.

Feature Object Aggregations + Add -
! oo Backend - Origin HTTP http:/ficetana-backend:8

Feature Objects + Add UR:

The URI (HTTR/HTTFS) to the icetana backend's REST AP

INCIDENT_REPCRTING Backend - Username: administrator@localhos'

The username or emailaddress to authenticate to the icetana backend's REST API.

Categories + Add
Incident status + Add Backend - Password: [T

The password to authenticate to the icetana backend's REST AP
Incidents + Add

Feature - Enable Milestone Event Trigger

Enables the feature to trigger events on Milestane VMS installations.

‘T \ Y
Genetec - Certificate
Models + Add —
Application 1D:
Training Jobs + Add The Applicationld field from the certificate file used for icetana’s integration with Genetec.
Venue Event Categories + Add Kafka - Server -
Hostname/IP-Address & kafka:9092
Venue Events + Add Port:
The Kafka broker server hestname/ip-address and port.
SYSTEM_SETTINGS Kafka - Topics - Live livewall-anomalies
Events:
Settings + Add The name of the Kafka topic for live event updates.
Logging - General - Logging INFO v
VMS Bridge Settings The logging level for all ather loggers for the VMS Bridge service.
VMS Configurations + Add Logging - Scheduler - WARNING ~

[ | adaina | evel

Icetana Al - Milestone XProtect VMS Integration Guide Page 13
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e Select the site where cameras will be populated from the Scheduler - Camera
Synchronisation - Site: field.
e Select Save from the bottom

TRe logaing [evel Tor the [ask scheguler ued By Tve VIS Brioge service.

Clients + Add Logging - VMS Bridge - INFO v
Sites + Add Logging Level:
The legging level for all logs emitted by the VMS Bridge service
RSA - Credentials Private Joptficetana/certs/cryp!t
Key Path:
Feature Object Aggregations + Add The path to the RSA private key used to decrypt encrypted credentials.
Feature Objects + Add RSA - Credentials Private
Key Passphrase
The passphrase to decrypt the RSA private key for encrypted credentials.
Catagories + Add RSA - JWT Private Key Joptficetana/certs/back
Path:
Incident status + Add The path to the RSA private key for extracting the public key used to verify encoded JWT signatures.
Incidents + Add RSA - JWT Private Key
Passphrase:
« The passphrase 1o decrypt the RSA private key used for encoded JWT signatures
Scheduler - Camera 300
Models + Add Synchronisation - Interval:
Training Jobs + Add The interval (in seconds) between camera synchronisation attermpts.
Venue Event Categories + Add Scheduler - Camera M v
Synchronisation - Site:
T s The default site to add all VMS cameras to
Scheduler - Update Live 120
Events Consumer -
Interval:
Settings + Add The interval (in seconds) batween live events consumer update attempts.
) ) SAVE
VMS Bridge Settings
VMS Configurations + Add
Icetana Al - Milestone XProtect VMS Integration Guide Page 14
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2) Create VMS object for Milestone XProtect VMS

e Navigate to https://<icetanaServer>/admin and log in using icetana credentials
e Scroll down to the VMS section, select VMS Configurations and add a new object

Clients <+ Add .
Select VMS Configuration to change (

Sites =+ Add
Q [| ] Search
Feature Object Aggregations + Add Action: | em——— ~ || Go | 0of2selected
Feature Objects + Add 0 B . HOSTNAME

Categories <+ Add
Incident status + Add 2VMS Configurations
Incidents + Add
&«
Models + Add
Training Jobs =+ Add
Venue Event Categories =+ Add
Venue Events + Add
Settings <+ Add

VMS Bridge Settings

( VMS Configurations ) <+ Add

Icetana Al - Milestone XProtect VMS Integration Guide Page 15
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Vms dropdown select Milestone XProtect

Hostname: Hostname/IP of Milestone XProtect Management Server

Port: Milestone XProtect Management Server port, default is 443

Enter Username/Password created in the Milestone for Icetana: Refer to the

section: ‘Preparing XProtect VMS’

RTSP Hostname: Milestone Open Network Bridge IP/Hostname

RTSP Port: Milestone Open Network Bridge RTSP port, default 554

e RTSP Default Stream field: can have the following stream options 0/, 1/, 2/ etc. O/ is
the default profile and 1/ is the second stream profile. Refer to the section:
Configure a second stream for Icetana Al.

e Select Save from the bottom

Clients + Add

Change VMS Configuration

Sites + Add TR

MILESTONE configuration - 192.168.70.159

Vms: Milestone XProtect ~
Feature Object Aggregations + Add
Feature Objects + Add Hostname: 192.168.70.159
Port: 443
Categories + Add Username:
Incident status + Add
Password
Incidents + Add
RTSP Hostname: 192.168.70.159
«
Models + Add Risp port: 554
Training Jobs + Add
RTSP Default Stream: i
Venue Event Categories + Add
Venue Events + Add Milestone - Enable RTSP TCP-interlaced input

Enables the ability to consume Milestone ONE (Open Network Bridge) streams over RTSP with TCP-interlaced (RTP-over-RTSP) stream content

Settings + Add SAVE

Note: When configuring the RTSP Default Stream, the trailing /" at the end of the stream
number is required for Milestone XProtect integration. If it is missing, the Stream wiill
connect to the main stream without a warning.
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iIcetana

Populating Cameras into Icetana Al

Once a new Icetana Al VMS Bridge is created and configured or an existing VMS
configuration is changed following commands must be executed.
e SSH to the Icetana Al server and navigate to the scripts folder. ‘cd
Jopt/icetana/scripts/’
Run the following command ‘sudo docker restart icetana-vms-bridge’
Cameras should start populating in the Cameras section on the Icetana Al main
GUI

icetana Cameras
Status History | Add Camera
onjoff Actions

Name & Description & Functions ¢ ¥ Status 2 ¥

AXIS Q1798-LE Network
Camera (192.168.70.137) - hitps:/[192.168.70.234 ® Started [ ]

Camera1

https:/[192.168.70.234 ® stopped

AXISQ1798LE https:/[192.168.70.234 ® started

AXIS Q1798-LE Network Camera (192.168.70.137) - Camera 1
.
) 10

AXIS Q1798-LE Network Camera (192.168.70.137) - Camera 1

URI rtspt:/f192.168.70.159:554/live/94b07816-6bd3-4121-9bc4-4ea10a453F1af1|
GUID 4a03e538-0743-4ab1-a2bd-5462e348522b
Server https://192.168.70.234

Codec h265

Resolution 1280x720

Frame Rate 15.00 FPS

Functions Unknown
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