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1 - Introduction

The purpose of this document is to explain how to install, configure and operate the "ARD Access Control" plugin
for Milestone XProtect.

2 - Installation

e Toinstall the plugin, first stop the Event Server service (you must have enough rights to do that):

Status: Running

Restart Event Server service

Stop Event Server service

Show Event Server logs

Show MIP logs

Version: 13.2a (Build: 100)

Exit Event Server Manager

Then run the setup provided by ARD.

Welcome to the ARD AccessControl
Plugin Setup Wizard

The Setup Wizard wil install ARD AccessControl Plugin on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

e The setup will install all the necessary files in the default folder "C:\Program
Files\Milestone\MIPPlugins\ARDAccessControlPlugin". If the Milestone XProtect software has been
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installed on a different folder, change the path below and click "Next".

ﬁ ARD AccessControl Plugin Setup
Destination Folder
Clidk Next to install to the default folder or dick Change to choose another,

Inztall ARD AccessControl Plugin to:

IC:‘nProgram Files\Milestone \MIPPlugins VARDAccessControlPluginy,

Change...

e Once the setup is finished, restart the Event Server service:

Status: Stopped

Start Event Server service

Show Event Server logs

Show MIP logs

Version: 13.2a (Build: 100)

Exit Event Server Manager

3 - Configuration

To connect Milestone XProtect to your ARD Access instance, run the Milestone Management Client and add a
new element to the "Access Control" menu:
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@ Milestone ¥Protect Professional 2019 R2 Management Application
File  Services  Wizards Options Help

= 3|9 6@ s |
=] Surveillance Server
ip Getting started

=L} Advanced Configuration
Hardware Devices
3 Cameras and Storage Information
Events and Output
®) scheduling and Archiving

EH-E-EH-EH

-] Motifications
Central
(=] | Access Contr
Dema Create new...
= | Test AVE

Server Access
Master/Slave
Users
. Services
Servers
8 Alarms
&+ MIP Plug-ins
[%7 Transact

Select "ARDAccessControlPlugin" integration plugin from the list and fill in all parameters as follow:

File Wizards ~ Options  Help

cHlomd @@

& J survillnce Server 164213 @ Thankyou for sing this il cense orevaluete the XProt Tretral 062020, reseller o find one.on
i Gettng started
& [0 Advancedconfiguration
Herdware Devices
Events and Output
Scheduling and Archiving milestone
Matrix
Logs Access Control:
4 Notfcations
centra Create Access Control System Integration a
A s G i

Master/Slave Create access control system integration pted
Users
 Services Name the access control system integration, select the integration plug-in and enter the connection detail.
ssssss
Alarms
WP Plugeins Mame: Ave
[, Transact Integration plug-in: | ARD! T
1P address: 192.168.1.1
User: ws
Password:  [ssesssessssessssenee
Webhook address: |192.168.1.10
Webhook port 15926

Webhook app name: | MilestonefiookEvent

H Q Taperici pour rechercher
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Plugin parameters:

e Name: A name for the Access Control Integration

e Address: IP address of your ARD Access instance

e User: Username of a user with WebService access rights in ARD Access

e Password: Password to connect to the ARD Access WebService

e Webhook address: IP address of the Milestone XProtect server. This address should be accessible by
ARD Access. (You can find it in the network setting of the server and try to ping it with ARD Access)

e Webhook port: Port used to listen the events (set to 15926 by default)

e Webhook app name: Name used to identify the plugin subscription in ARD Access (set to
"MilestoneHookEvent" by default)

Click "Next" when all the parameters are entered. Milestone XProtect then initiates a connection to the ARD
Access instance.

If it succeeds, it retrieves all the elements from ARD Access. Click "Next" to complete the configuration.

Create Access Control System Integration n

Connecting to the access control system... i"'

Collecting configuration data...
. _______________________________________________________|

Configuraticn successfully received from access control system.

Added:
Doors  (6)
Units  (3)
Servers (1)
Events (17)
Commands (1)
States  (5)

4 4 4 4 4«

Previous || MNext || Cancel

Finaly, associate the cameras to the doors.
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Create Access Contrel System Integration n

Associate cameras

Drag cameras to the access points for each door in the list, The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
B Caméra 3 €
All doors ¥ = Caméra 4
Name Enabled License =0 =0 Cam‘?ra >
; i =B Caméra 6
Porte Mllestone| | Pending | i | b Caméra T
=p .
Access point: Lecteur Entrée Camc?ra &
0 Caméra 9
Camera reader 1 Remo -
D here to associate it with th : =P Caméra 10
rop camera here to associate it wi € Gecess poin @ Caméra 11
Access point: Lecteur Sortie = Caméra 12
Camera reader 2 Remo 0 Caméra 13
Drop camera here to associate it with the access poin =B Caméra 14
B Caméra 15
B Caméra 16
= Camera dev

0 Camera reader 1

™. Camera reader 2

< > &7 Al Slaves (Server) v

| Previous || Mext || Cancel

4 - Access Control editing

After adding a connection to ARD Access, you can still edit at any moment the configuration by double clicking on
his name.

4 -1 - General settings

The following windows lets you update all settings and refresh the configuration (with the button « Refresh
Configuration »)
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Access Control

[m] X b
milestone
i i General settings
< Doorsand Associated Cameras
Enable:
T, Access Control Events Nacne: [ARD Access Control ]
(@ Access ControlActions Description: Access Control operated by ARD Access solution
4, Cardholders
Integration plug-in: ontrolplugin (Version: 1.0.1.1, 1.02) |
Last configuration refresh: 7 J
Refresh Configuration...
IP address: [192.168.1.118 il
User: ]
Password: ]
Webhook address: |
\webhook port: ]
Webhook app name: [MilestoneHookEvent ]

. Ok || Cancel |
™7

4 - 2 - Doors and Associated Cameras

The following windows lets you change the cameras to doors associations and enable doors you want to watch.

Access Control

milestone
3 General Settings . L
Doors and associated cameras

Drag and drop to associate cameras with door access points.
Doors: Cameras:
wm Access ControlActions Alldoors v 4 q] Server

. 4 () All Cameras (Server)
4, Cardholders Name Enabled License £ B Camera reader 1

Mestingroom | |Expiresin 100days| @I | Q]x C""“”FS:‘;:;’?
Access point: Meeting room (OUT)

Camera reader 1

Drop camera here to associate it with the access point.
Access point: Meeting room (IN)

Camera reader 2

Drop camera here to associate it with the access point.

Mesting room OLD | [Expiresin 100days| @ |

“p Doorsand Associated Cameras

T, Access Control Events

Remove

Remove
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4 - 3 - Access Control Events

The following windows lets you list all the types of events that are gererated by the "ARD Access Control" plugin.
You can activate or deactivate some event types and associate an event type to a category.

Access Control a X L
I
milestone
9 sefeal setings Access control events
= Doorsand Associated Cameras
Q, Enable the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.
@3 Access ControlActions
4 Cardholders Enabled ' Access Control Event Source Type Event Category
Access denied VideoOS Platform.AccessControl.Internal. Access.. | Access denied. Access request C:
Access granted VideoOS.Platform AccessControl.Internal Access... | Access granted v
ARD Access server connected VideoOS. Platform. AccessControl.Internal Access... =
ARD Access server disconnected VideoOS. Platform. AccessControl.Internal Access... | Error v
ARD controller connected VideoOS. Platform AccessControl.Internal Access... ¥
ARD controller connection lost VideoOS. Platform. AccessControl.Internal. Access... | Eror v
Door closed VideoOS. Platform AccessControl.Internal. Access... ¥
Door controller battery low VideoOS.Platform AccessControl Internal. Access... | Waming v
Door controller battery OK VideoOS.Platform.AccessControl.Internal Access... v
Door controller power failure VideoOS Platform AccessControl Internal Access.. | Alarm L
Door controller power return VideoOS Platform. AccessControl.Internal Access... v
Door controller tampering VideoOS Platform AccessControl.Internal Access.. | Alarm v
Door controller tampering ending VideoOS Platform.AccessControl.Internal. Access... v
Door forced open VideoOS Platform. AccessControl.Internal Access.. | Alarm ¥
Door open VideoOS. Platform. AccessControl.Internal Access... v
vl Door open too long VideoOS.Platform.AccessControl Internal Access... | Alarm v
vl Force reader access VideoOS Platform AccessControl.Internal Access.. ¥
vl Push button VideoOS.Platform. AccessControl.Internal Access... v
oK Cancel

4 - 4 - Access Control Actions

The following windows lets you specify the actions that will be triggered when a given event occurs. Refer to

Milestone manual for more informations.
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Access Control a Xk
mifestone
| i =

i Access control actions
< Doorsand Associated Cameras

Specify the settings for each action you define.
T, Access Control Events

Enable Triggering Event Source Time Profile Action
L |Aeeess request vl Meeting room v | Always vI Display access request notificati.. vl
4, Cardholders
Add Access Control Action

Action details

Configure the access request notification behavior.

Camera: ‘:ﬁélated camera | Commands:

Speaker: fCamera speaker v \ Command

Mi - i = ‘ Open door Meeting room v |

Sound alert: ¥ ‘

Add Command
T
4 -5 - Cardholders
The following windows lets you visualize the cardholders list and do some research in it.
L
Access Control a X b
milestone

§H General Settings

“® Doorsand Associated Cameras
T, Access Control Events

@ Access Control Actions

4, Cardholders

Cardholders

Search for cardholders to view. add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an access control event has been

registered.

o al

Name Type
Alfonzo Mcadams I

Chadd Bart

Amberly Camel

Bertrand Gasnier

Select picture....

Delete picture

Christopher BALISKY

Delila Sena

Emily Scott

End of validity: Wednesday, August 31, 2022

Eric Durazo

Jennie Schacher

Joesph Mcclean

Leeann Bakewell

Mafalda Perillo

Remy Tétrault

Trevor Cravey
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5- Alarms management

Before operating with the Access Control system, you can configure the alarms definitions.

The following windows lets you create or edit alarm definitions.

EH] Surveillance Server
- % Getting started
m Advanced Configuration
(a2 Hardware Devices
-.“3» Cameras and Storage Information
& % Events and Output
- [®) Scheduling and Archiving
- Matrix
5 Logs
-] Motifications
Central
' % Access Control
----- Server Access
----- Master/Slave

Users
----- Services

&[] Servers

= 2 Alarms

El ‘_!,Alarm niti
A e

...... ﬂ. Alarm Data Settings

Sound Settings
- Time Profiles

----- &+ MIP Plug-ins

Transact

=1
=l

Give a name and instructions to the alarm definition, then specify how the alarm is triggered.
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4
v -
Alarm Definition : : ‘ » o X
Alarm Definition Alarm definition
Enable:
Name: [#am Defintion 1 | -
Instructions: ‘
Trigger
Triggering event: Access Control Event Categories o
Aam v
Sources: Meeting room M
Activation period
@ Time profile: Aways 5
O Event based

Operator action required

Time limit: 1 minute o
Events tiggered: ] Select...
Other
Related cameras: ] Select...
Related map: -
Iniial alam owner: <
Initial alarm priorty: High =
Alam category: <
Events triggered by alam: | Select...
Alam assignable to Administrators

oK Cancel

Refer to the Milestons Xprotect user manual for more details on the alarm definitions.

6 - Operation

Open the Milestone XProtect Smart Client. You can create scenarios and maps in order to operate the Access
Control.
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To open manualy a door, right click on the Door on your map and select "Open door".

- ™~ "

Acknowledge Alarms
Disable Alarms

Ignore Status

Open door

Center Map Here

Zoom In
Zoom Qut

Zoom to Standard Size

Home

Status Details

If you have placed the Readers on your map, you can also Or by right click on the Reader on your map and select
"Open door".
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s"l

[ — ~
e ~in
oom (IN)

Acknowledge Alarms
BESUEL (@ Disable Alarms
(N Ignore Status

Open door
Center Map Here
Zoom In

Zoom QOut

Zoom to Standard Size

Home

Status Details

fhu 1V . 48 30

7 - TroubleShooting

7 -1- "No access control plug-ins are available" error message

=[] Advanced Configuration
Hardware Devices
% Cameras and Storage Information ‘
% Events and Qutput

milestone
(@) Scheduling and Archiving

=¥ Logs Access Control:
-] Notifications

Central
@ Access Control Create Access Control Systern Integration X
Server Access

Master/Slave
Users Mo access control plug-ins are available, Verify that plug-ins
are installed on the event server and that the Event Server

Services service is running.

Ej Servers
& Alarms

4 MIP Plug i
[ﬁb Transact

If you get this error when attempting to add a new "ARD Access Control" plugin, check the following points :

o  Check that the plungin is instaled;
e Check that the Event Server is running.

Note
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You may have to wait after starting the Event Server

7 -2 - "Unable to receive conbfiguration from the access control system"
error message

- Cameras and Storage Information
- 4 Events and Output
Scheduling and Archiving
""" Matrix milestone
..... Logs
-] Notifications
..... Central Create Access Control System Integration -
|l Access Control
Server Access |
..... Master/Slave Connecting to the access control system... l
Users
Services Collecting configuration data... L
Servers
- & Alarms Unable to receive configuration from th itrol system. Ei : Ei trievi troll
guration from the access control system, Error message: Error retrieving controllers
&4 MIP Plug-ins
Transact

i

If you get the following error, you may have an issue with the connection between Milestone and ARD Access.
Check the following points:

e Ensure that Milestone can join ARD Access with a ping test (ping the ARD Access instance IP address);

e Ensure that ARD Access is running by trying to connect to ARD Access in a browser;

o  Check that the user and the password are correct;

e In ARD Access, check that the MCM is running. You may need to restart it. Please refer to the ARD Access
manual for more informations.

7 - 3 - Connection lost with ARD Access

If you lose the connection between Milestone XProtect and ARD Access, check the following points :

e Ensure that Milestone can join ARD Access with a ping test (ping the ARD Access instance IP address);

e Ensure that ARD Access is running by trying to connect to ARD Access in a browser;

e In ARD Access, check that the MCM is running. You may need to restart it. Please refer to the ARD Access
manual for more informations.

7 -4 - Logs for troubleshooting

You can access to the SDK logs in real time by right clicking on the Event Server icon and selecting « Show MIP
logs »
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Status: Running

Restart Bvent Server service

Stop Event Server service

Show Event Server logs

Show MIP logs

it
{

Version: 13.2a (Build: 100)

Exit Event Server Manager

Log files can also be found in the C:\ProgramData\Milestone\XProtect Event Server\logs\MIPLogs folder.
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