Xprotect setup procedure Guide
for Media Gateway (VMS Plus)
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1 Introduction
This document explains the procedure for building Xprotect.
If you already have XProtect connection environment, refer to Chapter 3 "Register Media
Gateway" on p.17.
You can check the procedure to distribute video from Media Gateway to XProtect.




2 Xprotect installation
Download the installer and install Xprotect.
Note: Media Gateway is tested with Xprotect 2018R3

2.1 Download Xprotect VMS Products

Access to the following URL to specify the following items and Download Xprotect VMS
Products.

https://www.milestonesys.com/support/resources/download-software/

Download location Europe
Product Xprotect Essential +

=BG
4 Download our VMS in the ver X +
&« c & https://www.milestonesys.com/support/resources/download-software/?prod=1419&type=11&lang=27 B ° H
This website uses cookies to give you the best possible experience. By using this site, you accept our use of cookies. Read our to learn more. OK
’ mileStOne Where to Buy About Us Language Find jobs Q
SOLUTIONS COMMUNITY SUPPORT EVENTS NEWS

Download software

Welcome to the Download section, where you can download Milestone software and device packs in the version and language you need. Be
sure to choose your download location before you click “Filter”. This will speed up the download process.

Download location Europe v

Product Type Version Language
I XProtect Essential+ v I Software v - Select current version - ¥ English v
Free Search

Name 2 Version 4 Size z

B XProtect Essential+

Milestane EULA 20180820 96.42 KB
2018R3(1232) 176 GB
XProtect Smart Client 64-bif 2018R3(1232) 152.42 MB
XProtect Smart Client 32-bit 2018R3(1232) 9438 MB
Server-Side XProtect Smart Client 64-bit 2018R3(1232) 152.45 MB
Server-Side XProtect Smart Client 32-bit 2018R3(1232) 9442 M8
Readme 2018R3(1232) 426 KB

PRODUCTS SUPPORT PARTNERS



https://translate.google.com/translate?hl=ja&prev=_t&sl=ja&tl=en&u=https://www.milestonesys.com/support/resources/download-software/

2.2 Xprotect installation
Run the downloaded installer.

2.2.1 Choose language
Select the Continue to specify the language you want to install.

> Milestone XProtect VMS 2018 R3

Choose language

Language: English {United States) w
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2.2.2 License Agreement
Read the terms of the license agreement, and then select the Continue put a check to
agree.

pora) g =

> Milestone XProtect VMS 2018 R3 >

Accept the Milestone license agreement

Milestone End-user License Agreement A

MOTE: Ifyou are a Milestone Dealer, systems integratar or are otherwise installing this
Product on behalf of a third pary, you shall ensure that you have their acceptance of this End
Lser License Agreement.

This End-user License Agreement (ELILA) is a legally binding agreement between you (either
an individual or a single legal entity) and Milestone Systems AS ("Milestone™) far the
Milestone product or utility, which may include associated software and hardware
components, media, printed materials, anline or electronic documentation and any updates
ar carrections ("Product™). If you have purchased the Product as part of a computer or senver
system delivered by Milestone all hardware and software components of such system shall
for the purposes ofthis EULA be considered being parts of the Product, except however for
any third party software or hardware component which is covered by a separate third party
license agreement included in the system documentation or otherwise incorporated in the
system.

By installing, copying, or otherwise using the Product, you agree to be bound by the terms of ¥

[ accept the terms in the license agreement

Previous Cancel
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2.2.3 Select license file
Select Download free Xprotect Essential+ license.
Since the download is complete license is automatically selected and choose Continue.

> Milestone XProtect VMS 2018 R3 w

Select license file

Select a license file for XProtect that you have already purchased, or choose to install a free
¥Protect Essential+.

Select a valid license file, If you do not have z license file, contact your reseller,

Type or browse to the location of the license file:

| Browse

¥Protect Essential+ includes a free license that supports a limited number of cameras. You can
downlozd the free license here. Make sure your computer is connected to the Internet.

| Download free XProtect Essential+ license

Previous Continue Cancel




> Milestone XProtect VMS 2018 B3

Select license file

Select a license file for XProtect that you have already purchased, or choose to install a free
¥Protect Essential+.

Select a valid license file, If vou do not have a license file, contact your reseller,

Type or browse to the location of the license file:

C:\Users\stc\Downloads\M01-C07-123-01-6C1150.lic | Browse

¥Protect Essential+ includes a free license that supports a limited number of cameras. You can
download the free license here. Make sure your computer is connected to the Internet.

| Download free XProtect Essential+ license |

Previous I Confinue I Cancel




2.2.4 Select installation type
Select Single computer.

Lefal 11 =

Q XProtect Essential+ 2018 R3

Select an installation type

_ Lsed forinstalling and configuring components on a
| 5lngle computer single computer, ready for use.

- lsed forinstalling all components on this computer,
Distributed except for the Recording Server.

sed farinstalling selected components.
Custom




2.2.5 Components to be installed
Leave the default checking and select Continue.

Ll 1, =

0 ¥Protect Essential+ 2018 R3

Components to be installed

¥Protect Management Server (64-bit)

¥Protect Management Server

3 ¥Protect Recording Server (64-bit) (64-bit) g

¥Protect Management Client 2018 R3 (&
XProtect Smart Client 2018 R3 (64-bit) Stores the configuration of your
¥Protect Event Server (64-bit) surveillance system in a relational
XProtect Log Server (64-bit) database and handles user o
XProtect Service Channel (64-bit) authentication, user rights and similar.
Milestone Mobile Server 12.3a (64-bit)

Previous m Cancel




2.2.6 Specify recording server settings
Leave the default and select Continue.

O ¥Protect Essential+ 2018 R3

Specify recording server settings

Recording server name:

STC-18083001PC

Management server address:
localhost&l
Examples: localhost, managementserver.domain.com and managementserver.domain. com:81

Select your media database location:

Mote: The recording server stores the recordings in the selected folder. It is recommended that
you save your video recordings on a drive different from where you install the program. You
select the installation location in the next step.

C¥MediaDatabase Browse...
Free disk space on drive: 869 GB

Retention time for video recordings:
I = days

Previous I Confinue I Cancel




2.2.7 Select file location and product language
Leave the default and select Install.

Lefal 11 =

Q XProtect Essential+ 2018 R3

Select file location and product language

File location:

C¥Program Files (x86)%¥ Milestone Browse...

Free disk space on drive: 869 GB

Product anguage:
English {United States) ~

_1‘_3 Mote that 1IS logging will be disabled on the managemeant server.
Also note that the basic user feature requires an HTTPS binding with an IIS certificate. If
the binding and the certificate are not installed, the program installs themn autormaticalty.

Previous I Inctall I Cancel

-10 -




After installation is complete select Restart Computer.

> Milestone XProtect VMS 2018 R3 >

Restart the computer.

Restart the computer to continue the installation.

Restart Computer Close

Installation restarts after rebooting.
When installation is over, you will be prompted to restart again so select Restart

computer.

-11 -



2.2.8 The installation is complete
Select Continue.

O Milestone XProtect VMS 2018 R3

The installation is complete

These components have been successfully installed. Click Continue to add hardware and users,

or click Close to make the configurations in the Management Client.

¥Protect Management Server (64-bit)
¥Protect Recording Server (64-bit)
¥Protect Event Server (64-bit)
¥Protect Log Server {64-bit)

¥Protect Service Channel (64-bit)

¥Protect Smart Client 2018 R3 (64-bit)
Milestone Mobile Server 12.3a (64-bit)

¥Protect Management Client 2018 R3 (64-bit)

Share these addresses with your users for online access to the system.

Web Client address:
http://stc-18083001PC:8081/
Maobile Client address:
http://stc-18083001PC/

Close

-12 -



2.2.9 Enter user names and passwords for hardware
Leave blank and select Continue.

Lefal 11 =

> Milestone XProtect VMS 2018 R3

Enter user names and passwords for hardware

[T you have changed hardware user names and passwords from the manufacturer defaults, add
the values here. While scanning for hardware, the system will look for manufacturer default
credentials as well as your customized credentials.

TIP: For security reasons, always remember to change hardware credentials from their
manufacturer defaults.

User name Password

-13 -




2.2.10 Select the hardware to add to the system
Select Continue.

> Milestone ¥Protect VMS 2018 R3

Select the hardware to add to the system

Discovered hardware:

No hardware found,

Previous Continue Close

14 -




2.2.11 Add users
Leave the default and select Continue.

T N, S e TS " T T | o

> Milestone XProtect VMS 2018 R3

Add users

Cperators role or the Administrators role.

You can add different types of users to access the system: Windows users or basic users. Basic
users reguire a user name and a password. These users must be assigned to either the

User type
Windows user W

User name

Password

Role
¥ | administrators

Repeat password

-15 -



2.2.12 The configuration is complete
Select Close.

0 Milestone XProtect VIS 2018 R3

The configuration is complete

These items have been successfully added to vour system

Cameras
No hardware has been added

Share these addresses with your users for online access to the system.

Web Client address:
http://stc-18082001PC:8081/
Maobile Client address:
hitp://stc-18083001PC/

Close

-16 -



3 Register Media Gateway
Register the Media Gateway to the Xprotect Management Client.
Note: Media Gateway must be activated for registration.

3.1 Start Xprotect Management Client

Click the shortcut Xprotect Management Client 2018 R3 created on the desktop to start the
Xprotect Management Client.

Select Connect after startup.

Milestone XProtect®
@ MANAGEMENT CLIENT 2018 R53

Computer:
| localhast |~

Authentication:
[Mndm_lfs authentication (current user) - ]

Domain: STC-18083001PC

Llzer name:
STC-18083001PClstc

Password:

Remember password

-17 -
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3.2 Add hardware

Select Site Navigation-> Servers-> Recording Servers.

Right-click Recording Server - > Recording Servers -> Server and select Add Hardware.

& Milestone XProtect Management Client 2018 R2

File Edit View Action Tools Help

H9leen

Site Navieation

Recording Server

=

Properties

5 G STC- 1808300 1PG - (12.3a)
5 {13 Basics
E Licernse Information
Site Information

[ Servers

£ & Devices
I Gameras
& Microphones
@ Speakers
B Metadata
oo Tnput
|/ Qutput

= Glient
5 View Groups
IR Matrix

1 B Fules and Events
(2] Rules
Time Profiles
[ Motification Profiles
R User-defined Events
F Analytics Events
Y Generic Events

= el Security
P Fioles
£ Basic Users

@) System Dashboard
[] Gurrent Tasks

{[) Server Logs
[Be Access Control

£ [, Transact
[£]] Transaction sources
Transaction definitions

& flarms

= ] Recording Servers
o

¥ Add Hardware...

Ctrl+N

Move Hardware...

Delete All Hardware

Rename Recording Server

Bl Remove Recording Server

/& Refresh

Recording server information
Mame:
STC-18063001PG

Description:

Host name:

=tc- 1308300 1FC

Local web server address:
hittp://ste-18083001pe: 7663/

Wieh server address:

Time zone:

(UTC+03:00) AFE. #LI%. Hx
Platform:

G4-bit

@ o [ Storaee 1Y Network

Freview

-18 -



3.2.1 Additional method
Specify Manual and select Next>.

Add Hardware

Add Hardware

Thiz wizard helpz vou detect and set up hardware.

Hardware detection method:

() Express (recommended)
futomatically detects hardware on the recording server's local network

() Address range scanning
Scans defined network address ranges and detects hardware models

ahual
etects hardware modelz for manually entered IP addresses and host names

milesione

The Open Platform Company

Help I Mext >

Cancel

-19 -



3.2.2 Specify user name and password
Leave the default and select Next>.

Add Hardware O *
Specify user name and password if devices are not using the default ones.
Include  User Name Password Add
(Factory Default) ssssssns Em—
Help < Back |I| Mext > |I| Cancel

-20 -



3.2.3 Select driver

Since the default is checked for all the items and remove all of them (Clear All).

Check only ONVIF and select Next>.

Add Hardware

Selectwhich drivers to use when scanning for hardware.
The more drivers selected, the slower the scanning.

E-[C]ACT

-- [] Arecont
i []A

- [JBozch
-- []Erickeom
-- [JGanan
(- [ Harwwha
- [] Hik Vigion
-- [infinova
- []0Eye

[ [ Wi
|:| LG Electronics
-- [ Milestone

MIOH:
-- anasonic
|:| Pelzo
--|:|Samsung

W

Help

< Back

Select All

GClear All

I Mext > I

Cancel

-217 -
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3.2.4 Addition of hardware information

Enter the IP address of the PC running the Media Gateway in the Address field.
In the Port field, specify the port to receive.

Add Hardware O *
Enter information for hardware you want to add.
Optionally. select dnver type to speed up detechon.
Address Part Hardware model Add
[ I 13.115.125.187 I 40011 (Auto-detect) ~
Help < Back I Mewt I Cancel

Note: Please specify 40011-40121 as the port.

Each port of 40011-40121 corresponds to the Endpoint Port to be set up in Zao
Web Management by the following relationship.

20010—40011

20020—40021

20030—40031

20040—40041

20050—40051

Please refer to the Zao Web Management Manual for details about port.

-22 -
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If the registration is successful it will see a Success in Status. Select Next>.

Add Hardware O *

Wait while your hardware is being detected.
Once detection has completed, select which hardware to add.

e
Detected hardvware:
Add  Address Port Hardwars model Status
13115.125.187 40011 ' Solton System IP Camera (ONVIF) f Success

Show hardware running on other recording servers

Help < Back |I| Mewt = || Cancel

Continue to select the Next>.

Add Hardware O *

Waitwhile the system connects to each hardware and collects device specific information.
Successfully collected hardware will be added.

Collected hardware information:

Address Port Hardware model Status
13115125187 40011 'Soliton System IP Camera (ONVIF) f Success

Help < Back |I Mext > |I| Cancel

-23 -



3.2.5 Enable device

Check Hardware, Camera port 1, Microphone port 1, Speaker port 1 and select Next>.

Add Hardware

O >
Hardware and cameras are enabled per default Manually enable addiional devices to be used.
The hardware and its devices will be assigned auto-generated names. Altematively. enter names manually.
Hardware name template: Device name template:
Dietault W Detault ~
Hardware to Add Enabled Name "
Solton System |P Camera - 13.115.125.187 —
Hardware: Soliton System IP Camera (13.115.125.187)
=30 Camera port 1: Soliton System IP Camera (13.115.125.187) - Camera 1
# Microphone port 1: Solton System IP Camera {13.115.125.187) - Microphone 1
@ Speaker port 1: Soliton System IP Camera (13.115.125.187) - Speaker 1
v Metadata port 1: ] oliton System IP Camera (13.115.125.187) - Metadata 1
<o Input port 1: O Soliton System IP Camera {13.115.125.187) - Input 1
oo Input port 2: O Soliton System IP Camera (13.115.125.187) - Input 2
9 |nput port 3: ] Solton System IP Camera (13.115.125.187) - Input 3
9o |nput port 4; ] Soliton System IP Camera (13.115.125.187) - Input 4
i uc =] conecou e fnddcancanm Lo hd
Help < Back I Mext > I Cancel

-24 -



3.2.6 Select default group
Default camera group,
Default microphone group,
Default speaker group.

Create a group by selecting folder icons for each

Add Hardware

Select a default group for all devices types

Alternatively, select device group irliuidﬂlyﬁr each device.

Default camera eroup:
Mo group selected..

Default microphone eroup:

Mo group zelected .

Mo eroup gelected..

Default speaker aroup:

Default metadata eroup:

Mo group selected..

Default input eroup:

Mo group =elected .

Default output eroup:
Mo eroup selected..

Help

O

Devices Add to Group

=30 Solton System P Camera (13.115.125.187)... | Default Group
Microphones

& Solton System IP Camera (13.115.125.187)... | Defautt Group
Speakers

Q- Solton System P Camera (13.115.125.187)... | Default Group

< Back Finizh Cancel

Select Add Group and create a group, then choose OK. after creating groups to

camera, microphone, speaker, select Finish.

Select adefault group for all devices

fypes.
Alternatively. select device group indiiduslly for each device.

= Select Group =
Default camera group: Giroup
Mo eroup zelected... == Cameras I
_ P Camera Group | E
Default microphone group: e
Mo eroup zelected... I
Default zpeaker eroup: |l
Mo group selected.. .
Aroup
Default metadata eroup:
Mo eroup zelected .
Default input eroup:
Mo eroup zelected...
Default output group: E | s GCancel
Mo group selected.. - .
_—| Add Group I
Help < Back Finish Cancel

- 25 -
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When a green triangle mark is attached to the lower right of the icon, images are being

Milestone XProtect Management Client 2018 R3
» Edit View Action Teocls Help

received.

|99 e i
+ Navigation ~ 7 % |[Recordine Server - Properties
@ STC- 16088001PG - (128a) = &P Recording Servers Device information
(] Basics = H] 5To- 1808300 1PC o
= (=, Saliten System IP Camers (13.115.125.18%)
= ;‘TE"I:T I"'DZ'”E‘“”” oy T YT — Soliton System IP Gamera (13.115.125.187) - Gamera |
ite Information
og ws Eoliton System IP Gamera (13.115.125.187) ~ Microphone 1 Shart name:
Eoliton System [P Gamera (14.115.125.187) - Speaker |
) Recording Servers oliton System IP Camera (13.115.125.187) - Metadsta | =
) Mabile Servers g Solitan System IP Gamera (13.116.126.187) - Input 1 Sl

LR Devices o Soliton System IP Camera (13.115.125.187) = Tnput 2
W Cameras o Soliton System IP Camera (13.115.125.187) - Tnput 3
A Microphones o Soliton System IP Camera (13.115.125.187) - Input &
@ Speskers g Soliton System IP Camera (13.115.125.187) - Input §
@ Metadsta (& Soliton System TP Camera (15.115.125 187) - Output 1
o Input
{/ Cutput
= Client
£ View Groups
Matrix
) (B Rules and Events
[Z] Rules
Time Profiles
[ Notification Profiles
[ User-defined Events
¥ Analytics Events
R Generic Events
[=! e@ Security
P Roles
£ Basic Users
=@ System Dashboard
[] Current Tasks
[ Server Logs
[Be Access Gontrol
Tranzact
[} Transaction sources
Transaction definitions

& Alarms

Preview

Hardware name:
Soliton System IP Gamera (13.115.125.167)
Fort number:

1

Fositioning information
GPS coordinates: Tllustration:

{Example: ~33.856900, 151215100)
Direction (a):

[ Desress

Field of view (b}

[ Deerees

Depth (e}

[ Meters >

Preview position in browser

O nfo 73 Settings [ Streams @ Record 2% Motion

Live: 1920x108041K8

-26 -



4  Four Viewing on Smart Client
We will watch the video of Media Gateway on Xprotect Smart Client.

4.1 Start Smart Client

Click the shortcut Xprotect Smart Client R3 created on the desktop and start it. Select
Connect after startup.

Milestone XProtect®™

SMART CLIENT 2018R3

Computer:
localhost

Authentication:

Windows authentication (current user) ~

Domaim: STC-18083001PC

User name:

Password:

[ Auto-login

-27 -



4.2 Add View
Select Setup and add View.

& Milestone XProtect Smart Client 2019/01/1523:33:47 = O

Playback Sequence Explorer -0 9
XProtect € <Select view > Setup

E5E Views

4 [ Default group

i Default view group

¥ [ Private

B Cameras

Select Views -> Default group - > Default view group -> Add View - > 16:9 -> 1+3 and select
Setup to complete adding the View.

& Milestone XProtect Smart Client 2019/01/1523:35:45 = O X

* Playback Sequence Explorer -0 v -

XProtect £ < Select view > -

4 [ Default group

» [ Private

b (O Alarms
» & STC-18083001PC 16:9 Portrait
= Camera Navigator

Carousel

[*] Hotspot
£) HTML Page

= Image
U6 Map
BE Matrix

B Text

L] Application
% Camera
1 p1Z

& Device

-28 -
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4.3 Arrange the Camera

If you drag and drop the Cameras-> Server-> Camera Group 1->camera onto View, video will
be displayed.

@ Milestone XProtect Smart Client 2019/01/15 23:36:48 = O X

Playback Sequence Explorer -9 7 -
XProtect € | NewView(1+3) - Y Setup
B Views g ™ Soliton System IP Camera (13.115.125.187) - Camera 1

4 [ Defaut group

4 [ Default view group

I C

» Private
B Cameras

4 8 STC-18083001PC

4 [ Camera Group 1

- % Soliton System IP Camera (13.115.12!

) Audio

-29 -
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