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1. About this document

This section lists the audience, purpose and summary of information in this document.

1.1.Audience
This document is intended for qualified installers and administrators of A-OS devices.

1.2.Purpose

This document has the information necessary to install, configure, troubleshoot, and maintain the
Anywhere Node Manager (A-NM) in networks that use A-OS devices.

1.3.Summary of information

This document contains information about the A-NM. The following table lists the chapter names
and summaries.

Chapter Name Summary
Introduction Lists features and benefits of the A-NM
Software Installation Lists the system and environmental requirements,

third party software installation procedures,

and the A-NM installation procedures

Using A-NM Contains information about the A-NM,
procedures to manage, configure and maintain A-OS
devices

Troubleshooting Lists problems and suggested solutions

Appendix Lists A-OS devices factory defaults

1.4.Conventions

Certain information has special meaning for the reader. This information appears with an icon that
indicates a particular condition, such as a note or warning.

A Notes contain optional advice and information particular to a special case or application.

Warnings! contain information that you should obey to avoid minor injury, inconvenience, and
damage to equipment. This image appears before each warning statement.
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1.5.Document feedback

If you find an error or content missing from this document, we want to hear about it. You can send
your feedback about any of our documents to info@anywherenetworks.com.

2. Introduction

Anywhere Node Manager (A-NM) is mainly used for the staging, configuration and troubleshooting
of A-OS devices. This tool-kit lets engineers, system administrators and installers easily configure
and manage A-OS devices.

2.1.A-0OS Wireless Mesh Network

Mo 64 mod Link
ax. nodes per
4 p Node Cluster Max. 30

cluster
4\ ﬁ clusters per
~

, -_—— network
~ ~
A-NM 7/ ~ / ~ -
7/ N / o
2/ ~
- N - - o o - - [
- B y \ =

\ /
* AN Ve
\\ - T
=== 4 Bonded Link

Figure 2.1A — A-OS Wireless Mesh Network

Host Node

The A-OS mesh network consists of the following components.

Cluster
o A collection of max. 64 connected nodes. A cluster maximizes the utilization of the
network by determining the optimal path for each data traffic flow. A cluster
provides a Layer 2 network environment just like an ethernet switch that distributes
its ports into different nodes / locations.

Node
o An A-OS device within a cluster. A-OS devices can automatically discover and
connect to other nodes in range with the same Cluster ID and Encryption Key.
* Link
o The wireless connection between two nodes. A-OS Mesh Networks can protect data
sent over a link with AES 128-bit encryption.
* Bonded Link
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o Links formed between the same nodes using two or three pairs of radio units (A-OS
devices have two or three radio units each depending on model).
* Host Node
o The only node that communicates with the A-NM, responsible for data collection
and management message delivery to the other nodes.
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2.2.Mesh Network Management

The A-NM organizes cluster settings as different profiles. Users can save customized settings as
Projects. Every project includes the management IP, management secret, and the list of managed
devices of the cluster. For enhanced security, users can make management secret input mandatory

for every login.

Management IP is the IP address used for the management of a single cluster. The Management IP
is used when building a management connection to a cluster in the A-NM and it is reachable at all
nodes within the cluster, which means that any node within the cluster can be used as the physical

connection point to the A-NM.

Management secret is the communication key between the A-NM and nodes. All nodes in a cluster
and the A-NM MUST share the same management secret. Otherwise, the nodes cannot be managed

by the A-NM.

Projects help users store connection information for accessing managed devices. Projects are only
stored at the A-NM but not on the devices. Different A-NM instances (i.e. on different computers

with different users) can have the same device registered but may have different knowledge of it.

Managed Devices are a list of verified devices created by the user. Cluster-wide settings will only
apply to the recognized devices on the list. A node can belong to a cluster, and at the same time not
be managed in the project. This may be the case when a new node has recently been added to the

cluster. Any cluster-wide configurations done in a project will only affect its managed devices.

Mesh Network Management

aNM

Project A Project B Project C

* Management IP Management IP * Management IP

* Management Secret Management Secret * Management Secret
* Managed Device List Managed Device List * Managed Device List

Figure 2.2A — Mesh Network Management structure
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2.3.Real-time Statistics

The A-NM captures runtime status of the mesh network that is useful for troubleshooting purposes.
The wireless mesh topology can be visualized on a single page. Real-time status of nodes and links is
available by hovering the pointer over the node and link icons. Node information includes device
info, device status, and performance statistics.

2.4.Configuration and Maintenance

The settings in the A-NM are grouped into Cluster-wide and Node-based settings.

Cluster-wide settings include Cluster ID, Management IP, Management Netmask, Encryption Key,
Management Secret and Country. They can only be applied to all the managed devices at the same
time. Advanced functions include scalable and secure Firmware Upgrades, System Restart, and
Configuration Backup & Restore.

Node-based settings include Hostname and Radio Settings. Advanced functions include Firmware
Upgrade, System Restart, Factory Reset and Backup & Restore.

Page 10 of 99
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3. Software Installation

3.1.System Requirements

Component Minimum Requirements

Hardware
Operating System Windows 7,8,10 64-bit only
CPU Intel Core i3 or higher
RAM 4 GB or more
Storage 250 GB or more . .

(At least 25 GB of available hard-disk space)

Network Connection 10/100/1 Gig RJA5 Ethernet

Software
Docker CE Docker Toolbox v18.06.0-ce
VirtualBox v5.2.16
Google Chrome Version 69.0.347.100 or above

Other

Port forwarding 21, 80, 12381, 16000 - 16064, 39980 - 40000

Note: Please note that management IP behind NAT is not supported.

ﬂ Warning! Make sure that your device fulfills the minimum requirements, or you may not be able
to successfully use the A-NM.

Warning! If your computer has already installed Docker for Windows, please follows the procedures
listed in the section of A-NM Installation Issues (see page 91).

Page 11 of 99
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3.2.Google Chrome Installation

1) Download Google Chrome at https://www.google.com/chrome/.

G

Browse fast

One fast, simple, and secure browser for all your devices
DOWNLOAD CHROME

Figure 3.2A — Download chrome

2) Click DOWNLOAD CHROME.

3) Follow the instruction to install Google Chrome.

3.3.Docker Toolbox Installation

The installation package includes Docker CE and Virtual Box.

1) Download DockerToolbox v18.06.0-ce at https://github.com/docker/toolbox/releases.

Figure 3.3A — DockerToolBox Installer

2) Launch DockerToolbox.exe.

3) Click Next.

D Setup - Docker Toolbox - X

Welcome to the Docker
Toolbox Setup Wizard

This will install Docker Toolbox version 18.03.0-ce on your
er.

It is recommended that you close all other applications
before continuing.

Chick Neat to continue, or Cancel to ext Setup.

Help Docker improve Toolbax.

Figure 3.3B — Welcome page of DockerToolBox Installer

Page 12 of 99
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4) Click Next.

D Setup - Docker Toolbox - X

Select Destination Location
Where should Docker Toolbax be installed?

Setup will install Docker Toolbox into the following folder.

To continue, dlick Next. If you would like to select 3 different folder, click Browse.

Jic: \Progrem Files\Docker Toolbos

Atleast 110.0 MB of free disk space is required.

T o

Figure 3.3C — Select install location in the DockerToolBox Installer

5) Ensure that the Docker Compose for Windows and VirtualBox are checked and click Next.

E setup - Docker Toolbox - x

Seloct Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

Full installation

[ Docker Compose for Windows
] vintualBox
(4] xitematic for Windows (Alpha)

() 6 for windows

7.3M8
80.5 M8
144.5 M8
30.1 M8

Current selection requires at least 372.1 M8 of disk space.

T e ==

Figure 3.3D — Select components to install in the DockerToolBox Installer

6) Ensure that the Add docker binaries to PATH is checked and click Next.

D Setup - Docker Toolbox - X

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Docker
Toolbax, then dick Next.

[[] create a desktop shortcut
Add docker binaries to PATH
(7] upgrade Boot2Docker VM

[ nstait VirtualBox with NDISS driver{default NDIS6)

ST I

Figure 3.3E — Select additional tasks in the DockerToolBox Installer

Page 13 of 99
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7) Click Install.

m Setup - Docker Toolbox - X

Ready to Instal
Setup Is now ready to begin installing Docker Toolbax on your computer.

Click Install to continue with the installation, or dick Back if you want to review or

Destnation location: ~
C:\Program Files\Docker Toolbox
type:
Full installation

Selected

T e e
e —————

Figure 3.3F — Ready to install DockerToolBox

8) Wait for the installation process to complete and click Finish.

E setup - Docker Toolbox -

Completing the Docker
Toolbox Setup Wizard

Setup has finished instaliing Docker Toolbox on your
computer. The applcation may be launched by selecting the
installed shortouts.

ik Finish to ext Setup.

] View Shortauts in Fie Explorer

Figure 3.3G — Finish the installation of DockerToolBox

3.4.A-NM Installation

3.4.1. Prerequisites

* The computer meets the system requirements (see page 11)

* Docker Toolbox is installed (see page 12)

o Mustinclude Docker Compose for Windows
o Must include VirtualBox
o Must add docker binaries to PATH (Windows system PATH)

* Google Chrome is installed (see page 12)

Page 14 of 99
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3.4.2. A-NM Software Installation
1) Download the A-NM setup file.

2
r 7
BN
IBuncneravaio] Where xxx is the version number
F455)
SEUDIEXE]

A-NM Launcher-vXXX Setup.exe

Figure 3.4.2A — A-NM setup file

2) Launch A-NM Launcher-vXXX Setup.exe.
3) Click Next.

E. Setup - aNM Launcher - X

Welcome to the aNM Launcher
v1.0.366 Setup Wizard

This program vl install aNM Launcher version v1.0.366 on
your computer.

It is strongly recommended to dose all other applications
before running this Setup,

Ciick Next to continue, or Cancel to exit Setup.

Figure 3.4.2B - Welcome page of A-NM Installer

4) Click Next.

Note: You can change your own installation directory.

B Setup - aNM Launcher - x
Select Destination Location [~\
A
Where should aNM Launcher be installed? 8 L
&2

Setup will install 3NM Launcher into the following folder.

To continue, chick Next. If you would Mke to select a different folder, dlick Browse.

fC:\Program Fies\aliM Launcher] Browse...

At loast 817.1 M8 of free disk space is required.

Figure 3.4.2C - Select install location at A-NM Installer

Copyright © 2019 Anywhere Networks. All rights reserved.
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5) Check Create a desktop shortcut and click Next.

E* Setup - aNM Launcher
Select Additional Tasks
Which addtional tasks should be performed?

Select the addricoal tasks you would ke Setup to perform while installing aNM
Launcher, then dick Next.

Addiceal shoctouts:

/] Create » desitop shortcut

S o

Figure 3.4.2D - Select additional tasks at A-NM Installer
6) Click Install and wait for the installation process to complete.

E- Setup - 3NM Launcher

Ready to Install

Setup is now ready to begin instaling alM Launcher on your Competer.

Cick nstall 1o continue with the installation, or cick Back # you want to review or
change any settings.

Destination location:
C:\Users\Susan|\Deskiop\ahM Launcher

Additional tasks:
Addrcnal shortouts:
Create » desktop shortot

T e e

Figure 3.4.2E — Start to install A-NM

7) Ensure that Launch A-NM Launcher is checked and click Finish.

Note: Please initialize the A-NM after installing the software.

Note: The A-NM can also be launched from Start > All Programs

B Setup - aNM Launcher

Completing the aNM Launcher
Setup Wizard

Setup has finished Installing 54M Launcher on your
computer. The application may be launched by selectng the
Installed shortauts.

Clck Finish to et Setup.

[ tounch aNM Launcher

Adobe Photoshop Express

&) Aarms & clock

2 aNM Launcher

B

‘ £ [iype here to search

Figure 3.4.2F — Finish the installation of A-NM
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3.5.A-NM Uninstallation

1) Click the Start E menu.

2) Enter Control Panel and select Control Panel from the results.

Il

@ Best match

) Control Panel
== Desktop app

Apps

[ Settings

& Remote Desktop Connection
Run

Photos (1+)

Documents (1+)

[l Settings (4+)

L Conl

Figure 3.5A — Control Panel at Start Menu

3) Click Programs.

~. Programs
") Uninstall a program

Figure 3.5B — Programs option at Control Panel

4) Click Programs and Features.

~ Programs and Features
2 Uninstall a program 9 Turn Windows features on or off

Run programs made for previous versions of Windows

Figure 3.5C — Programs and Features at Programs option

5) Select the A-NM Launcher and click Uninstall.

B D S Filters \/

How to install a program

Organize ¥  Uninstall

Name
[® aNM Launcher v1.0.366

Figure 3.5D — A-NM at Programs and Features

6) Click Yes and wait for the uninstallation process.

Copyright © 2019 Anywhere Networks. All rights reserved.
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Are you sure you want to completely remove aNM Launcher and all of
its components?

Figure 3.5E — Confirmation box of uninstallation

7) Click OK to complete the uninstallation process.

aNM Launcher Uninstall X

0 aNM Launcher was successfully removed from your computer.

Figure 3.5F — Finish the uninstallation of A-NM

Page 18 of 99
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4. Getting Started

Host PC with A-
i
e Y
Management IP: 192.168.1.1 PCIP: 192.168.1.2

A-NM IP: Auto

Figure 4A — Access a cluster

Note: The A-NM IP is assigned by docker and cannot be changed.

Note: The auto assigned IP range of the A-NM is 192.168.99.X/24. Please make sure that any
Management IP is out of this range.

The IP address shown in the Launcher is the A-NM IP which is an unchangeable IP address assigned
by the software, it is only used to access the A-NM with a Chrome browser.

In order to access the cluster, the IP address of your PC must be set with the A-NM to have the same
subnet as the cluster. This is done as follows:

1) Power on A-OS device and connect the device to the computer with A-NM running on it.
2) Configure the network adapter setting on your PC.
e Windows 7
# Start > Control Panel > Network and Sharing Center > Change Adapter Settings
e Windows 8/10
& Start > Settings > Network & Internet > Ethernet > Network and Sharing Center >
Change Adapter Settings
3) Right click on Local Area Connection.
e Local Area Connection > Properties > Internet Protocol Version 4 (TCP/IPv4) > Properties
4) Select Use the following IP address and fill-in IP address and subnet mask:
e |Paddress: 192.168.1.2
e Subnet mask: 255.255.255.0

Page 19 of 99
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Note: It is possible to use a different IP address, e.g. 192.168.1.3 or 192.168.1.4.
5) Click OK to save your changes.

5. Using A-NM

5.1.5tart A-NM

The A-NM runs with a launcher, which monitors the status of the server.
1) A-NM Launcher will be launched automatically after the installation or double-click the A-

NM Launcher icon.

2
'

aN)
ISUnNGHen

Figure 5.1A — A-NM Launcher icon

2) Wait until the status change from Loading to On, this process will take around 5 minutes for

the first launch to initialize the A-NM.

Note: Initialization only takes place for the first use of the A-NM. It takes 2-3 minutes for the
launch after that.

Note: The waiting time depends on the hardware specifications of your server.

F~. aNM Launcher - %

Version v1.0.366
IP Address: -

Please wait for initialization to complete. -
It may take around 5 minutes for the first launch

Figure 5.1B — Initialization state of A-NM Launcher

3) Click to launch the A-NM.

Page 20 of 99
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F. aNM Launcher - X

Version: v1.0.366
IP Address: 192.168.99.100

Please press the following Button to launch aNM.
Or directly visit the above IP address using a Chrome browser.

Figure 5.1C — On state of A-NM Launcher

Screen Capture Status Description

F~. aNM Launcher i X

Version v1.0.366
IP Address: 192.168.99.100
Please press the following Button to launch aNM.

Or directly visit the above IP address using a Chrome browser. .
On Server is on, and ready to use

Figure 5.1D — On status of the Launcher

F~. aNM Launcher - X
Version: v1.0.366
IP Address: - i .
Off Server is off, and launcher will be
This launcher will tur off automatically - closed automatically
Figure 5.1E — Off status of the Launcher
F~. aNM Launcher - X
Version v1.0.366
IP Address: -
Please wait for initialization to complete. — Loadlng Server is initiaIiZing
It may take around 5 minutes for the first launch

Figure 5.1F — Loading status of the Launcher

Page 21 of 99
Copyright © 2019 Anywhere Networks. All rights reserved.




Anywhere Node Manager User Manual

F. aNM Launcher - X

Version: v1.0.366
IP Address: - Error

Another aNM Launcher is running.

Figure 5.1G — Error status of the Launcher

Error

Issue occurred during initialization

Copyright © 2019 Anywhere Networks. All rights reserved.
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4) A window with A-NM will launch.

Note: It is also possible to access the A-NM using the Chrome browser by typing the A-NM IP
address.

Note: Chrome browser is recommended for the best user experience.

2 Anywhere Node Manager

F

Figure 5.1H — Sign up page of the A-NM

5.2.5top A-NM

The A-NM can be stopped without disrupting the network.

Note: It is recommended to stop the A-NM after completed configuration to avoid unauthorized
access.

1) Click to close A-NM Launcher.

2) Click Yes to switch off the A-NM.

F~-. Switch off aNM

| Are you sure to stop the aNM?

Yes No

Figure 5.2A — Close the Launcher
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5.3.Upgrade A-NM

Keep the A-NM up-to-date to ensure you get the latest bug-fixes and feature enhancements.

1) Download a new A-NM setup file.

I
r a
il
Wm Where xxx is the version number
pom
SELUPIEXE]
Figure 5.3A — A-NM setup file

A-NM Launcher-vXXX Setup.exe

2) Launch A-NM Launcher-vXXX Setup.exe

Warning! Make sure that the A-NM is stopped before installation of the upgrade, or you may

A risk a system failure.

3) Click Yes to Confirm the upgrade process.

Setup

An older version of aNM has been installed. Do you want to
UPGRADE the aNM?

el -

Figure 5.3B — Warning message box of upgrade the A-NM

4) Refer to A-NM software installation session (see page 15).
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5.4.Sign up

Create sign in password after the installation and you will be redirected to the sign in page after

that.
A Note: This password should consist of 8 to 32 alphanumeric characters.

Warning! If you forget the password, you must uninstall and reinstall the A-NM again and all saved
information will be lost.

.

Welcome to Anywhere Node Manager

Figure 5.4A — Create sign in password
To sign up A-NM

1) Start the A-NM (see page 20).

2) Create a new password at the sign up page.
3) Click Register.
4) Click CONTINUE to go to the sign in page.

5.5.Sign in
After the password registration you will be redirected to the sign in page.

Please use the registered password to sign in and start to use the A-NM.
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I

Welcome to Anywhere Node Manager

Figure 5.5A —Sign in A-NM

To sign in A-NM
1) Enter the registered password in the password field.

2) Click SIGN IN.

5.6.Mesh Network Management

Anywhere Node Manager (A-NM) is mainly used for the staging, configuration and troubleshooting
of A-OS devices. It connects to a cluster through an IP address and management secret. The user can
then manage clusters as Projects. Every project includes the management IP, management secret,
and the list of managed devices of the cluster. These data are stored in the A-NM, so that the user
doesn’t have to provide the access information every time and will be able to identify and keep track
of the managed devices. For enhanced security, users can make management secret input
mandatory for every login.

Note: A-OS devices do not contain Project data.

Projects help the user store connection information for accessing managed devices. Projects are
only stored in the A-NM, not on the devices. Different A-NMs may have different project definitions
containing the same cluster.

Management IP is the IP address used for the management of a single cluster. The Management IP
is used when building a management connection to a cluster in the A-NM. The Management IP is
available at all nodes within the cluster, which means that any node within the cluster can be used
as the physical connection point.

Management secret is the communication key between the A-NM and nodes. All nodes in a cluster
MUST share the same management secret. Otherwise, the nodes cannot be managed by the A-NM.

Managed Devices are a list of verified devices created by the user. Cluster-wide settings will only
apply to the recognized devices on the list.
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WELCOME

QUICK STAGING

Quick staging provides a convenient way
10 stage your nodes, especially when
configuring a considerable number of
vanilla nodes in batch or adding new
nodes 10 an existing cluster.

The default management IP for quick
staging is 192.168.1.1

o

< SIGN OUT

PROJECT MANAGEMENT

Manage existing projects of various
clusters. Connection information can be
stored for easy access to clusters. The
whole cluster and information for
individual nodes and links can be

visualised through the topology view.

Suitable for managing existing networks.

&

Figure 5.6A — Mesh Network Management Interface

There are two ways to connect to a cluster for the management:

* Quick Staging

o Designed for quick access of vanilla device(s) or a cluster

o Project data won’t be saved in the A-NM until it is stored as a Project

o Use the default management IP address (192.168.1.1) for the connection

* Project Management

o Designed for the management or troubleshooting of the devices or cluster.

o User has to provide these authentication details:

=  Project Name
= Management IP
= Management secret

o Access and management information (including Project Name and Management IP) will

be automatically saved under the Project.

o Asingle A-NM can be used to manage multiple clusters by switching between projects.

Note: Only one cluster can be managed at a time with a single A-NM and the status polling will only

happen after the sign in to a Project.

5.6.1. Quick Staging

Quick Staging is a temporary project, designed for quick access of vanilla devices or a cluster. It is
usually used for configuring A-OS devices straight out of the box. The project data won’t be saved in

the A-NM until it is manually stored as a Project.

Quick Staging default project profile to access the mesh network:

Management IP

192.168.1.1

Copyright © 2019 Anywhere Networks. All rights reserved.
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Management Secret password

Warning! Make sure that the devices are in the same subnet with A-NM and they are reachable.

To start quick staging
1) Configure the IP address of your computer to 192.168.1.x/24 (Same subnet as the
Management IP)
2) Power up the new A-OS devices and they will auto-form a cluster within 2 to 3 minutes.
3) Connect the computer with A-NM to one of the A-OS device.

4) Signin to the A-NM (see page 25).

5) Click QUICK STAGING to connect the cluster with default setting.

WELCOME

QUICK STAGING

The default management IP for quic
staging is 192.168.1.1

o

< SIGN OUT

Figure 5.6.1A — Select Quick Staging

6) A Guideline will be shown to briefly introduce the usage of Quick Staging. Read the
g Guideline and click COMPLETE after that.

Note: You can click Do not show again to hide the Guideline.
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Welcome to Anywhere Node Manager X

1. Setup and Preparation

Connect the device to your computer Configure the IP address of your computer

IP address: 192.168.1.2
Subnet Mask: 255.255.255.0

. NEXT >

[ oo not show again

Figure 5.6.1B — Guideline at Quick Staging

A 7) You will be redirected to the Managed Device List page. Click OK to view the device
list. As all the discovered devices are in the unmanaged state by default, you must define
your devices as Managed Device to further manage them. Otherwise, you cannot make any

changes to the devices. For details on how to add devices to the Managed Device List,

please refer to page 37.

Unmanaged host node

Figure 5.6.1C — Device list at Quick Staging

8) Click Nl to close the Managed Device List after that.
Note: You can now fine-tune the mesh network by configuring the nodes, for example

changing the hostname, changing the radio channel and adjusting the transmit power.

Warning! The default access information (i.e. Cluster ID, Management IP and Management Secret)

should be updated to prevent unauthorized access to the network.
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Figure 5.6.1D — Cluster topology with managed device at Quick Staging

9) Click E to open the Project menu.
10) Click Save Quick Stage Project As to save the project information.

Note: Project data will not be saved in the A-NM until it is stored as a Project.

Figure 5.6.1E — Click to save the project

11) Enter a Project Name to define the project.

Quick stage project - save as
Project A

CANCEL SAVE

Figure 5.6.1F — Save the Quick Stage project as a new project

12) Click SAVE.

After saving the project, you can simply select the project to connect to the cluster without inputting
the Management IP very time.
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5.6.2. Project Management

The Project Management is designed to manage the project data of different clusters. As the A-NM
connects to a cluster through an IP address and management secret, Projects will help user to store
the connection information for accessing the cluster.

You can create project, edit project, remove project and access project using the Project

Management.
Select project ®
Project Name (ID) 4 ) No. of M. ) 0
) i/
L i/
< BACK CONNECT >

Figure 5.6.2A — Project Management user interface
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To create a project

1) Signin to the A-NM (see page 25).

2) Click Project Management.

WELCOME

QUICK STAGING

Quick staging provides a convenient way
10 stage your nodes, especially when
configuring a ©

vanilla nodes in

nodes 10 an existing chuster

The default management IP for quick
staging Is 192.168.1.1

O

< SIGN OUT

PROJECT MANAGEMENT

Manage existing projects of various
dlusters. Connection information can be
stored for easy access to clusters. The

Figure 5.6.2B — Select Project Management

3) Read the Guideline of the Project Management and click NEXT after that.

Note: You can click Do not show again to hide the Guideline.

Welcome to project management

Create a project by filling in the information below.

Project groups all the nodes of a site together to help you manage your cluster more effectively.

No. of Managed Actions
vice(s)

Project Name (ID) Management IP o
1. Name your project. It is to use

such as the name of the site as the

project name.

cluster configuration.

connect.

[J Do not show again

< BACK

2. Management IP allows aNM to access your cluster. It is by default 192.168.1.1, but you can always update it at

And you are all set! Remember to confirm the connection between the cluster (host node) and the aNM before clicking

NEXT >

Figure 5.6.2C — Guideline of Project Management

4) Click (Next to Actions) at the project list to create a new entry.

Project Name (ID)

Copyright © 2019 Anywhere Networks. All rights reserved.
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Figure 5.6.2D — Create new project
5) Enter a new Project Name and Management IP of the cluster.

Note: The name has to be unique. It can be up to 32 characters long with hyphen, underscore
and space. The IP shall be in IPv4 format.

Project Name (ID)

’P'C,-:»C'.E ] "9: 168.100.123 ] - v X

Figure 5.6.2E — Input parameters for the new project

6) Click to confirm or click to cancel.

To edit project information

1) Signin to the A-NM (see page 25).

2) Click Project Management.
3) Read the Guideline of the Project Management and click NEXT after that.

Note: You can click Do not show again to hide the Guideline.
4) Click the icon of the project.
Note: You can click to reopen the Guideline.

Select project @
N 0) o
i/
i/
< BACK CONNECT >

Figure 5.6.2F — Select project to edit

5) Edit the project information.

Project Name (ID) No. of M O

’Prc;ec'..: ] [192 168.1.1| ] 3 N X

Figure 5.6.2G — Edit the project data

6) Click to confirm or click to cancel.
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To remove a project

1) Signin to the A-NM (see page 25).

2) Click Project Management.

3) Read the Guideline of the Project Management and click NEXT after that.

Note: You can click Do not show again to hide the Guideline.

4) Click the Iil icon of the project.
Note: You can click to reopen the Guideline.

Select project

Project Name (ID) 4

< BACK

CONNECT >

Figure 5.6.2H — Select project to remove

5) Click OK to confirm or click CANCEL to stop.

Confirm - removal of project

CANCEL

0K

Figure 5.6.21 — Confirm to remove the project

Copyright © 2019 Anywhere Networks. All rights reserved.
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To access a project

1) Signin to the A-NM (see page 25).

2) Click Project Management.

3) Read the Guideline of the Project Management and click NEXT after that.

Note: You can click Do not show again to hide the Guideline.

. . . . CONNECT >
4) Double-click the project to connect or select the project and then click .

Note: You can click to reopen the Guideline.

Select project

Project Name (ID)

< BACK

CONNECT >

Figure 5.6.2) — Connect to the cluster through the project

5) Enter the Management Secret of the cluster.

Note: You can check the Remember checkbox to save the password at the A-NM.

Project - Project B login
F anagement secret for authenticat

< BACK

PROCEED >

Figure 5.6.2K — Management Secret interface

Copyright © 2019 Anywhere Networks. All rights reserved.
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5) A Guideline will be shown to briefly introduce the use of A-NM. Read the Guideline and click

COMPLETE after that.

Welcome to Anywhere Node Manager

1. Verify and define your Managed Device List

a8

a

* Host Node

Managed devices are a list of verified devices created by the user. Cluster-wide settings will only apply to the

recognized devices on the list.

NEXT >

[ Do not show again

Figure 5.6.2L — Guideline of A-NM

6) You will be directed to the Cluster Topology page and the mesh network will be ready for

configuration.

[l
it

/

Figure 5.6.2M — The cluster topology of the project
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5.7.Managed Device List

When the A-NM accesses a project for the first time, all the devices are unmanaged by default. A
device list will pop up automatically to ask the user to define the managed devices in this project.
Serial numbers and MAC addresses are listed for easy verification. This procedure is very important
when all vanilla devices auto-connect and form a mesh network. The A-NM will only apply the cluster-
wide configuration to managed devices. Node information and statistics of unmanaged devices are
not accessible to the A-NM.

< Managed Device List cC p
Choose device(s) as managed devices. Cluster-wide activities will apply to all managed devices. =

Hostname

X316510000¢ 00d:03h:37m v1.0.931 Reachable

X31651 7 X33 64:9A:12 3C:6 h:20m v1.0.931 Reachable

L]

Reachable

* Host Node v

Figure 5.7A — Managed Device List user interface

The Managed Device List shows device information and status of the user-verified A-OS Devices:

Label/lcon Description

Displays the device hostname

Hostname
[* indicate the host node of the cluster]

S/N Displays the serial number of the device

Model Displays the model of the device

MAC Displays the MAC address of the device

Uptime Displays the device active uptime since last boot-up

Firmware Version Displays the firmware version of the device
Displays the status of node interfaces

Status [Unmanaged/ Reachable/ Unreachable/ Secret
Mismatch]
© Add device(s) to the list

Action _
B Remove device(s) from the list
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Note: The Cluster Topology page and Managed Device List will not display unmanaged nodes with

unreachable status.

The differences between managed and unmanaged devices:

Managed

Unmanaged

Node Info

v

Link Info

Node Menu

Node Overview

Node Statistics

Node Configuration

Node Maintenance

Node Security

RSSI Viewer

Cluster Configuration

Cluster Maintenance

< L L] L] L] L] L)L L <

X| X| X| X| X| X| X| X| X| &« <

How to handle an unknown device?

If there is an unmanaged device with an un-recognized serial number or MAC address, it means that
an unknown device is using the same cluster ID as your cluster, and thus forming links with the
managed devices. It is recommended to change the cluster ID of your devices to avoid using the
default value. For details of how to change the cluster ID, please refer to the section of Cluster
Configuration.

To use Managed Device List

1) Click

=

to go to the Managed Device List. Or click YES when a message box with

“Unmanaged device(s) found” is shown when you first access a project.
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a g % Project B a @ & 0O

Figure 5.7B — Open Managed Device List
2) Check the device info and status at the list to make sure that your devices are all reachable.

3) You can click to reload the device list as the list will not update automatically.

Note: CIickEto open a search box to find the specific device. Clickto logout the

project.

< Managed Device List c P

Choose device(s) as managed devices. Cluster-wide activities will apply to all managed devices. =
Mostname 4

Reachable

Reachable [ ]
Reachable

* Host Node

Figure 5.7C — Reload the device list

4) You can click 0 to add a single device or select multiple devices with the checkbox and click
to add multiple devices to the Managed Device List. Also, by using the same practice,
you can remove a single device or multiple devices from the list by clicking Bor E .

Note: Please make sure that the Host Node (indicated with * at the hostname field) has

been added into Managed Device List, otherwise, you cannot further manage your project.
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< Managed Device List

c e
2 selected © i
| Hostname
v X3165 X 9A:12:22:36:60 00d:03h:39m v1.0.931 Unmanaged (+]
v 8 X3165 X 64:9A:12:00:3C:60 00d:00h:22m v1.0.931 Unmanaged ©
c X3174500097 X3 4:9A 8 03h:39m Reachable
* Host Node

Figure 5.7D — Add device into Managed Device List

5) Click I8 to close the Managed Device List.

5.7.1. Secret Mismatch

The A-NM will check if the Management Secret of all the managed nodes in the cluster are the same

as the host node. A Secret Mismatch warning will be shown at the Managed Device List if the A-NM
detects a different secret.

Note: You must synchronize the Management Secret of all the managed nodes in the cluster
otherwise A-NM cannot retrieve any information of the secret mismatched node(s).

< Managed Device List o+ Fix Secret Mismatch c P

Choose device(s) as managed devices. Cluster-wide activities will apply to all managed devices. =

D Hostname S/N Model MAC Uptime ‘T’::{‘;;’v'e Status Actions
D 64:9A:12:00:3C:60 - - :neigl’ﬁ;(ch i
D 64:9A:12:22:36:60 - - :Aei::r?;(ch i
D Node-C* X3174500097 X33 64:9A:12:23:51:B0 00d:20h:52m v1.0.926 Reachable

* Host Node

Figure 5.7.1A — Secret mismatch

To synchronize the mismatched secret

g-
1) Click = lto go to the Managed Device List.

2) Check the mismatched nodes.

3) Click Fix Secret Mismatch.
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4) Enter the original Management Secret of the mismatched node.

Fix management secret mismatch

Some nodes' management secret is not in sync w th the host node. Enter the mismatched nodes management secret to fix

Mismatched Management Secret ©®©

CANCEL

Figure 5.7.1B — Fix secret mismatch

5) Click FIX.
6) Click CONTINUE to return to the Managed Device List.

Note: If there are many sets of mismatched management secret, please repeat step 3 to 6.

Fix success

Nodes with mismatched secret have been reset, refer to device list for latest device status

CONTINUE

Figure 5.7.1C — Fix success

5.8.Main User Interface

a o Project B 3 08 0

(Host Node)

Figure 5.8A — Main User Interface
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Button

Button Name

Description

Project

Change Project (see page 43)

Quick Staging (see page 27)
Save Quick Stage Project As (see page 27)

(Only available at Quick Staging)

Cluster Topology

Go to Cluster Topology page (see page 46).

Cluster Configuration

Go to Cluster Configuration page (see page 76).

Cluster Maintenance

Go to Cluster Maintenance page (see page 83).

SERQEBEAEE O

Sign out Sign out A-NM (see page 43)

Help Guideline of A-NM (see page 45)
Settings Settings of A-NM(see page 44)

About Show the A-NM version (see page 44)

%’ Managed Device List Go to Managed Device List (see page 37)
[ Show/Hide Link Label Show/Hide link info at Cluster Topology (see page 45)
® Fit Canvas Fit canvas at Cluster Topology (see page 46)
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5.8.1. Change Project

Select project @
Project Name (ID) 4 M. t N > Act [+)

Project A 192.168.100.200 0 " 7/

Project B 192.168.100.100 0 i 7/

< BACK CONNECT >

Figure 5.8.1A — Change project

To switch project at the A-NM without sign out

1) Click E at the top menu.

.
2) Click at the sub menu.

3) Select your project at Project List.

4) Double click the project to switch project.

5.8.2. Sign out
To sign out the A-NM

1) Click at the top menu.

2) Click YES to sign out, click CANCEL to stop the sign out action.

Sign out

Are you sure you want to sign out?

CANCEL YES

Figure 5.8.2A — Sign out the A-NM

Page 43 of 99
Copyright © 2019 Anywhere Networks. All rights reserved.



Anywhere Node Manager User Manual

5.8.3. Settings
To change A-NM Password

1) Click at the top menu.

2) Enter the Current Password, New Password and Confirm New Password to change the

password.

X System Settings Lo " |

Account

Figure 5.8.3A — Change the A-NM password
3) Click E to save the changes or click to reset the changes.
Note: This password should be between 8 to 32 alphanumeric characters.

Warning! If you forget the password, you must uninstall and install the A-NM again and all the

A saved information will be lost.

4) You will be redirect to the sign in page and you can sign in to the A-NM with the new
password.

5.8.4. About
Click at the top menu.

About aNM X

Figure 5.8.4A — About the A-NM
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5.8.5. Help

Click at the top menu to show the Guideline.

Welcome to Anywhere Node Manager X

1. Verify and define your Managed Device List

Managed Device List c
3 selected e | |
Hosmame 4 [ a4t e ottt et 1 |

8 8 @
© © ©

* Host Node

Managed devices are a list of verified devices created by the user. Cluster-wide settings will only apply to the
recognized devices on the list.

. NEXT >

[ Do not show again

Figure 5.8.5A — Guideline of A-NM

5.8.6. Show/Hide Link Label

»
Click " to hide or show link label at Cluster Topology page.

Note: The link label includes the associated radio, channel and central frequency.

Note: The link label is shown by default.

‘s:‘~~ P2 SO
(Host Node) \~:‘*ﬁ’« (Host Node) NN
~. S8k e
TR
SNy,
~S0m s RN N
“s/’/z/“:f Ssal T
--;,£,;‘~~ S ~o
'~ S \\
~~‘::‘s~ \\‘:\‘\
~~~ ==® ‘~~:::®
P2 P2
Figure 5.8.6A — Show Link Label Figure 5.8.6B — Hide Link Label
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5.8.7. Fit Canvas

®
Click to center the network topology at the cluster topology page for a clearer view.

2 Ampwiere Node Manager

a8 LN

(Host Node)

: o :

A

Figure 5.8.7A — Before fit canvas Figure 5.8.7B — After fit canvas

5.9.Cluster Topology

Cluster Topology provides a graphical view of the wireless mesh topology. Basic information is
provided, including the hostname of each node, connection status, node info card and link info card.

2 Anywhere Node Manager — o X
=] L I N Project A 3 0 8 0
-
(= -
-
" TRy
H a5
4,;, (524, .
©
%,
%
c
1“,_ (Host Node)

A [
IR A AL 4
S/N: X3165100006
Model: X33
Fxrm:ue Version: 0.926 A @
MAC: 64:9A12:22:36:60
Uptime: 01d:18n:51m

Figure 5.9A — Cluster Topology user interface
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The labels provide the following information:
* Node Hostname
* Radio Interface
* Channel

¢ Central Frequency

Note: The host node of the cluster will be marked.

Note: Cluster Topology page will update every 10 seconds automatically.

The different colors of node icon represent different device statuses:

Icon Status
Unmanaged
P2
Reachable

Unreachable

© 00

64:9A:12:22:36:60

Management Secret Mismatch

5.9.1. Node Info Card

You can place your mouse over the device icon to display the specific node info.

A
(™ () O O, ©;

Model: X33

Firmware Version: v1.0.926
MAC: 64:9A:12:22:36:60
Uptime: 01d:18h:51Tm

Figure 5.9.1A — Hover to display the Node Info Card

Copyright © 2019 Anywhere Networks. All rights reserved.
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Label/lcon Description

Displays the device hostname

Displays the status of device interface

Ethernet Icon:

A
@ @% ' '2 @ Enable @ Disable

I Radio Icon:
S/N: X3165100006

Model: X33 ' '
Firmware Version: v1.0.926 Enable Disable

n
0
MAC: 64:9A:12:22:36:60

Uptime: 01d:18n:51m Displays the serial number of device

Displays the model of device

Displays the firmware version of device
Figure 5.9.1B — Node Info Card interface

Displays the MAC address of device

Displays the device active uptime since last boot-up

5.9.2. Link Info Card

You can place your mouse over the link to view the specific link info.

.
.
o
o
.
ot
o
e
L.

A
e\
1&0“\\‘\1
28\®
o
SRV
= 8 Channel: 48 (5240MHz A
Bandwidth: 20 MHz
B
=) Data Rate: 28 Mb/s
RSSI: -87 d&m € Data Rate: 21 M RSSI: -85 dém
TX Power: 3 dBm T TX Power: 3 d8m

Figure 5.9.2A — Hover to display the Link Info Card
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Label/lcon Description

Display the hostname of the two nodes

Display the related radio of the link

B Channel: 48 (5240MHz) A

R_]_____E"‘:'d_"'f‘f::_'j_:_____m Displays the channel and central frequency of
the link
<> Data Rate: 28 Mb/s
e € DamRame2iMbs _SSESSE Displays the channel bandwidth of the link

Displays the data rate of two directions

Fi 5.9.2B — Node Info C interf
igure ode Info Card user interface Displays the RSSI of the related radio

Displays the TX power of the related radio

5.9.3. Node Menu

You can right-click the device icon to display a floating menu of the specific node.

Qo ®©

Figure 5.9.3A — Right-click to display the Node Menu

Button Description

Overview (see page 51)

Statistics (see page 52)

Configuration (see page 55)

Maintenance (see page 62)

Security (see page 72)

©900e
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@ RSSI Viewer (BETA) (see page 75)

5.9.4. Node Dialog Box

By clicking the button at the node menu, a node dialog box for that node appears as a popup within
the Cluster Topology page.

Each dialog box uses the device hostname as title and contains five sections, such as Overview,
Statistics, Configuration, Maintenance and Security.

Note: You can open more than one node dialog box at the same time.

A X
OVERVIEW STATISTICS 'CONFIGURATION MAINTENANCE SECURITY
S/N Model
Firmware Version MAC F

Uptime No. of Neighbors

Ethernet Interface(s)

Radio Interface(s)

tatus: ENABLE tatus: ENABLE

Figure 5.9.4A — Node Dialog Box
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5.10. Overview

The overview section displays the detailed information of the specific node.

Label/lcon Description
A % Displays the serial number of the device
v ST CONRGURATION MANTEUEE S Displays the model of device
o - Displays the picture of device
e o : Displays the firmware version of device
o sl oy ) Displays the MAC address of device
e ) Displays the device active uptime since last boot-
up
Displays the number of connected neighbors

Radio Interface(s) WhICh are
* Online; and

* on the same managed device list

Figure 5.10A — Overview at Node Dialog Box Displays the status of node interfaces

* Ethernet Interface [UP/DOWN]
* Radio Interface [ENABLE/DISABLE]

Displays the TX/RX statistic of the ethernet
interface

Displays the channel and central frequency of the
radio interface

Displays the TX power of the radio interface

Note: The overview section will not update automatically, please reopen the dialog box to reload
the information.
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5.11. Statistics

terface: radio0, radio1, radio2 P
tic: TX MB, RX MB

~ Time Range

TX, RX v Interval

Figure 5.11A — Statistics at Node Dialog Box

The Node Statistics section provides a visual representation of network traffic connected to the

specific node. A visual graph (Graph View) represents the accumulated Tx/Rx usage versus time and

you can mouse over at each data point to check the usage.

Note: The A-NM will start to capture statistic data when you move to the statistic section.

Note: The data of the graph will be reset if you close the node dialog box.

Item

Description

Display Interface

Define one/more interface to display on the graph.

Note: The default interfaces are eth0 and eth1.

Statistic Type

Define the type to display.
* TX, RX
* TX Packets, RX Packets
Note: The default types are TX and RX.

Time Range

Define the x-axis of the graph, i.e. the selected time
range for the data display.

Note: The default value is 2 mins.

Update Interval

Define the data update interval of the graph, i.e. the
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time difference between two data points.

Note: The default value is 10 s.

Besides that, you can view the node statistic using the table view and Overview view by clicking the
following buttons.

Button Description

Normalize View (see page 53)

Graph View

i

Table View (see page 54)

Z Detail View (see page 54)

5.11.1. Normalize View

The Normalize View displays a normalized statistic graph which makes the base starting from 0.

(v X

OVERVIEW STATISTICS CONFIGURATION MAINTENANCE SECURITY

ace: radio0, radio1, radio2
atistic: TX MB, RX MB

Figure 5.11.1A — Table view of statistics
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5.11.2. Table View

The Table View displays a general list of network traffic with all node interfaces and statistic types.

Cc X
OVERVIEW STANISTICS CONFIGURATION MAINTENANCE SECURITY
Interface ~ Time Range
Statistic ¥ Interval

Figure 5.11.2A — Table view of statistics

5.11.3. Detail View

The Overview displays all the network traffic with separate statistics graph. It shares the same time
range and update interval with the Default View. You can filter the display interface at the top right
corner.

< Network Statistics ) Byws ~ Packets ~  leterface: ethO, e, radicd, radiol, adio? ~

oooooooooooooo

Figure 5.11.3A — Overview of statistics
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5.12. Configuration

The Configuration section provides an interface to configure radio settings on a node by node basis.
You can make changes to the following options:

Figure 5.12A — Configuration at Node Dialog Box

General Option
You can enter a unique, descriptive name for each node.
Hosthame The hostname will display at the Cluster Topology.
Note: This name can be up to 32 characters long with hyphen and
underscore.
Radio Status Enable/Disable
Radio Channel May vary on different countries and channel bandwidth
Channel Bandwidth 20MHz/40MHz/80MHz
Transmit Power 1 - 23 dBm (may vary on different models)
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Advance Option (Optional)

Configurable bandpass filter that is used to attenuate the out of
band signal. Options include:

Radio Filter . Enable
. Disable
Set the distance parameter between two devices. Options include:
. Default (300m)

Distance

d 300 - 24000 m

Note: Please set the longest distance if the node is running at point
to multiple point state.

Buttons

RESET

Reset the unsaved changes.

Save and apply the changes.

Note: If you want to connect two nodes with link, you must use the same channel and channel

g bandwidth.

Warning! All changes will be cleared if you close the dialog without save. A short disconnection

A time may be introduced after you apply the changes. Please wait until the reconnection of nodes.

Warning! As the Host Node is the only node that connected to the A-NM, you must configure the
Remote Nodes first (refer to the definition of node on page 7). Otherwise, the A-NM will lose the
control of the Remote Nodes, resulting in an isolated network. Please refer to the following best practice
for a step-by-step guide on how to make changes to a network without losing the connection to the A-

NM.
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To change channel of a daisy chain network

P2 A P2 B P2 C
(Host Node) = =

Figure 5.12B — Original Setting

Original Settings

* RadioO: Enable
A-NN_A (Host Node) o Channel: 48
* Radiol: Disable

* RadioO: Enable

o Channel: 48
A-NN_B (Remote Node)
* Radiol: Enable

o Channel: 153

* RadioO: Disable
A-NN_C (Remote Node) * Radiol: Enable
o Channel: 153

P2 A P2 B P2 C
(Host Node)

Figure 5.12C — New Setting

New Settings

* Radio0O: Enable -> Disable
A-NN_A (Host Node) * Radiol: Disable -> Enable
o Channel: 36

A-NN_B (Remote Node) * RadioO: Enable
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o Channel: 48 -> 161
* Radiol: Enable
o Channel: 153 -> 36

* RadioO: Disable -> Enable
A-NN_C (Remote Node) o Channel: 161

e Radiol: Enable -> Disable

Configure A-NN_C first as it is the furthest node from the host node:

1) Right-click F~¢ to open the Node Menu.

2) Click o to open the Node Dialog Box of Configuration.

=1

Figure 5.12D — Configuration of the node

3) Select RADIO 0 tab.

4) Change the Radio 0 status and channel according to the New Setting table (see page 57).
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RADIO O

Enable

Raco C
161

Figure 5.12E — Configure the channel of radio 0

5) Select RADIOL1 tab.

Disable

Figure 5.12F — Move to radio 1

6) Change the Radiol status and channel according to the New Setting table (see page 57)
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RADIO 1

Disable

Disable

Figure 5.12G — Configure the channel of radio 1

7) Click OK to confirm the radio status changes.

Warning

CANCEL OK

Figure 5.12H — Warning for radio status changing

SAVE
8) Click - to apply the changes.
9) Click PROCEED.

Configuration

CANCEL PROCEED

Figure 5.121 — Confirm to apply the changing

10) Wait for the process to be completed.
11) Click OK.
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Configuration Completed

OK

Figure 5.12J) — Configuration completed

After we changed the channel of A-NN_C, the A-NN_C become unreachable (Host Node cannot
reach A-NN_C) as the link between A-NN_B and A-NN_C cannot be formed.

Note: If you want to connect two nodes with link, you must use the same channel and channel
bandwidth.

@--.ﬂp;:e& 48 (5240MHz) :—.Rf---@ @

P2 A P2 B P2.C
(Host Node) =

Figure 5.12K — Network topology after applied the configuration

Next, Configure A-NN_B:

12) Right-click F*® to open the Node Menu.

13) Repeat Step 2 to Step 11 for A-NN_B. This will establish a link between A-NN_B and A-NN_C.

A-NN_B will become temporarily unreachable (Host Node cannot reach A-NN_B) as the link
between A-NN_A (Host Node) and A-NN_B cannot be formed. Once the settings for A-NN_A are
updated, status of both A-NN_B and A-NN_C will be visible in the A-NM.

Note: Remember to use the same channel and channel bandwidth to establish a link between two
nodes.

& o &

P2 A P2 B
(Host Node) -

Figure 5.12L — Network topology after applied the configuration
Last but not least, configure A-NN_A to complete the configurations update:
14) Right-click P22 to open the Node Menu.
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15) Repeat Step 2 to Step 11 at A-NN_A to establish a link between A-NN_A and A-NN_B.

After completing all the settings, all the nodes will be reachable again, with settings updated.

P2 A P2 B P2 C
(Host Node) -

Figure 5.12M - Final network topology after configuration

5.13. Maintenance

The Maintenance section contains administrative options including Configuration Backup,

Configuration Restore, Firmware Upgrade, Factory Reset, and System Restart.

5.13.1. Node Configuration Backup

The Configuration Backup feature helps you save a copy of the configuration file from one node (i.e.
original node) so that you can apply it to another node that has the same model and firmware
version as the original node.

The backup file is encrypted. You cannot read or make changes to the file.

Note: The backup file does not contain any cluster-wide setting

Figure 5.13.1A — Configuration Backup user interface

To backup a node

1) Right-click the device icon to open the Node Menu.
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2) Click o to open the Node Dialog Box of Maintenance.

3) Click to extend the Configuration Restore tab.
4) Click PROCEED to back up the configuration.

5) Check the backup file at Download or the selected location.

Figure 5.13.1B — The backup file

5.13.2. Node Configuration Restore

The Configuration Restore feature helps you to apply the backup file to the node that has the same

model and firmware version as the original node.

Warning! As the Host Node is the only node that connected to the A-NM, you must restore the

Remote Nodes first (refer to the definition of node on page 7). Otherwise, the A-NM will lose the

control of the Remote Nodes, resulting in an isolated network. Please refer to the following best
practice for a step-by-step guide on how to make changes to a network without losing the

connection to the A-NM.

Prease DO NOT bam off the sNM

Figure 5.13.2A — Configuration Restore user interface
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To restore nodes

P2 A P2 B P2 C
(Host Node) = =

Figure 5.13.2B — Original topology

To restore configuration of the above daisy chain network, start with A-NN_C, then A-NN_B, and
lastly with A-NN_A.

1) Prepare all the backup files of the nodes generated by Configuration Backup.

Figure 5.13.2C — The backup file of all nodes

Firstly, restore A-NN_C that is the furthest away from the host node:

2) Right-click F2¢ to open the Node Menu.

3) Click 0 to open the Node Dialog Box of Maintenance.

Figure 5.13.2D — Go to Configuration Restore

4) Click ‘ to upload the backup file.

5) Select the appropriate backup file.
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CusterID_A_P2_C_64_9A_12_23_51_B0_2018-08-14.config, 1404bytes

Figure 5.13.2E — Upload the backup file

6) Check the confirmation box to enable the button.

Figure 5.13.2F — Check the confirmation box

7) Click PROCEED at the Configuration Restore tab.
8) Click PROCEED.

Configuration Restore

CANCEL PROCEED

Figure 5.13.2G — Confirm the configuration restore process

9) Wait for the process to be completed.
10) Click OK.

Configuration Restore Completed

OK

Figure 5.13.2H — Configuration restore completed

After we restored A-NN_C, the A-NN_C become unreachable (Host Node cannot reach A-NN_C) as
the link between A-NN_B and A-NN_C is not yet formed.

@--.R_o_-;eﬂ 48 (5240MHz) :—.R.O-__e @

P2 A P2 B P2_C
(Host Node) =

Figure 5.13.21 — Network topology after applied the configuration restore
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Next, Restore A-NN_B to establish a link between A-NN_B and A-NN_C.:

11) Right-click F*® to open the Node Menu.
12) Repeat Step 3 to Step 10 for A-NN_B. This will establish a link between A-NN_B and A-NN_C.

A-NN_B will become temporarily unreachable (Host Node cannot reach A-NN_B) as the link
between A-NN_A (Host Node) and A-NN_B cannot be formed. Once the settings for A-NN_A are
updated, status of both A-NN_B and A-NN_C will be visible in the A-NM.

A 6 G, 5

P2 A P2 B
(Host Node) -

Figure 5.13.2) — Network topology after applied the configuration restore

Last but not least, restore A-NN_A to complete the update:

13) Right-click P22 to open the Node Menu.
14) Repeat Step 3 to Step 10 at A-NN_A to establish a link between A-NN_A and A-NN_B.

After completing all the settings, all the nodes will be reachable again, with settings updated.

P2 A P2 B P2 C
(Host Node) a4

Figure 5.13.2K — Final network topology after configuration restore

5.13.3. Node Firmware Upgrade

The Firmware Upgrade feature helps you to upgrade your A-OS devices to the latest version.

Warning! Please make sure all the firmware version is the same at the same cluster
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s is completed.

nd upgrade result confirmation

X33 v1.0.926 Upgrade Status:

O RESET

Factory Reset v
Figure 5.13.3A — Firmware Upgrade user interface
To upgrade a node

1) Download the latest firmware file from the partner portal.

2) Right-click the device icon to open the Node Menu.

3) Click o to open the Node Dialog Box of Maintenance.

4) Click to extend Firmware Upgrade tab.

5) Click to upload the firmware file.

6) Select the appropriate firmware file.

Note: You can click Reset to clear the selected firmware file

a0S-v1.0.926-dev-254665b5-X30-sysupgrade.bin, 21.13MB

Figure 5.13.3B — Upload the firmware file

7) Click UPGRADE.
8) Click Proceed and wait for the checking progress.
Note: The A-NM will verify the firmware file by checksum and the upgrade will not start with

corrupt or invalid firmware file.
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Firmware Upgrade

DO NOT turn off t
DO NOT na

CANCEL PROCEED

Figure 5.13.3C — Start the firmware upgrade process

9) Double confirm the firmware file and click OK.

Note: Please wait for the upgrade process as it takes time to complete.

Confirm - firmware upgrade

v1.0.926

CANCEL 0K

Figure 5.13.3D — Confirm to firmware upgrade process

10) Click OK.

Firmware Upgrade Completed

OK

Figure 5.13.3E — Firmware upgrade completed

11) Check the upgrade status at the Node Dialog Box.

o Select firmware file (.bin)

° Press “Upgrade”

° Inspect upgrade result

o

Figure 5.13.3F — Check the firmware upgrade result

12) Close the Node Dialog Box and check the firmware version via Node Info.

Note: Please wait for the reconnection as the device will reboot after upgrade.
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A

RIC A A~

S/N: X3 006 y
Model: X33

Firmware Version: v1.0.926 A
MAC: 64:9A:12:22:36:60

Uptime: 01d:20h:21m

Figure 5.13.3G — Check the new firmware version

5.13.4. Node Factory Reset

The Factory Reset feature helps you to reset the node to factory default setting.

Warning! Once a node is reset, it will no longer be reachable by the current project in the A-NM. To
place the node under the management of a particular project, use the default management IP and
management secret to access it and update its settings.

Note: It is recommended to perform configuration backup (refer to Configuration Backup on

page 62) before the factory reset.

Figure 5.13.4A — Factory Reset user interface

To reset a node

1) Right-click the device icon to open the Node Menu.

2) Click o to open the Node Dialog Box of Maintenance.
3) Click to extend Factory Reset tab.

4) Check the confirmation box to enable the button.

Page 69 of 99
Copyright © 2019 Anywhere Networks. All rights reserved.



Anywhere Node Manager User Manual

Figure 5.13.4B — Check the confirmation box

5) Click PROCEED.

6) Click OK to continue.

Warning

CANCEL OK

Figure 5.13.4C — Warning for the reset process

7) Click OK.

Factory Reset Completed

OK

Figure 5.13.4D — Factory reset completed

After the factory reset process, all the settings of the node will be reset, and the node will become

unreachable at the project in most of the cases. You can switch to the Quick Staging (see page 27)
to further configure the node.

Note: Please make sure the A-NM is in the same subnet of the default Management IP (192.168.1.1)
in order to reach the node.
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5.13.5. Node System Restart
The System Restart feature helps you to reboot a node.

Note: Please wait around 3 - 5 minutes for the reconnection

P2 X
OVERVIEW STATISTICS CCONFIGURATIONS MAINTENANCE
Configuration Backup v
C ation R -
Firmware Upgrade e
Fa y Res v
System Resta A
Note:

Fiease DO NOT ¢

Figure 5.13.5A — System Restart user interface

To reboot a node

1) Right-click the device icon to open the Node Menu.

2) Click o to open the Node Dialog Box of Maintenance.
3) Click to extend System Restart tab.

4) Click PROCEED.

5) Click OK to continue.

Note: You can click CANCEL to stop the process.

Warning

CANCEL OK

Figure 5.13.5B — Warning for the restart process

6) Wait for the process until the result box pops up and click OK.

Note: Please wait for the reconnection of nodes.
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Reboot Completed

OK

Figure 5.13.5C — Reboot completed

5.14. Security
5.14.1. Access Control List (BETA)

Access Control List (ACL) allows user to manage client device’s access to the node and cluster.

Node-B X
OVERVIEW STATISTICS CONFIGURATION MAINTENANCE SECURITY
Access Control List (ACL) m A
[ 3
v Disabled

RESET SAVE

Figure 5.14.1A — ACL user interface
To set the ACL of a node

1) Right-click the device icon to open the Node Menu.

2) Click 0 to open the Node Dialog Box of Security.
3) Uncheck the checkbox of Disabled.
4) Enter the MAC address(es) at the appropriate field.
5) Click SAVE.

Note: You can click RESET to clear the input.
6) Click OK on the confirmation box to continue.

Note: You can click CANCEL to stop the process.
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Confirm - save MAC ACL

Cl| ?

Are you sure to save the MAC AC

CANCEL OK

Figure 5.14.1B — Confirmation box of save process

7) Wait for the process until the result box pops up and click OK.

Save success

MAC ACL has been saved successfully.

OK

Figure 5.14.1C — Save ACL success

To export the ACL from a node

1) Right-click the device icon to open the Node Menu.

2) Click e to open the Node Dialog Box of Security.

>
3) Click = to export.
Note: The button will be hidden if there is no MAC address at the list.

4) Check the ACL file at Download or the selected location.

- acl_ProjectA_Node-B_2018-11-09.csv

Figure 5.14.1D — The ACL file
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To import ACL file to a node

1)

2)

3)

4)
5)
6)
7)

8)

9)

Prepare an ACL file generated by export function of the Access Control List.

| - acl_ProjectA_Node-B_2018-11-09.csv

Figure 5.14.1E — The ACL file

Right-click the device icon to open the Node Menu.

Click 0 to open the Node Dialog Box of Security.

Click k to import ACL file.

Select the appropriate ACL file.

Check the MAC address(es) at the interface.
Click SAVE.

Note: You can click RESET to clear the input.
Click OK on the confirmation box to continue.

Note: You can click CANCEL to stop the process.

Confirm - save MAC ACL

Are you sure to save the MAC ACL?

CANCEL OK

Figure 5.14.1F — Confirmation box of save process

Wait for the process until the result box pops up and click OK.

Save success

MAC ACL has been saved succ

essfully.

OK

Figure 5.14.1G — Save ACL success
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5.15. RSSI Viewer (BETA)

RSS! Viewer provides an interface to monitor the RSSI of a wireless link associated with the node.
Note: You can only open one RSSI Viewer window at the same time.

RSSI Viewer nNodes

Y RADIO1 v 64:9A'12:23:51:80 (Node-C) ~  BOTH - B3

RSS (dBm)
&

T T T T T T 1
145030 145027 145024 145921 145018 145015 145012 1415909 145006  14:50.03

-0- remote -0~ local

Figure 5.15A — RSSI Viewer user interface

The following parameters can be defined by the user:

Item Description
Radio Define the target radio for the monitoring.
Neighbors MAC Define the target neighbor to display.

Choose which RSSI value to display.

e LOCAL
Show RSS! for
e REMOTE
e BOTH
Buttons

Start the RSSI scanning.

==
Stop the RSSI scanning.
[z

RELOAD Reload the filter list.
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5.16. Cluster Configuration

Cluster Configuration provides an interface to make changes to all managed nodes in the same
cluster.

a8 % Q Project A 3 0 Q& 0

Cluster Configuration
Configure settings for all the nodes in cluster

Note:

© General Settings
United States - Change Country Setting
defaultcluster

192.168.1.1
255.255.252.0

Figure 5.16A — Cluster Configuration user interface

General Option

Country * Select the appropriate country to ensure nodes operation
adheres to regulatory.

Note: The default Country is United States.

Cluster ID * Enter a unique ID of the cluster.

Note: This ID can be up to 16 characters long with hyphen and
underscore.

Note: The default Cluster ID is defaultcluster.

Management IP * Set avalid IPv4 address at the same subnet.
Note: The default Management IP is 192.168.1.1.

Note: The IP must not be in the same subnet with A-NM
(192.168.99.X/24).

Management Netmask * Setavalid IPv4 netmask at the same subnet.

Note: The default Management netmask is 255.255.255.0.
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Security Option

Wireless Encryption Key

* Define a unique security key for the wireless links.

Note: The default Wireless Encryption Key is defaultkey.

Management Secret

* Define a unique secret for the communication between the A-
NM and nodes.

Note: The default Management Secret is password.

A Warning! The Management IP must not be in the same subnet with the A-NM (192.168.99.X/24).

Warning! The A-NM will not apply the cluster-wide configuration changes to unmanaged devices.
Please make sure that all the desired nodes are on the managed device list before proceeding
with any changes. Otherwise, the A-NM will lose the control of the unmanaged devices, resulting

in an isolated network.

To configure the cluster-wide setting

1) Click ﬂ at the top menu to go to the Cluster Configuration page.

2) Make changes of the settings.

Note: You can click RESET to clear the unsaved changes.

3) Click SAVE to apply the changes.

4) Click PROCEED to confirm the action.

Confirmation

ALL

to ALL

CANCEL PROCEED

Figure 5.16B — Confirm the configuration process

5) A loading bar will appear at the top of the interface. A saving message will stay until the

process completes and the result box pops up.
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B X% Q Project A 3 0 8 0

Cluster Configuration
Configure settings for all the nodes in cluster

Note:

© General Settings
United States v Change Country Setting
ClusterA

192.168.1.100

255.255.252.0

Saving cluster configuration... X

Figure 5.16C — Appling the configuration

6) Click REDIRECT TO CLUSTER TOPOLOGY in the pop-up box.

Note: Device(s) will reboot after this process, please wait until the process is completed.

Note: The Management IP of the project will be updated automatically.

Save Configuration Successfully

ALL dev

CusterID_A
agement IP: 192.168.1.1
sme 255.255.255.0

RETURN TO MESH TOPOLOGY

Figure 5.16D — Save configuration successfully
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To change the country of the cluster

1) Click ﬂ at the top menu to go to the Cluster Configuration page.
2) Check the Change Country Setting checkbox.

3) Read the Disclaimer.

Disclaimer

All the

s the installer's

mplian: 1 the
er limitatic
tdoor restrictions

ise harmful
interfe

All radio settings will be reset when the country setting is changed

Login Password

CANCEL CONTINUE

Figure 5.16E — Disclaimer

4) Enter the sign in password to enable the function.

5) Choose the appropriate country.

Warning! User is responsible to ensure the device(s) operations are in compliance with the local
country regulations of radio channel and output power limitations, Dynamic Frequency Selection (DFS)

and indoor/outdoor restrictions. Failing to do so may result in illegal operation and may cause harmful
interference to other radio communications.

6) Click SAVE to apply the changes.

A Note: You can click RESET to clear the unsaved changes.

Warning! All radio settings will be reset when the country setting is changed.

7) Click PROCEED to confirm the action.

Confirmation

to ALL
ALL f

CANCEL PROCEED
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Figure 5.16E — Confirm the configuration process

8) A loading bar will appear at the top of the interface. A saving message will stay until the

process completes and the result box pops up.

B X% Q Project A 3 0 8 0

Cluster Configuration
Configure settings for all the nodes in cluster

Note:

© General Settings
United States
ClusterA

192.168.1.100

255.255.252.0

Saving cluster configuration... X

Figure 5.16F — Appling the configuration

9) Click REDIRECT TO CLUSTER TOPOLOGY in the pop-up box.
Note: Device(s) will reboot after this process. Please wait until the process is completed.

Note: The Management IP of the project will be updated automatically.

Save Configuration Successfully

ALL de

CusterIiD_A
t1P: 192.168.1.1
255.255.255.0

RETURN TO MESH TOPOLOGY

Figure 5.16G — Save configuration successfully
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5.16.1. Cluster Configuration Mismatch

The A-NM will check the cluster settings consistency of all the managed nodes in the cluster. A
Configuration Mismatch warning will be shown if the A-NM detects different settings with the host
node (e.g. Country, Management IP and Management netmask).

Note: You should synchronize the cluster settings of all the managed nodes in the cluster to keep
the consistency of the configuration.

Note: You can ignore the warning if you want to set new cluster settings. Simply make the changes
and save it to overwrite the settings.

To synchronize the mismatched cluster configuration

1) Click ﬂ at the top menu to go to the Cluster Configuration page.

2) Check mismatched details at the Configuration Mismatch dialog box.

Configuration mismatch

The cluster configuration of the following nodes are different form the Host Node. Choose SYNC to overwrite the
mismatched configuration

@ Expected Configuration @ Mismatch Configuration

Node-C (64:9A:12:23:51:80), HOST NODE
Cluster ID: ClusterID_A, Country: Hong Kong SAR , Management IP: 192.168.1.142, Management Netmask: 255.255.255.0

Node-B (64:9A:12:00:3C:60)
Management IP: 192.168.1.150 , Management Netmask: 255.255.252.0

Node-A (64:9A:12:22:36:60)
Management IP: 192.168.1.150 , Management Netmask: 255.255.252.0

e 0

CANCEL SYNC

Figure 5.16H — Configuration Mismatch dialog box

3) Click SYNC to synchronize the cluster configuration to the managed nodes at the cluster.
4) A loading bar will appear at the top of the interface. A saving message will stay until the

process completes and the result box pops up.
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B X% Q Project A 3 0 8 0

Cluster Configuration
Configure settings for all the nodes in cluster

Note:

© General Settings
United States v Change Country Setting
ClusterA

192.168.1.100

255.255.252.0

Saving cluster configuration... X

Figure 5.161 — Appling the configuration

5) Click REDIRECT TO CLUSTER TOPOLOGY in the pop-up box.

Note: Device(s) will reboot after this process, please wait until the process is completed.

Note: The Management IP of the project will be updated automatically.

Save Configuration Successfully

ALL dev

CusterID_A
agement IP: 192.168.1.1
sme 255.255.255.0

RETURN TO MESH TOPOLOGY

Figure 5.16J — Save configuration successfully
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5.17. Cluster Maintenance

The Cluster Maintenance section contains administrative options, including Firmware Upgrade,
System Restart, Configuration Backup, and Configuration Restore.

5.17.1. Cluster Firmware Upgrade
The Cluster Firmware Upgrade helps you to upgrade all nodes on the managed device list.
When you upgrade the firmware for the mesh network, the A-NM will copy the new firmware file to

all the managed nodes in the cluster.

B X % Project A 3 0 8 0

Cluster Maintenance
Deal with all sorts of maintenances for every node of cluster

© Firmware Upgrade

Note:

mware distridution and upgrade result confemation

o Select fimware file (.bin) @

Hostname 4
Reachable
Reachable

Reachable

Figure 5.15.1A — Cluster Firmware Upgrade user interface

To upgrade a cluster
1) Download the latest firmware file from partner portal before launching the A-NM.
2) The status of all nodes on the managed device list will be shown in a table. Check if all nodes
are reachable with hostname, model and version information shown properly. An empty
entry denotes an unreachable node.

Note: The upgrade will only proceed when all managed devices are reachable.

3) Click to upload the firmware file.

4) Select the firmware file.
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Note: You can click Reset to clear the selected firmware file

a08S-v1.0.926-dev-254665b5-X30-sysupgrade.bin, 21.13mb

Figure 5.15.1B — Upload the firmware file

5) Click UPGRADE.
6) Click Proceed and wait for the checking progress.
Note: The A-NM will verify the firmware file by checksum and the upgrade will not start with

corrupt or invalid firmware file.

Cluster firmware upgrade

Please DO NOT t .
2. Please DO NOT nav ale 1 the ages in the aNM
CANCEL PROCEED
g Figure 5.15.1C —Start the firmware upgrade process

Warning! Do not turn off any devices during the upgrade to avoid disruption.

7) Double confirm the firmware file and click OK.

Note: Please wait for the upgrade process as it takes some time to complete.

Confirm - cluster firmware upgrade
v1.0.926

CANCEL OK

Figure 5.15.1D — Confirm to firmware upgrade process

8) Aloading icon will appear until the process completes and the result box pops up.
9) Click RETURN TO CLUSTER TOPOLOGY and you will see the nodes and links when devices

reboot is completed.
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Note: Please wait for the reconnection of nodes as all the devices will reboot after the

firmware upgrade.

Cluster firmware upgrade success

CANCEL RETURN TO CLUSTER TOPOLOGY

Figure 5.15.1F — Cluster firmware upgrade success

8 & 2} Project A 308 0

Figure 5.15.1G — Waiting for the reconnection of the nodes
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5.17.2. Cluster System Restart

The Cluster System Restart feature can reboot all managed nodes in the cluster without changing
any settings. This single action saves you the time of going to each node and rebooting them one by

one.

B X & Project A 3 0 &8 0

Cluster Maintenance

Deal with all sorts of maintenances for every node of cluster

© System Restart

Note:
1. Please DO NOT tur off ¢

64:9A:1222:36:60 X33 v1.0.926 Reachable
Reachable

64:9A:12:23:51:80 X33 v1.0.926 Reachable

C REFRESH () REBOOT

Figure 5.15.2A — Cluster System Restart user interface

To reboot a cluster
1) The status of all nodes on the managed device list will be shown in a table. Check if all nodes
are reachable with hostname, model and version information shown properly. Resolve any
unreachable nodes.
Note: The reboot will only proceed when all managed devices are reachable.
2) Click REBOOT and wait for the reboot process to complete.

3) Go to Cluster Topology to review the connection status of the cluster.

5.17.3. Cluster Configuration Backup

The Cluster Configuration Backup feature helps to backup the configuration of all the managed
nodes in the cluster using a single file. The backup file can be used to restore configuration using the

Cluster Configuration Restore feature.

The backup file is encrypted. You cannot read or make changes to the file.
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B X & Project A 3 ® 8 0

Cluster Maintenance

Deal with all sorts of maintenances for every node of cluster

© Firmware Upgrade © Configuration Backup

Note:
1. Piease DO NOT

Reachable

X33 v1.0.926 Reachable

X33 v1.0.926 Reachable

¢ e

Figure 5.15.3A — Cluster Configuration Backup user interface

To backup a cluster
1) The status of all nodes on the managed device list will be shown in a table. Check if all nodes
are reachable with hostname, model and version information shown properly. Resolve any
unreachable nodes.

2) Click BACKUP.

3) You can find the backup file at Download or the selected location on your computer.

ClusterlD_A_
2018-08-10.c
onfig

Figure 5.15.3B — The backup file

5.17.4. Cluster Configuration Restore

The Cluster Configuration Restore feature helps to apply the backup file to the cluster that has the
same managed nodes with the same firmware version as the backup file.

As the file backup all the configuration of the whole cluster, you can choose to restore cluster-wide
configuration only or restore all configuration, including node configuration.
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8 X & Project A 3 ® 8 0

Cluster Maintenance

Deal with all sorts of maintenances for every node of cluster

© Configuration Restore

Note:

Hostname 4

64:9A:11222:36:60 X33 v1.0.926 Reachable

X33 v1.0.926 Reachable

X33 v1.0.926 Reachable

Figure 5.15.4A — Cluster Configuration Restore user interface

Warning! The backed-up configuration file can only be applied to the managed nodes from
which they were copied, i.e. with the same MAC address.

To restore a cluster

1) Prepare a backup file of the cluster generated by Cluster Configuration Backup.

ClusterlD_A_
2018-08-10.c
onfig

Figure 5.15.4B — The backup file

2) Go to the A-NM. The status of all nodes on the managed device list will be shown in a table.
Check if all nodes are reachable with hostname, model and version information shown
properly. Resolve any unreachable nodes.

Note: The restore will only proceed when all managed devices are reachable.

3) Click to upload the backup file.

4) Select the backup file.
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ClusterID_A_2018-08-11.config, 2104bytes

Figure 5.15.4C — Upload the backup file

5) Click RESTORE.
Note: Please make sure that all the managed nodes are reachable.

6) Select the appropriate option and click PROCEED.

Configuration restore

(® Restore cluster configuration ONLY

(O Restore BOTH cluster and node configuration

CANCEL PROCEED

Figure 5.15.4D — Select the restore option

Warning! When the restore involves a country code change, all channel-related configurations will

A be lost. The user is required to read and acknowledge a disclaimer with the sign-in password to be
able to proceed with the restore.

Warning! User is responsible to ensure the device(s) operations are in compliance with the local
A country regulations of radio channel and output power limitations, Dynamic Frequency Selection

(DFS) and indoor/outdoor restrictions. Failing to do so may result in illegal operation and may cause
harmful interference to other radio communications.

Note: You can click CANCEL if you do not want to change the country setting.

Warning: Channel related settings will not be restored

The user is t
rules. Failin result in n se harmful

interferenc

All radio settings will be reset when the country setting is changed

Login Password ®
ter L

CANCEL CONTINUE

Figure 5.15.4E — Disclaimer for restore involves a country code change

Page 89 of 99
Copyright © 2019 Anywhere Networks. All rights reserved.



Anywhere Node Manager User Manual

7) Wait for the restore process to finish and click RETURN TO CLUSTER TOPOLOGY.

Note: Device(s) will reboot after the process

Cluster configuration restore success

ster configuration restore success. Please wait patiently for ALL device

RETURN TO CLUSTER TOPOLOGY

Figure 5.15.4F — Cluster configuration restore success

8 o 2 Project A 308 0

Figure 5.15.4G — Waiting for the reconnection of the nodes

Copyright © 2019 Anywhere Networks. All rights reserved.

Move to Cluster Topology page and wait for the reconnection of nodes.
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6. Troubleshooting

6.1.A-NM Installation Issues

6.1.1. Computer already installed “Docker for Windows”

Make sure that you uninstall the “Docker for Windows” and disable the Hyper-V option if you have
“Docker for Windows” installed on your computer.

1) Click the Start E menu.

2) Enter Control Panel and select Control Panel from the results.

= B 0O <3 Filters \/
Best match
@

=) Control Panel
= Desktop app

Apps

[E] Settings

& Remote Desktop Connection
Run

Photos (1+)

Documents (1+)

@ Settings (4+)

£ Conf

Figure 6.1.1A — Control Panel at Start Menu

3) Click Programs.

~~ Programs
") Uninstall a program

Figure 6.1.1B — Programs option at Control Panel
4) Click Programs and Features.

~ Programs and Features
Uninstall a program 9 Turn Windows features on or off = View installed updates

Run programs made for previous versions of Windows How to install a program

Figure 6.1.1C — Programs and Features at Programs option

Page 91 of 99
Copyright © 2019 Anywhere Networks. All rights reserved.



Anywhere Node Manager User Manual

5) Select Docker for Windows and click Uninstall.

6) Follow the instruction of the uninstall wizard.

7) Click the Start E menu.

8) Enter Control Panel and select Control Panel from the results.

-} D 233 Filters \/
Best match
@

ﬂ Control Panel

- Desktop app
Apps
[E] Settings
& Remote Desktop Connection
Run
Photos (1+)
Documents (1+)

E Il Settings (4+)

£ Conf

Figure 6.1.1D — Control Panel at Start Menu

9) Click Programs.

~. Programs
) Uninstall a program

Figure 6.1.1E — Programs option at Control Panel
10) Click Programs and Features.

~ Programs and Features
[' Uninstall a program 9 Turn Windows features on or off View installed updates

Run programs made for previous versions of Windows How to install a program

Figure 6.1.1F — Programs and Features at Programs option

11) Click Turn Windows features on or off at the left-hand menu.
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Control Panel Home

View installed updates

& Tumn Windows features on or
off

Figure 6.1.1G — Turn Windows features on or off

12) Uncheck Hyper-V and click OK.

(B Windows Features - a X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

‘ : ell Launcher N
l @ [ | Hyper-v
orer 11

® (M) Intemet Information Services
[C]  Intemet Information Services Hostable Web Core
@ [J  Legacy Components
® Media Features
= (@]  Microsoft Message Queue (MSMQ) Server
= (@]  Microsoft Message Queue (MSMQ) Server Core
[/ MSMQ Active Directory Domain Services Integration
[ | MSMQHTTP Support
) | MsMQ Triggers
[ | Muiticasting Support
] | MSMQ DCOM Proxy
Microsoft Print to PDF
MultiPgint Connector
Print and Document Services
RAS Connection Manager Administration Kit (CMAK)
Remote Differential Compression APl Support
RIP Listener
Simple Network Manag: t Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc) v

[ox ][ comcer |

Figure 6.1.1H — Uncheck Hyper-V

®

®

Do0ROmOR

13) Restart the computer.

14) Follow the instruction to DockerToolBox (see page 12) and A-NM (see page 15).
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6.2.System Issues

6.2.1. Forget the A-NM sign in password

You must uninstall the A-NM and install the Configuration again if you forget the sign in password.

1) Uninstall the A-NM (see page 17)

2) Install the A-NM again (see page 15)

6.2.2. Cannot access a project
e Please check the PWR, ETHO and ETH1 LED of the host node are ON.

e Please make sure the port forwarding is enabled according to the requirement (see page 11).

e Please make sure that the PC with the A-NM can access the IP address of Host Node through

ping.

e If the PC cannot access the IP address of Host Node, please check the PC and the nodes are at

the same subnet (see page 19).

6.2.3. Configuration Restore failed
Cluster Configuration Restore

Configuration Restore fails when the system detects the mismatched managed device list at the
project. Please make sure that the managed devices at the project are the same with the backup file
as the A-NM will check the MAC address of all the managed device.

Node Configuration Restore

Configuration Restore fails when the system detects the mismatched model. Please check that the
model and firmware version of the node must be the same with the backup file.
6.2.4. Recover an isolated network

An isolated network is where the remote nodes become unreachable. As in Figure 6.2.4B, A-NN-B
and A-NN_C become isolated.

& e o

P2 A P
(Host Node) 2.8
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Figure 6.2.4B — Isolated Network

Please refer to the following best practice for a step-by-step guide on how to recover an isolated
network with the original network using the A-NM.

Please make sure that you have the network plan with all the setting of the nodes including Cluster
ID, Management IP, Management Secret and the channels.

1) Use Ethernet Cable to directly connect the PC with A-NM to the isolated device (e.g. A-
NN_C).

Note: Make sure that the IP address of the PC is in the same subnet with the connected

device (see page 19).

2) Signinthe A-NM.

3) Click Project Management (see page 31).

4) Create a new project for that network.

Note: Use the management IP of the isolated devices.

Choose Project from the List X
P )
i v X
e 7/
e /
e 7
< BACK CONNECT >

Figure 6.2.4D — Create project

5) Connect the project.

6) Add the node into Managed Device List (see page 37).

7) Configure the cluster-wide configuration (see page 76) and node configuration (see page
55) of the nodes according to the network plan.

8) Wait for the reboot or reconnection of the nodes.

9) Switch the project to the original project (see page 43).

10) Go to the Managed Device List and add the new devices into the list (see page 37).

11) Repeat all the steps again if there are more than one isolated device.
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6.2.5. Discover unknown devices at the project

If the A-NM discovers unknown devices and shows them at the Cluster Topology, you need to check
if the devices are valid or not.

Unmanaged device(s) found

CANCEL

Figure 6.2.5A — Unknown unmanaged device found

1) Click OK to go to Managed Device List.

< Managed Device List

c e
Choose device(s) as managed devices. Cluster-wide activities will apply to all managed devices. 3
O Hostname
0O 8 X3165100007 X33 64:9A:112.00:3C:60 00¢.00h:33m ¥1.0.931 Reachable [
0O c* X3174500097 X33 649A:12:23:51:80 000:03h:49m ¥1,0.931 Reachable
O X33 X3165100006 X33 64:9A:12:22:36:60 00¢:03h:49m v1.0.931 Unmanay ged ©
* Host Node -

Figure 6.2.5B — Managed Device List

2) Verify the device list with the Serial Number / MAC.
a. Ifitis your device, please add it into the managed device list.

b. Ifitis not, please do not add it to the managed device list.

3) Click ﬂ to go the Cluster Configuration to check the settings of your cluster.
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B % Q Project A 3 0@ 0

Cluster Configuration
Configure settings for all the nodes in cluster

Note:

© General Settings
United States
defaultcluster

192.168.1.1

255.255.252.0

Figure 6.2.5C — Cluster Configuration

4) Change your own cluster-wide configuration to avoid using the default settings.

5) Click SAVE to apply the changes.
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7. Appendix

7.1. Default Settings of A-OS Device

Cluster Configuration

Country

United States

Cluster ID

defaultcluster

Management IP

192.168.1.1

Management Netmask

255.255.255.0

Wireless Encryption Key

defaultkey

Management Secret

password

Radios Configuration

Radio 0 Radio 1 Radio 2
Status Enable Enable Disable
Radio Filter Disable Disable Disable
Radio Channel 36 48 44
Channel Bandwidth 20MHz 20MHz 20MHz
Transmit Power 3 3 3
Distance Auto Auto Auto

Copyright © 2019 Anywhere Networks. All rights reserved.
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-End of User Guide-
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