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Copyright and Disclaimer

Copyright © 2021 6SS L.L.C.

Disclaimer

The information provided in this document is intended for general information purposes only. 6SS believes
the information is provided in good faith in this publication and it is accurate.

The information is subject to change without notice.

Any risk arising from the use of this information rests with the recipient, 6SS makes no representations or
warranties of any kind with respect to the information in this publication, and specifically disclaims implied
warranties of merchantability or fitness for a particular purpose. Use, copying, and distribution of any 6SS
software described in this publication requires an applicable software license.



Introduction

iMonitor is a software/hardware monitoring tool developed by 6SS software
engineers in order to simplify the monitoring process of multi sites which is usually
done by security officers.

The application allows the automation of alarms in case of any failure, shutdown,
breach, unauthorized access, etc. on the hardware, software, and network sides.

iMonitor includes system dashboards with live monitoring data for all/each site
such as sites’ status with CPU and Memory levels, services and programs installed,
sites configuration summary, camera operation and recording status, as well as
customer ready reports including inventory report, device and recording report,
recording servers report, and configuration report.

Reports and dashboards are fully customized in terms of layout, colors, display, or
any requested visual report.



iMonitor® Main Features

Server monitoring
Environmental monitoring
Network access monitoring
Network devices monitoring
Network switches monitoring
High availability

Alarms

Reporting
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Intelligent video analytics (IVA) ability to monitor and monitoring/reporting



Getting Started

System Requirements

e Windows OS 8.1 or above
e iMonitor Application
e Dot net FrameworkV 4.7.2

Quick Start

e Read Best Practice section before installation.

e Microsoft SQL Server Management Studio installed.

e Named pipes and TCP/IP protocols must be enabled, and set TCP/IP
properties to use the PC IPV4 and TCP port 1433.



Best Practice

Sites Servers should be identical in terms of time, date format, Microsoft SQL
server TCP/IP configuration.



SQL Server Configuration

SQL Server Configuration Manager Configuration

Open SQL server configuration manager expand SQL Server Network
Configuration > Protocols for SQLEXPRESS: enable Named Pipes and TCP/IP.

ﬁ 5ql Server Configuration Manager

File Action View Help

= zn(=H
‘@ S0L Server Configuration Manager (Local) Protocol Mame Status
B SQL Server Services ) ) || % Shared Memory  Enabled
E_ SQL Server Network Configuration (32bit] .
SOL Mative Client 11.0 Configuration (321 ¥~ Named Pipes Enabled
= ' J ¥ TCR/IP Enabled

» _E_ 30L Server Metwork Configuration
B Protecols for SOLEXPRESS
» .. S0L Mative Client 11.0 Cenfiguration

Right click TCP/IP > Properties: select IP Addresses tab.
In the IP2 field set IP Address to the local IP address and TCP Port to 1433.
And in the [PAIl field set TCP Port to 1433.

TCP/IP Properties ? >
Protocol  IP Addresses
S -
Active Yes
Enabled Mo
IP Address feld0:753b:bfferaleb:93c5%11
TCP Dynamic Ports ]
TCP Part
B ipz
Active Yes
Enabled Mo
TCP Dynamic Ports ]
TCP Part 1433
B ip3
Active Yes
Enabled Mo
IP Address =1
TCP Dynamic Ports ]
T D Dt R
IP Address
IP address
(04 I | Cancel | Apply Help




iMonitor® Setup
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IMonitorSetu
P

First open the copied file received and double click to start the installation. The
setup wizard opens, click Next to continue.

ﬁ iMonitor — pod

Welcome to the iMonitor Setup Wizard A

The installer will guide vau thraugh the steps required to ingtall ik onitor on pour computer.

WAARMIMG: This computer program is protected by coperight law and international treaties.
IIhautharized duplication ar digtribution af this program, ar any partion of it, may result in severe civil
ar criminal penalties, and will be progzecuted to the maximum extent pozzible under the law.

< Back Cancel



73 iMonitor — x
Specify SQL Server Name P
this dialog allows wou to specify SOL Server name for the iMonitor plugin.

Sgl Sever Name
localhost

73 iMonitor — >
Specify Milestone Server Name [P
thiz dialog allows wou to specify Mileston Server name for the iMonitor plugin.

tilestone Mame
localhost




jﬁl iMonitor - pod

Select Installation Folder |

The installer will install ikonitor ta the following folder.

Ta inztall in this folder, click "Mext". Ta install bo a different folder, enter it below or click "'Browse'".

Eolder:

C:hikd amitars, Browsze. .

Digk, Cozt...

Install iMonitar for yourself, or for amyone who uses this computer:

() Everyone
(®) Just me
< Back Cancel
jﬁl iMonitor — hod

Confirm Installation |

The installer iz ready to install iMonitor on your computer.

Click "Mext' to start the installation.

< Back Cancel



The wizard will guide you through the installation steps from the default
installation folder to specifying the SQL server name used to install iMonitor

service till the installation completion of the application along with a shortcut
created on the desktop.

ﬁ iMonitor — pod

Installation Complete A

itdonitar haz been succeszsfully installed.

Click "Cloge" to exit.

Pleaze use “Windows Update to check for any critical updates to the MET Framework.

< Back Cancel



iMonitor® Application

Launch iMonitor application from the shortcut created on the desktop.

iMonitor

Health Check ~ SNMP ~ Maintenance Settings

RESET CHANGES

® 2021 All rights reserved. Designed by 6SS




Adding Sites

e To add Milestone sites select Settings > iMonitor, you will get the list of available
sites on a grid table, Click on + button to add new Site, Fill the server IP
Address, Name, specify if it's Main or Child site, and the IP Address of the SQL
Server > click Add.

iMonitor

) Add New Site
Configuration

Show 10 v entries
| 192.168.1.107

| site 1

Showing 0 to 0 of 0 entries | 192.168.1.107

e C(lick Health check > Home: you will see the sites you have added in a graphical
tree with their status Up (green) / Down (red).




e C(lick + on each site icon to see al servers and devices (Cameras, Microphones,
Speakers...) in each site with their status.

1| iMonitor

e (lick Health Check > Status: you have 3 options (All, Online, Offline) to filter the
tree to show active or inactive sites.

.| iMonitor




Generating Reports

e C(lick Health Check > Reports > Sites, you will get overview about the sites: grid
displays sites information (IP, Name, and Availability) and pie chart displays

online/ offline sites statistics.
iMonitor

e C(lick Health Check > Reports > Devices, you will get overview about the devices:
grid displays Devices information (Name, Description, type, URL, Mac Address,
enabled, Hardware name, Recorder name, Detected model, Login ID, Storage

name and storage path), you can filter to display devices per site.
iMonitor




e C(lick Health Check > Reports > Recording, you will get overview about the
Recording servers: grid displays Recording servers information (Name,
description, enabled, Active, Last modification date, host name, time zone,
Multicast server address, Driver name), you can filter to display Recordings per

site.
iMonitor

e C(lick Health Check > Reports > Inventory, you will get overview about the
devices' inventories: grid displays inventories information (Detected mode,
devices number), you can filter to display inventories per site,

Pie chart displays statistics about the inventories.
iMonitor

A5 P1344 Metwork Camesa
NS

AXIS P1354 Fired Netwark Camera

LS 1 35 etveerk Camera: |




Click Health Check > Reports > Services, you will get overview about the
Services and its status (running, stopped or pending): grid displays services
information (Service name, Service address and status), you can filter to display.
services per site.

iMonitor
Heakh Check = ENMP - Mamnlenance Selings

Services

(a] Miesinne XProlect Reconding Server
Miieslone XProbect Log Server

=] Miestons XProtect Event Seiver

Showing 110 4 of 4 entries

© 2021 All nghts reserved Designed by 655

To change service status, select the service check box on the grid and press on
the ... button above > select the new status and click Change.

iMonitor

Services

ZAG PM r

i




e C(lick Health Check > Reports > Camera, you will get overview about the
Cameras:
- Operation: grid displays cameras operation information (Camera name,
operations, and operation time) and pie chart displays statistics about
operating / not operating camera.

iMonitor

Cameras

AXIS M504 PTZ Dome
Network Camesa
(152 168,15 59) - Camera 1

a5 P1354 F oed Network.
Camera (192 168 15 50) -
Camesa 1

Ehowing 1 10 10 of 16 eniries

- Recording: grid displays cameras and its recording status (Recording / not

recording) with pie chart displays recording statistics.
.| iMonitor

Cameras

Camera Operation




- Camera status: Lists the available cameras and show if it is enabled or

disabled, and chart show it in statistics.
iMonitor

Camera Enabled

AXES 5014 PTZ Do Network Camera (192 168 15 59)
Camera 1

A PI344 Network Cameta (152.168.15.13) -

AXIS 1354 Fieed Network Camers (192 160,15 50) - Camesa 1

AXS P1355 Network Camera (152 168 15 55) - Camera 2

Click Health Check > Reports > System Monitor, click programs you will get
overview about the Programs installed on the sites:

iMonitor

Microson VES Wiler for SOL Server 2019




e C(lick Health Check > Reports > System Monitor, click Milestone services you will

get list of Milestone services installed on the sites:
iMonitor

System Monitors

Showing 110 4 of 4 eniries

e Select a site from the dropdown list, bottom Performance appears, click
Performance, it will display chart for the CPU and Memory usage of the

selected site.
1| iMonitor

System Monitors

Memory GB




SNMP Settings

e (o to Settings -> SNMP: you can add devices (Enviromux-2D, IDrac, Switches,

and Radius servers) which is configured to send SNMP message.
iMonitor

SNMP

192 16

A5 160,100 24

SAB001ES Seab-4n30 Gabs 8T0sacde2n19

a4 ard

After adding the devices you can see the received SNMP messages from each
device type on the SNMP tab.

iMonitor

Shewing 110 3 of 3 entnes




iMonitor

* enines

AT 44330 PN SRR Version 2 TRAP recetved fiom 152 168 100 29—=Gauged? - 12454, OcletStirng -
‘General Trap, Oclet=inng - heyyyy,

Showing 1 1o 2 of 2 enlrie

iMonitor

122020 13220 PM

Showng 110 3 of 3 entn




iMonitor

v enires

SNMP Version 2 TRAP received from S152 168100 50->Gauge32 - 12494, OcietStrng -
General Trap, OoetSiing - Deyyyy.




Adding Automated Rules

e Go tosettings -> automated rules, when selecting a category (device, hardware,
recording servers, passwords and other) you will get list of predefined rules for
each category.

Select the rules you want to add and the site from the sites dropdown list and
click Add Rules.

4] IMonitor




Maintenance plan

e Go to the maintenance tab, select start and end date to filter maintenance plan
and click search, you will get a list of months, click each month to see the
maintenance plan during this month on a calendar.

Maintenance work in Green color is executed or will executed in the future, red
color is for plan not executed.

i iMonitor

Health Check » | SNME~

DEGEMBER 2020




About 6SS

6SS was founded in 2013 with Headquarters in Minnesota, USA. 6SS
is a modern video surveillance and security systems company that
provides complete security solution that you need and deserve, from
Software to Hardware to Professional Services and Training.

All our products will integrate fully with the Milestone VMS. 4

Any Questions?

Please reach out to us if you have
any gquestion or inquiry
Email us at info@B6ss.co

For more information visit:
www.Bss.co

Headqguarters

7725 Bryant Ave N,

Brooklyn Park,

MN 55444 USA

Telephone: +1-651-233-0977
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