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Copyright and Disclaimer
 
Copyright © 2020 6SS L.L.C.
 
Disclaimer
The information provided in this document is intended for general information purposes only.
6SS believes the information is provided in good faith in this publication and it is accurate.
The information is subject to change without notice.
Any risk arising from the use of this information rests with the recipient, 6SS makes no representations or 
warranties of any kind with respect to the information in this publication, and specifically disclaims implied 
warranties of merchantability or fitness for a particular purpose. Use, copying, and distribution of any 6SS software 
described in this publication requires an applicable software license.
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Introduction

6SS Federator® is a Milestone Management Client Plug-in that was developed by 
6SS lead Software Engineers in order to act as an additional layer to Milestone 
XProtect to make the management of Milestone XProtect more efficient and 
simple. 

With Federator plugin you can save hours of time, provide better customer 
support by centralizing all XProtect sites operations, including configuration and 
reporting, in one centralized interface. This eliminates the need to login to each 
site, which can be time consuming especially in a multisite environment and huge 
deployments. 

This Plug-in allows the administrators to manage and configure multiple XProtect 
sites, visualize XProtect with dashboards, and create beautiful customer-ready 
reports.
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Federator® Main Features

Management/Configuration

Copy rules, events and alarms from HQ site to all/selected sites

Enable/Disable rules, events and alarms per site

Delete rules, events and alarms from all/selected sites

Change Camera settings (fps, resolution, codec) for all/selected models and 

apply to all/selected sites

Create/Delete users and roles

Copy time, smart client, management client profiles to all/selected sites

Start/Stop/Restart all/selected Milestone services for all/selected sites

Add/Remove additional sites that do not belong to the federation architecture

Backup/Restore Milestone configuration files for each site including 

Surveillance log database

Remote assistance for federated sites with access privilege

Monitoring
View the added rules, events and alarms for each federated site

View all cameras and detected models per site

View all recording servers with their related hardware per site

View all configured microphones, speakers, metadata, inputs, and outputs

View rules, events and alarms creation log files

View and filter the log file (system, audit, rule-triggered) for all federated sites

View live feed from any camera

Check the recording of devices over all sites including the database, storage 

path, recording start date, recording hours and retain hours

Dashboards and Charts with live statistics for federated sites including sites’ 

status, CPU and memory counter levels, number of configured recording 

servers, cameras, models, device groups, device status, rules and alarms
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Reporting

Device report (Name, Device type, Address, MAC Address, Status, login ID, live 

and recorded stream, etc…)

Hardware Inventory report for all/selected sites

Camera recording report with recording status, database, storage path, 

recording start date, and recording a retain hours.

Recording servers with its related information including recording disk sizes, 

used space and free space report

Milestone configuration reports

Ability to search and filter the reports

Ability to export the reports in Excel/PDF format

6                            



System Requirements

Windows OS 8.1 or above

Microsoft SQL Server 2012 SP1 or above

Milestone XProtect Corporate, XProtect Expert, XProtect Professional+, 

or XProtect Express+ 

Federator® Plugin v1.1.20 or above

Ports must be enabled for TCP/IP (1433), UDP (1434), File and printer 

sharing (SMB-In) (445), File and Printer Sharing (Echo Request - 

ICMPv4-In)

SQL Browser must be enabled and running

Milestone XProtect installed.

Microsoft SQL Server Management Studio installed.

Named pipes and TCP/IP protocols enabled for all sites.

Restart SQL Server Service.

Run the Federator.msi.

Getting Started

Quick Start

  6SS                     Getting Started
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System Introduction

The below figure describes the Federator® architecture which consists of one main 

site and unlimited number of child sites. With the Federator® setup installed on the 

main site you can directly use the Federator® plugin without the need to login to 

the child site for any configuration.
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Federator® Setup

First copy Federator.msi installer  to HQ server or to a dedicated server where 
Microsoft SQL server is installed. Double click on the installer to start the 
installation process. Click Next to continue.

Enter SQL Server name and click Next. The wizard will guide you through the 
steps from the default installation folder to the completed installation along with a 
shortcut created on the desktop.

  6SS                  Federator® Setup

9                        



Federator® Application

Double click on Federator.exe, enter HQ management server and click Connect.

Wait until the configuration is loaded for the first time only.

  6SS                               Federator® Application
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Once loaded, use the Navigation pane to check all the functionalities.
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When adding a child site, you need to specify the user credentials used to connect 
to Milestone Management Server.

Site Configuration

First, navigate to Site Configuration node, and choose to add from the list of 

available sites the ones needed to be configured later within the Federator® plugin.

In case a site is not present within the available sites, try to add it by typing the SQL 

server name along with the SQL instance name in case it is a named instance.
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Choose to backup/ restore Milestone Surveillance and SurveillanceLogServerV2 

configuration files, or remove the site if needed.

The configuration backup files will be saved on C:\FederatorDBBackup and it’s on 

related database folder.

When restoring configuration database, you need to select the database that 

needs to be restored along with the relevant configuration file.
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You will be automatically directed to the relevant configuration path.
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Recording Servers

To view recording servers and its related hardware, navigate to Servers> Recording 

Servers, and select a site from Sites pane. Check also the live feeding for each 

camera configured on the related recording server.

Hardware with a red circle icon  indicates that the hardware is currently disabled.
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Devices

Under Devices node, you can easily check all cameras and their models, as well as 

microphones, speakers, metadata, inputs, and outputs defined under their related 

nodes.

Camera settings can be applied over same models for all/selected sites. Choose 

under Models node the model you want to apply the settings for and right click 

Update Settings. 

Select the targeted sites or keep the default option All Sites. 
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Once successfully updated, navigate to Cameras node and notice the settings (in 

this example 15 frame per second) are changed for the same device model.
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Smart & Management Client Profiles

Smart and management client profiles are configured under Profiles node. Select 

HQ site and right click, copy the desired profile. 

In the copy profile popup form, choose the targeted sites to deploy the selected 

profile for and click Submit.
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Rules & Events

Under Rules and Events node, you can view all the defined rules, events 

(user-defined, analytic, and generic), time profiles, as well as registered logs for 

rules, events, and alarms. 

For rules node, user is able to change the rule name, description, and status 

(active/inactive) for each site, as well as to view the rule definition in clear format. 

 Click save button to reflect the changes.
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To copy a rule from HQ site to federated sites, right click on a rule and choose 

Copy Rule.

In the copy rule window, select the federated sites/All sites for this rule to be 

added for and click Submit.
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A pop up message appears to show the creation status of the rule. In this case, the 

rule was successfully created for all the previously selected site(s).

Under Logs node, track the creation status of rules, events and alarms, and easily 

check the reason for failure (Machine is down, SQL Service not running, or event 

already created).
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Alarms

From Alarms Definition node, easily copy/delete alarms, change enabled status, 

and instructions.

It’s necessary after adding alarm to federated sites to restart Milestone Event 

Server service under Services node.
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Security

Define roles and basic users for federated sites under Security node.

Choose to copy basic user from HQ site using Copy Basic User

For basic user, you need to specify the password for it. Make sure that password 

and repeat passwords fields match, otherwise you will receive an alert message.
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Server Logs

Under Server Logs node, you can easily check the log files (system, audit, 

rule-triggered logs) related to each federated site and from a selected period of 

time as shown below.
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Reports

Device Report
Under Device Report, you can easily check all the devices configured for each site 

and its related information (device type, hardware model, login Id, address, live and 

recorded stream, recording enabled, storage name and path motion enabled, 

etc…). 

Choose to export any report in excel and pdf format. Reports are saved under 

C:\FederatorReports.
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Inventory Report
This report allows users to check all available models for all or single site(s) and per 

model as well. 

Camera Recording Report
Easily check the device recording status, database on which the devices are being 

recorded, as well as the storage path, recording start date, the recording hours till 

date, and the retain hours.

26                               

  6SS                               Federator® Application



Recording Servers Report
Recording server report lists all the recording servers defined under management 

server with their related information (name, description, enabled, active, type, 

ports, version, drive name, media data used, free data, total size, disk write and 

read speed instances, etc…)

27                         

  6SS                               Federator® Application



Services

All milestone services can be started, stopped, and restarted under Services node 

for all sites in parallel or site by site. 
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System Monitor

Under System Monitor, you can easily view and check the system status. Select 

Site Overview under chart type to check the sites’ state, the programs installed, 

the services configured with their related addresses, and current CPU and 

memory counter levels.
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Site Configuration lists all federator sites’ configuration in a glimpse, including 

number of recording servers, models, cameras, inputs, outputs, and rules.

Under Camera Status Overview, instantly check all cameras operating and 

recording status as well as the number of downtime and uptime hours.
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Diagnostics Tool

Launch Milestone diagnostics tool to check and gather diagnostic data for your 

federator sites including (but not limited to) Milestone XProtect® log files, 

Milestone XProtect configuration data, Microsoft Windows system information, 

etc.
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Configuration Report

Export configuration report for each site in pdf format. Select from the reports 

tree view the nodes to be listed within the report and click the Export button.
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Remote Assistance

Federator provides as well Remote Assistance windows feature directly 

embedded into the plugin in order to assist any site not limited to the federator 

sites list. 

With Windows Remote Assistance you can help any site experiencing computer 

trouble on their Microsoft Windows system, or you can just show them how to do 

something right from where you’re sitting. 
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Frequently Asked Questions

How to enable Named pipes and TCP/IP protocols?

FAQ

Go to Windows Start screen and navigate to Microsoft SQL Server folder and click 
on SQL Server Configuration Manager.

Navigate to SQL Server Configuration Manager > SQL Server Network 
Configuration > Protocols for <machine instance>

Double-click Named Pipes. The Named Pipes Properties screen appears. From 
Enabled, select Yes. Then click OK.
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From SQL Server Management Studio, restart the server instance.
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How to find SQL server instance name?

There’s lot of ways to obtain SQL instance name.
Option 1:
Launch the SQL Server Configuration Manager.
Go to Start > Microsoft SQL Server > SQL Server Configuration Manager. Locate 
the running MS SQL Server instance name (circled below in red). This is what you'll 
need to enter in the record.



Option 2:
Launch windows Services app.
Go to Start and search for services. Locate the running SQL Server instance name 
(circled below in red). This is what you'll need to enter in the record.
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What user privileges are needed to install Federator?

Before installing Federator application, you need to make sure that the user used 
to install SQL Server and Milestone XProtect product is a member of 
administrators and IIS_IUSRS groups.

Some privilege access errors might occur while using Federator, especially if you 
are in a workgroup environment and SQL Server and Milestone services are 
installed with a local user.
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Reason: 
User Account Control (UAC) is turned on the federated sites.
Resolution: 
Search for UAC from windows search to open Change User Account Control 
Settings.
Then, select "Never notify" to disable UAC
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Now turn off UAC via registry by changing the DWORD "EnableLUA" from 1 to 0 in 
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\
system".

You will get a notification that a reboot is required. After the reboot, UAC is 
disabled.
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