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Copyright and Disclaimer

Copyright © 2020 6SS L.L.C.

Disclaimer

The information provided in this document is intended for general information purposes only.

6SS believes the information is provided in good faith in this publication and it is accurate.

The information is subject to change without notice.

Any risk arising from the use of this information rests with the recipient, 6SS makes no representations or
warranties of any kind with respect to the information in this publication, and specifically disclaims implied
warranties of merchantability or fitness for a particular purpose. Use, copying, and distribution of any 6SS software
described in this publication requires an applicable software license.



Introduction

6SS Federator® is a Milestone Management Client Plug-in that was developed by
6SS lead Software Engineers in order to act as an additional layer to Milestone
XProtect to make the management of Milestone XProtect more efficient and

simple.

With Federator plugin you can save hours of time, provide better customer
support by centralizing all XProtect sites operations, including configuration and
reporting, in one centralized interface. This eliminates the need to login to each
site, which can be time consuming especially in a multisite environment and huge
deployments.

This Plug-in allows the administrators to manage and configure multiple XProtect
sites, visualize XProtect with dashboards, and create beautiful customer-ready

reports.



Federator® Main Features

Management/Configuration

Copy rules, events and alarms from HQ site to all/selected sites
Enable/Disable rules, events and alarms per site

Delete rules, events and alarms from all/selected sites

Change Camera settings (fps, resolution, codec) for all/selected models and
apply to all/selected sites

Create/Delete users and roles

Copy time, smart client, management client profiles to all/selected sites
Start/Stop/Restart all/selected Milestone services for all/selected sites
Add/Remove additional sites that do not belong to the federation architecture
Backup/Restore Milestone configuration files for each site including
Surveillance log database

Remote assistance for federated sites with access privilege

Monitoring

® View the added rules, events and alarms for each federated site

e View all cameras and detected models per site

e View all recording servers with their related hardware per site

e View all configured microphones, speakers, metadata, inputs, and outputs

e View rules, events and alarms creation log files

e View and filter the log file (system, audit, rule-triggered) for all federated sites
e View live feed from any camera

e Checkthe recording of devices over all sites including the database, storage

path, recording start date, recording hours and retain hours
Dashboards and Charts with live statistics for federated sites including sites’
status, CPU and memory counter levels, number of configured recording

servers, cameras, models, device groups, device status, rules and alarms



Reporting

® Device report (Name, Device type, Address, MAC Address, Status, login ID, live

and recorded stream, etc...)

e Hardware Inventory report for all/selected sites

e Camera recording report with recording status, database, storage path,

recording start date, and recording a retain hours.

® Recording servers with its related information including recording disk sizes,

used space and free space report

® Milestone configuration reports

® Ability to search and filter the reports

e Ability to export the reports in Excel/PDF format

Navigation Sites

[l servers "
B Recording Servers

f @ PLUTOB\SOLEXPRESS

[ Devices
- Cameras
- Models
& Microphones
o speakers
4 Metadata
£ Input
£ Output
2= Profiles
[EJ Smart Client Profiles
) Management Client Profiles
1] Rules and Events
El Rules
Bl Time Profiles
W nNotification Profiles
I User-defined Events
F Analytic Events
1 Generic Events
I Logs
| Alarms
1" Alarms Definition
& security
# Roles
& Basic Users

= ServerLogs
[5 Reports
L Devices
E Inventory
3 Camera Recording
= Recording Servers
i services
il System Dashboard
-7 System Monitor
-4 Diagnostics Tool
& Configuration Reports

Device |Select Al w|  Device type [Selectall v|  staws [selemal v m
[Dbevice Device Name Description Device Type Address Machddress Enabled [CHardware HardwareName  IDRecorder RecorderName  Hor

hite://152.168.10... 0040BCDEGESE

1a5e4ab8-5bl6-... AXIS P1353 Netw.. -GDB6-... PLUTOR

XIS M1054 Net. 1f44e3a-8112-4.. A t 3225F52-9D85-... PLUTOB

c26e2.. AXIS P1353 Netw... 1]] laSedab8-0bl6-... AXIS P1353 Netw.. 03225F52-9DB6-.. PLUTOE PLL|

29..  AXIS M1054 Net... 1f44e3af-all2-4.. AXIS M1054 Net...

4Bafca... AXIS M1054 Net. 1f44e3af-a112-4.. AXIS M1054 Net.. 03225F52-8DB6-.. PLUTOB PLL

2c366.. AXIS P1353 Netw...

B 1pf 210 004 5 1a5e4abB-Sb15-.. AXIS P1353
b 135843089016, AXIS P1353 Netvi. 03225F52-2DBE-. PLUTOS PLL

1f44e3af-a112-4.

htip:/f192.168.10... O040BCEBG2BF 1f44e3af-3112-4. . AXIS M1054 Met.. 03225F52-9DB6-.. PLUTOE PLL

PLUTOZ

f560a1... AXIS M1054 Net... $ hitp://192.168.10... D0408CEBG2BF 1f4de3af-all2-4.. AXISM1054 Net.. 03225F52-SDB6-.. PLUTOZ PLL

1a5edab8-0h16-

08164... AXIS P1353 Netw... @

laSedab8-0bl6-... AXIS P1353 Netw.. 03225F52-9DB6-.. PLUTOE PLL

29f594... AXIS P1353 Netw @ hitp://192.168.10... DO40BCDESESS 1a5edabB-9b16-.. AXIS P1353 Netwi.. 03225F52-SDBS-.. PLUTOB PLL
. _____________________________________________________________________________ |4
< >



Getting Started

System Requirements

e Windows OS 8.1 or above

e Microsoft SQL Server 2012 SP1 or above

e Milestone XProtect Corporate, XProtect Expert, XProtect Professional+,
or XProtect Express+

® Federator® Plugin v1.1.20 or above

Quick Start

e Ports must be enabled for TCP/IP (1433), UDP (1434), File and printer
sharing (SMB-In) (445), File and Printer Sharing (Echo Request -
ICMPV4-1n)

SQL Browser must be enabled and running

Milestone XProtect installed.

Microsoft SQL Server Management Studio installed.

Named pipes and TCP/IP protocols enabled for all sites.

Restart SQL Server Service.

Run the Federator.msi.



System Introduction

The below figure describes the Federator® architecture which consists of one main
site and unlimited number of child sites. With the Federator® setup installed on the
main site you can directly use the Federator® plugin without the need to login to
the child site for any configuration.

~___________|_____________—

Management
Client

Management
Server

SQL
Server
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Federator® Setup

Federatar.
Imsi

First copy Federator.msi installer to HQ server or to a dedicated server where
Microsoft SQL server is installed. Double click on the installer to start the
installation process. Click Next to continue.

ﬁ Federato —
Welcome to the Federator Setup Wizard LA

The inztaller will guide vou through the steps required to install Federator on vour computer.

WARMIMG: Thiz computer program is protected by copyright law and intermational treaties.
Unauthorized duplication or diztribution of thiz program, or any partion af it, may result in severe civil
or criminal penalties, and will be prosecuted to the masimum extent pozzible under the law,

Cancel < Back

Enter SQL Server name and click Next. The wizard will guide you through the
steps from the default installation folder to the completed installation along with a
shortcut created on the desktop.

Specify SQL Server Name A

Thiz dialog alloves vou to zpecify SEAL Server name for the Federatar plugin,

SOL Server Mame




Federator® Application

H

Federator.exe

Double click on Federator.exe, enter HQ management server and click Connect.

4% Connect to server =
Server address: | AplutoB) ~ |
Authentication: |'|.|'\I"|ndows authentication {cument user) A |

User name: PLUTOG Administrator
[ Autodogin
| Connect | | Cancel

Wait until the configuration is loaded for the first time only.

Loading configuration for the first time.



Once loaded, use the Navigation pane to check all the functionalities.

Mavigaticn

L:_|..

=

B servers

...... HL Recording Servers

L] Devices

-l Cameras

P M Models
----- & Microphones
----- o Speakers
----- - Metadata

2+ Profiles

----- EJ Smart Client Profiles

----- P Management Client Profiles
I8 Rules and Events

----- W Motification Profiles
..... B User-defined Events
..... El Analytic Events
..... [ Generic Events

- |™ Alarms

.| Alarms Definition

-k Security

..... 'ﬂ' Roles
i..® Basic Users

Server Logs

-[5 Reports

----- B Inventory

----- B2 Camera Recording
.5, Recording Servers
g Sernvices

-l System Dashboard

=-F1 System Monitor

- Ed Diagnostics Tool
...J Configuration Reports
= Remote Assistance

&5 Site Configuration

Mavigation

I‘ Servers

-2 Devices

-2 Profiles

18 Rules and Events
™ Alarms

o i Security

... = Server Logs

5] Reports
Services

T System Dashboard
i g REMote Assistance

...... & Ssite Configuration




Site Configuration

First, navigate to Site Configuration node, and choose to add from the list of

available sites the ones needed to be configured later within the Federator® plugin.

In case a site is not present within the available sites, try to add it by typing the SQL

server name along with the SQL instance name in case it is a named instance.

Navigation Sites
82 Profiles ~ @ PLUTOB\SOLEXPRESS
& Smart Client Profiles - PLUTOB\SQLEXPRESS

) Management Client Profiles
=18 Rules and Events
[ Rules
El Time Profiles
-l Notification Profiles
- User-defined Events
-~ Analytic Events
-l Generic Events
- Logs
= ™ Alarms
| Alarms Definition
B Security
.. # Roles
-2 Basic Users
= Server Logs
=-H Reports
I Devices
B Inventory
i3 Camera Recording
= Recording Servers
.43 Services
=il System Dashboard
=-F1 System Monitor
i Diagnostics Tool
-4 Configuration Reports
- mr Remote Assistance

.. Site Configuration =

~@
PLUTOR @ Add Site
& Reload

LG8 PLUTOS

SQL site Name ‘ ‘

Instance Name ‘ ‘

Add Site

When adding a child site, you need to specify the user credentials used to connect

to Milestone Management Server.

Connect to site

Computer:

|F‘LUT05-CHILD

Username:

Password:

Close



Choose to backup/ restore Milestone Surveillance and SurveillanceLogServerV2
configuration files, or remove the site if needed.

Sites Available Sites
@ PLUTOG\SOLEXPRESS (@& PLUTOS5-CHILD
.. PLUTOS5-CHILD @ PLUTOS
' () PLUTOS
Remowve Site
Refrezh

Backup Configuration

Restore Configuration

The configuration backup files will be saved on C:\FederatorDBBackup and it's on

related database folder.

| = | FederatorDBBackup — O *
Home Share View v 0
&« v A » This PC » Local Disk (C:) » FederatorDBBackup v O Search FederatorDBBackup yel

MName Date modified Type Size

3F Quick access

Surveillance 9/9/2020 3:32 PM File folder
[ Desktop * : _ i :

SurveillancelogServer 9/15/2020 10:46 AM  File folder
; Downloads L
Documents o+
[&=] Pictures »

. Local Disk (T
E This PC
|_ﬂ Metwork

When restoring configuration database, you need to select the database that

needs to be restored along with the relevant configuration file.

Choose database - O x

(O surveillance ® surveillancelogServer

Next



You will be automatically directed to the relevant configuration path.

Choose file location >
e c% » FederatorDBBackup » SurvelllancelogServer w Search SurveillancelogSernver
P q o g »
Organize - Mew folder =~ [ @
Mame Date modified Type Size
#F Quick access
B Deskt 2 D PLUTO5-CHILD_SurveillancelogServerV2_20200527_141122.enf  5/27/2020 2:11 PM CMF File 3,816 KB
esktol
. D PLUTO5-CHILD_SurveillancelogServerV2_20200601_205117.cnf 6172020 8:31 PM CMF File 8,944 KB
; Downloads “ D PLUTO5-CHILD_SurveillancelLogServerV2_20200601_205203.cnf  6/1/2020 8:52 PM CMF File 2,944 KB
Decuments - D PLUTO5-CHILD_SurveillancelogServerV2_20200707_132303.cnf  7/7/2020 1:23 PM CMF File 8,944 KB
[&] Pictures - D PLUTOS5-CHILD_SurveillancelogServerV2_20200721_125154.enf  7/21/2020 12:31 P CHNF File 3904 KB
= Local Disk (C2) D PLUTO5-CHILD_SurveillancelogServerV2_20200909_173532.cnf  9/9/2020 5:35 PM CMF File 13,556 KB
- D PLUTOS5-CHILD_SurveillancelogServerV2_20200909_174550.cnf  9/9/2020 5:45 PM CMF File 13,556 KB
This PC
== D PLUTO5-CHILD_SurveillancelogServerV2_20200909_174934.cnf 9972020 5:49 PM CMF File 13,556 KB
|_j’ Metwork
File name: || v| Backup Files (.cnf) £




Recording Servers

To view recording servers and its related hardware, navigate to Servers> Recording
Servers, and select a site from Sites pane. Check also the live feeding for each
camera configured on the related recording server.

#: Federator
Navigation Sites Recording Servers Properties
o-H| servers ) PLUTOS\SQLEXPRESS -} Recerding Servers s Device information

- PLUTOS-CHILD
-(£) PLUTOB\SQLEXPRESS

-Bl Recording Servers
-5 Devices
Cameras

[} PLUTOS-CHILD
#)- % AX|S M1058 Network Camera {152.168.100..
£ % Demo Cameras

I Mask Detection - Camera 1

Name:

Mask Detection- Camera 1

Models B Saudi hwe Short Name:
Microphones ¥ DirectShow Virtual Video Server (0.0.0.1)
o1 Speakers § DirectShow Virtual Videc Server (0.0.0.1)
Metadata B DirectShow Virtual Video Server (0.0.0.1) Description
= Input §¥ DirectShow Virtual Video Server (0.0.0.1)
-4 Output §¥ DirectShow Virtual Video Server (0.0.0.1)
% Brofiles B DirectShow Virtual Videc Server (0.0.0.1)

L. Smart Client Profiles
P2 Management Client Profiles
Rules and Events

Rules

Time Profiles
Notification Profiles
User-defined Events
Analytic Events
Generic Events

Server Logs
Reparts

-2 Devices

[ Inventory
Camera Recarding
-, Recording Servers
Services

System Dashboard

Fi System Monitor

i Diagnostics Tool
# Configuration Reports

% Remote Assistance
& site Configuration

Hardware with a red circle icon

> DirectShow Virtual Video Server (0.0.0.1)
s DirectShow Virtual Video Server (0.0.0.1)
> DirectShow Virtual Video Server (0.0.0.1)
» DirectShow Virtual Video Server (0.0.0.1)
> DirectShow Virtual Video Server (0.0.0.1)

DirectShow Virtual Video Server (0.0.0.1)
s DirectShow Virtual Videc Server (0.0.0.1)
d\ DirectShow Virtual Video Server (0.0.0.1)
=B AXIS P1353 Network Camera (192.168.100.4,
&3 AXIS P1353 Network Camera (192.168.2(
@3 AXIS P1353 Network Camera (192.168.1(

B B B B Bl P

&5 AXIS P1353 Network Camera (182.158.1(
5 AXIS P1353 Network Camera (152.188.1(
&5 AXIS P1353 Network Camera (182.158.1(
&3 AXIS P1353 Network Camera (152.168.2(
5 AXIS P1353 Network Camera (182.158.1(
&3 AXIS P1353 Network Camera (182.168.2(
5 AXIS P1353 Network Camera (182.168.1(
&3 AXIS P1353 Network Camera (182.168.2(
83 AXIS P1353 Network Camera (192.168.1(
&3 AXIS P1353 Network Camera (192.168.2(
@3 AXIS P1353 Network Camera (192.168.1(
5 AXIS P1353 Network Camera (182.158.1¢
3 AXIS P1353 Network Camera (192.168.1(
&5 AXIS P1353 Network Camera (182.158.1¢
g AXIS P1353 Network Camera (192.168.1( v
< >

Hardware name:

Demo Cameras

Port number:
1

Logs &3 AXIS P1353 Network Camera (192 168 1¢ Positicning information
lf' Alarms £ AXIS P1353 Network Camers (152.168.1(
-1 Alarms Definition g AXIS P1353 Network Camera (192.168.1( GPS coordinates:
B security &3 AXIS P1353 Network Camera (192.168.1C <
- # Roles &5 AXIS P1353 Network Camers {192 168 1¢
® Basic Users &3 AXIS P1353 Network Camera (192.168.1C Info

indicates that the hardware is currently disabled.



Devices

Under Devices node, you can easily check all cameras and their models, as well as
microphones, speakers, metadata, inputs, and outputs defined under their related
nodes.

Camera settings can be applied over same models for all/selected sites. Choose
under Models node the model you want to apply the settings for and right click
Update Settings.

= Federator — O
Navigation Sites Camera Models
-l servers A ;€5 PLUTOB\SQLEXPRESS odel Fevice Hame
¢ Al Recording Servers i€ PLUTOS-CHILD
©-5) Devices “--@ PLUTOB\SQLEXPRESS 1054 Network Camera AXIS M1054 Network Camera (1 00.112)- Camera 1
I Cameras Update Settings
i LM Models AXIS work Camera —

& Microphones
o Speakers

AXIS M5014 PTZ Dome Metwork Camera AXIS M5014 PTZ Dome Network Camera (192.168.0.115)- Camera 1

ift Output
522 Profiles
L) Smart Client Profiles
ﬂ] Management Client Profiles
=18 Rules and Events

Ij Rules
EI Time Profiles
W nMotification Profiles
Bl User-defined Events
Bl Analytic Events
Bl Generic Events
L.l Logs
- 1™ Alarms
i i ]™ Alarms Definition
=5 Security
f Roles
: Basic Users
Server Logs

-

Reports
O Devices
i i Inventory v

Select the targeted sites or keep the default option All Sites.

Copy device settings - O X

Parent Site

Device ID 19a0fa79-3a29-434f-a79f-86949774327b
Meodel A5 M1054 Network Camera
Child Site
|v
| All Sites
H| PLUTOS-CHILD
N PLUTOR\SOLEXPRESS bmit Close




Once successfully updated, navigate to Cameras node and notice the settings (in

this example 15 frame per second) are changed for the same device model.

# Federator

MNavigation
-1k servers
w1} Recording Servers

m
-0

Devices
I Cameras
Models

& smart Client Profiles
[ Wanagement Client Profiles
Rules and Events

Rules

Time Profiles
MNotification Profiles
User-defined Events
Analytic Events
Generic Events

Logs

B-™ Alarms

| Alarms Definition
Security

# Roles

# Basic Users

-3 33+ N-§]

Server Logs

3 Camera Recording
5 Recording Servers
Services

| System Dashboard

i System Monitor
FFd Diagnostics Tool

# Configuration Reports
Remote Assistance

Devices
Sites Cameras
----- (2 PLUTOS\SOLEXPRESS Cameras
\‘f‘) PLUTOS5-CHILD Camera Group 1
& PLUTOB\SQLEXPRESS N Saudi hw

I AXIS P1353 Metwork Camera (192.1
AXIS M1054 Network Camera (192.
Mask Detection - Camera 1

Properties
General
Brightness 50
|Contrast 50
Edge recording type 1o retrieve Continuous
Mirror image Ne
Multicast address 239.247.98.191
Multicast force PIM-35M no
Multicast time to live 5
Multicast vides port )
Rotation 0
Saturation 50
Sharpness 50

Video stream 1

Bit rate control mode

'VariableBitRate

Bit rate control priority None
|Codec h2g4
|Compression 20
Frame per second 15
Include date no
Include time: no

Max frames between keyframes 30

Max frames between keyframes mode default
Resolution 540x480
|Streaming mode TCP

Video stream 2

Bit rate control mode

VariableBitRate

Bit rate control priority None
|Codec h264
|Compression 30
Frame per second 8.0
Include date ne

Includs rime

Info Setmings




Smart & Management Client Profiles

Smart and management client profiles are configured under Profiles node. Select
HQ site and right click, copy the desired profile.

v Federator

Smart Client Profiles

Navigation Sites Smart Client Profiles Smart Client profile Infermation
&5 Devices " -5 PLUTOB\SQLEXPRESS o[ Defaulr Name
: Cameras i@ PLUTOS-CHILD [ Operator Smart Client Profile Supervisor Smart Client Profile
() PLUTOB\SQLEXPRESS B4l Supervisor Smart Client Proges

El  Copy Smart Client Profile...

Microphones
X Delets Smart Client Profile

Speakers
Metadata
Input
L/ output
- &= Profiles

& Refresh

& Smart Client Profiles
) Management Client Profiles
=18 Rules and Events

[ Rules

L El Time Profiles
MNotification Profiles
- User-defined Events
B Analytic Events

i [l Generic Events
ﬂ Logs

- [™ Alarms

L[ Alarms Definition
S Security

.P Roles

: Basic Users

... = Server Logs
—..FH Rennrte

In the copy profile popup form, choose the targeted sites to deploy the selected

profile for and click Submit.

Copy Smart Client profile — O >

Parent Site

Profile ID 822BAG26-D112-4F51-8F79-AB43DE433BFD
Profile Mame Supervisor Smart Client Profile
Child Site

Submit Close




Rules & Events

Under Rules and Events node, you can view all the defined rules, events
(user-defined, analytic, and generic), time profiles, as well as registered logs for
rules, events, and alarms.

For rules node, user is able to change the rule name, description, and status
(active/inactive) for each site, as well as to view the rule definition in clear format.

|
H Click save button to reflect the changes.

” Federator

Rules

Mavigation Sites. Rules Rule Information

=Wk servers
i .M} Recording Servers
-5 Devices

&

E

[z Cameras
LB Models
& Microphones

-1 Speakers

----- Metadata
£ Input
£ Output

=42 Profiles

-1 Smart Client Profiles
P Management Client Profiles

=l Rules and Events

- Rules
Bl Time Profiles
-l Motification Profiles
[ User-defined Events
¥ Analytic Events
-l Generic Events
- Logs
= alarms

i ¥ Alarms Definition

- kb Security
# Roles
#® Basic Users
- = ServerLogs
-fH Reports
E Devices
--E Inventory
-.J7 Camera Recording
= Recording Servers
-] Services

=i} System Dashboard

E-F1 System Monitor
... Diagnostics Tool
--Ja Configuration Reports
= Remote Assistance

e A

+ () PLUTOB\SQLEXPRESS

L PLUTOB\SOLEXPRESS

[& A rchive Not Finished
- [ Default Goto Preset when PTZ is done Rule
- [ Default Play Audio on Request Rule

[ Default Record on Bookmark Rule
- [5] Default Record on Motion Rule

1 Default Record on Request Rule

- [ Default Show Access Reguest Notification R
- [ Default Start Audio Feed Rule
] Default Start Feed Rule
- [ Default Start Metadata Feed Rule
E Record Always
-5 Send Email on High CPU usage
- [5] Send Email on Low Memory available

Name

Archive Not Finished

Description

Active

Definitian

Perform an action on "ArchiveNotFinished"
from "PLUTOS"

Create log entry:"SRuleNameS on SRecorderNames”



To copy a rule from HQ site to federated sites, right click on a rule and choose
Copy Rule. HE copyRule..

Rules
Rules Rule Information

..... (&l Archive Mot Finished (ETIE

----- [ Default Goto Preset| B Copy Rule... Archive Mot Finished

----- [ Default Play Audioof 30 Delete Rule

----- H Default Record on By -

----- E] Default Record on M Refresh Description

----- 7] Default Record on Reguest Rule

----- [2] Default Show Access Request Motification R

----- 5] Default Start Audic Feed Rule

----- [} Default Start Feed Rule

----- 7] Default Start Metadats Feed Rule

----- [E Record Always -

. | Active
----- [ Send Email on High CPU usage
----- 5] Send Email on Low Memory available .
Definition
Perform an acticn on "ArchiveMotFinished"
from "PLUTOE"
Create log entry:"SRuleMames on SRecorderMames”
< >

In the copy rule window, select the federated sites/All sites for this rule to be
added for and click Submit.

Copy rule — O x
Parent Site
ID Rule 707fc103-b351-4435-beab-93420191db10
Rule Mame Archive Not Finished
Child Site
S

] All Sites

| | PLUTOS-CHILD

| | PLUTOS\SOLEXPRESS bmit Close




A pop up message appears to show the creation status of the rule. In this case, the
rule was successfully created for all the previously selected site(s).

Copy rule

Status

e
RRELE

Created Successfully!

Close

Submit Close

Under Logs node, track the creation status of rules, events and alarms, and easily

check the reason for failure (Machine is down, SQL Service not running, or event

already created).

~#: Federator

Navigation

fopy Input
-£5 Output
Profiles

-IH Rules and Events
i Rules
-Ell Time Profiles
W Motification Profiles
1 User-defined Events
E Analytic Events
Wl Generic Events
Lol Logs
&~ |™ Alarms
i L.|% Alarms Definition
= Security
L Roles
= Basic Users
= Server Logs
-F5 Reports
2 Devices
- Inventory
83 Camera Recording
= Recording Servers

i) Services

-l System Dashboard
-F1 System Monitor
-4 Diagnostics Tool

.. "a Remote Assistance
.. Site Configuration

-E1 Smart Client Profiles
-F0 WManagement Client Profiles

... 5 Configuration Reports

5 PLUTOS\SOLEXPRESS
& PLUTOS-CHILD
- PLUTOS\SOLEXPRESS

Rule Logs  Event Logs  Alarm Logs

Site Name Rule Name Message Crearticn Status Date Time

PLUTOB\SQLEXPRESS Archive Not Finished Rule "Archive Not Finished" has not been created. The rule already exists 6/16/2020 8:37 AM

Archive Not Finished R ive Mot Finished" has not been created. The rule alrea

PLUTOB\SQLEXPRESS Record Always Rule "Record Always" has not been created. The rule already exists False 8/16/2020 8:37 AM

s not been created. The rule slready exists

Record Always

True 8/16/2020 8:37 AM

Send Email on Low Memory availsble Rule "Send Email on Low Memory available” has been su fully created True

mory available

PLUTOB\SQLEXPRESS Send Email on High CPU usage Rule "Send Email on High CPU usage" has been

ully created True

Send Email on High CPU usage lule "Send Email on High CPU usage" has been successfully created

PLUTOB\SQLEXPRESS Archive Not Finished Rule "Archive Not Finished" has been successfully created True 5/16/2020 8:34 AM

Archive Not Finished

PLUTO5-CHILD Record Always Rule "Record Always" has not been created. The rule already exists False 8/15/2020 7:05 AM

PLUTOS-CHILD Send Email on High CPU usage ssfully created True 9/10/2020 113 PM



Alarms

From Alarms Definition node, easily copy/delete alarms, change enabled status,

and instructions.

It's necessary after adding alarm to federated sites to restart Milestone Event

Server service under Services node.

Alarms

Alarms Alarm Informaticn

Enable

----- |™ Communication Stopped
----- |™ Database Delete records before set retenti Mame

----- |™ Database Disk Unavailable Driver

_____ |™ Database Repair |RE|:Dr|:|ing Storage Unavailable

----- |™ Recording Stopped
..... Recording Storage Unavailzhble

Instructions

..... |™ Settings Changed | Copy alarm...
""" |™ Tampering X Delete Alarm
----- |™ Video loss

i Refresh




Security

Define roles and basic users for federated sites under Security node.
Choose to copy basic user from HQ site using Copy Basic User 2 Copy Basic User...

#: Federator

Basic User
Navigation Sites Basic User Basic User Settings
) Name
E 18 Rules and Events " - QD GEUTOSSQIERZRPS 2 . Copy Basic User. Laura
i H Rules @ PLUTOS-CHILD Bes | =
B Time Profiles () PLUTOB\SOLEXPRESS interg X Delete Basic User
W HMotification Profiles & Refresh Description

Ed User-defined Events
- Analytic Events
-l Generic Events

I Logs

- /™ Alarms

it |% Alarms Definition
B Security
# Roles
2 Basic Users

= Server Logs
=& Reports
E Devices
H Inventory
I} Camera Recording
‘.. 5, Recording Servers
- 43 Services
=il System Dashboard
57 System Monitor

[ Diagnostics Tool
[ # Configuration Reports
... ' Remote Assistance

.5 Site Configuration

For basic user, you need to specify the password for it. Make sure that password

and repeat passwords fields match, otherwise you will receive an alert message.

Copy basic user - d *

Parent Site

User ID 0360929A-CSE1-404E-9DD2-3DBC62891BER
User name Laura
Child Site

Bassword ‘ HHHHHHHHHHHHH ‘

REEEEtpEES'ﬂJCFd ‘ HHHHHHHHHHHHH | ‘

Submit Close



Server Logs

Under Server Logs node, you can easily check the log files (system, audit,
rule-triggered logs) related to each federated site and from a selected period of

time as shown below.

" Federator

Navigation Sites
-l servers ~ &) PLUTOS\SOLEXPRESS
£} Recording Servers & PLUTOS-CHILD
- Devices @ PLUTOS\SQLEXPRESS
B Cameras
M Models

& Microphones

o Speakers

i Metadata

£ Input

£ Output

-2 Profiles

i Smart Client Profiles

i [ Management Client Profiles

Rules 2nd Events

Bl Rules

£ Time Profiles

W Notification Profiles

B User-defined Events
Bl Analytic Events

Ml Generic Events

Logs

Alarms

1% Alarms Definition

Security

# Roles

£ Basic Users

Server Logs

Reports

2 Devices

H Inventory

3 Camera Recording

= Recording Servers

Services

System Dashboard

T System Monitor
- Diagnostics Tool

Configuration Reports

e

=

System Logs  Audit Logs Rule-triggered Logs

From [05/15/2020 00:00-00 B \ To \09;15;20232359-59 Ijv\ ‘ Search

Source Name User Rule Name

PLUTOS-CHILD\ADMINISTRATOR rding Started

Network Camera (152.168.100.45)- Camera 1

Camera (1 5)- Camera 1 CHILDVADMINIS

PLU AT mmunication Started

ording Started

ording Started

Service Name Event Type

PLUTOS-CHILD

PLUTOS-CHILD

ing Started

ing Started

2n Started

on Started of

municaticn

ing Started

ing Started




Reports

Device Report

Under Device Report, you can easily check all the devices configured for each site
and its related information (device type, hardware model, login Id, address, live and
recorded stream, recording enabled, storage name and path motion enabled,
etc...).

Choose to export any report in excel and pdf format. Reports are saved under
C:\FederatorReports.

- Federator - o

Navigation Sites Device |Select All ~ Device type |Select All v Statys | Select All v

="

=

- |% Alarms

- Security

i servers ~ & PLUTOB\SOLEXPRESS .

FL Recording Servers @ PLUTOS-CHILD IDDevice Device Name Descripticn Device Type Address MacAddress Enabled IDHardware HardwareName  |DRecorder Recorderiame He,

[ Devices
£ B Camerss
M Models
& Microphones
ol speakers
% Metadata c26e2.. AXSP1353 Netw. (]] hmp://182.168.10... OO40BCDEEBSG 135£43b8-8b16-.. AXIS 1353 Netw. 03225F52-90B6-.. FLUTOR PLL
£ Input
5 Output cal?s.. AXIS M1054 Net | ) 68.10... O f4de3af-a112-4. AXIS M1054 Net.
2= Profiles
L) Smart Client Profiles
L. Management Client Profiles
1] Rules and Events
E Rules
Bl Time Profiles
W Notification Profiles 2(366... AXS P1353 Netw.
1 User-defined Events
Bl Analytic Events 80075... AXIS M1054 Net ik tp:/ 0.0 ] 1§4%e35f-a112-4.. AXIS M1054 Net.
Ml Generic Events
0 Logs S14gef.. AXISM1054 Net

AXIS P1353 Netw. hitp:/f192.168.10. 40BCDEGS! 1a5e4ab8-9b16-.. AXIS P1353 Netw. 03 2-GDBE-.. PLUTOE

Net tp:) ] 3af-aliz-4.. A 054 Net. 5F5 5-.. PLUTOS

48afca... AXIS M1054 Net... http:/f192.168.10... O040BCEBE2BF 1f44e3af-3112-4... AXIS M1054 Net.. 03225F52-8DB&-.. PLUTOZ PLL|

B
B ] 0405CDEE: 1a5ed4abE-5b16-.
®

http:/f152.168.10... O040BCDEEESE 1a5e4ab8-9b16-.. AXIS P1353 Netw.. 03225F52-SDBE-... PLUTOZ PLL

[,

1f44e3af-al12-4... AXIS M1054 Net.. 03225F52-GDBS-.. PLUTO® PLL

L..]% Alarms Definition . .
AXIS P1353 Netw 1 tp:/f19 i 856 1a5e4ab8-9b16-

i # Roles

2 Basic Users
= Serverlogs -
[ Reports 5. AXIS P1353 Netw, ) 68.10... 00401 1a5¢43b3-5b15-
L.C Deviess
H 8164... AXIS P1353 Netw.. tep://192.168.10... O0408CDEGBSE a5e4ab8-0b16-.. AXIS P1353 Netw.. 03225F52-3DB6-.. 08
[ Inventory 08164... AXISP1353 N http:/f152.168.10... O0408CDESBSE 1a5e42b3-3b15-.. AXISPI35IN 03225F52-9DB6-... PLUTOB PLL
+fE Camera Recording
f..5, Recording Servers

£56031... AXIS M1054 Net $ http://192.168.10... 0040BCEBS2BF 1f44e3af-a112-4... AXIS M1054 Net.. 03225F52-3DB6-.. PLUTO® PLL

laSedabg-9bl6

& services
Tl System Dashboard
Srstem Monter RS S PLEEE Nt @ http:/f152.168.10... 00408CDEEBSE 1a5e43b8-Gb16-.. AXIS P1353 Netw.. 03225F52-9DB6-.. PLUTOS PLL
4 Diagnostics Tool ;
.4 Configuration Reports . _< .



Inventory Report
This report allows users to check all available models for all or single site(s) and per

model as well.

-2 Federator - [m]

Sites

Navigation
Detacted Model | All Models v

1 Speakers ~ A

. Metadats B PLUTOE\SQLEXPRESS Detected Model Count
@ PLUTOS-CHILD
B PLUTOB\SQLEXPRESS XIS M1054 Network Camera

£ Input

£ Output

-2 Profiles

[ Smart Client Profiles
] Management Client Profiles 415 P1353 Network Camera 3

Rules and Events

E Rules

Bl Time Profiles

W Notification Profiles 1— |

[ User-defined Events

1 Analytic Events

1 Generic Events

i Logs

Alarms s
% Alarms Definitien

i security AXIS M1054 Network Camera
# Roles AXIS M5014 PTZ Dome Network
£ Basic Users Camera

= Serverlogs W XIS P1353 Network Camera
Reports

O Devices

[ Inventory

#3 Camera Recording

= Recording Servers

Services

=S

1 System Dashboard
System Monitor

FE Diagnostics Tool
B Configuration Reports
Remote Assistance

@ site Configuration

Camera Recording Report
Easily check the device recording status, database on which the devices are being
recorded, as well as the storage path, recording start date, the recording hours till

date, and the retain hours.

¥ Federator — [m}

MNavigation Sites
1 Speakers ~ ) PLUTOB\SQLEXPRESS
& Metadata @ PLUTOS-CHILD Name Recording Status Database  Storage Path g Recording Hours  Retain Hours
. PLUTOS\SQLEXPRESS
3 Input @ s ACCR Camera Local default diaDatabase G/
£ Output

Profiles XIS M1C 100.112)- Camera 1 Local default ediaDatabas
1 Smart Client Profiles

[ Management Client Profiles
Rules and Events

E Rules

1 Time Profiles Mask Detection- Camera 2 True Locsl defsult C\MediaDatabase
W MNotification Profiles

[ User-defined Events

1 Analytic Events

11 Generic Events

True Local default C:\MediaDatabas

5/2020 9:38:42 AM 26:14 72

% alarms Definition

Security

o

[ Inventory
3 Camers Recording

= Recording Servers
Services

"

System Dashboard
System Monitor

P Diagnostics Tool
% Configuration Reports

% Remote Assistance

@ site Configuration



Recording Servers Report

Recording server report lists all the recording servers defined under management
server with their related information (name, description, enabled, active, type,
ports, version, drive name, media data used, free data, total size, disk write and

read speed instances, etc...)

¥ Federator X

- o

Site .

Navigation ites Recording server |3elect Al v | Recorder type |Select Al ~ Status [Select All v] saie [selecan ] E:I
=

w.[J} Recording Servers P’ (5 PLUTOS\SOLEXPRESS
-] Devices L PLUTOS-CHILD
) °LUTOB\SOLEXPRESS

host_name

database_port

\... RECORDER PLL Middle E:

A... HOT_STANDBY PLUTOS Middle East Stan.

<[] Smart Client Profiles

) Management Client Profiles
1 Rules and Events

1 Rules

B Time Profiles

W Notification Profiles
~- [ User-defined Events
<} Analytic Events
...l Generic Events

11 Logs
™ Alarms

1% Alarms Definition

& Security

# Roles
-8 Basic Users

H Inventory
i3 Camera Recording
5 Recording Servers
& services
~fiil System Dashboard

@ site Configuration < >



6SS Federator® Application

Services

All milestone services can be started, stopped, and restarted under Services node

for all sites in parallel or site by site.

<= Federator

Navigation Sites Services
£ 22 Profiles ~ - All Sites S e
B0 Smart Client Profiles - PLUTOB\SQLEXPRESS Service Name Service Address Status
Management Cliznt Profiles Milestone XProtect Recording Server PLUTOS-CHILD unmnin,
! £ -5 PLUTOS-CHILD Running >
218 Rules and Events ) PLUTOB\SQLEXPRESS i .
= &l Milestone XProtect Management Server PLUTOS-CHILD Running
ules
Milestone XProtect Log Server PLUTOS-CHILD Running [ ]

Time Profiles
- Motification Profiles
B user-defined Events
El Analytic Events
- [l Generic Events
i Logs
- /™ Alarms
|™ Alarms Definition
- Security
o  Roles
: Basic Users
= Server Logs
[ Reports
Q Devices
El Inventory
i Camera Recording
-, Recording Servers
.. ] Services
-l System Dashboard
Bl System Monitor
-4 Diagnostics Tool
T Configuration Reports
... '@ Remote Assistance
.- Site Configuration

XProtect Event Server PLUTOS-CHILD

Services

Service Mame Service Address Status

Milestone XProtect Recoerding Server PLUTOS-CHILD: Running

Milestone XProtect Management Server PLUTOS-CHILD: Running n
PLUTOS-CHILD Running ) |

Milestone XProtect Log Server
PLUTOS-CHILD

Milestone XProtect Event Server

B stop
= Restart
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System Monitor

Under System Monitor, you can easily view and check the system status. Select

Site Overview under chart type to check the sites’ state, the programs installed,

the services configured with their related addresses, and current CPU and

memory counter levels.

System Menitor

B Online(3) mm Offline (0]

Site Name

PLUTOS-CHILD

Chart Type Federated Sites
Site Querview ~ ‘
All Sites
PLUTOS
PLUTOB
Site Name Program Name

B Online(3) mm Offline (0]

Site Name

PLUTOS-CHILD

PLUTOS-CHILD

5 2017 Client Tools

iy

11

ol

1007
M
et A T

0-

ersion

14.0.1000.16%

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS5-CHILD

PLUTOS5-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

CHILD

CHILD

PLUTOS-CHILD

PLUTOS-CHILD

PLUTOS-CHILD

Milestone XProtect Smart Client 2015 R3 (84-bit)

5QL Server 2017 Database Engine Shared

5QL Server 2017 Shared Management Objects

5QL Server 2017 XEvent

5QL Server 2017 Client Teols Extensions

Microseft V55 Writer for SQL Server 2017

5QL Server 2017 Database Engine Services

5QL Server 2017 Batch Parser

Milestone XProtect Recording Server (64-bit)
Microscft ASRMET Core Module

Microsoft ASENET Core 2.2.3 Shared Framework (x64)
Microsoft QL Server 2017 Setup (English)

Microscft Analysis Services OLE DB Provider

655 Mask Detection

Active Directory Authentication Library for SQL Server
5QL Server 2017 Shared Management Qbjects

Milestone XProtect VMS Legacy Device Pack

13.31.23

14.0.1000.162

14.0.1000.16%

14.0.1000.16%

14.0.1000.185

14.0.1000.16%

14.0.1000.16%

14.0.1000.16%

13.31.44

12.2.18047.0

2230

14.0.1000.162

15.0.1600.41

14.0.1000.16%

1.2.1.105

MEMORY
2.11/3.02 GB

CPU
35%

Site Name Service Name Address

PLUTOS5-CHILD Recording Server (FLUTO5-CHILD) PLUTOS-CHILD

PLUTOS-CHILD
PLUTOS-CHILD Legacy log server hitp://PLUTOS-CHILD: 22337/ LegacyLogserver/
PLUTOS-CHILD Log server http://PLUTOS-CHILD:22337/LogServer/

PLUTOS-CHILD Report Server http://plutos-child/Reporting/
j MEMORY 107 CPU
1] 2.11/3.02GB Mmoo 35%
0l ol



Site Configuration lists all federator sites’ configuration in a glimpse, including

number of recording servers, models, cameras, inputs, outputs, and rules.

¥ Federator

Mavigaticn

L Models

%, Microphones

| Speakers

= Metadata

- Input

ﬁ Output

Profiles

&1 Smart Client Profiles

=-IH Rules and Events
< Rules
B3 Time Profiles

Notification Profiles
User-defined Events
B Analytic Events

Bl Generic Events
Logs

- |™ Alarms

L -|™ Alarms Definition
5[ Security

L Roles

Basic Users

o == Server Logs

[ Reports

; Devices

- Inventory

{0 Camera Recording

¥ Federator

Navigation

=0 servers
-k Recording Servers
-2 Devices
E- I Cameras
= Models
& Microphones

F Management Client Profiles

- ]
System Menitor
Chart Type Federated Sites
Site Configuraticn e | |AII Sites w |
PLUTOB\SOLEXPRESS PLUTOB\SOLEXPRESS
1 Recording Server 1 Recording Server 1 Recerding Server
3 Models 2 Models 2 Models
11 Cameras 10 Cameras 2 Cameras
3 Inputs 3 Inputs 3 Inputs
&6 Outputs 24 Outputs 34 Outputs
4 Rules 17 Rules 10 Rules
Under Camera Status Overview, instantly check all cameras operating and
recording status as well as the number of downtime and uptime hours.
- [m}
System Monitor
Chart Type Federated Sites Source Name
[] [puros<chio ~]  [ancamerss v
Site Overview
ite Configurati
“mera Operation Camera Recording
mm Operating mm Recording

o Speakers

)22 Profiles

[ Smart Client Profiles
[0 Management Client Profiles
=18 Rules and Events

W HNotification Profiles
[ User-defined Events
[ Analytic Events

B
% Alzrms Definition
o8 Security
# Roles

# Basic Users
= server Logs
Reports
5 Devices

L[] Inventory
3 Camera Recording
% Recording Servers
& services
System Dashboard
7 System Monitor
FE Diagnostics Tool

mmm Not Operating

k Camera (152.168.100.112)- Camera 1 Operatiny
k Camer ©2.168.100.45)- Camera 1~ Operating since

on- Camera 1 Operatin

Saudi hw Operating since 1 hour(s)

mm Not recordin

Source Name

M1054 Network Camera (192 168.100.112)- Camera 1

ork Camera (192.168.100.45)- Camera 1
-Camera 1

Saudi hw




Diagnostics Tool

Launch Milestone diagnostics tool to check and gather diagnostic data for your
federator sites including (but not limited to) Milestone XProtect® log files,
Milestone XProtect configuration data, Microsoft Windows system information,

-# Federator

Mavigaticn

é Input
é Output
5--me Profiles
L smartc
R] Manag
=--1H Rulesand |
If[ Rulss
i Time Py
W Notifici
i User-de
El Analyti

- Generic
ﬂ Logs
- |™ Alarms
: i |w Alarms
B Security
.‘0 Roles
: Basic U
= Server Log:
=-fE Reports
E_ Device!
i H Inventc
{fE Camerz
% Record

il Services
=-Fi System Dad

-5 Remote As
- Site Config

o Speakers
i Metadata

etc.

Diagnostics

{ L Models ~
il Microphones

Launch Diagnostics Tool |

Milestone
Diagnostics Tool

Run Diagnostics

Main Page

J

Collect Logs

3

Collect Defaults

.
105

A

Configuration and Logging

R

SQL Database Search

e

Open Existing
Diagnostics Report

(%)

Debug Monitor

Copyright © 2000-2019 Milestone Systems A/S All rights reserved. Product version 20.1.0.1




Configuration Report

Export configuration report for each site in pdf format. Select from the reports
tree view the nodes to be listed within the report and click the Export button.

MNavigaticn

M Models
Microphones

Profiles

1 Smart Client Profiles

P Management Client Profiles
Rules and Events

El Rules

Time Profiles

W Notification Profiles
I User-defined Events
Bl Analytic Events

o Generic Events

I Logs

Alarms

" Alarms Definition
Security

J Roles

® Basic Users

Server Logs

Devices
2 Camera Recording

Recording Servers
i Services

=]
E Inventory
o]
C]

System Dashboard
System Monitor

- Diagnostics Tool
# Configuration Reports
o Remote Assistance

& site Configuration

Sites

&) PLUTOS\SOLEXPRESS
& PLUTOS-CHILD

Configuraticn Reports
Reports:

Front page

License

ite information
Federated site hierarchy
Axis One-click
Recording servers
Hardware

evices

Failover servers
Mobile servers
aMmera groups
Micrephones groups
Speakers groups
Metadata groups
Input groups

mart Client prefiles
Management Client profiles
Matrix

ules

Time profiles

Mctification profiles
ser-defined events
Analytics events

eneric events

Roles

Eystem Meniter

yystem menitor threshelds
Basic users

Opticns

egistered services

Access Control

AI arms

Select All

Clear All

Export...



6SS Federator® Application

Lo Page | 1742 s |5 [E 0 P Fina | P aw

Info

Name: PLUTOS-CHILD
Deseripiion:

Huost naie: PLUTOS-CHILD
Local web server address: hitp:plutos-child: 7563/

Web server address:

Time zone: (LUTCH02:00) Beimut
Hardware list

Name Enabled

ANIS MI054 Network Camera (192,168, 100.112) o4

ANXIS P1353 Network Camera (192,168, 100.45) =

Mask Detection - Camera | 1
Storage

Stop the recording server iFa recording No

storage i unavailable

Siorage name: Local default

Device couni: 24

Defalt storage: Yes

Faih: CiMediaDatabase

Retention time: 2 days

Miximum size: 10060 GB

Signing: No

Encryption: MNone

Na archive defined,

Failover

Failaver is not enabled.

Molticast
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Remote Assistance

Federator provides as well Remote Assistance windows feature directly
embedded into the plugin in order to assist any site not limited to the federator
sites list.

With Windows Remote Assistance you can help any site experiencing computer
trouble on their Microsoft Windows system, or you can just show them how to do

something right from where you're sitting.

# Federator

Navigation Remote Assistance

& Microphones A
1 Speakers

5 Metadata
-3 Input
¢4 Output
-2 Profiles

B Smart Client Profiles
-] Management Client Profiles
- Rules and Events

H Rules

Bl Time Profiles
; Notifi;::iundPrufi\es Select/Enter Computer Name or [P Address: | ‘v
User-defined Events
Bl Analytic Events PLUTOS-CHILD

I Generic Events Connect to remote machine
-1 Logs PLUTOS

B 1™ Alarms

[ Alarms Definition
=i Security

-~ Roles

£ Basic Users
= Serverlogs
-[E Reports
-] Devices
1 Inventory
i Camera Recording
-5 Recording Servers
{3 Services
=17l System Dashboard
E-F1 System Monitor
.. Diagnostics Tool
T Configurstion Reports
= Remote Assistance
@ Site Configuration




FAQ
Frequently Asked Questions
How to enable Named pipes and TCP/IP protocols?

Go to Windows Start screen and navigate to Microsoft SQL Server folder and click
on SQL Server Configuration Manager.

B Microsoft SQL Server 2017

SQOL Server 2017 Cenfiguration...
501 Server 2017 Error and Usag...
501 Server 2017 Import and Exp...

SQOL Server 2017 Installation Cen...|

Navigate to SQL Server Configuration Manager > SQL Server Network
Configuration > Protocols for <machine instance>

& Sql Server Configuration Manager - O x
File Action View Help

= x| EBG:=H
‘@ SQL Server Configuration Manager (Local) Protocol Mame Status
B SQL Server Services W~ Shared Memory  Enabled
_E_ SQL Server Metwork Configuration (32bit) . .
> X - _ X . ¥ Mamed Pipes Disabled
.. SQL Native Client 11.0 Configuration (32bit) S TCR/P Enabled
v _E_ 5QL Server Metwork Configuration
B~ Protocols for MSSQLSERVER
.. SQL Mative Client 11.0 Configuration

Double-click Named Pipes. The Named Pipes Properties screen appears. From
Enabled, select Yes. Then click OK.

MNamed Pipes Properties 7 X
Protocol
Bl General
Enabled No |
Pipe Mame “Wpipe\sghquery
Enabled
Enable or disable Mamed Pipes protocol for this server instance
Cancel Apply Help




From SQL Server Management Studio, restart the server instance.

=W} localhost (SOL Server 14.0.1000
Databases

Security

Server Objects Register...
Replication

Connect...

Disconnect

Mew Query
PolyBase

Management Actrvity Monitor
+ XEvent Profiler

EEEEEBEBEE

Start
Stop
Pause

Resume

Restart

Policies 3

Facets

Start PowerShell
Azure Data Studic 3

Reports 3

Refresh
Properties

How to find SQL server instance name?

There's lot of ways to obtain SQL instance name.

Option 1:

Launch the SQL Server Configuration Manager.

Go to Start > Microsoft SQL Server > SQL Server Configuration Manager. Locate
the running MS SQL Server instance name (circled below in red). This is what you'll
need to enter in the record.

Sql Server Configuration Manager — O x
File Action View Help
ol AR RERCRES!

‘Q S0L Server Configuration Manager (Local) Protocol Name Status
£l SQL Server Services ) ) . %~ Shared Memory  Enabled
_E_ 50L Server Metwork Configuration (32bit) :
5 & SO Native Client 11.0 Configuration (32bit) ¥ Yt Ersphes
> = ' : FTCP/IP Enabled

w _E_ SCOL Server Metwork Copfiguration
E‘F Protocels fo @
> ,, SOL Mative Client 11,0 Contiguration




Option 2:

Launch windows Services app.

Go to Start and search for services. Locate the running SQL Server instance name
(circled below in red). This is what you'll need to enter in the record.

S Services — [m} X
File Action View Help

L Al EREEY

HE| e mnumwp

. Services (Local) 1‘3;!5, Services ( . SOL Server (MSSOLSERVER) Properties (Local Computer) P
SQL Server (MSSQLSERVER) MName Genersl |ogOn Recovery Dependencies ~
-CJ- Secondary Logon
i i, Service name:
%;ﬁg;;:i:fiie <&} Secure Socket Tunneling Protoco...
B et thie coroice -;Q;Secunty Accounts Manager Display name: SQL Server (MSSQLSERVER)
':-?a Sensor Data Service Description |Provides storage, processing and controlled access
5 Sensor Monitering Service Iﬂf data, and rapid transaction processing
Ere::ir;i:c‘»rage, processing and J"f}é ey Path to sxecutable
: &
controlled access of data, and rapid i Server _ "C:\Program Fles'\Microsoft SGL Server\M33QL14 M3SQLSERVER\MS S
transaction processing. ‘£ Shell Hardware Detection .

_&.‘ Smart Card Startup type :.}\utcmaic hd
»f:?, Smart Card Device Enumeration ...
Lf:l]Smart Card Removal Policy

£ SNMP Trap

-Cé; Software Protection

-&;L%Special Administration Console ... Start L §t9p_ | = I_:__a_u_se_ 1 Resume
S Spot Venﬁe *You can specify the start parameters that apply when you start the service
& S0L Serve "@’ from here

5,501 Server Agent (M5S0LSERVER)
;f';;: SQL Server Browser Start parameters
k’:.%; SQL Server CEIP service (MSSQOLS...
.Q, SQL Server V55 Writer =
-C(, S5DP Discovery | Cancel Apply

{5k State Repository Service Frowides re.. Running  Manua Local syste.., s

Service status:  Running

\ Extended AStandard;/

What user privileges are needed to install Federator?

Before installing Federator application, you need to make sure that the user used
to install SQL Server and Milestone XProtect product is a member of
administrators and IIS_IUSRS groups.

Some privilege access errors might occur while using Federator, especially if you
are in a workgroup environment and SQL Server and Milestone services are
installed with a local user.

Requested registry access is not allowed.

OK




6SS FAQ : Frequently Asked Questions

X
Access to the path "\PLUTO43\ C8\FederatorDBBackuph' is denied.
oK
X
Canneot open MSS0OLSERVER service on computer 'PLUTOG"
oK

Reason:
User Account Control (UAC) is turned on the federated sites.
Resolution:

Search for UAC from windows search to open Change User Account Control
Settings.

Then, select "Never notify" to disable UAC

Choose when to be notified about changes to your computer

Uger Accewnt Control helps prevent potentially hammiful programe from making changes to your computer.
i - =

Albweays notify

= Hever notify me when:

*  Apps try to mstall software or make changes to my
cemputer

# | make changes to Windows settings

Jiy This setting will take effect after you click OK and
restart your PC,
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Now turn off UAC via registry by changing the DWORD "EnableLUA" from 1 to O in
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\
system".

- 4 Registry Editor [=[= 5]
Eile Edit Yiew Fgvorites Help
44|, system | Marme Type Diata A !
b-da UIPI abr| (Default) REG_SZ (value not set)
PreviewHandlers 78 ConsentPrompt... REG_DWORD 00000000 (D)
b-Ju PropertySystem 4 ConsentPrompt.., REG_DWORD 00000003 (3)
b - PushNetifications 4 DelayedDesktop... REG_DWORD Dx00000000 (0)
b Aakialiity 4 disablecad REG_DWORD DD0000000 (0)
b-a% Renamefiles 23] dontdisplaylastu.. REG_DWORD Dx00000001 (1)
1 :::on“ s EnableCursorSu... REG_DWORD O:00000001 (1)
: SeltingSync sl EnablelnstallerD... REG_DWORD O 00000001 (1)
i e #2jEnableLUA REG_DWORD 000000000 (1) | I
SharedDLL "3 EnableSecurell... REG_DWORD Cu00000001 (1) H
sl EnablelNADeskt.. REG_DWORD Dec0O000000 (0)
: :::::f::ﬂl':al::;w s EnableVirtualizat.. REG_DWORD 00000001 (1)
ShellServiceObjectDelayLoad || F4lFilterAdministra... REG_DWORD £:00000000 {0)
b SideBySide b legalnoticecapti... REG_SZ
SMDEN b legalnoticetert REG_SZ
- SMI £ || MiLogonType REG_DWORD 00000000 (0
b ) Steee 74 PrormptOnSecur... REG_DWORD 00000000 (1)
StructuredCuery W4 scforceoption REG_DWORD Du00000000 (00
SysPrepTapi 4 shutdownwitho... REG_DWORD CeDODOOO00 (0)
b SystemProtectedUserData B8 undeckwithoutl.., REG_DWORD Du00000001 (1)
b Teleshony Y| A b B i B PLLPAD PN, 1 x
< il 3 < [ 3
Computer\HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Windows\ CurrentVersion'policies\system

You will get a notification that a reboot is required. After the reboot, UAC is

disabled.

You must restart your computer to

turm on User Account Control

Click to




About 6SS

6SS was founded in 2013 with Headquarters in Minnesota, USA. 6SS
is @ modern video surveillance and security systems company that
provides complete security solution that you need and deserve, from
Software to Hardware to Professional Services and Training.

All our products will integrate fully with the Milestone VMS. €

Any Questions?

Please reach out to us if you have
any question or inquiry
Email us at info@6ss.co

For more information visit:
www.B6ss.co

Headquarters

7725 Bryant Ave N,

Brooklyn Park,

MN 55444 USA

Telephone: +1-651-233-0977



