


This guide provides a comprehensive overview of the Facit Identity Cloak application. It is a step by step

instruction guide for the installation, setup and user interface of our video analytics software.

This manual is intended for users seeking information on the installation, features and user interface of the
Facit Identity Cloak application.
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Under the new GDPR regulation, (Chapter 3, Articles 13, 14 and 15), any person whose image is recorded
on a CCTV system has a right to seek and be supplied with a copy of their own personal data from the
footage. However, the identity of any other individuals who also feature in any part of that footage needs to
be protected when the recording is shared with a third party.

The data collected through CCTV surveillance cameras, identity based physical access data, biometric
information and personal information are fully governed by the GDPR regulations from 25 May 2018.
Facit Identity Cloak application is a fully featured tool to hide identities of people in CCTV videos, which can
be further shared with any third party.

Facit Identity Cloak is a user-friendly video analytics tool, designed to automatically cloak identities of
people in a CCTV recorded video. Following are the main features of this software

e Automatic Face Blur

e Full Body Blur

e Blur/Unblur a specific person by identifying his track

e Zoom region in avideo sequence between a defined time slot

e Display recorded time stamp

¢ Manual Blur/Unblur

e Clip Video

e Preview Video before exporting



This section provides a step by step approach to download and installation the Facit Identity Cloak
application.

To get the application installation file please visit the following link
http://identitycloak.facitdatasystems.com/

After you enter your specifics on the registration page, you will be redirected to a download link from where
you will be able to download the application installation file. You will also be provided a license key,
depending upon the package that you have selected.

Launch the setup file.

- Setup - Facit Identity Cloak =

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

FACIT DATA SYSTEMS LIMITED - EMD USER. SOFTWARE LICEMSE AGREEMENT "~
(EULA)

1st May 2016 VERSION

This ELILA sets out the scope and terms of a licence for the Software described in
this EULA. The Software is licensed, not sold. i

The Software was produced by, is licensed by, and is A®© Copyright Facdit Data
Systems Limited (from September 1st 2014) (referred to as "Facit” or the

"Licensor™), a company registered in England and Wales with company number
09030054 and with registered office Atlantic House & Bell Lane, Bellbroaok

Industrial Estate, Udkfield, East Sussex, England, TM22 10L.

THE LICEMSEE'S ATTEMTION IS DRAWN TO CLAUSE 8 WHICH EXCLUDES ALL b

iI accept the agreement

()1 do not accept the agreement

Figure 1: License Agreement

Read the license agreement and Select | accept the agreement to click next


http://identitycloak.facitdatasystems.com/
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9 Setup - Facit Identity Cloak > =

Select Destination Location
Where should Facit Identity Cloak be installed?

Setup will install Facdit Identity Cloak into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

:\Program Files (3 i i i Browse...

At least 117.4 MB of free disk space is required.

Figure 2 : Installation Location

Select the installation location and click next.



FACIT DATA SYSTEMS USER MANUAL

9 Setup - Facit Identity Cloak > =

Select Start Menu Folder
Where should Setup place the program's shortouts?

W
Setup will create the program's shortcuts in the following Start Menu folder,
[ —mas]

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

acit Identity Cloak Browse...

Figure 3: Start Menu Folder

Enter the name of start menu folder name and click next.



Setup - Facit Identity Cloak -

Completing the Facit Identity
Cloak Setup Wizard

Setup has finished installing Fadit Identity Cloak on your
computer. The application may be launched by selecting the

installed shortouts.

Click Finish to exit Setup,

Figure 4 : Installation Complete

Your Installation is complete now. Click on Finish to close this window. A shortcut link will be created on

your desktop. You can launch the application from there.



This section contains a comprehensive overview on how to use this application. Click on Facit Identity cloak
shortcut created on your desktop to launch the application. To blur a video, you must go through the
following steps.

e Import Video

e Clip Video

e Tag and Track person to selectively blur or unblur

e ZooOm
e Preview
e Export

If you are using the application for the first time you will be prompted for a license key.

w Licence Key

Please enter your licence key to continue

Enter Key

Figure 5 : Enter Licence Key

Click on Enter Key

w Licence Key
Buy Credits
Licence Key
Save Close

Figure 6: Save License Key



Enter the license key that was provided to you when you downloaded the application and click Save. Your

PC must be connected to the internet for the license verification.

Select the video to be processed either by drag/drop or by clicking the Import button. On the top of the
window you will see an activity chart. This chart shows your current progress status and the remaining

steps that you will go through to complete the cloaking progress.

- Facit Identity Cloak = =
Your balance
£362.00
WY DATA SYSTEMS ( ADD BALANCE )
Import Tag & Track Zoom Preview Export
Drag and drop

to upload

Figure 7 : Load Video

When you load a video a query window will appear which will ask you to allow for codec conversion



w Codec Conversion

o Allow Codec Conversions 7

Yes Mo

Figure 8 : Allow Codec Conversion

For some video formats we need to convert them to another format which is friendly to our application. For

this purpose, the application may sometime require codec conversion.

After the video is loaded you will get the following window as shown in Figure 9. Select the starting point
and ending point by moving the progress bar below the video and click on clip. Enter the time stamp of the

actual time when this video was recorded. This time stamp will appear on top of the video.
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@ Facit Identity Cloak - o IEl
Your balance
@ FACIT -8
DATA SYSTEMS [ﬁ_ ADD BALANCE /'\

Import Tag & Track Preview Export

Click here after
selecting start
and end point

00:02:06
-|||Iw||l|i|‘||r|l | | I | (] | N [ w]

| CLIP o#/’] \ UNDO ':)| Timestamp | 5/15/2018 00:00:00 v/ I NEXT = |

Figure 9: Import window

Click on next after entering time and clipping the video.

3.3.TAG & TRACK

After clicking next you will be directed to the Tag & Track process and a new side window will appear as
shown in Figure 10. In this stage a certain person can be tagged along his path in various key frames by
clicking or drawing a region across him. This selected track can be blurred or unblurred according to the

requirement.
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@ Facit Identity Cloak - O
7 Your balance
@ FACIT _oan_
DATA SYSTEMS (appBALANCE ) || @  Tag & Track

1. Select Mode

Blur Track

() Cirde @ Rectangle

Radius

New Delete

Tracks Blur A

1 Track:1 True

2

7. Inverse Remaining Area

0 FU8 S A A AR A [ Il S LN AR N RN RN AR RLLAY LS |

(= PREVIOUS )( NEXT = )

Figure 10 : Tag & Track window

Following are the steps of the tag and track process

In the first step you choose what you want to do with the track. If you want to blur the track check
the Blur Track option, or if you want to unblur this part and keep the remaining part blurred, keep it

unchecked.

At the bottom of the Tag & Track window there is an Inverse check button. If you select this option,
the track will be blurred and rest of frame will be clear. If you do not select this option and select the Blur
Track option from top, the track area will be blurred specifically and automatic face or full body blur will be

applied to the remaining region. The full body blur option is in preview stage.

Select the shape of your object. For faces, the recommended shape is circle and for full body use
rectangle. If you select circle, you will be able to change the radius of from the Radius slider. In case of

rectangle you can select the region by drawing a rectangle.
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Key frames define the frame jumps between two tag points. It is recommended to keep its value

low for precise object selection.

After you complete the above selections, now you are ready to draw the track. Click on New Button
to start drawing. During this process you select a region in your key frames on which you want to apply the
blur or unblur. After you select a region in the key frame, you will be taken to the next key frame
automatically. Repeat this process until you select the person in all key frames. Click Save when the
process is complete. Saved tracks can be reviewed by selecting the track from table as shown in Figure
11.

Circe ® Rectangle

" Facit Identity Cloak =i
i Your balance
L] FA C I T £362.00
“ DATA SYSTEMS ((aopeaiance )| | @  Tag &Track
g @ = e [ 7| Blur Track
Import Tag & Track Zoom Preview

— ;
= Radius

New Delete

Tracks Blur *
1 Track:1 True

Inverse

(»l) ( = PREVIOUS )( NEXT = )
\ J < /

Figure 11 : Showing track drawn

Click next when the Tag & Track process is complete.
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3.4. ZOOM

In this step, you can zoom a certain region in video for any certain time frame. Following are the steps

i. Select Zoom Level
ii. Draw Region
iii. Select Start and End Point
iv. Save
These steps are shown in Figure 12.

Facit Identity Cloak = =

@ FACIT

Y
Your balance
£362.00

F ORI DI |
(_ADD BALANCE )

& o o & o
Import Zoom Preview Export

Tag & Track
—

T AI

(= PREVIOUS )( NEXT = )

Figure 12: Zoom Section

w
Delete

New

’
1x 2 3x 4x

Zoom Level

5%

Zoom

1

2
3

4

A

Multiple areas can be zoomed at different time spans. Click after completing the zoom process and wait for

the create preview process to complete.
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3.5. PREVIEW

Please refer to the following image for this section.

@

Facit Identity Cloak
“ DATA SYSTEMS

Manual Blur or Erase

o

Tag & Track

2

Preview &0

L . Area of blurred object

L
i - ,' |
2 Itisillegal to use the software in this mode
‘1

R .
- -

o .
i

P S .
&5

=

Refrease to recreate preview

UL AN LS LSRR LA RS AN LN RN LN LA AN LA LA RARAN LN AN AR LARRR R
) I AAALN LEAR BALEY JERTA BLRA] I I KAL) [N | ALAT I M

(rerresic) (> (1) (10>

(4= PREVIOUS )( NEXT = )

Figure 13 : Preview window

The preview stage contains the following features

1.

4.

View video before exporting

Video can be played to view the output before exporting. The preview comes with the Green semi-

transparent shading in the areas to be blurred.

Apply manual blur

- =
Your balance
£362.00
R R - |
|\ ADD BALANCE ,|

] Preview

[7] Full Body

Image Enhancement
Low High

Blur Size

Low High
Degree of Blur

e

Low High
Note:

Refresh to apply changes

Play Speed
e T
b ) g, R SR G 4

Manual blur or unblur can applied on the current frame by selecting blur or erase button.

Select Full Body Blur

By default, faces are blurred, however by selecting the Full Body option, full body blur can be

applied. Please note that the preview will be recreated to complete this process.

Alter the quality of masking

By increasing the image enhancement, the blur quality is improved however, some unrequired

regions may also get blurred. So, it has a trade-off. It is recommended to keep it at a moderate

level.
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5. Increase or Decrease Blur Size
By increasing the Blur Size level, area of blurred object is increased. It is recommended to keep it
at a moderate level.

6. Increase or Decrease Blur Intensity
Blur intensity can be increased or decreased by increasing or decreasing Degree of Blur slider.

Please note that the preview has to be recreated after applying changes from the Refresh button.

Click Next to move to the export window after finalizing everything.

3.6. EXPORT

Browse to the location where you want to save file, select the name of file and click next to generate the

final video.
(5] Facit Identity Cloak = =
Your balance
FACIT il
' DATA SYSTEMS (ADD BALANCE )
Impaort Tag & Track Zaoam Preview Expart

Save Location:

ey
(BROWSEH )

(«= PrEVIOUS )( EXPORT (@)

Figure 14 : Export window
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For any further assistance, please contact the Facit Data Systems technical support team at

support@facitdatasystems.com.



