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Acronym and Abbreviations

MIP: Milestone Integration Platform

AC: Access Control

VMS: Video Management Software

SDK: Software Development Kit

API: Application Programming Interface
WCF: Windows Communication Foundation

IIS: Internet Information Services (web server)

Introduction

Salto is an AC system that provides a wide range of features to manage activity operation and
localizations integration with regard to access control infrastructure.

As for Milestone XProtect, it is a high-performance monitoring system for video surveillance
systems. This management platform includes the ability to integrate AC systems and
consequent operation through its user interfaces (XProtect Management Client and XProtect
Smart Client), through its MIP SDK, allowing in practice operators in the market with security
systems the integration of their AC systems with the XProtect platform.

In this context, the plugin referred to in this document was developed with the purpose of
providing access to the information present in the SALTO access control system by way of its
integration or reading by other systems external to SALTO, in particular the Milestone XProtect
platform. The main objective is to facilitate and make more efficient the operation of these
systems, allowing its execution through a single operator interface, as opposed to the need to
operate several interfaces in organizations with several systems, being one of them SALTO.

SALTO provides an API for external communication, which is the only way to communicate
with it, otherwise it is a closed system.

In terms of macro blocks, the system as a whole can be described by the following picture:

PR iation I API
<«—— Communication —

service

Plugin

VMS AC

Milestone XProtect Salto
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There are essentially 3 workflows to consider:

a) Obtaining the initial configuration, done the way AC -> VMS in terms of passing
information, but with requests for information executed by the plugin, which implies
communication in the other direction. In this workflow, the transmitted information
includes doors identification, types of events and cardholders;

b) Obtaining events (historic and real-time), carried out the way AC -> VMS, being that
requests for events batches are performed by the plugin. In this workflow, the
transmitted information includes events occurrence information, such as doors
openings, intrusions, and so on;

c) Sending commands, carried out in the VMS -> AC direction. In this workflow, the plugin
sends commands to the AC for, for example, opening doors.

The communication and information passing between the VMS (plugin) and the AC is never
done directly, always passes through the communication service, which mediates all the
interaction between both systems.

It should also be noted that this plugin has been developed viewing its use in systems of
various dimensions, from large systems, with VMS distributed by several machines (eg,
federated hierarchy) and managing hundreds of cameras (see Fig.1), to smaller systems with
the VMS on a single machine managing a small number of cameras. In the latter case, it will
even be possible to consider a single machine with both the AC and the VMS systems, although
the desirable is a distributed installation, that is, each system on its machine. For the purpose
of this manual, the latter configuration will be considered.

: Parent -
Milestone Management Server . ;
configuration

Milestone Management Servers (regional) Child 1 Child n

Recording Servers RS 1 RS n RS 1 RS n

Fig.1: network infrastructure scheme of a VMS with a hierarchical structure of Milestone servers with cameras
attached
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Requirements

This integration system is composed of 3 components that communicate with each other: the
AC Salto system, the Milestone VMS system and a WCF technology web service that mediates
communication between both. As previously noted, for the purpose of this guide, each will be
considered installed on its machine.

Typically, the Salto AC system and the Milestone VMS will be installed on different machines,
located in different areas of an organization’s network, so it will be in this case a distributed
installation. It does not invalidate that the same principles cannot be applied to a local
installation or to fewer machines. Figure 2 represents a distributed installation, which will
serve as a reference for the information that will follow.

CCTV camera Video surveillance
server
() 1 Router
EE N 3:'
Access control
server
/\L—_—_—_-‘l\,

Communication Door #1
server — WCF web

service I

Door #2 l |
Door #3

L N
£
S

Fig.2: infrastructure example scheme with distributed installation of video surveillance system and access control

system, assuming also the existence of a communication server for the plugin web service
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The following is a list of the minimum requirements for integration of a distributed Salto —
Milestone system:

e Win 7, 8+ | Win Server 2010 — 2012+ (64bit): on any of the machines

e Framework .NET 4.0.0 / 4.5.0: on any of the machines

e SQL Server 2012 (can be express version): on the WCF web service machine

o SQL Server must be installed in “Mixed Mode”, so it allows the authentication
of users created in SQL Server itself

e IS 10.0: on the WCF web service machine

e Salto 3.1.4.0 | SHIP 1.26c: on the AC system machine

e Milestone XProtect Corporate 2014: on the VMS machine
(http://www.milestonesys.com/systemrequirements)

e Milestone XProtect Smart Client 2016 R3: on the VMS machine

e MIPSDK 2016 R2: on the VMS machine

The machines are identified in the network through IPs (xxx.xxx.xxx.xxx, set of 4 integers with a
maximum of 3 digits separated by ‘.’) and ports (also an integer). This is how they “see” each
other and thus can communicate with each other. Considering the already described
infrastructure distributed by 3 machines, the person in charge of the installation should also
bear in mind as an installation requirement the following information:

e Milestone XProtect machine network IP address and port
e SALTO machine network IP address and port
e WCF web service communication machine network IP address and port

The plugin itself is to be installed on the VMS system machine. The plugin was implemented
using Milestone’s MIP-AC technology, a specific SDK component for integration of AC systems.
The plugin receives the configuration from the AC (doors, cardholders and event types), as well
as events (past and realtime), and can send action commands on doors to Salto by way of SHIP.

The web service built in WCF architecture has, as indicated, the objective of serving as a
Milestone — Salto communication interface, acting as a command queue, as well as storing the
events locally in its own SQL database and synchronizing all the generated events by Salto /
SHIP with all licensed and authorized points.

Finally, the Salto server, with its own database, closed behind the SHIP API / interface, accepts
action commands on doors and sends, at the plugins request, the AC configuration information
and the events stream.

Itis also very important as a requirement that the clocks of the involved machines
are in sync with each other, that is, all with the same time (by the second if possible).


http://www.milestonesys.com/systemrequirements
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Delivery Package Content

The contents of the installation package, with MIPSaltoPuresecurity base directory, are listed
below:

e MIPSaltoPuresecurity
o \MIPSDK2016R2
=  MIPSDK_Installer_2016R2.msi
o \Plugin
= acplugin.def
= clsJSONZip.dll
=  MIPSALTOPuresecurity.dll
=  MIPSALTOPuresecurity.dll.config
= Newtonsoft.Json.dll
o \WebserviceWCF
= jsystemsSaltoShipWS.isystemsSaltoSHIP.svc

=  Web.config
o \WebserviceWCF\bin
= Blayer.dll

= Blayer.pdb
= jsystemsSaltoShipWs.dll
= jsystemsSaltoShipWS.pdb
= Newtonsoft.Json.dll
o \WebserviceWCF\DB
= 2017-05-22-isystems_Salto_MIP.bak
o milestone_salto_plugin_guide_byPuresecurity.pdf

Plugin files description

acplugin.def: plugin general configuration file, required for the plugin recognition by the
XProtect system

clIsJSONZip.dIl: JSON messages compression and decompression functions library, technology
used in communication messages between the plugin, the communication service and the
Salto AC (via SHIP)

MIPSALTOPuresecurity.dll: logic for the entire plugin specific operation
MIPSALTOPuresecurity.dll.config: plugin configuration xml file

Newtonsoft.Json.dll: public library of functions related to operations on JSON technology, such
as “from” and “to” JSON conversions
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WCF web service files description
isystemsSaltoShipWS.isystemsSaltoSHIP.svc: web service access file
Web.config: web service configuration file

bin\BLayer.dll e BLayer.pdb: communication service business rules

bin\isystemsSaltoShipWSs.dll e isystemsSaltoShipWS.pdb: logic regarding the remaining web
service specific operation, namely methods of access

bin\Newtonsoft.Json.dll: (see above)

DB\2017-05-22-isystems_Salto_MIP.bak: backup file to restore SQL Server database used for
logging information by the web service
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Plugin installation procedure

In this section of this guide, the necessary steps for installing the plugin and the
communication WCF web service will be indicated. Installation is assumed on a global system
in which the VMS and the AC are already installed.

For the following installation and configuration to take place, the support of the company’s
network administrator may be helpful.

WCF web service installation

It is considered in the first phase the installation of the WCF web service. This is installed using
the Microsoft SQL Server tools for database placement and IS web server for web service
instantiation with reference to the files in \WebserviceWCF and \WebserviceWCF\bin in the
installation package.

The web service is installed on the machine destined for the communication web service and
has as prerequisites, therefore, SQL Server and IIS.

Step 1 Dabase file restore

Restore 2017-05-22-isystems_Salto_MIP.bak file referring the database. To do this, open
Microsoft SQL Server Management Studio database management tool.

1.1 Click on “databases” with the right mouse button -> “Restore Database...”:

Az Microsoft SOL Server Management Studio
File Edit View Debug Tools Window Help

Pl ol (S | ) NewQuery (3t iR (G| 4 3 B[ 9 - ©
Object Explorer * 0 x
Connect~ 33 3J § “F 55

=] La DESKTOP-3LRVCSTVSOLEXPRESS (SOL ¢

a4 Mew Datab
m L3 Sy ew Database...
) isy Attach..

1 Securi

Restore Database...

3 Server
[ Replic Restore Files and Filegroups...
3 Manar Deploy Data-tier Application...

Import Data-tier Application...

Start PowerShell

Reports

Refresh
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1.2 The dialog window for restoring a database will appear. In this, the “Device” option under
“Source” must be selected, followed by click on the “...” button in the alighment.

Another dialog window will appear that will be superimposed on the first one (“Select backup
devices”) in which the following choices and actions must be made:

1.2.1 In “Backup media type” -> “File”
1.2.2 Click in “Add”

1.2.3 Select the .bak file provided in the installation files in \WebserviceWCF\DB (your choice
will be displayed in the “Backup media” window)

1.2.4 Click in “OK”:

s
i@] Mo backupset selected to be restored.
Select a page Script - | [ Help
% General
% Files
= Source
& Options
(O Database:
(@ Device: | m
= Select backup devices O X0
Specify the backup media and its location for your restore operation.
w
Backup media type: File w
Backup media:
Add
ILSN  Checkpoint LSN  Full L!
Connection
#{ DESKTOP-3LRVCST\SCLEXPR oK | | — Help
S5 [DESKTOP-3LRVCST\az]
T T
View connection properties
Progress
< >
Ready
oK Cancel Help

10
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The result summary of the made choices will appear on the first dialog window in
“Destination” e “Restore plan”, referring to the database file that will be restored.

1.2.5 Click in “OK” again:

14z Restore Database - isystems_Salto_MIP - ] x
'@' Ready

Select a page 0 Seript ~ | [ Help
#A General
58 Files Source
7 Options
() Database:
® Device: C:\Program Files\Microsoft SOL Server\MSSQL11 .SQLEXPRESS\MSSQL‘| El
Database: isysterns_Salto_MIP v
Destination
Database: | isystems_Salto_MIP ~
Restore to: |The|a;t backup taken (13 de junho de 2017 11:11:20) Timeline...
Restore plan
Backup sets to restore:
Restore ~ Name Component  Type  Server Databa
systems_Salto_MIP-Full Database Backup Database  Full  DESKTOP-3LRVCST\SQLEXPRESS isysten
Connection

27 DESKTOP-3LRVCST\SOLEXPRE
55 [DESKTOP-3LRVCST az]

View connection properties

Progress

@ Done >

Verify Backup Media

QK Cancel Help

The restored database will be placed in SQL Server Management Studio, under “Databases”:

*—'53 Microsoft SQL Server Managernent Studio

File Edit View Debug Teols Window Help

Pl (D | L NewQuery [y 0f o | 4 a9
Ohbject Explorer
Connect= 3 3l m “F [Z] .H
= I_B DESKTOR-3LRVCSTVSQLEXPRESS (SCL !
= 1 Databases
[ System Databases
isystems_Salto MIP
3 Security

+ 0 x

[ Server Objects
3 Replication
[ Management

11
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Step 2 ‘default’ user removal

Remove user “saltomipuser” from restored database.

2.1 Check its existence by expanding the created database (default name: isystems_Salto_MIP)
and click in “Security” -> “Users”.

2.2 Remove the user by clicking in “saltomipuser” with the right mouse button, followed by
“Delete”.

5 Microsoft SOL Server Management Studic
File Edit VYiew Debug Teols Window Help

Pl - T @ | S NewQuery [y ey v | 4 <3
Object Explorer * 01X

Connect~ 3 3 @ E £
=] LB DESKTOP-3LRVCST\SOLEXPRESS (SOL Server 11.0
= 3 Databases
[ System Databases
= [J isystems_Salto_MIP
[ Database Diagrams
1 Tables
[ Views
[ Synonyms
[ Programmability
[ Service Broker
3 Storage
= [ Security
= 3 Users
(& dbo
I;,ﬁ_ guest
I;,ﬁ. INFORMATIOM_SCHEMA
A E—
I;,f‘t 5Ys
1 Roles
[ Schemas
[ Asymmetric Keys
[ Certificates
[ Symmetric Keys
3 Security
[ Server Objects
1 Replication

3 Management

12



Milestone / Salto integration plugin

Step 3 Creation of a new user

Create user for database access.

W

Isystems

3.1 Expand the local SQL server in SQL Server Management Studio and click “Security” ->

“Logins”.

Then, right click on “Logins” -> “New Login...”

42 Microsoft SOL Server Management Studio

File Edit View Debug Tools Window Help

Pl i 1S | L NewQuey [ o v 5| 4
Object Explorer - X
Connect- 3 3 w F 2] .5

= LB DESKTOP-3LRVCST\SQLEXPRESS (5QL Server 11.0;
[ Databases

= 3 Security
= Cu[EEEM
&, 2 New Login... in# s
&, Filter i
BL —_—

E DE Start PowerShell
& N Reports 3
A N e
AN Refresh
A NT SERVICE\Winmgmt
& sa
A saltomipuser

E3 Server Roles
1 Credentials

3 Server Objects

3 Replication

3 Management

3.2 Fill in the required fields for user setup.

3.2.1 On the “General” tab, fill in “Login name” with "saltomipuser" and "Password"/"Confirm

password" with the desired password:

5 Login Properties - saltomipuser

Selecta page ‘ . .
. Script ~ Hel

1% General =5 serpt ~ I} Heo

127 Server Roles

12 User Mapping Login name:

12 Securables

127 Status
Password: |oo||ooooooooolo
Confim p y: |

[] Specify old password

[] Enforce password policy

Con - [] Map to Credential

Server Mapped Credentials Credential
DESKTOP-3LRVCST\SQLEXFRE

Connection:
DESKTOP-3LRVCSThaz

3 View connection properties

Progress

Ready Default database: master
Default language: English

Provider

Search...

Cancel

13
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3.2.2 On the "User Mapping" tab, select the restored database in “Users mapped to this login”
and the permissions marked on the image in “Database role membership”:

|j Login Properties - saltomipuser

- O

X

Select a page I . -
- Script - Hel
1 General ; - Lj ?
%4 Server Roles
_’%}_ User Mapping Lsers mapped to this login:
f Securables M, Database User Diefault Schema
% Status g ]
=  isystems_Salto_MIP sattomipuser dbo
master
mode!
msdb
tempdb
. Database role membership for: CESAE_Salta_MIP
Connection _
[*] db_accessadmin
Server: . [] db_backupoperstor
DESKTOP-3LRVCSTSQLEXPRE ] db_datareader
Connection: [] db_datawriter
DESKTOP-3LRVCS T az [] db_ddladmin
[] db_derydataread
& View connection properties = db_d:m‘:lat:f:te?r
E db_owner
Progress [] db_securtyadmin
[/] public
Ready _

3.2.3 On the "Securables" tab, ensure that the "Grant" permission is selected in the “Connect

SQL" option under “Permissions”:

H Login Properties - saltomipuser - O s
Selecta page I . T
- Script - Hel
1 General ‘3 o Lj .
14 Server Roles
f User Mapping Login name: |sahomipuser
&
Eﬁ Status Securables: Search...
_____ _ Name Type
] [ : DESKTOP-3LRVCST\SQLEXPRESS Server
Conneclion Pemigsions for DESKTOP-3LRVCSTWSQLEXPRESS:
Server: Bxplict  Effective
DESKTOP-3LRVCSTNSQLEXFRE Permission Grantor Grant With Grant Deny »
Connection: Connect SQL
DESKTOP-3LRVCSThaz . . 0
Connect SQL sa O O
34 VMiew connection properties Control server [ [ 0
Create any databass O O O
Progress Create availability group O O O
Ready Create DOL event nati... O O O
[ SR E /i L /M hd

14
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3.2.4 On the "Status" tab, ensure the selection of "Grant" and "Enabled" as per the image,
followed by “OK”":

|a Legin Properties - saltomipuser
Select a page I .
Script - Hel
1 General ‘;S B m ?
12 Server Roles
ﬁ User Mapping Settings
1 Securables
_.gli Permission to connect to database engine:
(@ Grart
(O Deny
Login:
(®) Enabled
() Disabled
Status
SOL Server authentication:
Connection
Server:
DESKTOP-3LRVCSTYWSCOLEXFPRE

As indicated previously in the requirements section, SQL Server must allow
authentication of users created in SQL Server itself, as is the case of the user
B “saltomipuser”.

The way to test if this user, created to allow web service access to its database, really has
access to this database, is to test its login through SQL Server Management Studio
application. As such, after opening the application, click on ‘File’ -> ‘Connect Object Explorer’
and, in the following window, choose the name of the correct SQL Server, where the
database is located, and ‘SQL Server Authentication’, and fill the ‘Login’ and ‘Password’ fields
with “saltomipuser” and its password, respectively. After clicking ‘Connect’, there shouldn’t
be any connection error and on the left side there must be an ‘Object Explorer’ window
which allows access to the databases from the chosen SQL Server, including
“isystems_Salto_MIP” database.

If some connection error occurs in this operation, this most likely means that the SQL Server
is not allowing access to sql users and that is must have been wrongly installed in ‘Windows
Authentication’ mode. In this case, this SQL Server configuration must be corrected before
proceeding. This must be done, again, by means of the SQL Server Management Studio
application. In the ‘Object Explorer’ window, normally located on the left side, right-click the
intended SQL Server name, followed by click on ‘Properties’. In the following window, click
the ‘Security’ tab and select ‘SQL Server and Windows Authentication mode’ under ‘Server
Authentication’, followed by click in OK, and click in yet another OK button to confirm the
change. Finally, right-click again the intended SQL Server name, followed by click in ‘Restart’.
Restarting the SQL Server is needed so that the requested change becomes effective.

15
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Step 4 Files installation

Install the WCF web service files.

4.1 Create folder in C:/ directory of the machine chosen to host the service. It may be in the
root or in any subfolder that is convenient according to the folder structure organization there.
As an example, in the following image it was given the name “WCF”.

ia | 1~ = | Drive Tools  Local Disk (C)
Home Share View Manage
&« v % ‘am * ThisPC » Local Disk (C:) »
Marme Date modified Type
w 3 Quick access
DASH 16/06/2017 12:24 File folder
[ Desktop . )
inetpub File folder
‘ Downleads PerfLogs File folder
= Documents Program Files File folder
= Pictures Program Files (x86) File folder
bin Users File folder
DASH WICF File folder
SALTO (servico) Windows File folder
WCF
@ Onelrive

4.2 Copy WCEF service files present in the installation bundle (those in the root of the
\WebserviceWCF folder, including the \WebserviceWCF\bin subfolder and their files) to the
folder created specifically for the purpose in the previous point.

4.3 Create the website for the web service in IS, associated with the web service files placed in
the “WCF” folder.

4.3.1 Open Windows IIS application through “Windows Administrative Tools” -> “Internet
Information Services”

4.3.2 As a preparatory task, create an “application pool” for the website, that will later be
created, through “<web server name>" (in the example below “DESKTOP-3LRVCST”) ->
“Application Pools” -> “Add Application Pool”:

16
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“j Internet Information Services (1I5) Manager
o »
« ‘;’ » DESKTOP-3LRVCST » Application Pools

File View Help

Connections -
QQl Application Pools

¥

v -85 DESKTOP-3LRVCST (DESKTOP-3LR!

This page lets you view and manage the list of application pools on the server, Application pools are associated with worker |

2} Application P
e _F—‘F—"Ca Lalr Add Application Pool... | different applications.
~ -[a]| Sites
D Default We k&7 Refresh + " Go - lg5Show All | Groupby: Mo Grouping -
@ SaltoService MName Status MET CLR V... Managed Pipel... |dentity Applications
Q.NETVZ.O Started v2.0 Integrated ApplicationPoolid.. 0
Q.NETV}‘_.O Classic  Started v2.0 Classic ApplicationPoolid.. 0
,,;?.NETV-‘-LS Started w40 Integrated ApplicationPoolid.. 0
[EF . NET w45 Classic  Started vl Classic ApplicationPoolld... 0
[} Classic MET Ap... Started w20 Classic ApplicationPoolld... 0
éBDafaultAppPool Started w40 Integrated ApplicationPoolld... 1
é?SaItoService Started w40 Integrated ApplicationPoolld... 1

4.3.3 Fill in the fields necessary to create the “pool”, “Name” with “SaltoService” (this field will
be on the criteria of the installer, it is not mandatory to be the provided example), “.NET CLR
Version” with “.NET CLR Version v4.0.30319” and “Managed pipeline mode” with “Integrated”.

Click in “OK”.

Add Application Pool ? *
Marme:
.MET CLR version:
MET CLR Version v4.0.30319 ~

Managed pipeline mode:

Integrated ~

Start application pocl immediately

Cancel

4.3.4 Verify that the "Identity" field of the created pool is "ApplicationPoolldentity":

17
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g; Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are associated with worker p
isolation ameng different applications.

Filter: - Go g Show All - Group by: Mo Grouping -

Mame Status MET CLR V... Managed Pipel... Identity Applications
LY NET w20 Started — w2.0 Integrated ApplicationPoolldentity 0

L5} MET 2.0 Classic  Started 2.0 Classic ApplicationPoolldentity 0

L2 MET 4.5 Started w40 Integrated ApplicationPoolldentity 0
Q.NET\HLS Classic  Started vd.0 Classic ApplicationPoolldentity 0

L} Classic MET Ap... Started 2.0 Classic ApplicationPoolldentity 0

2} DefaulthppPool  Started w40 Integrated ApplicationPoolldentity 1
L SaltoService Started vl Integrated ApplicationPoolldentity 1

| ApplicationPoolldentity |

If this is not the case, then the advanced settings of the pool should be accessed by clicking the
right mouse button on it, and adjusting the “Identity” field in the “Process Model” section by
clicking “...”, followed by the appropriate configuration in “Built-in account”.

4.3.5 Create the website itself for the web service, through “<web server name>" -> “Sites” ->
“Add Website”:

-

c
’i— G| » DESKTOP-3LRVCST » Sites »

nternet Infermation Services (IIS) Manager

File  View Help

Connections -
~ Ug' Sites
e hfuzis‘f;gl?;:;::cpizfESKTOP-3LRV Filter: - Go ~ iz Show All | Group by: Mo Grouping @
v (@] Sikes - Blame D Status Binding Path
: 4 L) CEEEE, ‘LDE'FELIH: Web Site 1 Stopped (... *:80 (http);808:* [nettcp)localhos...  %SystemDrives\inetpublwwwroot
L i&3  Refresh SaltoService 2 Started (ht.. %8100 (http) CAWCF

= Switch to Content View

4.3.6 In the form that will subsequently open, fill in the fields "Site name" (for example, with
“SaltoService”, the same name that was given to the pool created in 4.3.3), "Application pool"
which should be filled automatically with the previously created pool (otherwise, this should
be selected using the “Select... ” button by its side), "Physical path" with the path to the web
service folder, selecting it via the “...” button (eg, “C:\WCF”), and "Host name" with "*:<web
service port number>".

<web service port number> is, as already indicated in the requirements, an integer
representative of the port from which the web service will respond on the machine in which it
is placed (eg, 8100, 9000, ...). All systems that try to communicate with it, will have to have in
their configuration this port identified (eg, the plugin).

18



Milestone / Salto integration plugin

W

Isystems

Add Webzite

Site name: Annli-ratinm noo

“ [Eres

Content Directory

Physical path:

Pass-through authentication

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

Connect as... Test Settings
Binding
Type: IP address: Port:
http ~ | |All Unassigned v| |S'D |
Host name:

Select...

Cancel

The “Start Website immediately" checkbox can be left selected, because this way the web

service will start immediately after clicking “OK”.

Otherwise, you will need to give start order later by clicking on “Sites” -> SaltoService" (right

click) -> "Manage Website" -> "Start":

'@3 Internet Infermation Services (I15) Manager

/" €5, DESKTOP-3LRVCST »
File View Help
Connections

v Qﬂ DESKTOP-3LRVCST (DESKTOP-3LRW

qkélr DESKTOP-3LRVCST Home

Filter: - Go - Show All - G by:
2} Application Pools er o - & Show roup by: Area
v B Sites ASP.NET
Ay Default Web Site .2 4 q
- =) < /iy
@ sap-c-- 2 ¥ (e ¢ @
£ Explore T NET {NET Error NET NET Trust  Application
Edit Permissions... izat... Compilation Pages Globalization Levels Settings
5 Add Application...
o Add Virtual Directory.. s ?
- L (V] QE_! =
Edit Bindings.. tic..  Default  Handler HTTP ISAPIand  ISAPI Filters
| - : Respon..  (CGI Restri...
Manage Website » | = Restart
%3 Refresh | Start |
K Remove B Stop
Rename Browse
2 Switch to Content View Advanced Settings...
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Step 5 Web service configuration

In order for the web service to be functional, a final configuration step is required. This is done
configuring the xml file “Web.Config”, located in the web service files folder placed in the root
of the machine (“C:\WCF” or another location in the machines folder structure according to
the preference in the installation).

The “Web.Config” file can be opened with a simple text editor like "notepad". It is a simple
xml/text file.

5.1 Database connection configuration
After opened, the following entry should be located on one of its lines: key="ADDRESSDB"

In this line the web service connection to its own database must be configured and, for this,
the ‘value’ atribute must be updated.

Example: <add key="ADDRESSDB" value="server=192.168.254.40;
database=isystems_SALTO_MIP; uid=saltomipuser; pwd=saltomipuser" />

This configuration line represents the web service connection to the previously configured
database (step 1). The value attribute has in this case 4 sub-attributes (server, database, uid
and pwd).

The database name (database=isystems_SALTO_MIP), having been followed the restore
instructions provided in step 1, will be the same, so it doesn’t need updating, as well as the
user name (uid=saltomipuser).

The database server IP will have to be configured (server=192.168.254.40), replacing the IP
“192.168.254.40" (indicated by way of example) by the IP of the machine in which the web
service database is placed, ideally, the same as the web service itself.

The password of the user used to access the database, previously created in this procedure
(step 3), must also be configured, replacing the password "saltomipuser" with the password
created when creating the user.

5.2 Configuration of communication with Salto AC system

Also remember that the web service serves as communication interface between the plugin (in
VMS Milestone XProtect) and the Salto AC system, through its own SHIP interface. Therefore,
the web service must have configured the connection to SHIP.

As in the database connection configuration seen above, the following entries should be
located in the “Web.Config” configuration file:

key="ComandosIP" and key="ComandosPort"
Also in these cases the respective ‘value’ attributes must be updated.
Example:

<add key="ComandosIP" value="192.168.254.50" />
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<add key="ComandosPort" value="9100" />

These two configuration lines represent the IP of the machine in which the Salto AC is located,
namely the SHIP API, and the port of this machine that allows the entry of communication
requests with SHIP.

Therefore, the IP of the machine where SHIP is located should be configured
(value="192.168.254.50"), replacing the IP "192.168.254.50" (indicated by way of example)
with the correct IP.

The access port to the machine where SHIP is located must also be set up (value="9100"),
replacing the value "9100" (indicated by way of example) with the correct value.

5.3 Other configurations

One of the factors to consider when installing this integration is communications performance.
In a distributed installation you can have the VMS Milestone system on one machine, the
communication web service on another machine, and the AC Salto system on yet another
machine. The exchange of information between these several elements generates traffic on
the network over other traffic that may already exist. This can lead to network performance
problems, which in turn affects the performance and smooth operation of communications
between the integration components.

There are two lines in this web service configuration file relating to the configuration of the
regularity with which the web service performs event synchronization and queries the
command queue, which can be identified, respectively, by the entries:
key="syncEventTimelntervalSecs" e key="syncCmdQueueTimelntervalSecs".

Example: <add key="syncEventTimelntervalSecs" value="10" />

The ‘value’ attribute must be used to configure the timing of event synchronization. The lower
the value, the greater the regularity of the event synchronization, that is, the events will
appear faster and closer to real-time in the Milestone client.

Example: <add key="syncCmdQueueTimelntervalSecs" value="10" />

The ‘value’ attribute must be used to configure the regularity of the command queue queries.
The lower the value, the greater the regularity of the queue queries, that is, the commands
over doors will run faster.

The following guidelines must be taken into account in this configuration:

e The configuration of these values should be done on a case-by-case basis and
according to the performance verified after installation of the integration in any given
network. If there is a good performance of the system in the network, the values can
be reduced;
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e The values must not be set to zero, a balance must be found between the functional
performance by decreasing the values and the overall performance of the system in
the network.

web service must be restarted by executing the command “Sites” -> SaltoService"

. Whenever any configuration in this configuration file (web.config) is changed, the
mmm (right mouse button) -> "Manage Website" -> "Restart" on the 1IS web server.

Plugin installation

After the WCF web service installation, in the 2nd phase it is necessary to install the plugin
itself.

This will be installed on the machine where Milestone XProtect VMS is located, since it was
implemented using Milestone technology, precisely for the purpose of its incorporation in this
type of systems.

The plugin installation requires 2 steps, placement of the plugin files (present in the “\Plugin”
folder in the installation bundle) in a certain location of the Milestone XProtect folder
structure, and its configuration in XProtect.

Step 1 Files installation

Placing the plugin files in the correct location.

Regarding this step, one aspect that must be mentioned is that the plugin is strongly
interconnected with the Milestone XProtect “event server”. This means that one of the, if not
the main purpose of the plugin is to receive events in real-time from the AC system and
register them on the VMS. Thus, it is natural that it be incorporated in XProtect in relation to
the “event server”. Another aspect to mention is that the location of the plugin in XProtect
may vary depending on the version of this software, for the purpose of this manual, it is the
2014 version.

1.1 Copy the plugin folder to the Milestone Event Server plugins folder.

To do this, the Event Server plugin folder must be located first, using Windows Explorer. As
mentioned, in the 2014 version of XProtect software, this folder will be located in “C:\Program
Files (x86)\Milestone\XProtect Event Server\MIPPlugins”.

After locating this folder in a Windows Explorer window, simply perform a copy/paste
operation of the “\Plugin” folder located in the installation package into the open window
located at the destination location.

The result will be what can be observed in the following figure. The “\Plugin” folder should be
renamed to a meaningful name (eg, MIPSalto, PluginMIPSalto, and so on). As an example, in
the figure the “\Plugin” folder has been renamed to “\MIPSALTOPuresecurity”.
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| [4 || = | MIPPlugins — m|
Base Fartilhar Wer
“— = v $ <« Programas (x26) » Milestone » XProtect Event Server » MIPPlugins » v Procurar em MIPPlugins

“Transferéncia)f " Neme - Data de modificag... Tipe Tamanho

<] Dacumentos MIPSALTOPuresecurity 20/08/2017 11:38  Pasta de ficheiros

=/ Imagens * VideoOS.Analytics.Events 29/09/2017 10:21 Pasta de ficheiros

Dash VideoO5.LicenseService 29/08/2017 10:2 Pasta de ficheiros

Jl Musica

B videos
‘@ OneDrive

1.2 Prepare the plugin configuration file.

Inside the plugin folder previously copied to the Milestone XProtect folder structure you will
find a configuration file, “MIPSALTOPuresecurity.dll.config”. This file should be opened for
editing and for this you can use Notepad, since it is a simple XML text file.

After opening, the lines marked in the following figure should be located:

| MIPSALTOPuresecurity.dil.config - Bloco de netas - o X
. 9

Ficheiro Editar Formatar Ver Ajuda
<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<configSections>
</configsections>
<system,serviceModel>
<bindings»>
<wsHttpBinding>
<binding name="wsHttpBinding_IisystemssaltosHIP" maxBufferpoolsize="5e0e00000"
maxReceivedMessageSize="500000000" />
<!--<security mode="Message">
<transport clientCredentialType="Windows" />
<message clientCredentialType="windows" />
</security>-->
<security mode="Message">
<transport clientCredentialType="Windows" proxyCredentialType="None" realm="" />
<message clientCredentialType="windows" negotiateservicecredential="true" algorithmsuite="Default" establishsecuritycontext:
</security>
</binding>
</wsHttpBinding>
</bindings>
<client>
endpoint address="http://192.168.254.40:8100/isystemsSaltoshiphs.isystemsSaltoSHIP.svc"
indi HttpBinding" bindingConfiguration="WSHttpBinding_ IisystemsSaltoSHIP"|

</client>
</system.serviceModel>
<system.web>
<identity impersonate="true" userName="DESKTOP-3LRVCST\edpl" password="edpmilestone"/>
</system.web>
</configuration>

These lines refer to communication web service “endpoint”, that is, in practice, contain the
information that the plugin needs to invoke the web service. The endpoint “address” attribute
should be updated as follows:

e Replace the “192.168.254.40” IP, given as an example, by the network IP address of
the WCF web service on the communication machine;

e Replace the “8100” port, given as an example, by the WCF web service port on the
communication machine.
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Also in the same file, locate the lines marked in the following figure:

g iuSniily -
</endpoint>
<fclient>
</system.serviceModel>

</configuration>

They are located at the end of the file, just below the “endpoint” definition.

This line contains information about the user used to login to the web service machine, in the
“identity” definition. In this, the attributes “userName” and “password” must be updated for
the name of the user, and respective password, to be used to access the web service machine.

Step 2 Plugin configuration

Plugin configuration on the Milestone XProtect software.

2.1 Register the new plugin in XProtect.

After placing the plugin files in the correct location, XProtect will need to recognize the plugin.
To do this, you must restart the XProtect Event Server service.

Open the XProtect “management client”, this software management application, typically
placed in the Windows applications structure under “Milestone” -> “XProtect Management
Application”. After this application is opened, in the options tree on the left, the “Advanced
Configuration” option should be extended, followed by click in “Services”.

@ Milestone XProtect Enterprise 2014 Management App
File  Services Wizards Options Help

= E Q& H P G
=-H]J surveillance Server
'% Getting started
= [ Advanced Configuration
Hardware Devices
b Cameras and Storage Information
4 Events and Qutput

) Scheduling and Archiving
Q] Matrix
E

¥ Logs
. Notifications
Central
% Access Control
Server Access

Master/Slave
Users

O Servers
2 alarms
%+ MIP Plug-ins

On the right-hand side will appear the management actions regarding XProtect services. The
service to be restarted is the “Event Server service”, as shown in the following figure. The
restart action can be performed by clicking the “Restart” button or by clicking “Stop” followed
by “Start” (after the status of the service is ‘stopped’).
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milestone

Service Control:

Service Name Status Service Start/Stop Service Restart
Recording Server service Stopped Start Restart
Image Server service Started Stop Restart
Image Import service Started Stop Restart
Log Check service Started Stop Restart
Event Server service Started Stop Restart

Started Stop Restart

Netification Server service

This step will allow the following steps to be performed. Otherwise it wouldn’t be possible.

2.2 Create an instance of the plugin.

2.2.1 After the plugin registration by the VMS system, the next step is to make it visible in the
XProtect interface, thus, create an instance. To do this, right click the “Access Control” option
in the options tree and then click “Create new...”.

€ Milestone XProtect Enterprise 2014 Management Applic
File  Services Wizards Options  Help

s BlomE @ @
= Q‘j Surveillance Server
@ Getting started
=[] Advanced Configuration
(E=) Hardware Devices
= Cameras and Storage Information
4% Events and Qutput
&) scheduling and Archiving
(5] Matrix
! Logs

.1 Motifications
Central
|B Access Control

Server Access Create new...

Master/Slave

Users

Services
Servers

2 alarms
%+ MIP Plug-ins

2.2.2 Fill in the fields in the first window of the plugin’s creation wizard which, meanwhile, will
have appeared on the screen, “Name” with some meaningful designation for the plugin (in the
figure exemple, “MIPSalto”), and choose from the list of plugins “Integration plug-in” the one
you want to instantiate, in this case, “MIP SALTO Puresecurity”, followed by clicking “Next”
button:
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B Create Access Control System Integration >

Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details,

MName: MIPSalto

Integration plug-in:

MIP SALTO Puresecurity

lext Cancel

2.2.3 The second part of the plugin creation wizard will appear, in which all the additional
fields should be filled, “Address” with the IP address of the WCF web service machine (in the
figure example, 192.168.254.40), “Port” with the port from which the web service in the
respective machine responds (in the figure example, 8100), “Username” with the user name
for authentication in the web service machine (in the figure example, edp1) and its password,
and, finally, “Event polling start date”.

As for the later, a separate paragraph to explain: as indicate earlier, the plugin has an essential
component for obtaining AC events in real-time. However, the moment from which to start
getting events can be configured at this point, so that the plugin has the option to get not only
the events in the immediate moment, but rather “go to the past” to get events in the AC
historic from the defined moment to the current moment, from which it will engage in real-
time fetching. This last wizard field is used to indicate the “backwards” date from which to
obtain this event historic, in the format “aa/mm/dd” (2 digits for year, followed by 2 digits for
month and 2 digits for day, all these pairs of digits separated by slash). In the example of the
figure that follows, it is indicated the pretension of obtaining all events from September 1 2017
on.

This step will continue with click in the “Next” button, after which the automatic phase of the
wizard will be entered, signaled by the “Connecting to the access control system...” title and a
green progress bar (as can be observed below in the picture after the next one).
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Create Access Control System Integration *

Create access control system integration
Mame the access control system integration, select the integration plug-in and enter the connection details,

Narne: MIPSalto

Integration plug-in: MIP SALTO Puresecurity -
Address: 192.168.254.40

Port: 8100

Username: edpl

Password: ssssssssnnne

Event polling start date (aa/mm/dd): |1T,."09,-‘[]1

Create Access Control System Integration

Connecting to the access control system...

Collecting configuration data...
——

Retrieving event configuration

W

Isystems

If the previous procedure is executed correctly, the result should be a screen similar to the
following figure, in which you can find a summary of the information obtained by the plugin
when integrating with the AC. Of greater relevance, information regarding AC doors (“Doors”),
event types (“Events”), allowed command types (“Commands”) and door states (“States”).

Create Access Control Systemn Integration *

Connecting to the access control system...

Collecting configuration data...
. ________________________________________________________|]

Configuration successfully received from access control system.

Added:
Doors  (4)
Units  (4)
Servers (1)
Events (82)
Commands (2)
States  (13)

4 4 4 4 4 o

Previous || Next || Cancel |
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The previous screen can serve immediately for the operator/administrator to evaluate the
information of the integrated AC received by the plugin.

To proceed, click on the “Next” button.

2.2.4 The wizard will continue with a screen identical to the following figure, labeled
“Associated cameras”. In this phase of the plugin configuration, you can find a list of the
obtained doors from the AC on the left side and on the right side a list of the cameras already
registered by the VMS (Milestone XProtect).

B " Create Access Control System Integration x

Associated cameras
Drag cameras to the access points for each door in the list. The asscciated cameras are used in the XProtect Smart
Client when access control events related to one of the deoor’s access points are triggered.

Doors: Cameras:
MName Enabled License =@ 4 HJ server
. =
Cilindro Electronico | | Pending | (D All Cameras (Server)

= Camera 1
E!] All Slaves (Server)

Access paint: Cilindro Electronico access point
Drop camera here to associate it with the access point.

Escudo X54 Wireles Pending
Porta Especial Gad
Porta Cnline Act. Pending

| Previcus || Mext || Cancel |

One of the purposes of this VMS Milestone <-> AC Salto integration is also to allow to associate
these cameras with doors, in order to later create automatisms of, for example, video
recording through the cameras in the occurrence of door events.

So, at this point in the plugin configuration, it is already possible to start this association of
cameras to doors, through drag-and-drop operations, taking the cameras on the right side and
dragging them to left side. Depending on the doors you want to associate the cameras with,
these must be dragged to the zones marked with “Drop camera here...” of the respective
doors. In the following figure, comparing to the previous, the subtle difference resulting from
the association of “Camera 1” with the “Cilindro Electronico” door can be observed, in which
above the expression “Drop camera here...” is the designation of the camera associated with
the door, with an aligned “Remove” button, used to remove the association, if so desired.

To proceed, click on the “Next” button.
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B " Create Access Control System Integration >

Associated cameras
Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors: Cameras:

Mame - Enabled License =@ 4 Eﬂ Server

- . . 4 [ All Cameras [Server)
Cilindre Electronico | | Pending | i

H] All Slaves (Server)

Access point: Cilindro Electronico access point

Camera 1 Remove

Drop camera here to associate it with the access point.

Escudo X54 Wireles Pending
Porta Especial Gaa
Porta Online Act. Pending

Previous || Mext || Cancel

2.2.5 After finishing the previous steps, the plugin configuration wizard finalization screen will
appear.

B " Create Access Control System Integration ped

You have successfully completed the access control system integration
Your XProtect Smart Client users can now monitor access control events. See the help system for how to optimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
caontrol system.
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of the “Plugin” section of this guide, with a nuance: given that it is an update, before
B copying the new files over the old ones, you must stop (“Stop”) the “Event Server

service”, as exemplified in step 2.1, to unlock the plugin files registered in Milestone
XProtect. Then, you can copy the new version files over the files of the version in use, never
forgetting the need to, at the end of the update procedure, start (“Start”) the “Event Server
service” again.

. Updating the plugin with a new version (new files) always requires repeating step 1

Licensing

If there is no licensing defined for the plugin, it will display a “Licence invalid” message in its
connection information:

miléstons

Access Control:

Enable MName Connection Status Connection Information
teste Mot connected Licence invalid

To license the plugin, you need to obtain a licensing file (“licenca.kws”) and place it in a specific
location on the WCF web service machine, according to parametrization. This parametrization
is found in the web service xml configuration file, “Web.Config”. In this, the following line
should be located:

<add key="licencePath" value="c:\wcf\" />, where key is the identification of the parameter
and value its value, being the second the one that must be adjusted according to the desired
location for the licensing file.

This parameter is, therefore, the indication of the location of the licensing file, so that the web
service and the plugin know where it is, verify it and act according to the validity of the license.

In the example above, the web service folder itself is indicated for the placement of the license
file, folder where the web service files were placed as indicated in step 4 of the web service
installation section of this guide. However, you can choose any other location on the same
machine. Even so, for the sake of organization and efficiency, it is advisable to place the
licensing file together with the web service files.

As a final and essential step to activate the license, it is necessary to restart the web service in
IIS (Windows web server), so you will have to perform the following steps:

=>» Open the Windows IIS application through “Windows Administrative Tools” -> “Internet
Information Services”
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=>» Next, order the web service to restart by clicking on “Sites” -> SaltoService" (right mouse

button) -> "Manage Website" -> "Restart" (as shown below)

'Qﬁ Internet Information Services (I15) Manager

« = 0 » DESKTOP-3LRVCST » Sites » SaltoService »

File View Help

Connections .
e g SaltoService Home
1
-€3 DESKTOP-3LRVCST (DESKTOP-3LRY —
v
; Filter: - Go - g ShowAll | G by: - [=a]-
3 Application Pools fer ° % o roup by: Area
v -[&] Sites ASP.NET
D) Default Web Site P 4 e r} 1SN q 3 =
. = \ : LN & = P
&) SaltoService % N~ - 0 0= A\ I, t.;.g, 7
2l Explore MET MET Error MET NET Profile  .MET Roles  .MET Trust  .MET Users  Appli
Edit Permissions... Compilation Pages Globalization Levels Sett
£ Add Application... % &
il AddVirtual Directory... Session State SMTP E-mail
Edit Bindings...
| Manage Website 3 | 2  Restart - P
" 3 =
%3 Refresh Start % &=l ;;Fbﬁ o= 5
K Remove B Stop ISAPI Filters  Modules Output Request  S5L &
— Caching Filtering
Rename Browse
2 Switch to Content View Advanced Settings...
=
Configurat...
Erlitnr

When it comes to a license renewal, simply copy the new updated license file over the
previous one, in the same location, and perform again the two steps in order to restart the

web service.

Licensing has two aspects to it: limiting the maximum number of doors to be
. managed by the plugin and expiration date, so its expiration or loss of validity may be
B related to the introduction of new doors in the Salto AC system, which may, after
being imported by the plugin, cause it to exceed the maximum limit of doors allowed
by the license or, simply, may be related with exceeding the expiration date.

machine itself, where the plugin is installed, an encrypted configuration file

. The licensing functionality of the plugin automatically generates on the Milestone

mmm (“configuration.txt”), in the Windows operating system public folder
“C:\Users\Public\Documents\MIPSaltoiSystems”. This file is only useful for the
internal operation of the plugin, so it is not necessary to open, edit or move it.
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Plugin operation

After installation, the installed plugin (“MIPSalto” in the figure) will appear in the list of plugins
related to integrations with AC systems (“Access Control” tab in the “XProtect Management
Application” management application interface).

@ Milestone XProtect Enterprise 2014 Management &pp
File  Services Wizards Options Help

- B OEE @ o

= Eﬂ Surveillance Server

% Getting started
- [ Advanced Configuration

Hardware Devices
=2 Cameras and Storage Information
it Ewents and Output
(%) scheduling and Archiving
2] Matrix
T Logs
-] Motifications
Central
EI Access Control
SewerAccess
Master/Slave
Users
Services
Ej Servers
B dlarms
%+ MIP Plug-ins

Selecting the plugin in this tab, information regarding the state of the plugin will appear on the
right side. When everything is working correctly, the status must be “Connected” and “Server
connected”.

milestone

Access Control:

Enzble Mame Connection Status Connection Information
MIPSalto Connected Server connected

To access the backoffice operation interface of the plugin, you should right click on the name
of the plugin, then click on “Properties”:
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4> Milestone XProtect Enterprise 2014 Management App
File Wizards

r B OEE @

Services Opticns

o

Help

=K surveillance Server
g Getting started

E‘E Advanced Configuration

-Gz Hardware Devices

-2 Cameras and Storage Information

Events and Output

Scheduling and Archiving

Matrix

Logs

- =] Motifications
Central

|_:_| % Access Control

-] MIPSalto
Server Accg Y Properties

Master/Sla
Delet
Users x See

Services
- Servers

- & Alarms
----- &+ MIP Plug-ins

I+l

Isystems

W

Subsequently the window that allows backoffice management operation of the plugin will

appear.

Access Control

73

General settings
b Associated Cameras

Enable:
Access Control Events
% Mame:
e Access Control Actions Description:

A Cardholders

Integration plug-in:

Last configuration refresh:
Address:

Port:

Username:

Password:

Event polling peniod (ms):

Ewent polling max count:

Ewent polling start date (aa/mm/dd):

MIPSalto

MIP SALTO Puresecunty (Version: 1.0.0
23/09/2017 12:20

192.168.254 40

8100

edpl

SRR RRRRRRN

10000

0 v
17/03/01

OK Cancel
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Backoffice plugin management

1 General Settings

In the figure above, you can see the contents of the plugin management tab for general
settings. This is also the tab that opens initially when you click on “Properties” in the plugin.

In this tab, in addition to the initial configuration information used in the installation wizard
(“Name”, “Integration plug-in”, “Address”, “Port”, “Username”, “Password” e “Event polling
start date”), you can find the following plugin configuration fields:

e “Enable”, to activate/deactivate the plugin;

e “Description”, in which you can register a short description of the plugin, or some
notes related to it that you may consider relevant and necessary;

e “Last configuration refresh”, which indicates the date of the last information
synchronization made with the AC system (Salto). This field has a button associated
with it to perform new manual synchronization whenever desirable;

e “Event polling period” and “Event polling max count”. In relation to these two
configuration fields, they are paired because they are both associated with obtaining
events, the first one being “the time interval between events requests to the web
service” (in milliseconds) and the second, “how many events are pulled at a time”.
Thus, in the example above, 10 events will be pulled every 10 seconds (10000
milliseconds). Note also regarding these configuration parameters, the importance of
their tuning according to the conditions of the network in which the plugin is installed.
Each time that events are pulled, traffic is generated on the network.

At any time, you can use this tab to edit and adjust all these plugin configuration fields.

2 Associated Cameras

This tab refers to the association of doors with cameras, in exactly the same way as it
appeared a given time in the installation wizard. Cameras can be attached to doors by dragging
from the right (cameras) to the left (doors). Cameras can be disassociated from doors by
clicking the respective “Remove” button. All associations made during the installation are
reflected here and can be changed.

In the figure below the contents of this tab can be observed:
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Access Control O *
General Settings .
B Associated cameras
=B Associated Cameras ) . i
Drag and drop to associate cameras with door access points.
%}, Access Control Events D c
oors: ameras:
&= Access Control Actions Name = Ensbled License = P EI..J Server
. 3 B F All Cameras (Server]
4. Cardholders Cilindro Electronico | | Expires in 30 days o — B Camera .5 )
Access point: Cilindro Elecironico access point E All Slaves (Server)
Camera 1 o . Remove
Drop camera here fo associafe & with the access point.
E=scudo XS54 Wireles Expires in 30 days
Porta Ezpecial (36
Porta OnLine Act. Expires in 30 days
oK Cancel

3 Access Control Events

In this tab resides the information regarding the types of events in the AC that were imported
to the VMS during the plugin installation. These types of events essentially serve to classify
events and eventually group similar events by categories, since several types of events can be
grouped (column “Access Control Event”) in a single event category (column “Event
Category”), simplifying the observation and analysis of the received event types, since they can
be grouped by more significant categories and of simpler immediate understanding.

In addition, the “Select” column allows you to select which types of events to monitor and, in
contrast, those that you do not want to monitor. It may happen that in certain systems many
events of a certain type will occur in the AC but you are not interested at all to monitor them
on the VMS side. In this case, you can unselect this type of event in the “Select” column,
allowing for events of this type not showing in the events lists.

The functionality this tab refers to can be seen in the figure below:
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Access Control

&% General Settings
=B Associated Cameras
‘Te.

e Access Control Actions

L Cardholders

Access control events

Select the events you want to monitor in XProtect Smart Clent. Use categories to simplify the use of tnggering events.

Select Acoess Control Event Source Type Event Category
Alarm: intrusion (online) Door Unit Alarm. Waming v
Alarm: tamper (onling) Door Unit Alarm, Wamning »
Automatic change. Door Unit v
Blackisted key deleted Dioor Unit “
Closing not allowed: door inem... | Door Unit Access denied, Access requ. ¥
Communication with Salto Esta_ | Door Unit v
Communication with Salte Lost | Door Unit -
Door Closed: key and keyboard. | Door Unit v
Door Closed: key. Door Unit v
Door Closed: keyboard. Door Unit v
Dioor Closed: switch. Door Unit -
Door left opened (DLO) Door Unit Alarm, Wamning v
Door most probably opened: ke... | Door Unit “
Door opened after second doub.. | Door Unit v
Door Opened: mechanical key. | Door Unit v
Door Cpened: inside handle Door Unit -
Door Opened: key and keyboar... | Door Unit v
Door Opened: key. Door Unit »
Door Opened: keyboard. Door Unit v
Door Opened: multiple guest k. | Door Unit »
Door Cpened: online command. | Door Unit v
| User-defined Categones...
oK Cancel

Finally, note the existence of the “User-defined Categories...” button. This button server

precisely to create additional categories, adjusted to the needs and context of the company

and the system in which the plugin was installed. These “extra” categories can then be used to
group event types by its choice, after creation, in the “Event Category” column.

The new category creation window can be checked in the following figure example:

B | User-defined Categories >
Mame Add
Categoria criada por utilizadcrl | Remove |

OK | | Cancel
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4 Access Control Actions

In this plugin management tab, actions of various types can be created according to several
parameters, that is, it allows to configure the occurrence of actions (like notifications)
depending on the occurrence of events of a certain type or in a certain way. In the example
below, an action (“Action”) is created that allow for a notification to be launched (“Display (...)
notification”) when events of access request nature occur (“Triggering Event”) at any door type
(“Source”) and at any moment (“Time Profile”).

Next is a description of the various functional aspects of this tab:

e “Add Access Control Action” button, serves to create a new action and, in practice,
adds a new line to the list of actions above the button;
e Inthe new action creation line:
o “Enable” column, is to activate/deactivate the action after it has been created
(it may no longer be useful at any given moment or during a given period);
o “Triggering Event” column, serves to choose the type of event that will trigger
the action;
o “Source” column, serves to choose the source in which the event that will
trigger the action may occur, in this case, a door (or doors);
o “Time Profile” column, serves to choose the time or period during which the
action may occur;
o “X” column, is used to completely erase the action from the system.

Access Control O *

/% General Settings 3
@ ¢ Access control actions
= Assocdiated Cameras
Specify the settings for each action you define.
., Access Control Events

Enable Trggering Event  Source Time Profile Action

s Access ControlActions = —
: |Acc>ess request v | All doors v | Always v | Display access request notification v| m

A cardholders

Add Access Control Action

In addition, some actions may have some kind of finer detail to define. This will be the case
with notifications and, therefore, the example in the figure above. In this case, by selecting the
action in the list, the finer data whose definition is needed to complete the action
configuration will appear in the zone below the action creation button (unless the intended is
the ‘default’).

In the given example, this detail can be observed in the following figure, corresponding to the
detail originated by the action chosen in the previous figure.
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| Add Access Control Action |
Action details
Configure the access request notification behavior.
Camera: Related camera « | Commands:
Speaker: Camera speaker w | | Command

) = Related uest iand X
Microphone: | Camera microphone v £alec B0CESS r8ques! cammands v
Sound alert: w

Add Command

DK Cancel

The detail for this action, of the notification type, includes, on the left side, the definition of
the camera that can be triggered by the action, and other aspects such as the loudspeaker, the
microphone and the sound alert.

On the right side, is located the definition of the commands allowed for this action of the
notification type, in this case, the ‘default’ commands (“lock” and “unlock”) are defined,
according to the characteristics of the action in question.

A new command can be added by clicking the “Add Command” button or the existing
command can be changed by clicking on it. Imagine that it is intended that in the generated
notification only one of the commands “Lock” or “Unlock” is allowed: in this case, select the
created command line and then, since not all the available commands are wanted, but only
one of them, select “Access control command” -> “Lock” or “Unlock” (according to the
command that is to be made available in the notification window) -> “[source]” (meaning the
source of the notification, in the case, probably a door for which access was requested by a
cardholder).

This sequence of options can be confirmed in the following figure:

| Add Access Control Action |

Action details

Configure the access request notification behavior.

Camera: Related camera | Commands:
Speaker: Camera speaker v | | Command

v X
Mopbore e e | | Related access request commands [X]

Related access request commands

Sound alert: v
All related commands
| Access control command 3 | Lack 3 | [source]
System command... Unlock L] Other...
Add Command
OK Cancel

5 Cardholders

This last tab of the plugin’s management interface includes information about the cardholders
(card users, meaning, people registered in the system with access to the installations/doors).
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This is a simple list of cardholders, imported from the AC to the VMS.

Access Control

&% General Settings
= Associated Cameras
T, Access Control Events

= Access Control Actions

5

Cardholders

Search for cardholders to view, add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client,

when an access control event has been registered.

a ]

Name

Alice Martins

Type

Carlos Sihva

Ferreira Castro

Gededo Murillo

Joana Freitas

Jodo Cjdhs

Joaguim

Jose Henrique

Raul Rimni

Rita Fonseca

Romeu Femandes

Tita Carvalho

Wasco

Zacarias Zelian

Zaza Gabor

Z& Manel

QK Cancel

Clicking on each cardholder’s name gives access to more detailed information that will appear
in the space to the right. In the following figure example, the detail of the fictitious cardholder
“Carlos Silva” can be observed:

Cardholders

Search for cardholders to wiew, add or delete a picture of the cardholder. The cardhelder picture is used in the XProtect Smart Clent,

when an access control event has been registered.

Ql

MName

Alice Martins

Type

Aptdnio Simdes Dias

Femando Leal

Ferreira Castro

Gededo Murillo

Joana Freitas

Jodo Cydhs

Joagquim

Carlos Silva

Select picture...

Delete picture

Cardholder 1D:  A274F531DE4FCECES18008D4C2EEAFTC
Expiry date: ~ 2000-01-01T00:00:00

In large systemes, this list of cardholders can reach a very large size, so the plugin offers a
cardholders search functionality, simply by placing the text string that is to be searched in the
text box with the magnifying glass, being the search result immediately reflected on the list, as
can be observed in the following figure:
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Cardholders

Search for cardholders to wiew, add or delete a picture of the cardholder. The cardholder picture is used in the ¥Protect Smart Client.
when an access control event has been registered.

| Cai L%
MName : Type
Carlos Sikva
Tita Carvalho

Zacarias Zelian

5.1 Cardholders photos

It's possible to associate photos to their respective cardholders.

After the initial installation and consequent initial obtaining of the list of cardholders, a text file
with information of the cardholders (name and ID) is generated in the system. Whenever there
is a change in the list of cardholders in the system, and it is consulted through the
management backoffice of the plugin, this file will be updated.

The generated file is no more than a support file whose purpose is to facilitate the operation of
assigning photos to the cardholders and will be described below.

This file, as indicated, is generated automatically and will be located in a public folder of the
Windows operating system on the Milestone machine, where the plugin was installed:

“C:\Users\Public\Documents\MIPSaltoiSystems”

The “MIPSaltoiSystems” folder (if it does not already exist) is also automatically generated in
the public folder structure already in the operating system. In this folder you can then find all
the files that the plugin generates automatically, as a support for its operation. One of them is
the file “cardholderList_forPictures.txt”, used to support the operation of assigning photos to
cardholders:

I [ = MIPSaltoiSystems = =
@ Base Partilhar Wer |
:(-:l - 1 . <« Pablico » Documentos Piblicos » MIPSaltoiSystems v O Procurar em MIPSaltoiSystems 0

- . -
‘¢ Favoritos Nome Data de modificag...  Tipo Tamanho
B Ambiente de trabalt ||| cardholderList_forPictures.bd Documento de tex... 1KB
= Locais recentes | configuration bt Documento de tex... 1 KB

& Transferéncias

. Favoritos - Atalho

Being a simple text file, it can be opened with a simple text editor, such as the Windows
notepad accessory. In the following figure can be seen, by way of example, the contents of this
file, referring to a list of fictional cardholders:
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= cardholderList_forPictures.tit - Bloco de notas
Ficheiro Editar Formatar Ver Ajuda

homeu Fernandes | BEASBBCOFIAD14CFDBOOOBDAC2EE2F58
Fernando Leal|290A7F661EADBFCCB18@888D559D0185F
Raul Rimni|35C174A9E23A92(CAP28008DAC2EF9473

Jose Henrique|3C212593FC55CA115E2188D2FA196989
Joana Freitas|3E4F@3EF8285EFCAETAEB8DACTCBBOSF
Gededo Murillo|66254DAGFEDBSACASESBBEDACEAAACF2
Joaquim |751F611D556AC852A73A8802F0182DA7
Anténio Simdes Dias|7A638D75DACE98CBB50008D559DD2BF4
Ferreira Castro|7A633C3C7A9993CC110608D4C8535A88
Zé Manel|8463DE3503E9C83444DCABDAAIBF6692

Rita Fonseca|8EBFC851ECC887CEADBAASDAC2EEATER
Carlos Silva|A274F531DE4AFCECES18888DAC2EEAFTC
Jodo (jdhs|ABS56E82583DCDA19ESERSD2FP1933BE
Alice Martins|CAEFSFASBABSA2CDC53008DACTCABERS
Vasco |D98460B2EFCECS8ES7DFOO8D2FA19152B

Zaza Gabor|ES22E74F1172F9C7CF@BBBDAC2EFATSY

Tita Carvalho|EDBE8B8238A35B6C95B8@08DAC2EEIFCT
Zacarias Zelian|F92B891152CE2BCD7088888D4C2EEI7FA

The content is no more than the name and ID information of the cardholder for each line. In
this way, one has easy access to this information, rather than doing it through the
management backoffice and clicking each cardholder one-by-one.

The next step for assigning photos to cardholders is to create the “cardholders_pictures”
folder in the folder where the plugin was installed, ie, in the folder in which the plugin files
were placed, on the Milestone machine, according to the procedure described in the section
“Plugin installation — Step 1”:

"C:\Program Files (x86)\Milestone\XProtect Event Server\MIPPlugins\MIPSALTOPuresecurity"

| E;; | Vg I Ferramentas de Imagem MIPSALTOPuresecurity
m Base Fartilhar Ver Gerir
T L. <« MIPPlugins » MIPSALTOPuresecurity v | & Procural
e Favoritos Mome ’ Data de modificag... Tipo
B Ambiente de trabalt . cardholders_pictures 15/03/2018 17:31 Pasta de fict

:JJ Locais recentes B acplugin.def 13/ 018 17:31 Export Defin
4 Transferéncias |&] cls)SONZip.dll 01, 017 11:17 Extensdo da

- Favoritos - Atalho %] MIPSALTOPuresecurity.dll /03,2018 17:51 Extensido da
mj‘ MIPSALTOPuresecurity.dil.config 14/03/2018 12:24 Ficheiro COI

#% Grupo Doméstico |%| MewtonsoftJson.dll 08/11/2016 11:23 Extensdo da

Within this folder ("cardholders_pictures") should be placed the photos of the cardholders, in
the form of JPG image files, and with file sizes ranging from a few KB (eg, ~10KB), to a few
dozen KB, but avoiding to exceed 150-200KB, for efficiency reasons.
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In the following step, the support file “cardholderList_forPictures.txt” mentioned above will
become useful. The name to assign to each cardholder photo file must be the ID of its
respective cardholder. This information will be readily available in such a support file. For a
given cardholder, simply find its name in the file contents and, on the same line, after the “|”
character can be found its ID, which should be selected, copied and pasted in the rename of
the respective JPG image file. At the end of this operation, all cardholder photo files should
have their cardholder ID as their file name, as shown in the following figure:

ARF AT Ferramentas de Imagem cardholders_pictures = =
Base Partilhar Wer Gerir N G
.i(__-) * 1 . <« MIPSALTOPuresecurity » cardholders_pictures v & Procurar em cardholders_pict... @
7 Favoritos MNome Data de modificag.. Tipo Tamanhao
B Ambiente de trabalr =] OEABDBCOF3AD14CFDBODDED4C2EEZF58 jpg 15/03/2018 15:16 Imagem JPEG 54 KB
15 Locais recentes =] 3C212593FC55CAT15E2108D2F 0196900 jpg 5/03/2018 1517 Imagem JPEG T4 KE
& Transferéncias || 3E4FO3EF3285EFCAETO008D4CTCBEDSF jpg 15/03/2018 15:18 Imagerm JPEG 13 KB
0 Favoritos - Atalho =] 7TAB33CICTAGHIICCT1000804C8535A88 jpg 14/03/2018 17:31 Imagem JPEG 184 KB
|=| BEOFCB51ECCA8TCEGDOD0SD4C2EEATEE jpg 15/03/2018 15:19 Imagem JPEG 35KB
#& Grupo Doméstico = 28DATFEE1EADBFCCA18008055900185F jpg 15/03/2018 15:17 Imagem JPEG 103 KB
=] 33CTTAATE23AG2CAD20008D4C2EFI4T3 jpg 15/03/2018 15:17 Imagem JPEG 35KB
1M Este PC |=| CBEFSEAB0ABSEZCDC5300804CTCADERD.)pg 13/03/2018 18:08 Imagem JPEG 10 KB

The recognition of the new photo files by the plugin requires the final step of the
“Restart” of the “Event Server service” in Milestone XProtect management
mmm backoffice, as exemplified in step 2.1, in the plugin installation section of this guide.

This will allow the plugin to automatically associate to each cardholder its photo by way of the
ID key field. The effect will be the appearance of the cardholder’s photograph in its detail, as
opposed to the appearance of a generic image:

Cardholders

Search for cardholders to wiew, add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Chent,
when an access control event has been registered.

\'_ Q|

Name Type Carlos Silva
Alice Martins

Antdnio Simdes Dias

Fermando Leal

Select picture.

Delete picture

Fermeira Castro

Gededo Murillo

Joana Freitas
Jodo Cjdhs

Joaguim

Cardholder |D:  A274F531DE4AFCECES18008D4C2EEAFTC
Expiry date:  2000-01-01T00:00:00
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