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1. Introduction

Vix Vizion (formerly Imagus Technology) has seamlessly integrated its Facial
Recognition Engine with Milestone XProtect video management software. This
integration enables surveillance staff to use access face recognition databases and
alarms directly within the XProtect Smart Client, and also for system maintainers to
configure Face Recognition through XProtect Management client without having to
leave the Milestone ecosystem.

1.1 High-level Milestone XProtect VMS Product Support Matrix

Milestone XProtect VMS XProtect XProtect XProtect XProtect

Products Expert Express+ Professional+ Corporate

Supported Version with Vix
Vizion Imagus Facial 4 v v v
Recognition

1.2  System Set up Overview

Software installed: Management/
Smart Client
e  Milestone XProtect
Smart Client 2017 R3
,2018 R1,R2 orR3
e  Imagus Client Plugin

Summary:

. 80 (HTTP - Milestone Management Server Service for
authentication)

. 443 (HTTPS - Milestone Management Server Service for
authentication of basic users)

. 12458, 12459, 12460 (Imagus FiRE Services)
7563 (TCP -Recording Server Service for retrieving video
and audio streams, PTZ commands.)
12345 (TCP ~Management Server Service for
‘communication between the system and Matrix recipients.)
22331 (TCP - Milestone Event Server Service for Alarms)

Il

Open Port(s):

Open Port(s): *  80,12460,
o 443,756, M's'm" 12459, 12458
12345, 22331

Software Components
Setup: All server installed:

components i.e.

Event, Log, Imagus Configuration
Recording, Tool
Management, Imagus Services, i.e.

Server Channel are | (

installed in 1 single I
server. @

People, Source,
History and Alert
Imagus Service
Manager

*  Ports for Milestone Server may be required to
be opened for access by the Milestone Smart
Client, please confirm with your Milestone
Engineer.
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1.3  System Architecture Diagram

Imagus Facial Recognition System Architecture Diagram
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Milestone XProtect Milestone xProtect

Milestone System

(i.e. Event, Smart Client Management Client
Recording (Trusted) via Imagus (Trusted) via Imagus
Servers..) Client Plugin Client Plugin

2. Purpose

This document provides a guide on integrating Imagus Face Recognition System with
the Milestone Video Management System. This document will not address advanced
features of installation such as clustering if these are needed, please contact your

Imagus distributor.

3. Installing Imagus Facial Recognition Software
1. Run the supplied Installation File, and the screen below will be displayed.

2. The data folder needs to be on a drive with a large amount of free space,
currently approx. 1GB per camera per day stored. It all depends on the number
of faces seen per day; please contact your Imagus Software distributor for
assistance in calculating. An SSD drive is required for the Imagus Software

installation.

3. If you are running a single Imagus Software server, please leave the cluster
options as default otherwise contact your Imagus Software distributer for

advance setup assistance.
4. Click on the ‘Install’ button to start the installation process.
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- 0 X
INSTALLATION LOCATIONS
Installation Folder C:\Program Files\Imagus
Data Folder C:\ProgramData\lmagus

CLUSTER

The Cluster IP address is the main machine in your installation, this should be the same for all machines
If you are installing on a single box set this to localhost

Cluster Ip Localhost
— The Shared Secret needs to be the same on all machines installed in a cluster leave blank to autogenerate
3 Enter Your Shared Secret
0
=
(1)}
="
—
-
M
Install Exit
- 0 X
.
Installing...
ImagusFaceRec. CUDNN
Removing backup files -
—
3 Publishing product information
1) Publishing Product Features
o’é Registering product |
(1)} COMPONENT  INITIAL INSTALL STATE REQUESTED INSTALL STATE UPGRADE? STATE PROGRESS
:'! Microsoft .NET  Present Present None I
3 FiRE Installer ~ Absent Present None Installe
RabbitMQ Absent Present None Installe  INEEG—_—
PostgreSQL Absent Present None Installe E— S
ImagusFaceRec  Absent Present None Installe I———
ImagusFaceRec  Absent Present None Installin S
Imagus.People. Absent Present None I
Imagus.History Absent Present None —_—
Imagus.Source. Absent Present None I
Imagus.Alert.Se Absent Present None I
Imagus imQ Tri  Absent Present None —
imQSetup Absent Present None I
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- 0O X
Process Complete
—
3
3 =

E COMPONENT  INITIAL INSTALL STATE REQUESTED INSTALL STATE UPGRADE? STATE PROGRESS

:'! Microsoft NET  Present Present None

3 FiRE Installer ~ Absent Present None Installe I
RabbitMQ Absent Present None Installe  I———
PostgreSQL Absent Present None Installe  I—
ImagusFaceRec  Absent Present None Installe N
ImagusFaceRec Absent Present None Installe  I———
Imagus.People. Absent Present None Installe  IE——
Imagus.History ~Absent Present None Installe  I——
Imagus.Source. Absent Present None Installe  ———
Imagus.Alert.Se Absent Present None Installe I
Imagus imQ Tri  Absent Present None Installe  I—
imQSetup Absent Present None Installe  IE—_——

5. Click on the ‘Exit’ button when the installation is complete.

4. Installing Milestone Client Plugin

The Milestone plugin needs to be installed on all machines running the XProtect Smart
Client, and also all machines where the XProtect Management Client is used.

Run the Milestone Plugin Installer, and the files will be installed to the following
location C:\Program Files\Milestone\MIPPIugins\Imagus.

Note: Please ensure XProtect Smart Client version installed on your machine is
either version 2019 R2 and above.

5. Imagus Software Configuration

= Launch the ‘Imagus Software Configuration’ application.
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0O &
Best match

Imagus FiRE Config
Desktop app

Apps

5.1 Licencing

To licence the product, please contact your Imagus Software distributor and
supply them with the host ID displayed on the licencing page, they will provide
you with an appropriate licence.

1. Select the ‘Licencing’ option.

—

B§ Licencing
2 System Health
¢ System Configuration

Storage And Backup

2. Click on the ‘COPY HOSTID’ button and forward this information to Imagus to
generate the licence key file.

3. Click on ‘ATTACH LICENCE’ button to attach the licence key file received from
Imagus.

4. The system displays the licence number of camera streams. This figure is 0
before the application of the licence key to the system.
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Host Id ;I:;sFr;:gOb991f6625a136e12001fc0d2066490,hostld=000AF7BDFBF6,hostld:OOOAF COPY HOST ID

Expiry date: 2019-09-1302:33:41.000
Licenced to: Steve Brain(sbrain@imagus.com.au) of Imagus

Licence Info  HostID:
disksn=00b991f6625a136e12001fc0d2066490,hostid=000AF7BDFBF6,hostid=000AF
7BDFBF4

Streams 160

5.2 System Health

1. Select the ‘System Health’ option to check and ensure all Imagus Software
Services are running.

e

B§ Licencing
2 System Health
£ System Configuration

Storage And Backup

2. After each install, all services will be stopped. Please press the play button to
start them.

3. There are 2 checks next to each item, for the CUDA status, the first checkmark
indicates the correct Nvidia driver is installed, the second check indicates the
Imagus Facerec Engine is correctly using the driver.

4. For all other items, the first check shows the service is running, and the second
check shows that it is communicating.
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- )
CUDA® Driver Status 2%

GeForce GTX 1080, TCC Mode: False
) NVIDIA Driver 430.39
Imagus Face Rec Core 7.1.0.245 Cuda Compute 3+

& (& | Configuration Service 10021 v

& (& | Video Analytics Service 3o01s2 v

& & | Alert Service 13020 <

Figure 1: All services are running with NVidia Card.
5.3 System Configuration

1. Select the ‘System Configuration’ option.

e

B§ Licencing

2 System Health

£ System Config{:tion

Storage And Backup

By default, the system will be configured for a single server installation. If you
are planning to have more than a single Imagus Software server, please contact
your Imagus Software distributor for advanced support.

2. This is the IP address for the main Imagus Software server. By default, it is set
to the localhost of this machine. This address is used to set up Milestone
XProtect Smart Clients with the address to contact the Imagus Software Server.
Only change this if the clients have a problem connecting.

3. Face Algorithm: Leave as the default unless instructed by your supplier.

Page 10
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4. Milestone connections: This is the connection details for the Milestone
management server. It must be a Windows account; please make sure this tests
valid before saving. Once saved, the Imagus Software server details are
entered into the Milestone configuration, and all future setup is completed in the
Management Client.

&R Config Address
localhost

Note: This Milestone user account must be a Windows Authentication account
Milestone Server

localhost Username  Password

TEST CONNECTION O

SAVE CHANGES

CANCEL CHANGES

5.4 Storage And Backup

1. Select the ‘Storage And Backup’ option.

3

&«

E§ Licencing
2 System Health
£ System Configuration

Storage And Backup

2. Storage:
a. Delete Metadata History: The number of days to keep history metadata
online before system housekeep it. The default is 30 days.
b. Delete Face Images: The number of days to keep face images data
online before system housekeep it. The default is 20 days.
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3. Backup — Face Database: The number of backup copies to keep to a specified
location. The default time for the job to run is set at 03:00 AM.

4. Backup — History Database: The number of days to keep history data online
before system housekeep it to a specified location. The default time for the job
to run is set at 04:00 AM.

@ Delete Metadata History @ Delete Face Images 4
Days Days Hours Mins

30 20 0 0

Faces Data ba!

@Number of backup copies to keep.
10 & Faces Backup Location

History Database./e
ke

@ Days Of History Backup to Keep

60 @ History Backup Location

6. Milestone Management Client Software Configuration
= Launch Milestone Management Client Application.

Note: Please ensure XProtect Management Client version installed on your
machine is either version 2019 R1 and above.

6.1 Setting up Video Source

1. Go to Devices — Camera to enable the Facial Recognition for a selected
camera in the Milestone System.

2. Click on the ‘Imagus Setup’ tab.

3. Check on the ‘Enable Facial Recognition’ checkbox to enable facial recognition
for the selected camera.

4. Select the camera stream to perform facial recognition.

5. Select the detector frame rate at which the detector will base on.

6. Change the minimum and maximum face size in pixels here to change the size
of the face detected in the frame.

7. Click on ‘Add Mask’ button to mark region from facial recognition.

8. Click on ‘Remove Mask’ button to remove mark region from facial recognition.
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le Edit View Action Tools Help
H2 0%

te Navigation v 2 x ||Devices v 0 Properties -8
5 @ DESKTOP-208ISF3- (131a) || & <® Ca e e

Locaton Neme

Group 1
1.0-H3-02 (192.168.1.104) - Camera 1
20-H381 (192.168.1.107) - Camera 1

Honeywell HCL2G (192 168.1.174)-Camera 1 Camera Nafme: Honeywell HCL2G (192.168.1174) - Camera 1

AddMask  Remove

Camera Stream Id Video stream 1 =

@ G Rules and Events
@ e Security
5 @) System Dashbosrd
1 Senver Logs a1
s

?

@ to G Setings [ Streams @ Record 7 oton @ Fisheye Lens R Events [ Client 8 Pivacy masking 5> Imagus Setup

Jite Navigation | Federsted St Hier.

6.2 Alert Configuration

{3 Server Logs
~{Fo Access Control
=l Transact
] Transaction sources
Transaction definitions
== Imagus
=~ Face Alerts
= Person Tags
-8 Alarms

Every person in the face database can be annotated with user-defined tags. These
are simple text strings. All alerts in the Imagus system are configured using these

tags. A Smart client will be presented with a predefined list of tags from which they
can pick.

An alert is generated when a person is recognised above a certain threshold, and
they have tags that match those set up in the alert.

6.2.1 Setting up Tags

1. Go to Milestone Management Client — Imagus — Person Tags to set up
tags for the alert in the Milestone System.
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2. Enter the tags that you predefined in the Milestone Smart Client. If you
entered a tag that already exists in the system. The system will prompt you
an error.

3. Click on the ‘Save’ icon to save the settings.

File Edit View Action Tools Help

Configuration

£ Smart Client Profiles
E Management Client Profiles

@® The predefined Tags used for Imagus Alerts and enrolled people.

Matrix Enter Tag name, press ENTER or TAB to complete:
= (@ Rules and Events
Rules
Saved Tags:
@) Time Profiles —
Notification Profiles
R User-defined Events eagea X

¥ Analytics Events

Generic Events
=& Security hesuea &

¥4 Roles

£ Basic Users
@) System Dashboard

[] Current Tasks

. System Monitor

&% System Monitor Thresholds erae ®

& Evidence Lock

D Configuration Reports :
H F‘] Server Logs ot .
: [E" Access Control
=HEd, Transact diois @

mj Transaction sources

Transaction definitions
== Imagus

= Face Alerts (@]

-3 Person Tags

& Aarms

euatsetna &%

6.2.2 Setting up Alerts

1. Go to Imagus — Face Alerts to set up alerts in the Milestone System.
2. Right-click on the Face Alerts and choose the option ‘Add New’ to add a
new alert.




Copyright © 2019, by Vix Vizion Pty Ltd. All Rights Reserved.

[© Milestone XProtect Management Client 2019 R1
File Edit View Action Tools Help
H9 o<
Site Navigation v 1 X ||Face Alerts
5 %2 Devices AN EE=
0 Cameras Collapse
& Microphones
@ Speckers Add Nev.,
& Metzdata 2 Refresh
o Input
 Output
& Client
FE Smart el
{3 View Groups
£2 Smart Client Profiles
#2 Management Client Profiles
Matrix
= (& Rules and Events
Rules
@ Time Profiles
£ Noification Profiles
R User-defined Events
® Analytics Events
R Generic Events
e Security
P Roles
8 Basic Users
= @ System Dashboard
[] Current Tasks

~ 2 JAert Information

Ctrd+N

F5

@ System Monitor

[ System Monitor Thresholds
& Evidence Lock

[ Configuration Reports

[ Server Logs

[ Access Control

=, Transact

[]) Transaction sources
Transaction

e
25~ Face Al

25 Person Tags
& & Alarms

3. You will be prompted with the below pop-up message box. Enter the name

of the new alert, e.g. ‘POI’ and click on the ‘OK’ button to proceed to the
next step. Otherwise, click on the ‘Cancel’ button to close the message box.

Add Alert >

Alert Mame:

[ |

Cancel
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© Milestone XProtect Management Client 2019 R1 - X
File Edit View Action Tools Help
H2 oea

G POl Camera Preview:

Camera Neme: StableFPS (ocal

Only people who have the Tags: ~0rR @ anp

Except when they have the Tags:

StableFPS (localhost)

4. Enter the information below for the new alert:
o Name — The alert name specified, e.g. ‘POI’;
o Colour — The colour of the alarm border to be displayed.
o Trigger when:
= Probability greater than - Default is 90%. The % of how
similar/close the face is to the face that you want to match
with;
= For - If ‘For Everyone’ option is checked then alert will be
triggered for everyone who is seen by the camera;
= Only people who have tags — Specify the tags to be alerted.
This option is enabled when the ‘For Everyone’ option is not
checked;
= Except when they have the tags — Specify the tags to be
excluded.
= Duration — The time-lapse between alerts reoccurring;
= Send an analytic — This option allows you to create a
Milestone Analytics Event. However, you are required to
specify the rules for the event in the Milestone System. Below
are the available options:

)
Send as Analytic: -~ Lnalytic Name same as Alert
- Custom Analytic Name
Send Analytic to person Tags one of each
Message:

o Analytic Name same as Alert — The analytic will have
the same name as the Alert, i.e. POI;
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O

o

Custom Analytic Name — You can specify a custom
name such as ‘Violent’, ‘Theft’ etc. It cannot be left
blank. Otherwise, it will be default with the Alert Name.

— Custom Analytic Name v
Send as Analytic:'-~
Analytic Name
_____ A ytic
Send As Alarm: 7
Message: POI )

Send Analytic to person Tags one of each — If this
option is selected and there is a face match, the
system will send the corresponding analytic events
based on the number of tags that a person has. For
example, if this person has three tags,

namely ‘Theft’, ‘Violent’, ‘Blacklist’, then the system
will trigger three analytic events with the name as
such.

= Send an alarm — Check this box if you want to trigger this
alarm as a Milestone Alarm. Enter the below information with
the system provided parameters:

Send As Alarm:
Message:

Description:

[[Person]] POl was seen at [[Time]] @

[[Person]][[Probability]][[AlertName]] @

Message — A message that you can configure with
the below system parameters that will be displayed in
the Alarm Manager Tab under the Alarm List’s field
‘message’.

o [[Person]] — Person identified that raised the

alert;

o [[Time]] — Timestamp of when the alert is

raised,;

o [[AlertName]] — Alert Name;

o [[Probability]] — Probability of match in %;
Description — You can compose an instruction using
the above-provided system parameters. This
instruction will be displayed under the Alarm Manager
Tab by double-clicking on the Alarm list.

For more details, please refer to Section 16.

Page 17
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= Camera - select a list of cameras from an available list for
facial recognition;

No facial recognition
enabled, click on it to

enable.
Cameras: 2 T

< BEASTMASIER TSA Avigilon 2.0-H3-81 (182.168.1.151) - Camera 1
Avigilon 2.0-H3-B1 (192.168.1.151) - Camera 1
Avigilon 1.0-H3-D2 (192.168.1.104) - Camera 1 Avigilon 1.0-H3-D2 (192.168.1.104) - Camera 1
Honeywell HCL2G (192.168.1.150) - Camera 1
Mobotix S16 series (192.168.1.137) - Camera 1 obotix S16 series (192.168.1.137) - Camera 1
OnCam

« OnCam

' These cameras have facial

recognition enabled. Double

-click on a selected camera
to disable it.

5. Click on the ‘Save’ icon to save the settings.
6. The system will prompt you a message and click on ‘Yes’ button to create

File Edit View Action Tools Help
69 9en 0
Sitelavigation v B X [Face Alens ~ 7 ||ferinformation a
L Jai B BB = == S
] Color® - Camera Nome: StableFPS (ocalhos) - Camera 1
S R There is no Analytic Definition name ‘PO, would you like to create one “Trigger When: ¥
g
=@y Probabiity greater thar: ) .
[1‘” % —————————@— 100% [85%]
[0
t I T ) S Clremme
U
5 Devices Only pecple whohave the Tags: @ vip 8 ~orR @ AnD
T Cameras E
# Microphones.
Except when they have the Tags: bl ]
@ Speskers riwen e/ L ® -
R Meaios
<o Ingut Dwation:® Hour| 0 + —  Minwte | 0 + — | Second | 20 4 —
Q Ouput
& 5 Client
B Smart \all
B3 View Groups (s ®
&3 Smant Clent Profles i Analytic Name same as Alert
Send As Alarm: 7
Message: [IPerson]] POl are seenat [Timel]l (D
Description: [[Person] [[Probability]JiAlertNamell (D
ser-defned Everts
Cameras: ) X
2 Analytics Events ¥ DEsiIoR-YeiED A SeblefPS (ocathost) - Camera 1
@ StableFPS (localhost) - Camera 1
{ » || @ stebiefPs (iocahost)- Camera 1
=
™1 Configuration Reports v
Site Nevigation_Federated Si

6.3 User Access Control

System Administrators have an option to restrict Imagus facial recognition
functionality access rights to specified users.

6.3.1 Create a basic user account

1. Go to Security — Basic User — Create Basic User option to create a basic user
account with specified Imagus facial recognition functionality access rights.
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© Milestone XProtect Manager

File Edit View Action Tools Help
E%JOQM

& Mewsdata ~
oo Input o
) The Open Platform Compary

Q Output
= 53 Client
B Smantvall ({@ Security:
B2 View Groups
£2 Smart Client Profiles
Roles determine which feat
g :‘m‘“‘ ok Cheat Ficetes and use devices such as car
atrix
=1 ) ::Ics and Events o Select Roles to
() Rules
@ Time Profiles
£ Notification Profiles
R User-defined Events
¥ Analytics Events
B Generic Events

=) | Security
P Rol
& Bas: Use"/o

& @ System Dashboard
[] Current Tasks
@ System Monitor
=+ System Monitor Thresholds
& Evidence Lock
[® Configuration Reports
1 Server Logs
[ Access Control
& &, Transact
) Transaction sources
[## Transaction definitions
% Imagus
5 Face lerts
5 Person Tags
@ & Aarms

is includes, for example, the rights to log in

Site Navigation Federated Site Hierarchy

2. The below screen will be displayed. Enter the below information and click the ‘OK’
button to save the details or ‘Cancel’ button to exit.

= User name — Basic user account name;

= Description — Description of the user account to be created;

= Password — Set a password to access the Milestone System;
= Repeat password — Repeated password for verification;

New Basic User X

User name:
ILinda-Nvocess ‘
Descaiion:

Basic user account with no access rights to Imagus FR

Password:
[sessssess ]

Repeat password:

= -

O —— o
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 Milestone XProtect Management Client 2019 R1
File Edit View Action Tools Help

Basic User + 1§ [|easic User Settings -y

Name Nawa:
8 BasicUser0l

|Linda-NoAccess |
Descrption:
Dimsizsmnnmssaynt with N0 access rights to imagus FR

A basic user account is
succesfully created.

Recording Servers
R Failover Servers
1) Mobile Servers

B Generic Events
o Security
¥\ Roles
8
= @ System Dashboard
] Current Tasks v

@ o

Site Navigation Federa

6.3.2 Set security/access rights to a role

1. Go to Security — Roles and select a role e.g. BasicUser (Basic User with limited
access)

2. Click on the ‘Overall Security’ or ‘MIP’ Tab, navigate to select ‘Imagus’ security
group option under Role Settings.

3. Below security options will be displayed for access right settings:

= Full Control - Ability to edit, view people database, view history as well
as managing security;

» Edit people database — Ability to make changes to people enrolment
records in people database;

= Show people database - Ability to view people enrolment records in
people database;

= View History - Ability to view and search historical data;

= Manage Security - Ability to manage security;

4. Select/Check on the security options that this role group can perform and click on
the ‘Save’ option to save the settings.
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Site « 7 x [JRoles ~ @ [|Role Setiings.
9 DESKTOP-30BISF3 - (1312) & Select a security group for which o set security
& (1) Basics §A, Administrators (Administrators have compl w
(& License Information §\ BasicUser (Basic User s
] Ste Informaticn A Operators (Default role created by the installer) e Access Contral
& {8 Remote Connect Services & Aams
&) Axis One-click Camera Connection 5 Face Alerts
=@ I;mu - R Analytics Events
Recording Servers G
) Failover Servers by -
) Mobile Servers 2 Person Tags
& R Devices ) Mobie Servers
- G ) Transaction sources
& Wcrophones [# Transaction definitions.
@ Seeskers 2 Imagus
R Metadata
oo Input
Output
& Client Deny’
BB Smart Wall Full control a
B View Groups u]
£8 Smant Client Profiles ]
m Client Profiles View history O
& (@ Rules and Events -
[B) Rules
@ Time Profles

() Noification Profiles
R User-defined Events
R Analytics Events
R Generic Events

& e Secuit
LN

& Basic Users
& @) System Dashboard
| ] Current Tasks L}
Site Navigation  Federated Site Hierarchy

@ info @@ Users and Groups [f) Oversll Security| & Device af* PTZ @ Speech & Remote Recordings B Smart all § External Events < i3

£2 Smart Client Profiles
22 Management Client Profiles
Matrix

@ Time Profiles.
1 Notification Profiles
R User-defined Events
R Analytics Events
R Generic Events
e Secw
"
& Basic Users
= @) System Dashboard
[] Current Tasks v
Site Navigation Federated Site Hierarchy

A BasicUser (Basic User with limited
A, Operators (Default ole created by the installer)

8] [m)

Edit pecple database

B SmartVall R External Events &3 View Group ([J Servers G Matix 9 Alarms [ Access Conrol JEJLPR i mip |

6.3.3 Add a user to arole

1.

Go to Security — Roles and select a role e.g. BasicUser (Basic User with limited

access)

2. Click on the ‘Users and Groups’ Tab and click on ‘Add’ button and select the

‘Basic user’ option.
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Site Navigation v # X [Jroles ~ 2 ||Role Settings ~al
G Metdata ~ Name Neme | Description
oo Input A Administrators (Administrators have comp @ BasicUser01 Basic User 01
Q Output A, BasicUser (Basic User with limited 2 Trem usual password, if you want to test this user
= 58 Client 4, Operators (Default role created inst
B Smart Wall

B2 View Groups
£ Smart Client Profiles
£2 Management Client Profiles
Matrix
= @ Rules and Events
Rules
@ Time Profiles
0 Notfication Profiles
R User-defined Events
® Analytics Events
B, Generic Event
& ) Security
5 Roles
& Basic Users
£ @) System Dashboard
[] Current Tasks
@ System Monitor
=4 System Monitor Thresholds
& Evidence Lock
[™ Configuration Reports

[E) Transaction sources
{8 Transaction definitions
B 2 Imagus
5 Face Alets
5 Person Tags
-8 Aarms

Site Navigation  Federated Site Hierarchy

8  Windows user

& Basicuserg— | |'°

© Info @ Users and Groups (R Overall Security & Device «f*PTZ ) Speech & Remote Recordings B SmartWall R Extemal Events ¢ < 33|

Remove

3. The below pop-up screen will be displayed and check/select the new basic user
account that is created in the section 6.3.1.

Select Basic Users to add to Role

4. The below pop-up screen will be displayed and check/select the new basic user
account that is created in the section 6.3.1.

File Edit View Action Tools Help

KX 2
Site Navigation v # X [Roles + 2 ||Role Settings
¥ Metadata A Name Name | Description
o Input have comp BasicUses01 _Basic User 01
¥ Oupu A\ BasicUser (Basic User with limited acces f§ @ Linda-NoAccess Basic user account with no access rights to Imagus FR
=53 Client A, Operators (Default role created by the inst - Tram TSUaT psSword, 1700 Want o TesT s User
B Smart Wall
3 View Groups

£2 Smart Client Profiles

£ Management Client Profiles

&3 Matrix
5-8h Rulae and Fuante
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For example: The below shown a basic user with a role with no access to
Imagus Tab’s functionalities. The user will be prompted with an appropriate
message on the access level.

#  Milestone XProtect Smart Client 6/11/2019 10:51:42 AM = a x
Live Playback Sequence Explorer W System Monitor -0 7 v
Setup
B 0 5| [History & [ B3| [Video Playback ~17]

I 10:46:21.723 AM

= O i > o> e e bW

People EER

Current user does not have permission to view history.

Current user does not have permission to view people database.

# Milestone XProtect Smart Client # Milestone XProtect Smart Client

Playback Sequence Explorer Imagus System Monitor Lve SequenceExplorer Imagus SystemiMonitor

XProtect < <Selectview > v XProtect € | <Selectview > v

2= Views A
~

- [ Private
» [& Private

Cameras
B Cameras

DESKTOP-30BISF3
» & DESKTOP-30BISF3

Recording Search
#*  MIP Plug-ins
MIP Plug-ins

Imagus Alarm
Imagus Alarm

Problem Connecting to event s

o

7. Milestone Smart Client Software Configuration

The milestone client settings are set up by the Software Config tool above, only
change these settings if the connection status cloud is not green.

1. Run Milestone Smart Client.
2. Click on 'Settings' button and the pop-up screen below will be displayed.
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# Milestone XProtect Smart Client 9/09/2019 10:09:23AM — B X

Live Playback Sequence Explorer Alarm Manager @ ORI System Monitor

[ Aarm 2 B & | [istory

Filter Results Search Mode Standard ~

= Settings

Application Connection Addres  boardroom

Connection Port: 12459
Panes

Functions Connection Status: 6

Timeline

Export

Smart map

Joystick

Keyboard

Access Control

Alarm

Imagus Overlay Settings
=T

Advanced

Language
Plugin Version: v3.2.0.6

Help Close

3. Select the “Imagus Services Settings” option.
4. The Connection Address and Port are set during the installation.
5. The Connection details points to the Imagus Server; it will be either IP address

or hostname and come in the form “192.168.1.1” or “boardroom”.
6. Click on the 'Save' button to save the information.

7.1 Imagus’ Tab Screen Layout Configuration and Control

One size does not fit all. As every business is different, we’'ve made it very easy
for the user to modify the layout of the screens within the Milestone Smart Client
accordingly to your preference.

1. Click on the ‘Setup’ button to configure the Imagus Tab layout according to your
preference.

2. Check on one or more of the below to enable screen layout auto-hide and
reposition feature.
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=  Alarm

= History

= Playback
= People

= Can Rearrange

24/04/2019 12:4420PM = B X

Auto-hide > O Y

~ || Video Playback > 8[| Atarm

Mobotix S16 series (192. 37) - Camera 1 - 24/04/2019 1244, o e Side-bar after il
auto-hide

3. You can auto-resize or drag the individual sub-tab within the Imagus Tab.
4. To have a default layout, click on the ‘Default Layout’ button.

# Milestone XProtect Smart Client 9/09/2019 138:45PM = &

Live Playback Sequence Explorer Aarm Manager @ JOTRERUEM  Svstem Monitor

& B & [History

Filter Results Search Mode  Standard ~

Search image:

16 of 16 Cameras Selected

9% | Honeywell HCL2G (192.168.1.17.

| octol

well HCL2G (192.168.1.174. ] RTAT R et

019 1:37.09 PM  Honeywell H.

B i

8. View Alarms, Faces and People in Milestone Smart Client using Imagus
Plugin

—_

Run Milestone Smart Client and go to the Imagus tab.
2. To view alerts, go to the Alarms Tab, enrolled image and first detected image
shown.

3. To replay the video from 5 seconds before the detection, click on the ‘Face’.
4. To export the alarms, click on ‘Export’ button.
5. To update the alarm ‘State’ status, right-click on the ‘New’ button to select the

option.

6. To view all detections, click on the History tab.

7. To view a list of people in the connected database, click on the People Tab in
Milestone.
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System Monitor
1

2 8| [Nem

19/08/20192:29:50PM = B X

-0 7 v

Il HCL2G (192.168.1.174) - Camera 1-... ®
Filter Results ; Clear

‘Sam James Sam
James
Y s

24 Terry

Export E
B &)t
| | 3
| d

19/08/2019 - 2:C

€\

O

o :

L

Avigilon 1.0-H3-D2 (192.168.1.104) - Ca...

0 2
e e

9. Perform Standard Historical Search using images within the Milestone
System

In a scenario where you need to perform a historical search for anyone that has
passed a facial recognition camera, you can follow the below steps:

1. Specify the Search mode as ‘Standard’, drag any images from History or People
Tab and enter the filter criteria.
2. Click on the ‘Camera’ icon to select a stored image from outside of the Milestone
System.
3. Specify the below search criteria:
= Probability (0% - 100%) — The % of how similar/close the face is to the
face that you search on;
= Interval (Start and End Date) — A picklist of a time interval that the person
is detected;

18/04/2019 12: End:

Interval: Custom

18/04/2019 11:

Cameras: Today beastmaster

Yesterday

This Week

Last 7 day History

Last 30 day

Custom

» Camera — The camera that you’re interested in.

Click on the ‘Search’ button to perform the Standard Historical Search.

The system will display the results as well as the timeline.

Click on the ‘Face’ to replay the video from 5 seconds before the detection.
Click on the ‘Enrol this Face’ button to enrol the face into the People database.
Refer to section 11 for more details.

No ok
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8. Click on the ‘Add to history Search’ button to add this image to search criteria.

- start: 11/04/2019 12:0000 7] JEE 18/04/2019 11:59:59

Person :

| 11:12:10531AM 1l »

10.Perform Forensic Historical Search using images within the Milestone
System

10.1 Search for a relationship between two specified persons

This function allows forensic historical searching for multiple people who may
be seen in the same vicinity within a set period.

It can also show “unknown” people that may be associated with these people
and create a timeline of people who may be connected.

Below are the steps:

1. Specify the Search mode as ‘Forensic’ and select at most two images which
can be dragged from People Tab or externally stored images.

2. Specify the search criteria below and click on the ‘Search’ button to find all
those associated with the two within the specified timeframe.

1. Target Faces — Specify precisely two images. Images can be
dragged from People Tab or external sources outside from
Milestone System;

2. Face Match Probability — The % of how similar/close the face is to
the face that you search on;

3. Interval (i.e. Date Range) — A picklist of a time interval that the
person is detected;

4. Within timeframe — The time interval that the persons are identified;

5. Camera - The camera you're interested in.

3. Click on the green arrow icon to view the camera locations. The cameras
are differentiated with a different colour.
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@ Milestone XProtect Smart Client
Live Playback Sequence Explorer Aarm Manager @ JNREEEIN  System Monitor

Face Match
Probability:

BPRN 042019 120090 A SN - ou20r0 tisssop i)

beastmaster

Click here to view
the camera

locations.
Avigilon 1.0-H3-D2
(192.168.1.104) - Camera 1

Mobotix S16 series
(192.168.1.137) - Camera 1

All Rights Reserved.

24/04/2019 1:03:12PM — O

-0 9
Setup

* 8[| Video Playback

Click on the
camera icon to
select a stored

image from

outside of
Milestone System.

Specify the filter
criteria.

10.2 Search for associates between two specified persons

1. Check on the option ‘Find Associates?’ to find the associates that you are

looking for.

2. Click on the ‘Search’ button and the system will display the results in the

timeline.

o

database. Refer to section 11 for more details.
5. Click on the ‘Add to history Search’ button to add this image to search

criteria.

@ Milestone XProtect Smart Client

Live Playback Sequence Explorer Alarm Manager @ JOREBUEMN  System Monitor

History.

Search Mode Forensic ~

Face Match
Probability:

22/04/2019 12:00:00 AM End: 24/04/2019 11:59.59 M 7]

beastmaster

Avigilon 2.0-H3-B1

Click on the ‘Face’ to replay the video from 5 seconds before the detection.
Click on the ‘Enrol this Face’ button to enrol the face into the People

24/04/2019 1:3257PM  — B X

-0 7
Setup

¥ 8 || Video Playback v
Avigilon 2.0-H3-B1 (192.168.1.151) - Camera 1 - 23/04/2... ®
X

View Timeline

3]
2|
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11.Enrol faces from History Tab under Timeline

1.
button under Timeline.

20/08/2019
12

Enrol this Face

Add to history search

Save faces to files

20/08/2019
12

MOBOTIX S16D-Sec

(192.168.1.137) - Camera 1 “ Prob: ~

20/08/
09:04:¢

2. An Enrolment Wizard pops up which provides option

Faces in the ‘History’ tab can be enrolled by clicking on ‘Enrol This Face’

Enrol this Face
Add to history search

Save faces to files

s to create a new enrolment

or to add faces to an existing person or enrol faces from a stored image from

outside of the Milestone System.
Enrolment Wizard

Face - Select a face to enrol

Click this to enrol a

face from a stored
image outside of

Milestone System.

Click this image to
create a new person

or enrol to an existing
person.
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12.Enrol a new person using detected faces

Enter a New Person Name.

To exclude faces from the enrolment, click this slide bar.
Add in a tag for the person.

Click on the ‘CREATE’ button to create an enrolment.

Howbh -~

Enrolment Wizard

Person - Who are these faces for?

Faces Person

@) | Tram matched at 0.00%

O Select a Person &

reate New Persol

2

exclude
Selected Person

-
-~

§2

13.Enrol from a stored image outside of Milestone System

1. Click this to enrol faces from a stored image.

Enrolment Wizard

Face - Select a face to enrol

&
+ Imagus Logos > Person v O Search Person »
Organise - New folder =- o
o s
Mind Map 2
man. man2.
Mobile i il
Social Recall 3 ¥
System Testings |
Usability
Wek ) man3jpg mandjpg v
File name: ~ | image fles (*jpg, *jpeg, *jpe, *
Cancel
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14.Adding images to an existing person

—

. Select the closest person to add an image.

2. Alternatively, select a person from a dropdown list to add an image or
create a new person.

3. To exclude faces from the enrolment, click this slide bar.

4. Click ‘ADD FACES’ to add faces to the selected person.

Enrolment Wizard

Person - Who are these faces for?
Faces
Linda matched at 96.09%

p

O Select a Person &

©) -

Add faces to Linda
96% match

)

15.Delete an enrolment from a Person under People Tab

1. Run the Milestone Smart Client and go to People Tab.

2. Select the person from the people list that you want to delete.

3. Click on the delete icon to delete the selected image to be deleted from
the person.

4. Click this trash bin icon to delete the person record.
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SAVE CANCEL

L a Sam James QT NS

Linda

) poi @ addatag

Extra notes:

f" \\ Steve

Terry
Header Details

Tram Qo 8

Gender  Female

ol

B Delete Enrolment

16.Add Extra information for a Person under People Tab

Run the Milestone Smart Client and go to People Tab.

Select the person from the people list and click on the edit icon.

Click on the clock icon to set the expiry of the selected tag.

Select additional new tags from the pre-defined list set up at xProtect
Management Client.

Click on the ‘Extra notes’ section to add any extra information such as age,
gender, remark etc.

PN~

o

V
Linda

SAVE CANCEL

k g Sam James Edit Name

Linda
))) poi ° add a tag

Extra notes:

| \ Steve

—

» Terry
N Header Details
Tram Age 19
{ Gender Female
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17.View Alarms and Faces in Milestone Smart Client using Alarm Manager

1. Run Milestone Smart Client and go to the Alarm Manager Tab.

2. Click on Alarm from the list to view the Faces and Video.

3. Under the ‘Message’ column, the message is displayed as “Terry POI was
seen at 24/04/2019 12:23:08 PM’. The format of the message is configured
at Milestone Management Client having the format of [[Person]] POl was
seen at [[Time]].

24/0472019 1:4807PM — B X
-0 ¢ v

s @

fENEEEEE

DDEEEEE

4. Double-clicked an alarm from the alarm list, the system will display the
below pop-up message box.
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® 7457 Terry POl was seen at 24/04/2019 12:23:08 PM - Mobotix S16 series (192.168.1.137) - Camer..  — O X

Mobatix 516 series (192.168.1.137) - Camera 1

— Test Face3 (99.00%) j
_ G, s Between Eyes 4
- MEharpness 48.58
\ , ) Frontal Facing 0.00
; IMagus I - E ‘

12 - 24/04/2019 12:23:08.666 PM >

nom oo R AT

Camera: Mobotix 516 series (192.168.1.137) - Camera1 Go to Alarm Time

Instructions:
Temy84.14%POI e

1: High

7457

Mobotix 516 series (192.168.1...
POI

Temy POl was seen at 24/04/20..

Adtivibies: FaceAlarm

Time Admty
12:23 PM Initial state: 1: New Mobotix 516 series (192.168.1._.

{"personName""Temy""personl_
Imagus

4b3bBecaf31c-4a93-87ac 7441 |

5. The message displayed in the instruction box is configured at Milestone
Management Client having the format of
[[Person]j[[Probability]][[AlertName]] which has the value of
‘Terry84.14%POr’.
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18.Display Live Faces in Milestone Using Imagus

18.1

Viewing Faces in ‘Live Tab’ and replay video clips in ‘Playback’ Tab

1. Run Milestone Smart Client.
2. Navigate to ‘Live’ tab.
3. Drag in a Camera (which it has been added to perform face recognition).

Pixels Between Eyes 65
Sharpness 18.93
Frontal Facing 0.00

.

4. You can Observe boxes on faces, as shown above. Please note that if the
person as above does not have a close match in the face database, the
system will not display the person name and probability %. Below shown a
person with a close match to a person, Linda, with a probability of 98.20%.

‘ Probability J

et l™ | inda (98.20%)
\ Pixels Between Eyes 34

Sharpness 42.46
Frontal Facing 0.00

‘ Face box

5. Right-clicked on any face in the detection list, you will have the options to
either enrol the face, add this face to the search history query or save faces
to file.
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Detection List Imagus History Query

Enrol this Face (<] é:’ (]

Add to history search

Save faces to files Face Match
. Probability:

6. Click on the ‘Search button’ under ‘Imagus History Query’ to perform the
historical search on the faces selected. System navigates to ‘Playback’ tab
to replay the video from 5 seconds before the detection.

7. Right-click on the detected faces in the ‘Imagus Alarm’ section to view alarm
and playback video at Live Tab.

Alarm Details

Info Options
6 mins ago State:  In progress
Steve was seen 91.45%  Avigilon 1.0-H3-D2 (192.168.1.104) - Camera 1

g

11:00 AM 11:10 AM : i 5.253 AM ram 11:50 AM

m ® | H o> e i< » w» —5+

8. To export the video clips, click on this Open button to access the playback
in a new Live and Playback window.

18.2 Detect faces and Search for them in the ‘Playback’ Tab

Run Milestone Smart Client.

Navigate to ‘Playback’ tab.

Drag in a Camera (which it has been added to perform face recognition).
Click on the ‘eye’ icon to detect faces from the selected playback video.
Right-click on the detected faces to enrol, search it in history or save the
faces to a file.

abrwd -~




# Milestone XProtect Sm:
Live

XProtect

W Cameras

@ Recording Search

#*  MIP Plug-ins
Imagus Alarm

Al
Detected

Enrolled

|

40 mins ago
Morgan PO are seen at
-

Search images

Face Match
Probability:

# Milestone XProtect Smart
Live

XProtect

W Cameras

Imagus Alarm
Al

Enrolled  Detected

Search images

Face Match
Probability

ient

Sequence Explorer

< New\
v

Details

t
Sequence Explorer

< Newv

e ™ DirectShow Virtual Video Server (0.0.0.2) - Camera 1

Details

19 12:46:10..
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Alarm Manager (&

Alarm Manager @

All Rights Reserved.

9/09/2019 1:15:38 PM

=1

-0 9

Imagus System Monitor

Setup

5

Piels BetWeen EyePixels Betwgenfyes:
Sharphesg4.,804)

tween Eyes 19

Pixels Between.Eyes 500
8 30

g Eyes 9 Sharpness 6.00

Frontal Faciga0/0o:ss 32.57
R nta) Facing 0,004 RRRLE! T

- 7%

2 Enrol this Face

R !
ikt S Bt een Eyes 15

0 S

g'0/0!

g 0.00Frontal Faclng 0.00
1N

24 Add to history search

B Save faces o files

=W e MoeV

9/09/2019 1:24:11 PM

Imagus System Monitor

9/09/2019 1:13:09.853 PV
>

ixels Between Eyes 8
Sharpness 7.47
Frontal.Facing0.00

Pixels Betws-an Eyes 2
Sharpnes‘P'XEIS Between Eyes 15
“WFrontal FaSha/pness 5.62
Frontal Facmg 0.00

L
Karna/(100%)
Pixeis;Between Eyes 63
Sharpness 29.09

“Frontal Facing 0.00
S “»

Person 1

matched.

Bpot v

Evidence Lock v

=
-0 ¢

Setup

W e
Bxport v

Evidence Lock v
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# Milestone XProtect Smart Client 9/09/2019133:17PM = B
Live Sequence Explorer Alarm Manager @ Imagus System Monitor

XProtect < | NowView(2x2) <oy

Virtual Video Server (0.0.0.2) - Camera 1 - 9/09/2019 1:13:08.054 PM

Enrolled  Detected  Details

- . »

35 min:
Morgan w

Honeywell HC.

History Preview.
)
Prob: 99.45%

09/09/19
130652

8.054PM  1307m y Bpot v
' .
Evidence Lock v

Face Match
Probability

18.3 Displaying of MIP Plugin in Setup button, ‘Live’ and Playback Tab

= Run Milestone Smart Client and navigate to the ‘Settings’ Tab and click on
Panes.
= Enter the below information:

1. Live -> MIP Plugin — Available/Unavailable
2. Playback -> MIP Plugin — Available/Unavailable
3. Setup -> MIP Plugin — Available/Unavailable

= Settings

Application Mode Function Setting

_ e Views il

Live Cameras Available

KK

Functions

&

Live Audio Available
Timeline

&

Live Output Available

&

Export Live Event Available

&

Live MIP Plug-ins Available
Smart map

)

Playback Views Available
Joystick

K

Playback Cameras Available

K]

Keyboard Playback Recording Search Available

&

Playback Audio Available
Access Control

&

Playback 2 Smart Search Available
Alarm

S

Playback MIP Plug-ins Available

&

Imagus Overlay Settings Setup Views Available

&S]

. ) Setup System Overview Available
Imagus Services Settings

S

ST} Overlay Buttons Available
Advanced

&K

Setup 3 Properties Available

&

Language Setup MIP Plug-ins Available

Help
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18.4 Historical Timeline display in ‘Playback’ Tab

1. Run Milestone Smart Client and navigate to the ‘Settings’ Tab and click on
Timeline.
2. Enter the below information:

= Additional data — Show/Hide
=  Additional markers - Show/Hide

@ Settings — [m] X

Application Option

Panes Incoming audio

Outgoing audio
Functions el

Additional data
Export Bookmarks

Motion indication
Smart map

All cameras timeline

Joystick

RKEREODOODO

Playback

Keyboard

Access Control

Alarm

Imagus Overlay Settings
Imagus Services Settings
Advanced

Language

Help

3. If the above two fields are set to ‘Show’, you will be able to click on the
timeline to playback the video.

Imagus History Query

(-]

Face Match

Probability:

18.5 Label Definitions
Detected Face list

The list of detected faces.
Visible Face Count

The number of faces in view.

Page 39




Copyright © 2019, by Vix Vizion Pty Ltd. All Rights Reserved.

Pixels Between Eyes

The distance between the eyes on a face measured in a number of pixels on the
camera.

Frontal Facing

A measure of how close the face is to a passport-style photo. The higher the number,
the more suitable it is for face recognition. The scale is from 0 to 2, to be considered
an excellent CCTV capture.

Sharpness

A measure of the clarity of the pixels. A low number means the image is blurry; a high
number indicates the image is sharp. A number lower than ten (10) is unsuitable for
face recognition. A number higher than 40 is preferred.
Please note that it is possible to inflate this number by using image processing artificially. But
it does not help face recognition, as it is making up details, which do not necessarily exist.
Raw

A display of raw distance for the system used.

Probability (%)

A measure in the percentage of how likely a face belongs to a person. The default
value is set at 80%

Faces
The face boxes with eye locations.
Branding

Display of Imagus Face Recognition Logo.

18.6 Label Configuration
All information displayed over faces inside the Smart Client is configurable.
To change settings:

1. Click Settings under the Overflow Menu in the top right corner of Smart Client
2. Inthe Settings Dialog, select "Imagus Overlay Settings" from the left-hand tabs
3. Toggle the checkbox to enable or disable the User Interface (Ul) Element.
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© Settings — o X
Application
Panes
Functions
Timeline
Export
Smart map
Joystick
Keyboard
Access Control

Alarm
[ Display Face Detection List

_ ® Display Visible Face Count
4 Display Sharpness

[ pisplay Frontal Facing Quality

4 Display Pixels Between Eyes
Display Raw

4 pisplay Faces

4 pisplay Branding

4 pisplay Probability: 80 %

Imagus Services Settings
Advanced

Language

Help

Page 41




