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2 INTRODUCTION

Vix Vizion (formerly Imagus Technology) has seamlessly integrated its Facial Recognition Engine
with Milestone XProtect video management software. This integration enables surveillance staff
to use access face recognition databases and alarms directly within the XProtect Smart Client,
and for system maintainers to configure Face Recognition through XProtect Management client
without having to leave the Milestone ecosystem.

2.1 ProbucT SUPPORT MATRIX FOR IMAGUS PLUGINS INTO MILESTONE
XPROTECT
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2.2 SYSTEM SET UP OVERVIEW
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Software installed:
e  Milestone XProtect
Smart Client

e Imagus Client Plugin

Milestone

Accessible by URL:
http://192.168.xx.xx/Imagus

Software Components
installed:

Imagus Window Client

add Milestone Video Source to
Imagus System if there is an
existing one using Imagus Web
Client.

Web: vixvizion.com

Open Port(s):
*  80,443,12460,
12459, 12458

Software Components
installed:

e Imagus Configuration
Tool

e Imagus Services, i.e.
People, Source,
History, Alert,
Configuration and
Window Bridge.

e Imagus Web Client

e Imagus Window Client

e Imagus Service
Manager
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2.3 SYSTEM ARCHITECTURE DIAGRAM
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3 PURPOSE

This document provides a guide on integrating the Imagus Face Recognition System with the
Milestone Video Management System. This document will not address advanced features of
installation, such as clustering if these are needed, please contact your Imagus distributor.
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4 INSTALLING IMAGUS FACIAL RECOGNITION SOFTWARE

Pre-requisite: Please ensure that the IIS is turn on before installation.
1.  Run the supplied Installation File, and the screen below will be displayed.

2. The data folder needs to be on a drive with a large amount of free space, currently
approx. 1GB per camera per day stored. It all depends on the number of faces seen per
day; please contact your Imagus Software distributor for assistance in calculating. An
SSD drive is required for the Imagus Software installation.

3. Click on the ‘Install’ button to start the installation process.

Please read the following terms and conditions carefully before using this SOFTWARE
PRODUCT. Your use, distribution or installation of this copy of "Imagus" indicates your
acceptance of this License.

SOFTWARE PRODUCT here means Software, image files, all accompanying files, data and
materials received with "lmagus".

If you do not agree to any of the terms of this License, then do not install, distribute or use
the SOFTWARE PRODUCT. This SOFTWARE PRODUCT is for evaluation use only and may be
installed and used by on only one computer. Its component parts may not be separated for
use on more than one computer. All components accompanying the software are
copyrighted by VixVizion and may not be taken apart, modified, used or published with
other software or means except with the SOFTWARE PRODUCT and may not be distributed
or copied in any manner.

This SOFTWARE PRODUCT, all accompanying files, data and materials, are distributed "AS
15" and with no warranties of any kind, whether express or implied. The user must assume
all risk of using the program. This disclaimer of warranty constitutes an essential part of the
agreement..

Any liability of VixVizion will be Nil. In addition, in no event shall VixVizion, or its principals,
shareholders, officers, employees, affiliates, contractors, subsidiaries, or parent
organizations, be liable for any incidental, consequential, punitive or any other damages
whatsoever relating to the use of SOFTWARE PRODUCT.

In addition, in no event does VixVizion authorize you to use this SOFTWARE PRODUCT in
applications or systems where SOFTWARE PRODUCT s failure to perform can reasonably be
expectad to result in a physical injury, or in loss of life. Any such use by you is enfirely at
wyour own risk, and you agree to hold VixVizion harmless from any claims or losses relating to
such unauthorized use.

This Agreement constitutes the entire statement of the Agreement between the parties on

tha cuhiart matter and marmac and conarcadac all Aathar Aar Arine nndarctandinme norchaca

Accept Licence Exit
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INSTALLATION LOCATIONS

Installation Folder  c:\program Files\Imagus\

Data Folder C:\ProgramData\Imagus

Install Exit
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Acquiring statsDB 55.25MB of 143.87MB 6%

I
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COMPONENT
Installing I1S: 11
Microsoft .NET
Microsoft NET
Microsoft Winc
Imagus Installe
PostgreSQL
Imagus.Stats.D
ImagusFaceRec
ImagusFaceRec
Cuda
Inference
FFmpeg
Models
Imagus.Configt
Imagus.Windo\

Imagus.Config.

Imagus.People.

Imagus Tray Ap
Imagus

Imagus Post In:

INITIAL INSTALL STATE  REQUESTED INSTALL STATE UPGRADE?

Absent
Present
Absent
Absent
Absent
Present
Absent
Absent
Absent
Absent
Absent
Absent
Absent
Absent
Absent
Absent

Absent

Absent
Absent

Absent

Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present
Present

Present

Present
Present

Present

None
None
None
None
MajorUpgra
None
MajorUpgra
MajorUpgra
MajorUpgra
MajorUpgra
MajorUpgra
None
MajorUpgra
MajorUpgra
None
MajorUpgra
MajorUpgra

MajorUpgra
MajorUpgra
MajorUpgra

STATE
Verifyir

Verifyir
Verifyir

Verifyir

Aquirir

PROGRESS
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- O X
Process Complete
Exit

COMPONENT  INITIAL INSTALL STATE REQUESTED INSTALL STATE UPGRADE?  STATE PROGRESS
Installing IIS: 1I¢  Absent Present None
Microsoft .NET Present Present None
Microsoft NET Absent Present None
Microsoft Winc  Absent Present None
Imagus Installe  Absent Present MajorUpgra
PostgreSQL Present Present None
Imagus.Stats.D!  Absent Present MajorUpgra
ImagusFaceRec Absent Present MajorUpgra
ImagusFaceRec Absent Present MajorUpgra
Cuda Absent Present MajorUpgra
Inference Absent Present MajorUpgra
FFmpeg Absent Present None
Models Absent Present MajorUpgra
Imagus.Configt  Absent Present MajorUpgra
Imagus.Windor  Absent Present None
Imagus.Config. Absent Present MajorUpgra
Imagus.People. Absent Present MajorUpgra
Imagus.Alert.S¢ Absent Present MajorUpgra
Imagus Tray Af Absent Present MajorUpgra
Imagus Absent Present MajorUpgra
Imagus Post In:  Absent Present MajorUpgra

Click on the ‘Exit’ button when the installation is complete.
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5 INSTALLING MILESTONE CLIENT PLUGIN

The Milestone plugin needs to be installed on all computers running the XProtect Smart Client,
and also all machines where the XProtect Management Client is used.

Run the Milestone Plugin Installer, and the files will be installed to the following
location: C:\\ProgramfFiles\\Milestone\\MIPPLugins\\Imagus.

Please ensure the XProtect Smart Client version installed on your machine is either version
2019 R2 and above.

ﬁ! Imagus Milestone Plugin Setup £ *

‘(‘%agus

Please read the following terms and conditions carefully before using ~
this SOFTWARE PRODUCT. Your use, distribution or installation of this
copy of "Imagus" indicates your acceptance of this License.

SOFTWARE PRODUCT here means Software, image files, all

accompanying files, data and materials received with "lmagus".

If you do not agree to any of the terms of this License, then do not
install, distribute or use the SOFTWARE PRODUCT. This SOFTWARE
PRODUCT is for evaluation use only and may be installed and used by
on only one computer. Its component parts may not be separated for

N I e pepey &

(|
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6 IMAGUS SOFTWARE CONFIGURATION

. Launch the ‘Imagus Config’ application.

Recently added

E Imagus Client

lE Imagus Tray Manager

e Imagus Config

6.1 LICENSING

Please contact your Imagus Software distributor to licence the product and supply them with the
host ID displayed on the licensing page. They will provide you with an appropriate licence.

1. Select the ‘Licencing’ option.

> Imagus Cloud

E§ Licencing

¥ System Health

£ System Configuration
Storage And Backup

[] Access Control

5'.‘3.* Quick Setup

. Advanced

13
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2.

The system is not logged in as ‘admin’ in default upon installation. Click on the ‘Login’
button to login as ‘Administrator’ to attach/see the licence information, monitor ‘System
Health’, and ‘System Configuration’.

Imagus Configuration Tool
39.67.14

unique=CSP-4C4C4544-0052-5410-8038-

B9CO4F4A5832 COPY HOST ID

Not connected

Click on the ‘COPY HOSTID’ button and forward this information to Vix Vizion to
generate the licence key file.

Click on the ‘ATTACH LICENCE’ button to attach the licence key file received from Vix
Vizion.

The system displays the licence number of camera streams. This figure is 0 before the
application of the licence key to the system.

14
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= Imagus Configuration Tool
- 3.9.67.14

unique=CSP-4C4C4544-0052-5410-8038-
Host Id BICO4FAA5832

Expiry date: 2021-09-1523:59:59.000

Licenced to: Daniel Khoo(Khoo@mmc.com.au) of
Licence Info MMC Pty Ltd ATTACH LICENCE

Host ID: unique=CSP-4C4C4544-0052-5410-8038-

B9C04F4A5832

COPY HOST ID

Streams 3

Connected to localhost as admin

6.2 SYSTEM HEALTH

1. Select the ‘System Health’ option to check and ensure all Imagus Software Services are
running.

15
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¢ Imagus Cloud

E§ Licencing

& System Health

£ System Configuration
Storage And Backup

[] Access Control

5_1} Quick Setup

. Advanced

2. After each install, all services will start automatically.

3. Ifthe services are not started, press the play button to start them.

16

Web: vixvizion.com Contact: info@vixvizion.com



17

Copyright © 2023, by Vix Vizion Pty Ltd. All Rights Reserved.

Imagus Configuration Tool
3.9.67.14

CUDA® Driver Status
Configuration Service 9340
Video Analytics Service 93.11.0

Alert Service 9320

Windows Bridge Service 9340

Connected to localhost as admin

Click on the ‘Login’ button to login as ‘Administrator’ to save the settings configured

under ‘System Configuration’ and ‘Storage And Backup’.
Enter the default admin password provided.

Click on the ‘CONNECT’ button.

Web: vixvizion.com
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localhost

Remember Username

Remember Password
(] Choose Port

7. There are 2 checks next to each item, for the CUDA status, the first checkmark indicates
the correct Nvidia driver is installed, the second check indicates the Imagus Facerec
Engine is correctly using the driver.

8. For all other items, the first check shows the service is running, and the second check
shows that it is communicating.

18
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Imagus Configuration Tool
3.9.67.14

CUDA® Driver Status

NVIDIA GeForce GTX 1650, TCC Mode: False
NVIDIA Driver 466.470
Imagus Face Rec Core 9.1.161.0 Cuda Compute 5.0+

Configuration Service 9340

Video Analytics Service 93.11.0

Alert Service 9320

Windows Bridge Service 9340

Connected to localhost as admin

All services are running with NVidia Card.

6.3 SYSTEM CONFIGURATION
1. Select the ‘System Configuration’ option.

19
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¢ Imagus Cloud

E§ Licencing

¥ System Health 1
£ System Configuration
Storage And Backup

[] Access Control

f_ﬂ'* Quick Setup

. Advanced

By default, the system will be configured for a single server installation. If you are planning to
have more than a single Imagus Software server, please contact your Imagus Software
distributor for advanced support.

2. Face Algorithm: The possible options are as follows:

— Fast (V6) - Face recognition based on the V6 model with the option to
enable/disable automatic mask recognition;

—  Mask (V8 Mask) - All faces will be recognised using Face-Mask optimised model.
The accuracies for people not wearing a mask will not be as good as a non-mask
model;

20
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— Accurate(V8) - Face recognition based on V8 model with the option to
enable/disable the automatic mask recognition;

3. Milestone connections: This is the connection details for the Milestone management
server. It must be a Windows account; please make sure the test is valid before saving.
Once saved, the Imagus Software server details are entered into the Milestone
configuration, and all future setup is completed in the Management Client.

Imagus Configuration Tool
3.9.67.14

Local Machine Address

DESKTOP-HGSLRMN

Face Algorithm

Accurate (V8)

Enable Automatic Mask Recognition

Milestone

Note: This Milestone user account must be a Windows Authentication account

localhost

Connected to localhost as admin

6.4 STORAGE AND BACKUP
1. Select the ‘Storage And Backup’ option.

21
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@ Imagus Cloud

E§ Licencing

P System Health

£ System Confi_o'1 rration

Storage And Backup
[] Access Control

{'ﬁ Quick Setup

. Advanced

2. Storage:

i. Delete Metadata History: The number of days to keep history metadata online
before system housekeep it. The default is 30 days.

ii. Delete Face Images: The number of days to keep face images data online before
system housekeep it. The default is 20 days.

iii. Delete Alarm History: The number of days to keep alarm data online before
system housekeep it. The default is 30 days.

iv. Video Recording - Enable Recording: To enable video recording and indicate the
number of days to keep video recording to a specified location.

3. Backup - Configuration: The number of backup copies to keep to a specified location.
The default time for the job to run is set at 03:00 AM.

4. Backup - Face Database: The number of backup copies to keep to a specified location.
The default time for the job to run is set at 03:00 AM.

22
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5. Backup - History Database: The number of days to keep history data online before
system housekeep it to a specified location. Thedefault time for the job to run is set at
04:00 AM.

Imagus Configuration Tool
3.9.67.14

Storage 2
[ Delete Metadata History  (® Delete Face Images[_] ! Delete Alarm History

30
@D Video Recording
Enable Recording

30 c:\videos

Backup
Configuration

16 Set Job Schedule At 01:00 AM
Face Database

Set Job Schedule At 03:00 AM

10

History Database

éb Set Job Schedule At 04:00 AM

Connected to localhost as admin
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7 MILESTONE MANAGEMENT CLIENT SOFTWARE
CONFIGURATION

Launch Milestone Management Client Application.

Please ensure the XProtect Management Client version installed on your machine is
either version 2019 R1 and above.

7.1 SETTING UP VIDEO SOURCE
1.  Go to Devices — Camera to enable the Facial Recognition for a selected camera in the
Milestone System. —

2. Click on the ‘Imagus Setup’ tab.

3. Check on the ‘Enable Facial Recognition’ checkbox to enable facial recognition for the
selected camera.

4. Select the camera stream to perform facial recognition.
5. Select the detector frame rate at which the detector will base on.

6. Change the minimum and maximum face size in pixels here to change the size of the
face detected in the frame.

7. Click on the ‘Add Mask’ button to mark the region from facial recognition.

8. Click on the ‘Remove Mask’ button to remove mark region from facial recognition.

File Edit View Action Tools Help

H9 oei
site Navigation v & x ||Devices w R | Properties
g X z ES)
@ DESKTOP-30BISF3 - (13.12) Cameras Enable Facial Recogniion .,
& {1 Basics 55 4
& @ Remote Cannﬁnces ® ou o Location Name Honeywell HCL2G (192.168.1.174)-Camera 1 Camera Name: Honeywell HCL2G (192.168.1.174) - Camera 1
E [S]:’;Z o % Camerz 1 ) Add iiask  Removeigesi—— *
= S DirectShow Virtual Video (00.02)- Camera 1 Camera Sicam Video stream 1 ./v ~
Cameras R DirectShow Virtuzl Video Server (0.0.0.2) - Camera 2 _—
# Microphones R DirectShow Virtual Video Server (0.0.0.2) - Camera 3
@ Speskers R DirectShow Virtual Video Server (0.0.02) - Camera 4
@ Metadata R DirectShow Virtual Video Server (0.0.0.2) - Camera 5 .
oo Input R DirectShow Virtual Video Server (0.0.0.2) - Camera 6 Detector Framerate 2
Q Ouput 3 DirectShow Virtual Video Server (0.0.02) - Camera 7
S Clent < DirectShow Virtual Video Server (0.0.02) - Camera &
ol ) 852 Honeyvwell HCL2G (192.168.1.174)  Camera | .
G Rules and Events 5 MOBOTIX ST6D-Sec (152 168.1.137) - Camera 1 Minimum Face Size i
@) Security &) Camera Group 2
@ System Dashboard
[ Server Loos Maximum Face Size
[Be Access Control o
&, Transact
-2 Imagus
R Marms
Site Navigation  Federated Site Hier @ Info &3 Settings [ Sreams @ Record 2 Motion (@) Fisheye Lens T Events L Client 8 Privacy masking = Imagus Setup
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7.2 ALERT CONFIGURATION

: Ii_'| Configuration Reports

i Ll_—‘] Server Logs

= Fjﬂ Access Control
&= [l, Transact

i |::wl| Transaction scurces

i {E__: Transaction definitions
- [magls
i@ Face Alerts
i~ rm- Person Tags
oo Misc Setfings

¢ Alarms

. Every person in the face database can be annotated with user-defined tags. These are
simple text strings. All alerts in the Imagus system are configured using these tags. A
Smart client will be presented with a predefined list of tags from which they can pick.

. An alert is generated when a person is recognised above a certain threshold, and they
have tags that match those set up in the alert.

7.3 SETTING UP TAGS

1. Go to Milestone Management Client — Imagus — Person Tags to set up tags for the

alert in the Milestone System.

2. Enter the tags that you predefined in the Milestone Smart Client. If you entered a tag that

already exists in the system. The system will prompt you to an error.

3. Click on the ‘Save’ icon to save the settings.

25
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& Milestone XProtect Management Client 2019 R2
File Edit Wisw Achon Toole Help

21 - -

- o » Confepur shion

.E.'faﬁfsf:’m"’ﬁm Al a8 @ The predefined Tags used for Imagus Alerts and enroffed peaple
2l Licenss Information Enter Tag name. press ENTER or TAH in complete:
[ Site Information
| ;.} Rmfﬂnnec.l SE:\JI:H Saed] Toi
=% Acia One-click Camera Connection
= ﬂ Servers
@ Recording Servers vip &
%] Fasdover Servers
i Matile S=rvers
|'F:‘P D=vices pai =
T2 Camers
# Microphones
‘ Speakers
& Metadata
s Input
w Cubput
= B8 Client
Bl Smart Wall
B \iew Groups
f# Smart Client Profiles
£ Maragemeant Client Profiles
Mlatrix
- [ Pules and Events
[E] Rules
L_f} Time Prohles
[0 Motifecation Profiles
B User-defined Events
| Analytics Everls
By Gereric Events
ol Security
'Jg Floles
& Basic Users
= ) System Dashboard
ﬂ Current Tazks
. Sirstem Mandtor
B i System Monitor Threshalds
& Evsdence Lock
'ﬂ Configiration Reports
F] Servar Logs
I“ by Cotral
1B, Transact
f :J Transachon sources
i.'_7| Tiensschon dehnibions

=l [magus

7 Face Alers
=

2 Miac Setlings

7.4 SETTING UP ALERTS
1.

2.

Go to Imagus — Face Alerts to set up alerts in the Milestone System.

Right-click on the ‘Face Alerts’ and choose the option ‘Add New’ to add a new alert.
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< Milestone XProtect Management Client 2018 R3
File . Edit View Action Tools Help

H9 o@+*i
Sits Navigetion - 0 x [JFace = & JAzr mismaten
= P DESKTOP K69 - (13.32] SR Foco | il
=] Basmics === B
- e — | Addnew. crien w
[iT] Sie Information = Retresh e

= ies Remowe Connect Services
L:T, Puis One—chick Camera Conneclion
F E:I Servers
i} Recording Senvers
%] Faitover Serveis
ﬂ Mobile Servers
=] ? Devices
o Cameras
& Microphones
* Matsdata
oo Imput
W Cutpurd
= 5 Client
B Srnart Wl
B View Groups
F& Smart Cliert Profiles
£& Manzgemen Client Profiles
Matrix
il [ Fides 2nd Events
(2 Fules
&) Time Profiles
[ Nottficshon Profiles
1‘ User-defined Events
® Analytica Evenis
%‘ Generic Evenls
| r‘:ﬁ Securty
T Roles
B Basic Users
(= . System Dashboand
] Current Tasks
@ Sysiem Moaitor
:: Syslem Momior Thresholds
_a Evidencs Lock
[* Cenfiguration Repods
I3 Server Logs
Eﬂ Loress Control
& Bl Transact
[} Transaction ecurces
E: Tlﬂl'liﬂzﬁ‘_"'.*ﬁnllim
El 2= kmogus
- Face Alers
B Pergon Taga
B Masc Selbings

3. You will be prompted with the pop-up message box. Enter the name of the new Alert,
e.g., ‘POI’, and click on the ‘OK’ button to proceed to the next step. Otherwise, click on

the ‘Cancel’ button to close the message box.
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Add Alert >

Alertt Name:

[

| 0K | Cancel

File Edit View Action Tools Help

Face Alerts L
55 Face Merts
= BL
= POl

Oty pooplewho e e Tags @ poi @ ~or @ Mo

Except when they have the Tags: @

Dusation:D) How 0+ = Minde 0+ — Second 20+ —
Message [Personl] was seen at [Timel[[Alrthamel] ()
Pol
‘Send As Milestone Alarm: =
Instructions: [Person]lfprobabiity][[AlertName]]l ()
Cameras:
DirectShow Virtual Video Server (0.0.0.1) - Camera 7 A Avigion 1 0HI-D2 (172.16.1.103) - Camera 1
DirectShow Virtual Video Server (0.0.0.1) - Camera &

@ Avigilon 20-H3-81(172.16.1.104)-Camera 1
DirectShow Virtual Video Server (0.0.0.1) - Camera 5

DirectShow Virual Video Server (0.0.0.1) - Camera 2

Avigilon 1.0-H3-D2 (172.16.1.103) - Camera 1

DirectShow Virtual Video Server (0.0.0.1) - Camera &
Avigilon 2.0-H3-B1 (172 16.1.104) - Camera 1

DirectShow Virual Video Server (0.0.0.1) - Camera 3

4. Enter the information below for the new alert:
— Name - The alert name specified, e.g. ‘POI’;
—  Colour — The colour of the alarm border to be displayed.
—  Trigger when:

*  Probability greater than - Default is 90%. The % of how similar/close the
face is to the face that you want to match with;

*  For - If ‘For Everyone’ option is checked then alert will be triggered for
everyone who is seen by the camera;

*  Only people who have tags — Specify the tags to be alerted. This option
is enabled when the ‘For Everyone’ option is not checked;

*  Except when they have the tags — Specify the tags to be excluded.
. Duration — The time-lapse between alerts reoccurring;
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*  Send an analytic — This option allows you to create a Milestone Analytics
Event. However, you are required to specify the rules for the event in the
Milestone System. Below are the available options:

&
SRR Ay Lnatylic Name same as Alesd

Custom Analytic Mame

Send Gnaiytic to person Tags one of sach
Meszage

Analytic Name same as Alert — The analytic will have the same name as the Alert,
i.e. POI;

Custom Analytic Name — You can specify a custom name such as ‘Violent’, ‘Theft’ etc. It
cannot be left blank. Otherwise, it will be default with the Alert Name.

Custom Snabytic Home -

Send az Anabytic:

Anaktic Nama
Sond Ao Alarm: 7 = ——
”I‘.HK‘.‘_’;H POI

Send As Alam:

Message.

Description

29

Send Analytic to person Tags one of each - If this option is selected and there is a face
match, the system will send the corresponding analytic events based on the number of
tags that a person has. For example, if this person has three tags, namely ‘Theft’,
‘Violent’, ‘Blacklist’, then the system will trigger three analytic events with the name as
such.

Send an alarm — Check this box if you want to trigger this alarm as a Milestone Alarm.
Enter the below information with the system provided parameters:

V|
[IPerson]] POl was seen at [[Time]] @

[Persor[ProbabiftyJlertName] ()

Message — A message that you can configure with the below system parameters that will
be displayed in the Alarm Manager Tab under the Alarm List’s field ‘message’.

—  [[Person]] — Person identified that raised the alert;
—  [[Time]] — Timestamp of when the alert is raised;
—  [[AlertName]] — Alert Name;

—  [[Probability]] — Probability of match in %;

Description — You can compose an instruction using the above-provided system
parameters. This instruction will be displayed under the Alarm Manager Tab by double-
clicking on the Alarm list.
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. For more details, please refer to Section 16.

*  Camera - Select a list of cameras from an available list for facial recognition;

No facial recognition
enabled, click on it to
enable.

G A

Cameras: )
- BEASTMASTER Avigilon 2.0-H3-B1(192.168.1.151) - Camera 1

Avigilon 2.0-H3-B1 (192.168.1.151) - Camera 1
Avigilon 1.0-H3-D2 (192.168.1.104) - Camera 1
Honeywell HCL2G (192.168.1.150) - Camera 1
Mobotix S16 series (192.168.1.137) - Camera 1
OnCam

Wvigilon 1.0-H3-D2 (192.168.1.104) - Camera 1
Mobotix 516 series (192.168.1.137) - Camera 1

e

[<]le

IOnCam

| These cameras have facial

recognition enabled. Double

-click on a selected camera
to disable it.

5.
6.

File Edit View Action Tools Help
HY o<ei

Site[Navigation

~ # % ||Face Alerts -

2

A5 = Face erts

ﬁ DESKTOP-30BISF3- (13.12)
e

R There is no Analytic Definition name "POI’, would you like to create one

Yes. No

{1 cbile Servers
=52 Devices
T Cameras
& Microphones
@ Speskers
@ Metadata
o Input
@ Output
=+ Client
B Smart Wall
B2 View Groups
£2 Smart Client Profiles
£ Management Client Profiles
Matrix
=@ Rules and Events
(8] Rules
Time Profiles
[ Notification Profiles
R User-defined Events
® Analytics Events
By Generic Events
&) Security
P Roles
& Basic Users
@) System Dashboard
[E] Current Tasks
@ System Monitor
[52 System Monitor Thresholds
2 Evidence Lock
[¥ Configuration Reports v
< >

Site Navigation | Federated Site Hierarchy

Click on the ‘Save’ icon to save the settings.

The system will prompt you a message and click on the ‘Yes’ button to create the alert.

o

Probability greater than: )
“ " 0% —————————@— 100% [85%
For @ [ For Everyone

Only people who have the Tags: @ vip & ~or @ AnD

bl % 1

Except when they have the Tags: @

Duration:?) Hour 0 4 — Minuste 0 4 — Second 20 4 —

St Analytic Name same as Alert ~

Send As Alarm: )
@
@

Message [[Person]] POl are seen at [Time]

Description [[Person]] [[Probability]J[AlertName]]

> DESKTOP-30BISF3

Camera Preview:

Camera Name: StableFPS (localhost) - Camera 1

/A St=bleFPS (localhost) - Camera 1

@ StableFPS (localhost) - Camera 1

2 @ StableFPS (localhost) - Camera 1
‘ «

7.5 SETTING UP MASK DETECTION AND ALERTS
1. GotoImagus — Misc Settings to set up the mask alerts.

Web: vixvizion.com
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4 Milestone ¥Prozect Mansgement Chent 2018 23

File Edit Vs Arton Togle Heg

7 o*n
= - X
BT e AT o e ™

= () Samica
& Lo Inbormaion
I Site Irzrmetion
= £ Femole Comnect Services
W0, ocin’ Cne-ciick Cmovern Conmeetion
E U Servera
) Recostieg Sarcers
B Faiovs Saruns
ﬂ Wible Servers
E @ D
Tl Camerss
& Wicrophones
@ Speakers
B Mtdon
e bl
o Cutpad

Mask alans
(M sty anabled ot 1 camenas]

@ Fodgilom 2 (FHIEN {772 160 1041 - Camens 1

= R Climt
B Smer el
B View Groops
& Sman Clisnt Profiles

DremtBron Vit Vides Server (00.0.T) - Camaml

DirectSnom: Vil Video Sorver (0007} - Comern 8

#_‘ Management Chient Profiles DhewetSEoy Virtisl Video Secves (00 1) - Cartinis T e i
gl Matiix ]
B I} Sles wd St Doty Virks! Vides Bewe B0 00 1] - Chiecs 4 =
%] Fubes 5 !
5 Timer Proffes DirnciBtow Virtes) Videa Server (00 0 1) - Cames 5 P————

Hesifization Proiles
B User-dshrad Goerm
B Ansivics Seerm
% Genanc Events
= ol Seeanity
T Rl
& Bazic Users
C @ Tystom Dastboard
i_' Corrert Tasks
W Sysmen Monoor
B System Mondor Thressoli
& Evsdonon Lock
[T Combguiilon Saperts
1? :| Sarver Logs
B diccems Consd
& 15, Temrsnct
1 Transacaon sources

|## Transacson definies

DirectShow Virsesl Vidss Server [B0.001) - Camera 2

Bigion 1 0-HA-02 (172.18.1. 103 - Camem 1

= imagus
i Facs Adists
-3 Winc St

T e

2. Click on the ‘Connect to Imagus’ to establish the connection to Imagus Configuration
Service.

3. Enter the below information for Mask Alerts:

—  Enable - A slider option to enable/disable Mask Alerts;

— Alert on - The possible values are Masked and Unmasked

—  Masking Threshold - Default value is 0.8. For best settings, set it to 0.95.
4. Cameras - Select list of cameras for mask detections and alerts.

5. Click on the ‘Save’ icon to save the settings.

7.6 USER AcCESS CONTROL

System Administrators have an option to restrict Imagus facial recognition functionality access
rights to specified users.
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7.6.1 Create a basic user account
1. Go to Security — Basic User — Create Basic User option to create a basic user account
with specified Imagus facial recognition functionality access rights.

@ Milestone XProtect Management Client 2019 R1
File Edit View Action Tools Help

HY9 oen
Ste Navigation |
@ Metadata ~
o Input m
Q Output The Open Platform Company
=58 Client
. - _—
B Smart el \é} Security:
B3 View Groups
£2 Smart Client Profiles
&2 Management Client rofes Roles determine which features specific users or groups can access, view o use in XProtect Smart Client. This includes, for example, the rights to log in
and use devices such as cameras or microphones, but also add-on products.
Matrix
=@ Rules and Events o Select Roles to create and configure roles, and add users to the roles.
[E] Rules
@ Time Profles o Select Basic Users to view and create basic users. The basic users created under Roles are listed here too.

[ Notification Profiles
| User-defined Events
® Analytics Events
B Generic Events

B Roles ’/e
8 Basic User

=@ System Dashboard
[[] Current Tasks
@ System Monitor
[5% System Monitor Thresholds
& Evidence Lock
[® Configuration Reports
{3 Server Logs
[Be Access Control
&£, Transact
Transaction sources

54 Transaction definifions
&
& 2> Imagus
> Face Alerts
2> Person Tags
@ R Alarms

Site Navigation | Federated Site Hierarchy

2. The below screen will be displayed. Enter the below information and click the ‘OK’ button
to save the details or ‘Cancel’ button to exit.
. User name — Basic user account name;

. Description — Description of the user account to be created;
. Password — Set a password to access the Milestone System;

. Repeat password — Repeated password for verification;

Usernome:

Linda-Hin Acroeer
Dheseription:
Basic user mooouns win no access rghis o imagus FA

Fampword:
|- -
Aepeat passsond

[amaasss

o —~— .9
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7.6.2 Set security/access rights to a role
1. Go to Security — Roles and select a role, e.g., BasicUser (Basic User with limited
access)

2. Click on the ‘Overall Security’ or ‘MIP’ Tab, navigate to select ‘Imagus’ security group
option under Role Settings.

3. Below security options will be displayed for access right settings:

—  Full Control - Ability to edit, view people database, view history as well as
managing security;

—  Edit people database — Ability to make changes to people enrolment records in
people database;

—  Show people database - Ability to view people enrolment records in people
database;

—  View History - Ability to view and search historical data;
—  Manage Security - Ability to manage security;

4. Select/Check on the security options that this role group can perform and click on the
‘Save’ option to save the settings.
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Site Navigation + 3 X [JRoles ~ 7 ||Role Settings =
5§ DESKTOP-30BISF3- (13.13) ,. o e
= (1] Basics A Administrators (Administrators have compl un
(&l License Information A, BasicUser (Basic User with limited access| @ System monitor
[ Site Information A\ Operators (Default role created by the installer) e Access Control
= (& Remote Connect Services & Alams
&) Axis One-click Camera Connection = FocsAiete

= [ servers
P Recording Servers
) Failover Servers

[ Notification Profiles
R User-defined Events
¥ Analytics Events
R Generic Events

5P

& Basic Users
= @) System Dashboard
[7] Current Tasks
Site Navigation Federated Site Hierarchy

K3

¥ Analytics Events
R, Generic Events

) Mobile Servers = et Taon

& R Devices 1 Moble Sorvers
o s Transaction sources
£ Microphones ) Transaction definitions
@ Speakers = Imagus o
@ Metadata
o Input Role can perform the following on the selected security group
( Output

= G Client Deny
B Smart Wall Full control O
B2 View Groups Edit people database O
£2 Smart Client Profiles Show people database O
g Management Client Profiles View history O

Matrix
M

= (3 Rules and Events SeSRsasly -
[E] Rules
@ Time Profiles

Site N:

Roles -

= ) DESKTOP-30BISF3 - (13.1a)
= {1} Basics
(& License Information
[ Site Information
& Remote Connect Services

= @ Servers
P Recording Servers
R Failover Servers
) Mobile Servers
& TP Devices
< Cameras
& Microphones
@ Speakers
@ Metadata
o Input
O Output
= &8 Client
B8 Smart Wall
3 View Groups
£2 Smart Client Profiles
27 Management Client Profiles
2 Matrix
= [ Rules and Events
[E] Rules
@ Time Profiles
(4] Notification Profiles
R User-defined Events
¥ Analytics Events
R, Generic Events

e
& Basic Users
= @ System Dashboard
[7] Current Tasks
Site Navigation Federated Site Hierarchy

@ Axis One-click Camera Connection

Name
A Administrators (Administrators have compl un
P, BasicUser (Basic User with limited acc
¥\ Operators (Default role created by the installer)

Security settings for: Imagus

v r

[[JEdt people database
Ms e database 9
[AView history

B Smart el § External Events &1 View Group [{J Servers G Matrix 9 Alarms [ Access Control () LPR iy Mip |

7.6.3 Add ausertoarole
1. Go to Security — Roles and select a role, e.g., BasicUser (Basic User with limited
access)

2. Click on the ‘Users and Groups’ Tab and click on the ‘Add’ button and select the ‘Basic
user’ option.
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@ Milestone XProtect Management Client 2019 R1
File Edit View Action Tools Help

H9oea

|Site Navigation ~ 7 % JRoles ~ 2 |JRole Settings -
@ Metadata ~ Name Name + | Description
o Input 9, Administrators (Administrators have comp | B BasicUser01 Basic User 01

¢ Output 8, BasicUser (Basic User with limited 8 Tram usual password, if you want to test this user
=53 Client A\ Operators (Default role created inst
H Smart Wall

B3 View Groups
£2 Smart Client Profiles
£ Management Client Profiles
Matrix
=@ Rules and Events
[E) Rules
Time Profiles
[ Notification Profiles
R User-defined Events
® Analytics Events

B Generic Event
=&l Security ./h
T Roles

8 Basic Users
=@ System Dashboard
[] Current Tasks
@ System Monitor
{4 System Monitor Thresholds
& Evidence Lock
[® Configuration Reports
1) Server Logs
[ Access Control
=, Transact
[]) Transaction sources
Tensacton definions ~#4 0 -

T [ ma 17] Remove
> Face Alerts
5 Person Tags 8  Windows user

- & Alarms 8 Basicuser g— |

Site Navigation Federated Site Hierarchy € info @@ Users and Groups (@ Overall Security & Device «f* PTZ ¢f) Speech )& Remote Recordings H SmartWall § External Events ¢ < '3

3. The below pop-up screen will be displayed and check/select the new basic user account
that is created in Section 6.3.1.

[

] o

4. The below pop-up screen will be displayed and check/select the new basic user account
that is created in Section 6.3.1.

File Edit View Action Tools Help

H9 oeh
Site Navigation v 1 X ||Roles + 1 ||Role Settings

¥ Metadata ~ Name Name » | Description

o Input (; have comp _;_1 Basicllser01 Basic User 01

) \/ Output ¥ BasicUser (Basic User with limited acces |l 8 Linda-NoAccess Basic user account with no access rights to Imagus FR
=53 Client !\ Operators (Default role created by the inst H Tram Usual pas 1T you want to test this user

B Smart Wall

B3 View Groups

£8 Smart Client Profiles

E Management Client Profiles

@ Matrix

=& Ridae and Fuante

For example: The below shown a basic user with a role with no access to Imagus Tab’s
functionalities. The user will be prompted with an appropriate message on the access level.
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& Milestone XProtect Smart Client 6/11/201910:51:42AM = B X
Live Playback Sequence Explorer w System Monitor -0 97 v

Setup

]3] 2 B K9 | [Video Playback ~17]

Problem Connecting to event server

Retry

1030AM  6/11/2019 | 10:46:21.723 AM

,1, TS

Current user does not have permission to view history.

Current user does not have permission to view people database.

;o R TR [T

1 1kara
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2 Milestone XProtect Smart Client

Live W Sequence Explorer Imagus System Monitor

XProtect < < Select view >

Views

[@¥ Private
Cameras

~% DESKTOP-30BISF3

Recording Search

»*  MIP Plug-ins

Imagus Alarm

Problem Connecting to event s
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8 MILESTONE SMART CLIENT SOFTWARE CONFIGURATION

The milestone client settings are set up by the Software Config tool above, only change these
settings if the connection status cloud is not green.

1. Run Milestone Smart Client.

2. Click on ‘Settings’ button and the pop-up screen below will be displayed.

& Milestone XProtect Smart Client 9/09/2019 10:09:23 AM x

- g
Live Playback Sequence Explorer Alarm Manager 9“ System Monitor -8 9 -
LF Settings

Alarm & B 5 | [Fistory & B 5| [People

Filter Results Search Mode Standard ~
= Settings

Application Connection Addres  boardroom

Connection Port: 12459
Panes

Functions Connection Status: a

Timeline

Export

Smart map

Joystick

Keyboard

Access Control

Alarm

Imagus Overlay Settings
EEETE

Advanced

Language
Plugin Version: v3.2.0.6

Help Close

3. Select the “Imagus Services Settings” option.
4. The Connection Address and Port are set during the installation.

5. The Connection details point to the Imagus Server; it will be either IP address or
hostname and come in the form “192.168.1.1” or “boardroom”.

6. Click on the ‘Save’ button to save the information.
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IMAGUS TAB SCREEN LAYOUT CONFIGURATION AND CONTROL

One size does not fit all. As every business is different, we’ve made it very easy for the user to

modify the layout of the screens within the Milestone Smart Client accordingly to your
preference.

39

1.

Click on the ‘Setup’ button to configure the Imagus Tab layout according to your

preference.

Check on one or more of the below to enable screen layout auto-hide and reposition

feature.

- Alarm

—  History

—  Playback

—  People

— Can Rearrange

@ Milestone XProtect Smart Client

Live Playbac; Sequence Explorer Marm Manager @ I System Monitor Auto-hide
XProtect < icon

~ 1 || Video Playback

Mobotix $16 series (192.168.1.137) - Camera 1 - 24/04/2019 12:44...
X

Search Mode Standard ~ Filter Results

You can auto-resize or drag the individual sub-tab within the Imagus Tab.

To have a default layout, click on the ‘Default Layout’ button.

 Milestone XProtect Smart Client
Live Playback Sequence Explorer Alarm Manager (& W System Monitor
o>
Alarm & B K | [History 2 B3 EA | |Video Playback

Honeywell H
Filter Results Search Mode Standard ~

Search images

[J Filter Results Export Face Match
Probability:
Enrolled  Detected  Details

1min ago
Morgan seen with 91.86% = Honeywell HCL2G (192.168.1.17...
=

e New

16 of 16 Cameras Selected

Morg eywell HCL2G (192.168.1.17...
- W

i New

{w John Smith
— S | October 2019 -
1min ago

) omo1 oo 22 25 27 2 1 3 5 7 9 W 1B 151
Morg Honeywell HCL2G (192.168.1.174... frerrrrrrrrrrrrrrrrerererrrerrrrrr e i 3 Kama
- £

Yy i Kuma

1min ago
Morgan POI are seen at 9/9/2019 1:37:09 PM | Honeywell H...
- W -

- m Michael

81
4 Linda

24/04/2019 12:4420PM — B X

-0 7 v

1

Side-bar after
auto-hide

9/09/2019 1:38:45PM — O X

=

© - ) £ = e
- ~ nterval: Today : 09/09/2019 00:00 - 09/09/2019 23:59 3
| 19

7:31.606 PM

N e »ow =
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9 VIEW ALARMS, FACES AND PEOPLE IN MILESTONE SMART
CLIENT USING IMAGUS PLUGIN

1. Run Milestone Smart Client and go to the Imagus tab.
To view alerts, go to the Alarms Tab, enrolled image and first detected image shown.

To replay the video from 5 seconds before the detection, click on the ‘Face’.

2

3

4. To export the alarms, click on ‘Export’ button.

5. To update the alarm ‘State’ status, right-click on the ‘New’ button to select the option.
6

To view all detections, click on the History tab.

7. To view a list of people in the connected database, click on the People Tab in Milestone.

& Milestone XProtect Smart Client 19/08/2019 2:29:50PM = O X

Playback Sequence Explorer Alarm Manager gw System Monitor -0 7 v
1
> 6
g 2
History B B | |Video Playback K B | |Alarm

Honeywell HCL2G (192.168.1.174) - Camera 1 -... ©

Search Mode Standard ~ Filter Results

F somomee
-
B o

—
Export Ray Temy

5

Set On Hold
. ns ago
History . ram was seen 73.05%  Honeywell HCL2G (192.168.1.1 (joge
19/08/2019 - 2:C

¢ \"\ o

Avig

O

In progress

3.75% Honeywell HCL2G (192.168.1.174) - Cam...

6 Pers I Tram % Honeywell HCL2G (192.168.1.174) - Cam.
Avig Rehs 1

1 o & On hold
.

“' nan R wa i 100 PM 9/08/2019 | 1:24:55.676 PM

lon 1.0-H3-D2 (192.168.1.104) - Ca.

! o> e e

40

Web: vixvizion.com Contact: info@vixvizion.com



Copyright © 2023, by Vix Vizion Pty Ltd. All Rights Reserved.

10PERFORM STANDARD HISTORICAL SEARCH USING IMAGES
WITHIN THE MILESTONE SYSTEM

In a scenario where you need to perform a historical search for anyone that has passed a facial
recognition camera, you can follow the below steps:

1. Specify the Search mode as ‘Standard’, drag any images from History or People Tab and
enter the filter criteria.

2.  Click on the ‘Camera’ icon to select a stored image from outside of the Milestone
System.

3. Specify the below search criteria:

—  Face Match Probability (0% - 100%) — The % of how similar/close the face is to
the face that you search on;

— Interval (Start and End Date) — A picklist of a date and time interval that the
person is detected;

—  Camera — The camera that you’re interested in.

. Filter to Selected Search Cameras

4 localhost
= Camera Groups
w4 Camera Group 1
o Avigilon 1.0-H3-D2 (172.16.1.103) - Camera 1
A Awigilon 2.0-H3-B1 (172.16.1.104) - Camera 1

Click on the ‘Search’ button to perform the Standard Historical Search.
The system will display the results as well as the timeline.

Click on the ‘Face’ to replay the video from 5 seconds before the detection.

N o o &

Click on the ‘Enrol this Face’ button to enrol the face into the People database. Refer to
section 11 for more details.

©

Click on the ‘Add to history Search’ button to add this image to search criteria.

9. Click on the ‘Save faces to file’ button to save faces to a file.
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History B E K| |Video Playback [~15]
Avigilon 1.0-H3-D2 (172.16.1.103) - Camera 1 - 3/08/2020 12:17:00.634 PM .

Search Mode Standard ~

Search images

Face Match
Probability:

2 of 2 History Cameras Selected

4

3/08/2020 - 12:00 PM
Probability

@ Ui eopic
.n Avigilon 2.0-H3-B1 (172.16.1.

Avigi 2.0-H3-B1
(172.16.1.104) - Camera 1 3 +L Enrol this Face

2, Addto history search
Avigi H3-D2 |
(172.16.1.103) - Camera 1 > B Savefagestofile>

o> e e b

10. Click on the EXPORT button to export the historical data to an excel file.

Start End Probability Face

20/10/2020 15:01 22/10/2020 8:37 99.44

22/10/2020 8:38 22/10/2020 8:42 99.1

22/10/2020 8:42 22/10/2020 8:43 99.51
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11 PERFORM FORENSIC HISTORICAL SEARCH USING IMAGES
WITHIN THE MILESTONE SYSTEM

11.1 SEARCH FOR A RELATIONSHIP BETWEEN TWO SPECIFIED PERSONS
This function allows forensic historical searching for multiple people who may be seen in
the same vicinity within a set period.

43

It can also show “unknown” people that may be associated with these people and create
a timeline of people who may be connected.

Below are the steps:

Specify the Search mode as ‘Forensic’ and select at most two images which can be
dragged from People Tab or externally stored images.

Specify the search criteria below. Click on the ‘Search’ button to find all those associated
with the two within the specified timeframe.

1.

»

Target Faces — Specify precisely two images. Images can be dragged from
People Tab or external sources outside from Milestone System;

Face Match Probability — The % of how similar/close the face is to the face that
you search on;

Interval (i.e. Date Range) — A picklist of a time interval that the person is detected;
Within timeframe — The time interval that the persons are identified;
Camera - The camera you’re interested in.
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3. Click on the green arrow icon to view the camera locations. The cameras are
differentiated with a different colour.

@ Milestone XProtect Smart Client

Live Playback Sequence Explorer Alarm Manager @ I syctem Monitor

24/04/2019 1:03:12PM — B X

History ~ 1 | | Video Playback

Search Mode Forensic ~

. . Click on the
Specify exactly 2 images. camera icon to
Images can be dragged select a stored
from People Tab or external image from
sources. outside of
Milestone System
Target Faces (] tt) (<] Face Match
a Probability:

Interval: Custom ~ Start: 4/04/2019 12:00:00 AM End: 24/04/2019 11:59:59 PM
- Specify the filter

Within Timeframe s - criteria.

[ Find Associates 2

beastmaster

y
W Click here to view 1 1 Camera with
L the camera B colour coded L
_ locations.
Avigilon 1.0-H3-D2

View Timeline
68.1.104) - Camera 1

Mobotix S16 series
(192.168.1.137) - Camera 1

™

€

8.130PM » »

11.2 SEARCH FOR ASSOCIATES FOR ONE OR BETWEEN TWO SPECIFIED PERSONS
1.  Check on the option ‘Find Associates’ to find the associates that you are looking for.

2. Click on the ‘Search’ button and the system will display the results in the timeline.
3. Click on the ‘Face’ to replay the video from 5 seconds before the detection.
4

Click on the ‘Enrol this Face’ button to enrol the face into the People database. Refer to
section 11 for more details.

5. Click on the ‘Add to history Search’ button to add this image to search criteria.
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@ Milestone XProtect Smart Client 24/0472019 1:32:57PM  — B | X
Live Playback Sequence Explorer Alarm Manager @ I System Monitor -0 97
Setup
History ~ 1 || Video Playback -1

Avigilon 2.0-H3-B1 (192.168.1.151) - Camera 1 - 23/04/2... ®
Search Mode F¢ X

Target Faces Face Match
Probability:

Interval: ~ Start: 22/04/2019 12:00:00 AM End: 24/04/2019 11:59:59 PM
Within Timeframe 15 Minutes

| Find Associates ?

Cameras: beastmaster

23/04/2019

Enrol this Face

View Timeline
Add to history search

\

Avigilon 2.0-H3-B1

45

Web: vixvizion.com Contact: info@vixvizion.com



12 PERFORM SEARCH BASED ON DEMOGRAPHIC INFORMATION
WITHIN THE MILESTONE SYSTEM (ONLY AVAILABLE IN THE
MARKETING MODULE)

This function allows the end-users to perform a search on historical information filter on age
band and gender selections.

Below are the steps:

1. Specify the Search mode as ‘Demographics’ under Imagus -> History Tab.

2. Specify the below search criteria:

Web: vixvizion.com

Age Range — from 0 -100 years old;

Genders — Male or Female. If you selected both, the search results would include
the Unknown as well;

Enabled advanced options - A checkbox to enable the option for Gender
threshold level adjustment.

Gender Threshold - A slider option from 0.0 to 1.0. The default value is 0.2.
Interval (i.e. Date Range) — A picklist of a time interval that the person is detected;

Camera - The camera you’re interested in.
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| History

Search Mode Demographics ~

Search images

Age Range
20 30

Genders &4 Males L[] Females

4 Enabled advanced options

Gender Threshold

Today : 26/10/2020 00:00 - 26/10/2020 23:59

3 of 3 History Cameras Selected

3

3. Click on the Search button, and the system will display the results based on the search
parameters specified in s/n 2.
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Age Range
20 30

Genders Males i Females

{ Enabled advanced options

Gender Threshold

Custom : 01/10/2020 00:00 - 26/10/20.

1/10/2020 - 1:00 PM

Unknown People

DirectShow Virtual Video Serve

Unknown People

Avigilon 1.0-H3-D2 (172.16.1.1(

1/10/2020 - 12:00 PM

imelines unavailable for demographics search

Web: vixvizion.com

3 of 3 History Cameras Selected

Face Probability
e O.m%

Contact: info@vixvizion.com

1:06 PM
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13 ENROL FACES FROM HISTORY TAB UNDER TIMELINE

1. Faces in the ‘History’ tab can be enrolled by clicking on ‘Enrol This Face’ button under
Timeline.

H  Sowe laces Lo Nles

Enircd This Face
2, Akl 1o histary search

Save Tanes to files

2. An Enrolment Wizard pops
up which provides options to create a new enrolment or to add faces to an existing person or
enrol faces from a stored image from outside of the Milestone System.

Frre: mant Wizard

Face - Select a face to enrol

Clistk T imdge ta Click this to enrol &

croabe o now persan e Fream a abonad
ar enral i an exvisting i walside o
Wlilexionn Systom

pEmEon.

3. Enter a New Person Name.
4. To exclude faces from the enrolment, click this slide bar.

5. Add in atag for the person.
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6. Click on the ‘CREATE’ button to create an enrolment.

=armnlment Wrard

Person - Who are these faces for?

Person

| Tram risdlokied &1 0005,

._' Scdact a Parson ..fg.

7. Click this to enrol faces from a stored image.

=
B

[P TN [TV L [ I " ]

= B o e
=
WomkL .
_ tatyy Liow
C TEhRd

crgabege + Prne

HrowE_ Ewmlmeimeen e

"

Web: vixvizion.com Contact: info@vixvizion.com
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Face - Select a face to enral

51

Web: vixvizion.com Contact: info@vixvizion.com



14 ADDING IMAGES TO AN EXISTING PERSON

1. Select the closest person to add an image.

2. Alternatively, select a person from a dropdown list to add an image or create a new
person.

3. To exclude faces from the enrolment, click this slide bar.

4. Click ‘ADD FACES’ to add faces to the selected person.

Foralnsnt W onnd

Person - Who are these faces for?

Faces Prs ot

{ J
Linda mahched a Sh0ms

L) Bmleil w Persan -

Web: vixvizion.com Contact: info@vixvizion.com
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15DELETE AN ENROLMENT FROM A PERSON UNDER PEOPLE
TAB

1. Run the Milestone Smart Client and go to People Tab.

2. Select the person from the people list that you want to delete.

3. Click on the delete icon to delete the selected image to be deleted from the person.
4

Click this trash bin icon to delete the person record.

f Urda

li Fam James
[

Sieam

CAMCEL

-
ey

Tram
. Codor  Fomale

7™

B Dakeis Enmolail
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16 ADD EXTRA INFORMATION FOR A PERSON UNDER PEOPLE
TAB

1. Run the Milestone Smart Client and go to People Tab.
Select the person from the people list and click on the edit icon.

Click on the clock icon to set the expiry of the selected tag.

P 0D

Select additional new tags from the pre-defined list set up at xProtect Management
Client.

5. Click on the ‘Extra notes’ section to add any extra information such as age, gender,
remark etc.

Lincia

L i Sam James

|

SAVE CAMCEL

| Sl

II_

—

ESl Temy

' r  DOchaks

14

Tear
i

Fernale

Web: vixvizion.com Contact: info@vixvizion.com
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17VIEW ALARMS AND FACES IN MILESTONE SMART CLIENT
USING ALARM MANAGER

1. Run Milestone Smart Client and go to the Alarm Manager Tab.
2. Click on Alarm from the list to view the Faces and Video.

3. Under the ‘Message’ column, the message is displayed as “Terry POl was seen at
24/04/2019 12:23:08 PM’. The format of the message is configured at Milestone
Management Client having the format of [[Person]] POl was seen at [[Time]].

ne XProtect Smart Client 24/04/2019 1:4807PM — B x
Playback rer 7 magus -0 7 v
Setup
@ No map has been selected

Quick Filters Marms  New (fiter applied) ~ | Clearfilter

Y New (3342) & Time Priority Level | State Level  State Name  Message Source
[ 12:24:35 PM 2410412019 1 i1 le dj Mobotix 16 series (192.16
(=) 12:24:35 PM 2410412019 1 dj POl was seen at 2410412019 12:24:35 PM Mobotix 16 series (192.16
= 12:24:27 PM 2410472019 1 Mobotix S16 series (192.16
(= 12:24:27 PM 2410472019 1 a Mobotix 16 series (192.16
(= 12:24:27 PM 2410472013 1 e s seer Mobotix 16 series (192.16

1

1

1

'Y In progress (0)
'Y On hold (0)
'Y Closed (0)

[l 12:23:47 PM 2410472019 Mobotix 16 series (192.16
(= 12:23:40 PM 2410472019 en at 24/04/2019 12:23:40 PM Mobotix 16 series (192.16
Servar (= 12:23:36 PM 2410412019 t24/0472019 12:23:36 PM Mobotix 16 series (192.16

BEASTMASTER ——
G 11:41:54 AM 2410472019 H3-D2 (192.16:

5
[ 11:41:54 AM 2410472019 1 3 H3-D2 (192.16:
G 11:35:11 AM 24/04/2019 1 H3-D2 (192.16
[ 11:27:01 AM 24042019 1 e eve H3-D2(192.16:
B 11:27:01 AM 241042019 1 H3-D2 (192.16:
G 112516 AM 2410422019 1 H3-D2 (192.16:
1

n 1.0-H3-D2 (192.16
Looo oo

4. Double-clicked an alarm from the alarm list, the system will display the below pop-up
message box.
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@7457 Terry POl was seen at 24/04/2019 12:23:08 PM - Mobotix S16 series (192.168.1.137) - Camer... - O X

Mobotix 516 series (192.168.1.137) - Camera 1

Test_Face3 (99.00%)

: IPixels Between Eyes 4]
mlr'L'harpness 48.58

& ) Frontal Facing 0.00

| IMmagus : - E‘

Detection List

12 <« <« 24/04/2019 12:23:08.666 PM »

Camera: Mobotix S16 senes (192.168.1.137) - Camera 1  « Go to Alarm Time

Instructions: Assigned to:
Terry84.14%P0OI State: 1: New
Priority: 1: High
Category:
1D: 7457
Source: Mobotix S16 series (192.168.1 ..
Alarm: POI
Message: Terry POl was seen at 24/04/20._
Actiton: Type: Faceflarm
Tors m Rule:
12:23 PM Inibial state: 1: New Location: Mobotic S16 series (192.168.1...
(2 sl ity Hg e —— I'personName”-"Temy" “personl._ ?
Vendor: Imagus

Object: 4b3bSeca-f31c-4a93-87ac-7441_ |

5. The message displayed in the instruction box is configured at Milestone Management
Client having the format of [[Person]][[Probability]][[AlertName]] which has the value
of ‘Terry84.14%POLI’.
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18Z00OM FEATURE WHEN YOU HOVER OVER THE FACE (NEW)

When hovering the face in the Imagus, Live and Playback tabs, the user can zoom in to view the
face in a bigger dimension as shown in the below diagrams.

@ Micstons XProtect Smart Clent 2000201 1253200 = O X
-0 Y v

!
Pixels Between Eyes 2!

B 1
‘ Pn(els Between Eyes 24
. )
Hover over this face, you T ) — - "b»],
can zoom in to view a & Q . A‘

bigger face dimension

6002021103 - O X
-0 Y v

]

Click on this face under
Live Tab, the system will
playback the wdeo

Playback Tab: Click on the face under Live Tab Alarm list to playback video.
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Imagus Tab: Zoom in to view face in People list

Web: vixvizion.com Contact: info@vixvizion.com
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History

Search Mode Standard ~

Search images

Face Match
Probability:

Custom : 18/ 021 00:00 - 26/08/202

3 of 3 History Cameras Selected

26/08/2021 - 1:00 PM

Person : Sacha

August 2021

Imagus Tab: Zoom in to view face in History list
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19DISPLAY LIVE FACES IN MILESTONE USING IMAGUS

19.1 VIEWING FACES IN ‘LIVE TAB’ AND REPLAY VIDEO CLIPS IN ‘PLAYBACK’ TAB
1. Run Milestone Smart Client.

2. Navigate to the ‘Live’ tab.

3. Drag in a Camera (which has been added to perform face recognition).

& Milestone XProtect Smart Client 20/08/2019 10:57:20AM = B = X

- O v v
e B

SIVe ™ Playback Sequence Explorer Search (beta) Alarm Manager @
XProtect

Imagus System Monitor
s

3-D2 (192.168.1.104) - Camera 1

#*  MIP Plug-ins

Enrolled Detected Details

.\ On hold

Pixels Between Eyes 65
Sharpness 18.93

Smiapus

4. You can Observe boxes on faces, as shown above. Please note that if the person as
above does not have a close match in the face database, the system will not display the

person name and probability %. Below is a person with a close match to a person, Linda,
with a probability of 98.20%.

Prodatulity

Person Name

Linda (98.20%)
Pixels Between Eyes 34

Sharpness 42.46
Frontal Facing 0.00

Face box

5. Right-clicked on any face in the detection list, you will have the options to either enrol the
face, add this face to the search history query or save faces to file.
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Detaction List

=%  Enrdd this Facs

B % Add 1o hestary search
-

Imague Hictory Cuery

o0& o

Face Match
Fenbubiiny:

6. Click on the ‘Search button’ under ‘Imagus History Query’ to perform the historical
search on the faces selected. The system navigates to the ‘Playback’ tab to replay the
video from 5 seconds before the detection.

7. Right-click on the detected faces in the ‘Imagus Alarm’ section to view alarm and
playback video at Live Tab.

Alarm Details

Info Options
6 mins ago State:

In progress
Steve was seen 91.45%  Avigilon 1.0-H3-D2 (192.168.1.104) - Camera 1

Avigilon 1.0-H3-D2 (1 92.168.1.104) - Camera 1 - 20/08/2019 11:26:05.146 AM
Frames per second: 25.24 :{ i f
Video codec: H.2¢
Video resolution:

Multicast: Off

1 | |
11:00 AM 11:10 AM 9 11:50 AM

w ®
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8. To export the video clips, click on this Open button to access the playback in a new Live
and Playback window.

19.2 DETECT FACES AND SEARCH FOR THEM IN THE ‘PLAYBACK’ TAB
1. Run Milestone Smart Client.

2. Navigate to the ‘Playback’ tab.
3. Drag in a Camera (which has been added to perform face recognition).
4. Click on the ‘eye’ icon to detect faces from the selected playback video.

5. Right-click on the detected faces to enrol, search it in history or save the faces to a file.

& Milestone XProtect Smart Client 9/09/2019 1:15:38PM = B X

Live Sequence Explorer Alarm Manager @ Imagus System Monitor -0 7 v
XProtect

B Cameras

Setup ry

@ Recording Search
% MIP Plug-ins

Ly mmEmP SEEl
con ErES PiersBetweenEyeE?lXeIs'ﬁBéQWae;n
R Sharpness 6.00  Sharph

32.57 ) <
| A | F: 0.00Frontal Facin
iBontdl Facing 0.00 ronté g -

W

:13:11.525 PM 116pm

Probability:
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& Milestone XProtect Smart Client 9/09/2019 1:24:11PM = B X

-0 7 v
Setup

Live Sequence Explorer Alarm Manager (& Imagus

XProtect <

System Monitor
New View (2x 2) v e

W Cameras v

™ DirectShow Virtual Video Server (0.0.0.2) - Camera 1 - 9/09/2019 1:13:09.853 PM
@ Recording Search i e

m 5 ] ‘ L |
#*  MIP Plug-ins , S

! . \ Pixels Between Eyes 8
|magys Alamn N ¥ " JSharpness 7.47
Sl New P e 1Baas y . Frontal-Facing 0.00
Enrolled Detected Details ?
- . -

4

H
" W] 5 Karha(100%)
a7
RaTminTagol oo = mpa‘:;zr; PixeisBetween Eyes 63, 1 . Frontal FaShar
= . - *Frontal Facid/
= ‘ | _Sharpness 29.09 7 % [JFrontalFaging 0.00
Frontal Facing 0.00 “ -

-

37 mins ago

-

'

37 mins ago
Morgan seen with Honeywell HC...
- m "

Imagus History Query

Search images

More V'
1:14PM Bport v

Evidence Lock v

# Milestone XProtect Smart Client 9/09/2019 1:33:17 PM = a x
Live W Sequence Explorer Alarm Manager @ Imagus System Monitor -0 7 v
XProtect New View (2x 2) v Y

Setup
W Cameras

@ Recording Search

™ DirectShow Virtual Video Server (0.0.0.2) - Camera 1 - 9/09/2019

MITP PTug-ins

Imagus Alarm
Al New Pr

Enrolled Detected  Details
-

£

35 mins ago
Morgan was seen 89 Honeywell HC..
-

35 mins ago
Morgan POI are seen at
— Q

35 mins ago
M ¢ with 89.44% | Honeywell HC.

Imagus History Query
Search images

09/09/19
13:06:52
T
8.054 PM 200 P Export -
Face Match

Evidence Lock v
Probabili

19.3DETECT FACES AND SEARCH FOR THEM IN THE ‘SEARCH’ TAB
1. Run Milestone Smart Client.
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Milestone XProtect Smart Client

e Paoack [NSENGNMM  AamManager @  Imagus | System Monitor
2

Search filters :

3/08/2020 4:15:56PM | — B X
=@
159 results Show. Newest event time
3
IEHRHHHHH-HHHH I HH-H - L o o L B L
12:49 PM 2:49 PM .
/0872020 3082020

2. Navigate to the ‘Search’ tab.

3. Enter the below Search filters and click on the ‘Search for..” button.
Start and End Date/time

Select Cameras - Select a list of cameras set up for facial recognition
4.

Select the ‘Faces’ option, and click on the ‘New Search’ button. Below show the search
results.

# Milestone XProtect Smart Client
Live Playback Alarm Manager (@ Imagus System Mornitor

Search filters :

3/08/2020 42453PM — B X
3 results

12:49 PM
| awsz020

-0 7 v
2:49 PM

14657 PM
3/08/2020

Clear st
Avigilon 10-H3-D2 (17216.1:103) - Comera 1

& Faces

Search images

B o o

3/08/2020 11657 PM 3/08/2020 1:1657 PM 3/08/2020 1:17:00 PM

Web: vixvizion.com Contact: info@vixvizion.com
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19.4DETECT FACES AND SEARCH FOR THEM IN THE ‘SEARCH’ TAB USING

DEMOGRAPHIC INFORMATION (ONLY AVAILABLE IN THE MARKETING MODULE)
1. Run Milestone Smart Client.

#= Milestone XProtect Smart Client
Live Playback m Alarm Manager '@ Imagus

2

System Monitor

12:00 AM o Thank you for using this trial license to demonstrate or evaluate the XProtect video management scftware. The trial license ex

Search filters : 13 results

712 AM 9:12 AM
4/08/2020 4/08/2020

Clear list

Awvigilon 1.0-H3-D2 (172.16.1.103) - Camera 1

Select camera...

| Searchfor.

5

£ Alarms M  Bookmarks
& Demographics Events

& Faces £ Motion

2. Navigate to the ‘Search’ tab.

3. Enter the below Search filters and click on the ‘Search for..” button.
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—  Start and End Date/time
—  Select Cameras - Select a list of cameras set up for facial recognition
4. Select the ‘Demographic’ option and click on the ‘New Search’ button.

5. Specify the below filter criteria, and the results will be displayed as below:

— Age Range 1510 95
—  Genders i.e. Males or/and Females

—  Enabled Advance options - Checked to allow adjustment of gender threshold
—  Gender Threadhold (0-1.00)

Search filters : 2 results

712 AM 9:12 AM
4/08/2020

4/08/2020

19.5DISPLAYING OF MIP PLUGIN IN THE SETUP BUTTON, ‘LIVE’ AND PLAYBACK
TAB
1. Run Milestone Smart Client and navigate to the ‘Settings’ Tab and click on Panes.

2. Enter the below information:

—  Live -> MIP Plugin - Available/Unavailable
—  Playback -> MIP Plugin - Available/Unavailable
—  Setup -> MIP Plugin - Available/Unavailable
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19.6 HISTORICAL TIMELINE DISPLAY IN ‘PLAYBACK’ TAB
1. Run Milestone Smart Client and navigate to the ‘Settings’ Tab and click on Timeline.
2. Enter the below information:
— Additional data - Show/Hide
— Additional markers - Show/Hide

Applization Option Follow
SErver

Parcs F Incoming sudic

Furscticns
Achditional dals

Fupeart
Srnark map
Brputick
Keybaard

Aopess Comtrod

Alarm

Innmguis Cromrlay Setfings

Imagus Services Settingu
Agtennced

| mngiage

Help
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3. If the above two fields are set to ‘Show’, you will be able to click on the timeline to
playback the video.

19.7 LABEL DEFINITIONS
Visible Face Count
*  The number of faces in view.
Pixels Between Eyes
. The distance between the eyes on a face measured in a number of pixels on the camera.
Probability (%)

. A measure in the percentage of how likely a face belongs to a person. The default value
is set at 80%

Faces
*  The face boxes with eye locations.
Branding

. Display of Imagus Face Recognition Logo.

19.8 LABEL CONFIGURATION
*  Allinformation displayed over faces inside the Smart Client is configurable.

. To change settings:
1.  Click Settings under the Overflow Menu in the top right corner of Smart Client
2. Inthe Settings Dialog, select “Imagus Overlay Settings” from the left-hand tabs

3. Toggle the checkbox to enable or disable the User Interface (Ul) Element.
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€ Settings - O et
Application
Panes
Functions
Timeline
Export
Smart map
Search
Joystick
Keyboard
Access Control

Alarm

_ ] Display Visible Face Count

| Display Pixels Between Eyes
&4 Display Faces

| Display Branding

&4 Display Probability: 80 %

Imagus Services Settings

Advanced

Help
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