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1. HALO SMART SENSOR - Device Name

Connect to the HALO SMART SENSOR with a web browser and click on the Device Icon in the

bottom navigation bar.

Device Management

Device Name

VMSTESTING

Set Name

Preset

Reset Config

Firmware

Choose File..

Language

Reboot Device

3 Load Preset

Upload Firmware

Change Language

Enter a UNIQUE name in the Device Name field. Click the Set Name button to save settings.
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2. HALO SMART SENSOR - Integration

Click on the Integration Icon in the bottom navigation bar.

External Messaging

I Protocol @TCP O HTTP I Repeat Holdoff =~ 5 sec
halo.%EID%.%NAME%

Set String ® On O Off @
I Reset String O On ® Off @ I

Above you can use: %THR% - event threshold %FWVER% - firmware version

%NAME% - device name %VAL% - sensor value \\ - 1 back slash

%IP% - ip address %DATE% - local date of event \n - new line

%MAC% - mac address %TIME% - local time of event \r - carriage return

%EID% - event id %PSWD% - password \u#### - hex char code

%SOURCE% - data source %USER% - user etc.
I Address = 172.16.16.208 I I Port = 1234 I

|
I Save Status: OK
|

1) Select TCP for Protocol.

2) Enter halo.%EID%.%NAME% in the Set String and click On

3) Reset String is set to Off.

4) In the Address field, enter the IP Address of the Milestone Management Server

5) Inthe Port field, enter 1234, as this is the default port for Generic Events in Milestone

XProtect.
6) Click Save to retain settings.
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3. HALO SMART SENSOR — Actions

Click on the Actions icon in the bottom navigation bar of the HALO Smart Sensor interface.

Actions

Event Identifier Email Set Email Reset Msg Set Msg Reset
Aggression O

AQI O
Gunshot ]

Help O
Masking O
Tamper O

THC O

Vape O

Check the MSG Set checkboxes for each of the Event Identifiers.

Click the Save button to save settings.
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4. HALO SMART SENSOR - Enable RTSP Stream and Configure Settings

HALO Smart Sensor can be added to Milestone XProtect as a Hardware Device. HALO can
transmit an output that appears as a “Camera” to Milestone XProtect. When adding a HALO
Smart Sensor to Milestone XProtect, a Hardware Device License is required for each HALO
Smart Sensor that is added as a “camera”.

Click on the Image Icon in the bottom navigation bar of the HALO Smart Sensor interface.

RTSP

rtsp://10.1.7.191:554/stream

@ RTSP Stream Enabled

“»

Authentication @ Both

User admin Password n

Port 554

"

Image Dashboard

1) Click the RTSP Stream Enabled switch

2) Set Authentication to Both

3) Enter a Username and Password

4) Select the Image Type (Dashboard or Graph)
5) Enter the RTSP Port (Default is 554)

6) Click Save to Save RTSP Image Settings
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5. MILESTONE MANAGEMENT CLIENT — Add HALO Smart Sensor to Milestone

1) Open Milestone Management Client and navigate to the Servers section of the Site

Navigation

2) Click on Recording Servers
3) Right click on the Recording Server that you would like to add HALO to, and select Add

Hardware

4) Inthe Add Hardware Wizard, Select Manual and click Next.

-
Add Hardware

l e — =

The Open Platform Company

Add Hardware

This wizard helps you detect and set up hardware.

Hardware detection method:

() Express {recommended)
Automatically detects hardware on the recording server's local network

() Address range scanning

Scans defined network address ranges and detects hardware models

© Manual
Detects hardware models for manually entered IP addresses and host names

) Remote connect hardware

Add hardware connected via a remote connect server

[

Next >

N — —

Enter the specific RTSP Username and Password specified in the Image settings of the HALO

Smart Sensor and click Next.

Add Hardware m} X
Specify user name and password if devices are not using the default ones.
Include User Name Password Add
(Factory Default) esssscsee .
admin ey
| root sescceee
admin ssssscee
Help < Back Next > Cancel
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Select the Universal 1 Channel Driver and click Next

Add Hardware

Selectwhich drivers to use when scanning for hardware.
The more drivers selected, the slower the scanning.

[ HikVision
[JInfinova
[JIQEye
0Juve
[[] LG Electronics
[] Milestone
[] Mobotix
C]ONVIF
[[] Panasonic
[JPelco
[ Samsung
--W-Eﬁiil'
(=) [m] Universal
i Universal 1 channel driver
~[[] Universal 16 channels driver
“[[] Universal 64 channels driver

[[] Other

Al seleaar |

’ Clear All ‘

v

. bk | |

< Back

L Net> || Cancel |

Enter the IP Address and Port of the HALO Smart Sensor and select Universal 1 Channel Driver

from the Hardware Model dropdown menu and click Next

Add Hardware O X
Enter information for hardware you want to add.
Optionally, select driver type to speed up detection.
rﬁhﬁ Add
-’ 554 Universal 1 channel driver v
Remove
Help < Back | Next > 1 Cancel
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Once the Hardware Device has been successfully added, click on the HALO Smart Sensor device

in the Navigation Tree and click on the Settings tab.

Properties
v  General
Delivery Mode Multipart Stream
Keep Alive type Default
Retrieval Mode Streaming
v Video stream 1
Codec H.264
Connection URI stream
Frames per second 5
RTSP Port 554
Streaming Mode RTP (UDP)
v Video stream 2
Codec H.264
Connection URI
Frames per second 60
RTSP Port 554
Streaming Mode RTP (UDP)
v Video stream 3
Codec H.264
Connection URI
Frames per second 60
RTSP Port 554
Streaming Mode RTP (UDP)
v Video stream 4
Codec H.264
Connection URI
Frames per second 60
General
1. Select “H.264” for Codec
2. Enter “stream” in the Connection URI field
3. Set Frames per second to 5
4. Set RTSP Port to “554”
5. Set the Streaming Mode to RTP (UDP)
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6. INTEGRATION ARCHITECTURE FOR EVENT MESSAGES

Generic Events
Definition of the Text Strings to be received and matched from all HALO devices to Generic Event listener.
One Generic Event must be defined per unique HALO Device Name

Alarms
Map, Display Associated Cameras Live and Playback, Audio Notification in Smart Client

Rules
Actions that get triggered in Milestone by HALO Event (ex. Record RTSP Stream or Send Email Notification)

User Defined Events
Associates Generic Event to Alarm, only required to Light up Icon ona Map in Alarm Manager ; one required for each unique HALO Device
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7. MILESTONE MANAGEMENT CLIENT - Enable and Configure Generic Events

Open the Milestone Management Client, click on Tools on the top toolbar and select Options.

Navigate to the Generic Events tab.

Options X
Access Control Settings  Analytics Events  Customer Dashboard ~ Alarms and Events || Generic Events < >
Generic events
Select data source: Selected data source
Name: Compatible Enabled ' Reset
Intemational )
Port: 11234 TCP ~ I'PV4 o
Separator bytes | | '\lo echo v
US-ASCII v [ [] Show all
Allowed extemal |Pv4 addresses: Allowed extemal |Pv6 addresses
10.1.7.191
New | Delete
Help I OK ] Cancel

1) Check the Enable Checkbox

2) Select No Echo

3) Select US-ASCII

4) Add the IP Address of the Halo Smart Sensor to the “Allowed external IP V4 Addresses”
list box. Enter the IP Address of EACH unique HALO Smart Sensor in this field.

5) Click OK to save settings
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8. MILESTONE MANAGEMENT CLIENT — Add Generic Events

Click on Generic Events under Rules and Events in the main navigation tree.

Right click Generic Events at the top of the adjacent tree and select Add New Generic Event

~ 9 |Generic Event Information

Name:
[MMSTESTING HALO EVENTS

VMSTESTING HALO.EVENTS Enbled

1) Add a Generic Event named “INSERTDEVICENAME.HALO.EVENTS”
2) Check the Enabled checkbox
3) Specify the Expression (See screen shot above and example below)

("halo.Vape.INSERTDEVICENAME" OR "halo.CO.INSERTDEVICENAME" OR
"halo.CO2.INSERTDEVICENAME" OR "halo.Vandal.INSERTDEVICENAME" OR
"halo.Aggression.INSERTDEVICENAME" OR "halo.THC.INSERTDEVICENAME" OR
"halo.VOC.INSERTDEVICENAME" OR "halo.Gunshot.INSERTDEVICENAME" OR
"halo.AQI.INSERTDEVICENAME" OR "halo.Help.INSERTDEVICENAME")

*Make sure to include the brackets and quotations in this case. It is critical that the text
strings specified here identically match those specified in the HALO Smart Sensor.

4) Set Expression Type to Match
5) Set Data Source to Compatible
6) Set Priority to 1

NOTE : A unique Generic Event needs to be created for each HALO Smart Sensor being
integrated to Milestone
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9. MILESTONE MANAGEMENT CLIENT — Add Alarm Definition

The addition of an Alarm Definition enables the events triggered by HALO Smart Sensor to be
displayed in the Alarm Manager tab of the Milestone Smart Client.

1) Click on Alarm Definitions under the Alarms section of the Main Navigation Tree.

2) Right click on Alarm Definitions in the adjacent tree and select Add new...

3) Check the Enable checkbox for the Alarm.

4) Provide a unique Name for the Alarm.

5) Enter Instructions to be displayed in the Smart Client when the Alarm is acknowledged.
6) Click on the Triggering Event and select External Events from the dropdown menu.

4 Milestone XProtect Management Client 2020 R2 - x
Ele Edit View Action Tools Help

H9 oef

Siotiiin < & xJJo = e ot o -
= @ MSCORP1 - (2025) Aam defrion
@ (1) Basics . iy Enable:
urshot Alsm Nome [RALO VHISTESTING ALAFM ]
& SICKLASER Instructions: HALO Smart
Trgger
Tiggerng event Btemal Everts <
Sources: HALO VSTESTING Seect
=
Actvaton period
@ Time profie: Avays <
O Event based:
Map
) e o
Aarm manager view:
© Map
Reated map: bayshore_flooian_2018 <
Operator acton requred
T i 1miute <
Events riggered: Selct,
Other
Reated cameras: [2tems selected Seect
Intal sl owner v
Il o prirty 1:Hoh <
(e 5
Everts triggered by alam [ Select.
Aam assignable to Administrators:
< >
Site Navigation  Federated Site— f ¢ >

7) Click on the Select button next to Sources
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Select Sources X

Type filter: All v

Groups Servers Selected:

El Demo Booth - Play Trasspasing A -+ VMSTESTING.HALO.EVENTS
; HALO.VMSTESTING

Optex Motion Event

RLS106MOA1

RLS106M0A2 ]
RLS106MOB1

SICK_LASER
VMSTESTING.HALO.EVENTS

£
e Ne N NN NN N

&=
\‘\.

Cancel

8) Switch the Type Filter to All

9) Click on the Servers tab

10) Expand the navigation tree to expose the User Defined Events

11) Select the User Defined Event that is associated to the HALO Smart Sensor that is being
added.

12) Specify the Related Map to display on the Alarm Manager Tab. (Optional step)

13) Under the Other section, select Related Cameras. Typically, the HALO Smart Sensor
device and the camera(s) in closest proximity to the HALO Smart Sensor are selected for
association.

14) Specify the Initial Alarm Priority from the dropdown menu. This correlates to the
Sound Settings and determines which sound file will play on event in the Smart Client.

Please refer to the Milestone XProtect VMS Administrator Manual for more details on the
Alarms and Alarm Data Settings.
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10. MILESTONE MANAGEMENT CLIENT — Rules

Now that there are Generic Events configured that will trigger when the HALO Smart Sensor
Event thresholds are exceeded, you can use those events to trigger Actions in Rules.

Rules can be configured to include, but will not be limited to:

Set Matrix to Display

Add Bookmark to recorded video

Email Notification

New Log Entry

Show Text on Smart Wall

Lock Door on integrated Access Control System

S o QO 0 T o

At this point, there are hundreds of variables that can be used to generate Events. Please refer
to the Milestone XProtect VMS Administrator Manual for more details on the Rules.
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11. MILESTONE MANAGEMENT CLIENT — HALO Record on Trigger Rule

Click on Rules under Rules and Events in the main navigation tree.
Right click on Rules at the top of the navigation tree and select Add Rule.

Step 1, Select Perform an Action on Event and select VMSTESTING.HALO.EVENTS from
External Events-> Generic Events

Step 2 will be skipped unless you want to define a schedule.

Step 3 select Start Recording on <devices> and select the HALO Smart Sensor. Specify -10
Seconds for the Relative Time

Step 4 Select Perform Stop Action on <event> and select VMSTESTING.HALO.RESET from
External Events-> Generic Events and select Stop Recording and specify 30 seconds after.

Manage Rule = O X
Name: HALO RECORD ON TRIGGER

Description: Start recording HALO Smart Sensor with 10sec Pre-Buffer and stop upon receiving the
Active:

Step 3: Actions
Select actions to perform
Start recording on <devices> A
[[] Start feed on <devices>
[] Set <Smart Wall> to <preset>
[] Set <Smart Wall> <monitor: to show <cameras:>
[[] Set <Smart Wall> <monitor> to show text '<message>’
[[] Remove <cameras> from <Smart Wall> monitor <monitor>
[[] Set live frame rate on <devices>
[] Set recording frame rate on <devices>
[[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices:>
[[] Start patrolling on <device> using <profile> with PTZ <priority> v

Edit the rule description (click an underlined item)

Perform an action on VMSTESTING HALO EVENTS
from Extemal
start recording 10 seconds before on HALO Smart Sensor

Perform stop action on VMSTESTING. HALO.RESET
from Extemal
stop recording 30 seconds after

Help Cancel < Back Next > inish
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12. MILESTONE MANAGEMENT CLIENT — Add User Defined Events

1) Click on User Defined Events under Rules and Events in the main navigation tree.

2) Right click on Events in the adjacent tree and select Add User Defined Event

3) Create a UNIQUE User Defined Event for each HALO Smart Sensor that is connected to
the network. Make sure to use unique names for each. It is suggested to match the
User Defined Events to the HALO Smart Sensor Device Name

‘3’ Milestone XProtect Management Client 2020 R2
File Edit View Action Tools Help

H9 oei
Site Navigation v 3 X |ser-defined Events - User-defined Event Information
Q Spezakers ~ B= Events
9 Metadata R A+ Man Trap Event Name:
o Input R Demo Booth - Play Trasspasing MSG HALO VMSTESTING
() Output R HALO.VMSTESTING
@ Radar § Optex Motion Event
- . SICK_LASER
=53 Client
BB Smart wall

View Groups

£2 Smart Client Profiles

5? Management Client Profiles

Matrix
M

=& Rules and Events
[E] Rules
Time Profiles

[>4 Notification Profiles

Y User-ceind Everts |

Generic Events
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13. MILESTONE SMART CLIENT — Add Icon to Basic Map to Represent HALO Smart Sensor
In Milestone Smart Client, open a Basic Map and click the Setup button.

BASIC MAP INTERIOR

A < @ bayshore_floorplan_2018

; Director
i

Marketing i |
| Sales Engineering Operations

~ Operat

—— Testi

CFO MDF Operations

Storage

Cafe .

Conference
Room

Executive Office1

¢ @

|I s f - Q

When the Mode is toggled into Setup, the Tools pop up window will launch.

Click on the Add Event button in the panel.

Enter filter
4 £ MSCORP1
4 [ Events
A+ Man Trap Event

Demo Booth - Play Trasspasing MSG
HALO.VMSTESTING

Optex Motion Event

SICK_LASER

From the Element Selector panel, click and drag the User Defined Event (HALO.VMSTESTING) on
to the Basic Map.

The default icon (Light Switch) will be displayed on the Basic Map.
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Right click on the Icon and choose Select Icon Type to change the icon.

Click on the Setup button again to save the changes to the Basic Map.
ﬂ | Select Icon Type » |'® Lamp

Remove Event Door

Gate
v Acknowledge Alarms @ Switch
(@ Disable Alarms
@ Ignore Status

#% Center Map Here
Q Zoom In

@ Zoom Qut

Zoom to Standard Size

# Home

€ Back
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14. MILESTONE MANAGEMENT CLIENT - Flash Red Circle on Icon on Event

Click on Rules under Rules and Events in the main navigation tree.
Right click on Rules at the top of the navigation tree and select Add Rule.

Step 1, Select Perform an Action on Event and select VMSTESTING.HALO.EVENTS from
External Events-> Generic Events

Step 2 will be skipped unless you want to define a schedule.

Step 3 select On <site> trigger <user-defined event>, and associate the Site and the User
Defined Event that is associated with the HALO Smart Sensor in question
(ex. HALO.VMSTESTING)

Step 4 Select No Actions performed on Stop

Manage Rule - O X
Name: HALO FLASH MAP ICON
Description: Flash the User Defined Event Icon upon device trigger
Active:
Step 3: Actions
Select actions to perform
[] Start recording on <devices> A

[] Start feed on <devices>

[] Set <Smart Wall> to <preset>

[[] Set <Smart \Wall> <monitor> to show <cameras>

[] Set <Smart Wall> <monitor> to show text '<message>’

[[] Remove <cameras> from <Smart Wall> monitor <monitor>

[[] Set live frame rate on <devices>

[[] Set recording frame rate on <devices>

[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>

[] Start patrolling on <device> using <profile> with PTZ <priority> v

Edit the rule description (click an underlined item)

Perform an action on VMSTESTING HALO EVENTS
from Extemal
On site MSCORP1 trigger user-defined event HALO VMSTESTING

Help Cancel < Back Next >

n

inish
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15. MILESTONE SMART CLIENT — Alarm Manager

Once all the Events, Alarms and Rule definitions are created, there is nothing to do on the
Smart Client side. When HALO Smart Sensors are triggered, the events will be displayed in the
Alarm Manager tab, for the versions of Milestone that support Alarm Manager.

P ——— ezt 41856PM — B X
Lve Playback Search o —" ccess Contro ER— e v

[::]

# < > @ bayshore_floorplan_2018 i ALO S 4/2( 8:28.745 PM Student Exiting 4/2021 4:18:229.411 PM

When operators click on the listed Halo Event, the Icon for the User Defined Event that is
associated to the HALO Smart Sensor is displayed and begins to flash.

The recorded video from HALO Smart Sensor and any associated camera(s) is displayed, and
automatically begins playback from the time of the offending trigger.

The screenshot above shows the physical location of the HALO Smart Sensor on a map, the
recorded video from HALO showing the VAPE sensor surpassing the defined threshold, and the
associated camera showing the student leaving the bathroom directly after the HALO Smart
Sensor was triggered for VAPE.
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