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©2022 IPVideo Corporation. All Rights Reserved. This manual or parts thereof may not be reproduced in
any form unless permitted by contract or by written permission of IPVideo Corporation.

ABOUT THIS GUIDE
The HALO Quick Start Guide explains how to make initial connections and settings for new HALO Smart
Sensor devices. The following are prerequisites.

TRADEMARK ACKNOWLEDGMENTS

IPVIDEO CORPORATION and HALO SMART SENSOR and HALO DEVICE MANAGER are registered trademarks
or trademark applications of IPVideo Corporation in various jurisdictions. All other company names and
products are trademarks or registered trademarks of their respective companies.

SUPPORT

Should you require any technical assistance, please contact your IPVideo Corporation Authorized Reseller.
If your questions cannot be answered immediately, your reseller will forward your queries through the
appropriate channels to ensure a rapid response. If you are connected to the Internet, you can download
user documentation and software updates at www.halodetect.com

Technical Support via Telephone: (631) 647-9970
Technical Support via Email: techsupport@ipvideocorp.com

Live technical support is available Monday through Friday (excluding holidays) between the hours of
8 AM and 5 PM Eastern Standard Time.
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SETUP PREREQUISITES

1.

One or more HALO Smart Sensor devices connected to a standard office network where
the steps in the HALO Installation Procedure have been followed resulting in confirmation
that the device is operating and physically connected to the network.

2. Use one of three ways to find HALOs on the network.

supply at least a temporary DHCP Server to provide an initial IP Addresses
use self-assigned APIPA addresses
IPv6 Scan

3. If static addressing is planned, then the correct subnet mask, gateway address, and DNS

address must be known.

4. An accessible Windows 10 PC connected to the same network with the Chrome web

browser installed and must have the HALO Device Manager (HDM) installed, available at:
https://halodetect.com/resources/software-tools/

FINDING HALO SMART SENSORS ON A NETWORK

Sta

rt HALO Device Manager (HDM) on the PC by double clicking the program icon. Please refer

to the HDM Guide for connection instructions, available at:
https://halodetect.com/resources/manuals-guides/

Select Devices/Device Scan. There should be an IP address for each HALO device on the network
(for example, 192.168.1.X ).

HALO Device Manager - O X

File \7Dev1c5\ Actions View

I

Sel M| Device Scan || Device UPKVers HW Vers 0S Vers LED Clock Boot Time

Select the HALO requiring First Time Setup then select Actions / Open Web Page.

1 FLVID/E'@)

“ " Halo Device Manager - 1/4 selected - - ] X
File Devices | Actions | View [IISSIIEREAT

Sel | MAC Address Upload Firmware Btatus UPKVers HW Vers | OS Vers LED | Clock Boot Time
B0B353D031§ Config Upload/Download ~ » fequires firsttime setup | 2.6.2.4.211-3 |25 32 0 24 16:24:02.5 | 08/24 16:01:33.5
o ‘3827EB9E966 Load Preset > [equ'ves logon m I I ‘
[ |B827EB13236 lequires logon | m | |
[J |B827EBEGAD Reboot onnected 2623210 |25 |22 0 2416:24:05508/12 14:0259.8

LED/Sound Test >

Get Logs >

Time & Country >

SMTP Settings >

IP Address Settings >

User Management >

BACnet >

Cloud Settings >

RTSP >

Open Web Page

1490 North Clinton Ave, Bay Shore NY 11706 | ipvideocorp.com | info@ipvideocorp.com | 631.969.2601
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FIRST TIME SETUP

Establishing Connection

Connecting to a HALO device can be done in

two separate ways.

1. It can be done by selecting HALO Device
Manager (HDM) and pressing Open Web
Page from the Actions drop menu. This
is the preferred method for setting up
multiple HALOs at once.

2. It can also be done by typing the HALO
device's IP address in Google Chrome. A
popup will appear asking for a username
and password.

Type “admin” for the username and
“changeme” for the password. Click “Sign in".

Security Recommendation

The following prompt will pop up. For security
reasonsitisrecommendedtoclickthe blue text
saying, “Click here”. This will ensure passwords
are not visible on the network. Please refer to
the password requirements indicated below
when choosing a password.

Sign in
httpi//172.16.16.33

Your connection to this site is not private

Username admin

Password | seeesres

Click here to switch to the HTTPS version of this form for increased security

<HALD»

EWMART SENSOERI

Initial Device Setup Administrator Credentials

Username

.
Password n

Confirm Password

If you followed the security recommmendations a popup from Chrome will give a warning saying,
“Your Connection is not private”. The warning means the browser does not know who the server

is but the connection is actually secure.

Click “Advanced”, then click “Proceed to <ip address> (unsafe)”.

A

Your connection is not private

Attackers might be trying to steal your information from 172.16.16.33 (for example,
passwords, messages, or credit cards), Leam more

NET-ERR_CERT_AUTHORITY_INVALID

Hide advanced Back to safety

This server could not prove that it iIs 172.16.16.33; its secunty certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

{_} To get Chrome’s highest level of security, turn on enhanced protection

A-_i| anced Back to safety

CLICK
HERE

Proceed to 1*|276.16.33 (unsafe)

CLICK Click "Proceed tg <ip address>

(unsafe)". You will be asked to
HERE reenter the admin / changeme
credentials again to complete
redirect to https

q @)
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Administrator Credentials
The search bar will say “Not secure | Attps”. Again, this in fact is safe and preferred. Under “Initial
Device Setup” type in the username “admin” and a password of your choice.

Bl Initial Denice Setup ® + o = O 4
& = 3 A& Notsecure | Msps//172.16.16.33/pages/setuphtml [T - ® 5 @ N .
"’:M-AIE T bl’:hlbl:lh!’
Initial Device Setup Administrator Credentials
Username | | % |
Lprmame must be ot
least 5 characters and
CONLtain NO SpaCes of
special characters
Password n
Confirm Password
Username | samin ,,l
Password | ... v
Confirm Password | . v |
Device Name & Timezone Initial Device Setup Device Name & Timezone
Device Name & Timezone
Click “Next"”. You will be asked to enter e oiies e s,
your new credentials. Device Name | Halo Device
Timezone = Chicago (Central) ]
The following Device Setup prompt Rl United states *
Wl | | a p pea r. FI | I | N t h e I nfo rm atIO n Select the timezone and country from the dropdown me'}:;:;it:”gn with where the HALO Smart Sensor will be physically
for “Device Name”, “Timezone”, and 5
“Country”.

JRPVIDE®
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Email Provider
Another Initial Device Setup prompt will appear. This is
the last one.

SMTP Email Settings

Select Email Provider --- Apply Settings --- #

Start by clicking “Select Email Provider” in the top right

. - . --- Apply Settings ---
corner and select the email provider to use with the S - AOL .
HALO device. Yahoo!
Gmail
Password Outlook

Once an Email Provider is selected,

. . . Initial Device Setu SMTP Email Settings
information on Host, Port and Security P 9

will update.

Select Email Provider - Apply Settings --- #
Fill in the other requested information Host | smep-mal.outlook.com o
for Username, Sender, Recipients, and Username Password B
Password. Then click “Save and Test Security  ®Normal O High (port 465 only)
Connection” then click “Next". sender | email@email.com

- email@email.com,email2@email2.net
Recipients

To Skip the Email setup, Click Next Save & Test B0 sen st amai) Fresos,
. . . . Connection
without entering information.

Lo L e

License Agreements
IPVideo Corporation’s License Agreement and Privacy Policy will pop up next. After reading the
following information click “I have read the above” and then “Next”.

& 3 € A Notsecure | meps//17216.16.33/pages/eula htmi a ¥ ® s D@ :

—
AALO <HALO»
‘su—uﬂ sznsun’ R
e IPVideo Corporation Privacy Policy
IPVideo Corporation End User License Agreement

FVideo Corporation End User License Agreement - Privaey Policy
T i o Live Agreect 5 “Agremen'). g e bevns P o (Lirwar iy ol
) b ) e s s e Cofmme) st ey o e o o e = o rdden Coporshon (Company e, “ur o ) eac o pracy s oo e h c apnce wh i
gyt m““ = e Aot ek e et Dt ko Foky (a-Polk', T Slon s o) e b s ekt Wy b ciomon er s e

Paiicy desciibes the types of information we may coliect fom you or thal you may provide when you wsil he Company's websile localed at
immummuw—mrumnrmmmm o webpages (the “Socisl Wedia Sites’) and our practces for
coleching processing using. setaing, prolecting, sed Gisclosing that infomaton As used in Bis Poicy. the word “Sites” shall include e
Cormpany's Website. Social Media Sites. and any appicasons or platicems cflered by the Company

SﬂC
THEAL BY USING THE SOFTIRARE, YOU (&) ACCEPT THIS AGREEMENT AND AGREE TO BE LEGALLY BOUND BY ITS TERMS,
AND (B) REFRESENT AND WARRANT THAT () YOU ARE OF LEGAL AGE TO ENTER [NTO A BINDING AGREEMENT, AND (I [F
LICENSEE IS 4 CORPORATION, GOVERNMENTAL ORGANIZATION, OR OTHER LEGAL ENTITY, YOU HAVE THE RIGHT, POWER. By accessing the Companys Stes. you cumsent 1o the colockon. processing, use. rebérbion, prolection and dischoaure of your lermation by

A\D AUTHORIT! T0 EVTER INTO TS AGREENENT O Bekal OF Licewses 4D BIND LICENSEE 10 175 TERMS AND ki e Bl
CONDHTIONS [F LICENSEE DOES NOT AGREE T0 AND CONDITIONS OF THIS AGREEMENT, LICENSOR WILL NOT Fam ity P Y oy ."'“,,m;’u‘f‘“"“ o Mm;’m’;ﬁmﬁ:
D DO 0T ICENSE 75 S0F TUARE T6 LICEVAEE XD Y MOVT YOF LS 42 SOFARE loepepsbekpys e e e e T e e P S e et

5 Lo Ort 1 S ot 0 oot Liverr st gl it ol e 1 coutin i 30 e nc aopicaons on which he Comoany's Social Mecka Saes resds. In 868on,1cu 35266 10 b Bound by aey olher lers. and conditicea posted
L by g o e 8o ko, s et o, limited Beemn g the Term (aremaler defized) 1o o e Company on any of the Company's Stes

s, ol oo e Prodckt) - s cberizedto o he Sofare st 1 the

oty i ioor sy ot i g i o &
provaded by Licemsee mprmed. electronic, or ceber fomm, opaicn, ue, o e Sofuaze This Potiy e oot

Thave read the above

@ o [

Ihave resd the abeve
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Save Settings & Reboot (FI’/ILD
Whomever read the last two forms shall fill out the s’“'“'i@’
required information. _ _
I have read the preceeding License Agreement and Privacy Statements.
Required Information
Once filled out click “Save Settings and Reboot e
N ” Joe Installer
Device”. e
: IPVidea
. . ) Email:
A loading screen will appear of the HALO Smart [RP——
. Phone:
Sensor rebooting. Py,
[sck 5avo Sotigs and obootDoves
& Open Tour
€« - O A Notsscure | hitpsy/172.16.1633/reboot.html @ 1 ® s T e.

Rebooting Halo Smart Sensor
Please wait...this could take a few minutes,
Do not remove power.
This page will attempt to reconnect automatically.

While rebooting an information webpage will pop-up to give the user more information with
Walkthrough Video and Demonstration Video.
https://halodetect.com/resources/training-videos/

Markets v Product Info v Resources v Partners v About CONTACT US

Understand How HALO \Works With Live

Walkthrough Videos

W Need a more in-depth look into HALO Smart
saos BIRtEoduGIn A ALOLCLOLID H G
o e T e o Sensor or have other questions?
« View our Admin guide for quick
( = ()
EI;BU b)g

answers.

« Sign up and purchase training courses

by following this link.

/
« Contact us for more questions.
== b
HALO User Interface Experience HALO Cloud Overview
IJRPVIDE®
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Final Setup
Upon click a prompt for HALO Upgrade Options will appear. The options available effect your

event presets. Event presets change the events viewed under dashboard and graph views. To
apply the newest Event Preset click the first option. To update the current preset you have
selected click the second option. To keep all current preset conditions the same, click the third

option.

The Halo Device has been setup for the first time.

(/ - a & O
!:!ASI;Q HALO_SMART_SENSOR Admin Log About

(2] Lt - B
Dashboard Graph Sensors Snapshot

HALO_SMART _SENSOR 8/25/2022, 1:11:30 PM
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