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Preface

This integration allows notifications originating from ioimage devices to be
represented as loimage Analytics Events within Milestone’s XProtect Enterprise
system. The user can then create Alarm Definitions to be triggered upon these
events.

The integration does not depend on the existence of a video integration between
ioimage devices and the XProtect Enterprise system. If such video integration does
not exist, ioimage devices can still be added to the XProtect Enterprise system as
Universal or ONVIF drivers, as described in this manual.

The integration was tested with XProtect Enterprise version 8.6d

The integration runs as an add-on (plugin) to the XProtect Event Server.

This manual will guide you through the steps of installing and configuring the
analytics events integration.
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Adding ioimage units as Universal Drivers

Before starting integration of the units into the Milestone environment, install all
site units and configure them using the ioimage web interface

e Network
e Depth
e Rules

e Streaming options

Detecting the units

e Open the XProtect Enterprise Management Application
e Right-click the Hardware Devices tree item
e Select “Add new Hardware Device”

%? XProtect Enterprise Management Application
File  Services Wizards  Application Settings  Help

= E E_‘t o = £ 9
=K Surveillance Server
i Wizards
=[] Advanced Configuration
= Ha= =
=) fe

(-? Add New Hardware Device |

Tha Open

x Delete All Hardware

=3 Cameras and Storage ]
& Microphones

i Events and Qutput
[®) scheduling and Archivi
E=] Matrix

''''''''' ¥ Logs Hardware Device 1
-] E-mail
Ll sms

Hardware Devic

E-E-E-E

Hardware Device Name

4

e Select the "Manual" option and press "Next"
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Add Hardware

How do you want to add new hardware?

Scan for hardware

XProtect will scan your network for available hardware. You can extend the scan to include
other networks. When the scan is complete. select which hardware you want to add.

Manually specify the hardware to add

Use this option if you know the IP addresses of the hardware you want to add. You can either
type the |P addresses manually or import them from a comma-separated values (CSV) file

e Fillin all ioimage cameras/units IPs and usernames and passwords

Note: (Default ioimage user is “admin”, default ioimage password is
“admin”)

e In"Hardware Driver" dropdown select “Universal 1 channel driver” from
the list.

Note: iolmage HD cameras support ONVIF and can be added as “ONVIF
Conformant Device”.

e After finishing adding all units press "Next" and then press "Ok".
Add Harduare (=23l

Type IP addresses

Type the [P addresses of the hardware you want to add to your system or import the information frem a comma separated values (CSV)
file. You can speed up the scanning process by selecting the manufacturer(s) of the devices you want to add,

IP Address Part User Name Passward Driver

172.2612.201 80 admin ssnse Universal 1 channel driv +
1P Address 80 <default>

Import CSV file...

Previous ]I Next |[ Cancel
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Video Configuration

If ioimage units are added as universal driver, the following additional settings are
required:

e Select a newly added ioimage camera

e Right-click a camera in the tree

e Select “Properties”

e The Camera Properties window will pop up

, Camera Properties l?‘

General General camera settings

Video
Enabled: [V]
Audio
RecordingProperties Cameraname: Camera 1

Recording and Archiving Paths Camera shortcut number:

Event Notification
Camera Settings...

Output

Preview

Motion Detection
Privacy Masking

360° Lens

Resolution: 704x480 (2.0 Mbit/s, average size perframe 10.2 KB)

[ ok ][ cancel

e Click “Camera Settings”
e Video Properties window will pop up
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Videc Properties

Camera settings -

1

—VWideo settings - 1 Audio settings -
Codec: |MPEG4 =1 Codec: |PCM Raw ~|
Streaming mode: |[RTP (UDP) ~ Streaming mode: [RTP (UDP) ~|
|
Delivery mode: |M ultipart stream _~J Delivery mode: ]M ultipart stream - l
Keep alive type: [Default ~ Keep alive type: | Default ~|
Retrieval mode: I'S treaming ;J Connection URI: |
|
Connection URI: |iolmage/1 / RTSP port: |554

RTSP port: |554

Image size: 704 = 480 (B0 frames avg. 10.3 Kb)

Cancel l Preview Image I [ oK I

e Forioimage-HD camera, select codec “H264” and fill “h264” in the
Connection URI property (and if codec “MJPEG” is selected, fill “jpeg” in
the Connection URI property)

e For non HD ioimage camera, select a codec that is supported by your
camera (e.g. MPEG4) and fill “iolmage/1/” in the Connection URI
property.

o Verify video exists by clicking “Preview Image” button.

e Click OK button.

Il Assuming that intrusions will be detected by ioimage algorithms, make sure to
disable the Motion Detection option for the camera.

Il Also be sure to disable audio for ioimage cameras. Attempts of XProtect to use a
non-existing audio channel might disturb video display.

Il Please notice — when adding ioimage units as universal drivers, only video channel
number 1 is supported even if the model supports multiple video channels (as in
trk200, trk4000 and trk8000). Therefore analytics configuration using the web
page of the camera must be done on channel number 1, and the URI used by
XProtect must be “iolmage/1/” (and not “iolmage/2/”).
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Plugin Installation

Installation

e Unzip the installation zip file in a temporary directory on the machine
where XProtect Enterprise Event server is installed.

e Run the ioimageAlarmsPlugin32bit.msi file

e Click “Next” until installation is complete

e Destination folder is automatically set to be under the XProtect Enterprise
Event Server Plugins folder

e Click “Next” until the installation is complete

‘@Ioimageﬁ\larms Plugin for XProtect 32bit processes EI = @

Welcome to the loimage Alarms Plugin for A
XProtect 32bit processes Setup Wizard aig@y

The ingtaller will guide you through the steps required to install |0Image Event Server Plugin on your
computer.

WARMIMG: This computer program iz protected by copyright law and intermational treaties.
Unautharized duplication or distributian of thiz pragram, or aty portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.
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Uninstall
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e Open Windows Control Panel
e Choose “Uninstall a program”
e Browse to “ioimageEventServerPlugininstaller”

e Right-click and choose “Uninstal

e Select “Yes”

III

@U" » Control Panel » Pregrams » Programs and Features

Control Panel Home

View installed updates

‘&' Turn Windows features on or
off

Install a program from the
network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change  Repair

=
Narne

anngle Earth

DGoogleTalk (remove only)

G- Google Toolbar for Internet Explorer
#B GoToMeeting 5501133

[ Integral Client SDK v7.0.70 4
E@Intel(R) Network Connections Drivers

!4 Intel® Management Engine Compaonents

=" Ioimage Alarms Plugin for XPr
[71P Setup Program

@ iTunes Change
=7 Java 2 Runtime Environment, S| Repair

Uninstall

|£/Java 7 Update 13

|£Java(TM) 6 Update 27

[ JetBrains ReSharper 5.1
W joinme

Publisher
Google

GoogleInc.
CitrixOnline

Integral Technologies
Intel

Intel Corporation

icimage

AppleInc.

Sun Microsystems, Inc.

Oracle
Oracle
JetBrains Inc

LogMeln, Inc.
Sihada

Installed On
25/03/2013
19/07/2011
18/12/2012
23/04/2013
10/09/2012
12/07/2011
12/07/2011
19/05/2013
06/09/2011
07/09/2012
19/07/2011
01/02/2013
21/09/2011
20/07/2011
17/10/2012
nsMN2/n2

Siz
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Configuration

Enabling Analytics

e Inthe Management Client go to Options --> Settings
e Locate the “Analytics Events” tab
e Check the “Enabled” check-box
e Click “OK”
Settings (=5 E=n

General Analics evenis
Enabled

User Interface
Default File Paths

Access Cantrol Settings
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Selecting Cameras

The integration will handle analytics events coming from selected ioimage devices
only. It is up to the user to decide which ioimage devices should be able to trigger
XProtect alarms and which should not. By default there will be no device checked so
be sure to follow these instructions:

¢ Inthe Management Client’s Site Navigation Tree, select ioimage Analytics
node under MIP Plugins = ioimage

e The window should contain a list of all cameras in the system

e Check the boxes of those cameras which you would like to receive
analytics events from.

e Click “Save”

File  Services  Wizards  Options  Help

- HoEEH @@
3 EED Surveilance Server
g Getting started
(= [} Advanced Configuration
Hardware Devices
“Zp Cameras and Storage Information
A& Microphones
T Events and Output Select the inimage devices from which you would ke to receive analytics notifications. Event Server would have
Scheduling and Archiving to be restarted for the changes to take effect
[
E

milestone

<] Matrix
™% Logs Cameras

] Matifications Camnera 1
% Central |] Camers 2

o Access Control

Server Access
Master/Slave
Users
Services

Servers
2 Alarms
T & M Flugns

= i ioimage

1 cameras chosen.
Save

Il After saving, the XProtect Event Server service must be restarted. Any future
change to this list also requires restarting the Event Server service.

Il Please notice that all ioimage cameras you would like to receive notifications from
must have a static IP. DHCP cannot be used since the integration does not follow
changes in IP addresses.
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Defining Alarms
An alarm can be triggered upon a specific analytics event type coming from a specific

camera. In order to define an alarm, follow these steps:
e Right Click the “Alarm Definitions” node
e Choose “Create New”

= Qj Survellance Server
% Getting started
(=[] Advanced Configuration
Hardware Devices
I Cameras and Storage Infarmation
& Microphones
4} Events and utput

@ Scheduling and Archiving
[ Matrix
=

¥ Logs
-] Motifications
Central
B Access Control

Server Access
MasterjSlave
Users

Services
[[] servers

= & Alarms
=& Alarm Definitions

E FIGTTn Data DELngs

milestone

Alarm Definition:

Enable  Alarm
Alarm Definition

Triggering Event

Object Removed

e An Alarm Definition window will open

Alarm Definition

Sources Activation Period

Camera 1 Time profile: Always

Lo o]

e Give the alarm a name

#larm Definkion Alam definition S
Enable
Hame: Alaim Definition
Instnuctions:
Trager
Triggering event [Ioimage Analtic Events -
[ Obiect Removed -
Seurces Camera 1
T TR =
@ Time profile: Alaaps -
© Even! based
Operstor sclion requied
Time limic 1 minte -
Events tiggered
=
|_:$ed camerae: Camera 1 [ Seket. | 4
Related map: [ -
Initial alarm onner: (. -
Iritial alarm pricrity: [High - L

Fielated Cameras

Camera 1

e Choose the Triggering event to be “loimage Analytics Event”

e Choose the specific analytics event type that the alarm should be
triggered upon

e Select a triggering source (camera)

e Select a Related Cameras (camera)

e Click “OK”
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Smart Client

In the Smart Client you can view the alarms triggered by ioimage devices.

In the Alarm Manager tab, a list of triggered alarms appears in the bottom of the
screen. Clicking an alarm in the list will start playing the recorded video from the
moment the event that caused the alarm occurred. The video will contain all OSD
information provided by the ioimage device during the event.

# Milestone XProtect Smart Client

Live Playback

Sequence Explorer

@ No map has been selected

Alarms
Quick Filters
Y New (6)
Y In progress (0)
'Y On hold (0)
Y Closed (11)

14:13:14 2910422015
12:09:24 2810472015
11:43:57 2810472015
11:14:44 28/04/2015
10:53:36 2810472015
10:43:37 2810472015

[MILESTONE XPROTECT]

Priority Level

1
1
1
1
1
1

State Level

1
1
1
1
1

State Name
New
New
New
New
New

New

Message

Intrusion Detection
No Parking

Object Removal
Loitesing Detection
Fence Detection
Tripwire Detection

15 11:14:46
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Troubleshooting

Problem Possible solution
Smart client does not display video from | Verify that audio is disabled for this
ioimage device that was detected as a device.

Universal Driver, while the Management
Application does display the video.

Alarms are not triggered upon ioimage 1. Make sure that alarms are

notifications defined exactly as in the Defining
Alarms chapter

2. Restart the Event Server
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