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1. Integration Architecture

1.1 Overall Architecture

System Architecture
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Figure 1: Overview of Integration Architecture
According to Figure 1, the integrated architecture includes two main parts: Milestone
Software and Senturian Solution Software.

For demo purpose, both software can run on the same machine. However, for real scenarios
to support multiple cameras simultaneously, we recommend that you install Senturian
Solution Software and Milestone Software in separate machines and that both PC’s clocks
are synchronized.

Milestone Software has two main components: XProtect Management Client (for managing
multimedia data) and XProtect Smart Client (for viewing multimedia data). They can be
installed on the different machines.

The Senturian Solution Software has two main processes: Video Analytics (VA) setting GUI
process and Video Analytics Server. The setting GUI is used to set parameters for VA
algorithms for all cameras. For example: drawing ROl and line, setting sensitive level, and so
on.

1.2 Prerequisites

- Milestone XProtect (2020 R2).
In order for the XProtect Corporate system to receive and record the metadata, Milestone
XProtect Software needs to be activated with a trial, commercial or testing license.
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According to license type, the number of active channels is limited according to Milestone’ s

Policy.
1.2.1 Download and install Pre-installer programs on Senturian Solution Server

- Make sure that the following software is the x64 bit version. If the program is already
installed in the system, just skip these installations.

> Execute Maria Database (DB) installer file.  (mariadb-10.3.14-winx64)

In this step, a user is required to create a password for mariadb. You have to use this
password while installing Senturian solution program (called Senturian VA
Server).Therefore, remember this information.

> Execute MySQL connector called mysql-connector-odbc-3.51.30-winx64.msi

> |nstall Visual C++ Redistributable Packages(2015-2019)

> Execute Node.js installer called node-v10.16.0-x64.msi

> Install mysql-query-browser-1.1.20-win

> Check if the NVIDIA device Driver is installed. If not, please install it.
> Install ONVIF Bridge

"VideoOS.ONVIF.Installer.exe” program is provided by Milestone. We recommend you use
default parameters during installation process. To get detailed information on ONVIF device

and installation, you can refer to  “ONVIF-Bridgedetailed-guide.pdf” which is available in:

http://download.milestonesys.com/MTSKB/KB000003403/ONVIF-Bridge-detailed-guide.pdf

2. Senturian VA Server Installation and first-time configuration steps

(Install ReadHWSerial,You will get the MAC address of the server, send the MAC address to us,

and we will apply for license for you.)
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€ Setup - VA Engine version 1.7.7 - X

Video Analytics Server Setup

*Enter Your Database and Milestone VMS Server Information

Miestong VMS
IP address | 127,0.0.1
Pt [B]
UserID  [admin |

Password | admin256
Database

UserID  [roat

Password | admin2se

Mext = Cancel
{lltr ReadHWSerinlexe | 2/25/2020 B19 FM Application 05 KB
i €0 ReadHwSerial x
Sarial Mumher
L C: - +7 |
oy | oy |

2.1 Senturian VA Server Installation

Step 1: Install VA Engine setup file and wait for few seconds before proceeding to step 2.
Step 2: The following setup window will show up as shown in the figure below. The user is
required to use the same password that the user has used while installing mariadb in part
1.2.1 for DB PW. (DB ID must be root by default) and the Ip address of Milestone VMS Server

is <VMS Server IP>:554 . Press  “Next” multiple times to reach the “Finish” stage of

installation.

Step 3: After finishing step 2, press “choose” and navigate to locate a license file. You have
to store a license file received from Senturian in a folder in advance. Select the license file
stored in the folder and install it.

2.2 Senturian plugin Installation

Senturian plugin is required to show alert messages in real-time when a video analytics
event is detected in XProtect Smart Client. Therefore, it needs to be installed on the PC that
XProtect Smart Client is installed on.

- Installation

e Run MIPSDK_Installer_2020R2.exe provided by Milestone.
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» Copyfolder named “Senturian” to “C:\Program Files\Milestone\MIPPlugins” .

 Enable Senturian plugin by opening “Plugin Overview” and choosing Senturian option in

MIP SDK Tray Manager as shown in the below figure:

i1l

* To verify if Senturian plugin is installed successfully, let’ s open XProtect Smart Client

program, and go to “About” option. Then, a pop-up window will show up as shown below.

Smart Client 2020 R2

2.3 First-time configuration steps
2.3.1. Adding MIP Driver in the Milestone XProtect Management Client

When running the Senturian VA plugin for the first time, you need to add MIP ((Milestone
Integration Platform)) driver for each channel in order.

Notes: MIP driver can only be installed when the VA Engine is running

To add MIP driver, perform the following steps:
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In Milestone XProtect Management Client, right-click a recording server and select

Hardware...”

€|‘ Msestone KFrotect Management Client 2020 A2
File Ecit Wiew Acton Tools Help

HD o=

Sa Hangshon
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1
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"
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Move Hardware...
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Add Hardware

Add Hardware

Hardware detection method:

O Express (recommendet

O Address range scann

This wizard helps you detect and set up hardware.

d)
Aufomatically detacts hardware on the racording server's local network

ing
Scans defined netwark addvess ranges and detects hardware models

|@Ma

nual
Detects hardware models for manually entered IP addresses and host names

O Remote connect hardw

¢

milestone

Help

Add hardware cnnmctad via a remote connect server

Next > Cancel

¢ Choose the Manual mode, and then click

“"Next”

e Then, the following window will be displayed. To add a new MIP driver, first click

Then a new row will be added as follows:
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Add Hardware o x|
i ettt %
Inciude  Uiser Name Password Add |
O | Factory Defaut) sevennes

Flemove

O |admin seenanne
[ |admin sreasnee
O oot sssssnee
O |admin srsasnnn
Yo I P |

|

Help < Back Next > Cancel

» Set“User Name" field to “admin” and “Password" field to the one used by theVMS account.
* Click “Next” again to go to at the driver selection page. Clear all selections and select

“Milestone” followed by “MIP Driver” and then click “Next”

Add Hardware o X

The more drivers selected, the slower the scanning ‘

milestone

= JACTH ~

&= [] Arecont

w [] AXIS

# []Bosch

& [ Brickcom

& [ Canon

& []Hanwha

o CJHikVision

@ [ Infinova

4 []10Eye

5 [JIVC

# []LG Electronics

?Ewm

[JHusky 10 module
[]Milestone Arcus Embedded Interconnect
[]Milestone XProtect Professional YMS Interconnect
[ Milestone XProtect VMS Interconnect
MIP Driver
[] Screen Recorder
[] Video Push Driver

T v

Select All

Clear All

Help < Back Next > Cangel

» Set “Address” field to IP address of XProtect Management Client’ s machine, “Port” field

to “5000" and "“Hardware model” fieldto “MIP Driver” as shown below.
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 Verify MIP Driver and add to camera channels

In this integration version, we add 16 metadata channels for 16 channels. In this version,
thus, only up to 16 camera channels can be analyzed concurrently.

¥ Milestone ¥Protect Management Client 2020 R2

Eile Edit Mjew Action Jools Help

HY @en
She Navigation

= u DESKTOP-REMTMML - (20 2s)
EH{I] Basics
E License Information
Site Information
El :,:9 Remote Connact Services
(&5 Awis One-click Camera Co
= ) Servers
1) Recording Servers
ﬂ Failover Servers
(5 ONVIF Bridges
-] G2 Devices
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MIP Drrver (152168320 161) - Metadeta 2
g MIF Driver (152,168, 20.167) - Metodata 3
w MIP Oriver (152.163.20.167) - Metadata £
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E MIP Driver (152.163.20.161) - Metadata 11
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g MIP Drrver (152,185, 20.161) - Metadata 13
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@ MiF Driver (192.163.20.161) - Metadata 15
-ﬂ MIP Driver (152.168.20.161) - Metadata 16
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Next, you need to add these metadata channels to camera channels one by one in order

according to the
following steps:

> Choose the camera in Recoding Server at Milestone XProtect Management Client as

shown below

€ Milestone XProtect Management Client 2020 B2

File Edst View Action Took Help

H9 o=
Site Harvigadion -~ B X
= Il CESKTOP-RSMTMML - (20.28)
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& Licenss Information

[] Site Infermaticn
= [} Pemote Connect Services

5} s One-click Camers Conn
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] Receeding Servers

%] Failover Sercers

{3} OMVIF Eridges
= D Fludieas

[|Recctding Sarver
E @.ﬁﬁdlm.ﬂwm
DESKTOP-RSMTMML

224) - Camera 1

g Custemer [PC (192.168.1.224) -
g Customer IPC (192.168.1,224) -
oy Custernee IPC (132.168.1.224) -
Jﬂ Customer IPC (192 188,1.24) -
(= MIP Driver (132 168.20,167)

> Click the Client options in the camera properties in the Milestone XProtect Management

Client as shown below

Properies
Device information
Hame:
Customes IPC (192.168.1.224) - Camera 1
Short name:

Description:

Haedware name:
Customer IPC (192.168.1.224)

Port number:
1

Posttioning information
GFS coordinates:

(Examgde: -23.856500. 151 215100
Directicn (a))

o Degrees
Field of view [b):

o Degress

Depth {c)

0 Feot e

Prewview pasition in browser..

-8

llustration’

) Irio ThSesngs [ Svesms @ Record g Maticn (@) Fisheye Lens ‘TMI;‘%‘ hnmqmuw

> Open the related metadata panel to choose the device.
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Felated microphone:

Flelsted spesier.

Relsted metadata

Shesteut:

[ Live maticast

D irfo §Setings [ Streams @ Record A Mation (@D Fisheye Lens E\'ar.uPrwacy masking

> Select the metadata channel that must be associated with the camera from the available

ones. Note that you have to associate metadata channels with cameras in a one-to-one
mapping manner.

-
ot e
it st
Select devices X
et
Device Groups  Recording Servers Selected PRI
@ Hendnn RGP P Deiver (152 16320 161) - Metadata 1 O o
) Metadata Group 1
o MIP Diives (192 16820 161) - Metada &
' MIP Driver (192 168,20 167) - Metada
1 Metaza
Metads oscr
Metada s
1 Metada
1 Metada 4 Remove
161) - Metada
161) - Metada
~Metada
- Metada
' MIP Driver (152 Metada
MIP Driver ¥ Metasa
' MIP Driver (152 ¥ Metsda
9" MIF Driver (192 168.20 167) - Metada
< >
oK Cancel
= o @semeon [siesms @ Aot e @ Fatersoms § Evees [T TIT I Privacy iy

2.3.2 Setting for Analytics Events

In order for Milestone VMS to receive event data from Senturian VA Server, you must
activate Analytics Events as follows:

e Check if Analytics Events option is enabled in the Milestone XProtect Management Client

and if the related port is set (default is 9090). If not, enable this option.
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e Create a new event in the Analytics events section in the Rules and Events menu in the

Milestone XProtect Management Client as shown below. The event must be named

“"VAEvent” as shown below.

Site Navigation » & x ||&nalytics Events « 1 J|Properties

= @ DESKTOP-KGODEGS - (13,.2a) = Y ‘ ts N 5
> (3 Basics * e
&l License Information

[7] Site Information
= {5y Remote Connect Services Description:

B Axis One-click Camera Connecti
= [ Servers

iy Recording Servers

] Failover Servers
-1 %2 Devices

= Cameras

& Microphones

@ Speakers

& Metadata

oe Input

\ Output
=1 & Client

B Smart Wall

B View Groups

£2 Smart Client Profiles

§# Management Client Profiles

& Matrix
= (& Rules and Events

[Z Rules

@ Time Profiles

4] Motification Profiles

l * Analytics Events I

2.3.3 Setting for Alarm Definition

1) In order for the Milestone XProtect Management Client to manage alarms sent by the
Senturian VA server, you must add an Alarm Definition as follows: Click on Alarm Definitions
under the Alarms section of the Main Navigation Tree.

2) Right-click at the top of the tree and select Add new...

3) Check the Enable checkbox for the Alarm.
4) Provide a unique name for the Alarm.
5) Click on the Triggering Event and select Analytics Events and VAEvent from the

dropdown menu.
6) Click on the Source and select interested cameras from list as shown below:
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2.2.4 Setting for Milestone ONVIF Bridge

¢ Open XProtect Management Client, Click on ONVIF Bridge

 Right-click at the top of the tree and select Add new... to create new user with username

and password is the same with Milestone VMS server.

9 Idestone EProtect Management Client 2020 A2
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e ONVIF Port: 580; RTSP Port: 554; Login info: Milestone management server info.

3. Senturian VA Server

- Execute Senturian VA Server.
- The following window show up, which asks you to enter the IP address of the Milestone
server that you want to connect to, username and password.

Wb Connect to sender k4

- Once login is successful, the following VA Manager Application will pop up, which allows
users to enable or disable various Algorithms for each camera.

€1 Video Analytics Manager Application - *
Step3 —=p

Basic Function Advance Function

[ Intrusion o [ Fire [ ]
[ Loitering i ] [ Smoke [ ]
[ Abandon Objec ] [ People Counti [ ]
[] Object Remiovz [ ] [ Violence 2}
[ LineCross [ ] [ Falldown ]

efre iChomtﬁmom Enable E Cl
Step 1 -"Pl “ |“'- Step 2 Step 4 e

*Mote: - With Zone and Line based group, you have to draw rectangle and ne respectively

- To clear zone of line setting, click "Refresh” button

- For loitering detection, time in seconds need to be set.

- Setting algorithms for each channel can be executed in four steps: 1) Choose Camera, 2)
Enable VA, 3) Turn on Algorithms that you wish to use and set control parameters, e.g.,

sensitivity, if available, and 4) Click ‘Apply’ button as shown below.

The following figure shows how to set Intrusion detection. You have to draw a Zone in which
an intrusion event is detected as shown.
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€5 Video Analytics Mansger Application - b'e

Basie Function Advance Function

£ Intrusion | [ Fire [ ]
[ Loitering [ & ] [ Smoke ]
[ Aandon Objec '] [ People Counti ]

[ Object Remave [ | [ Violkence [ ]

[ LineCrass ' [] Falldown '

Refrash Customer IPC Disable VA \pply Close

*Hote- - With Zone and Line based group, you have to draw rectangle and line respectively
- To chear zone of line Setting, chck "Redresh” button.

- For loenng defection, lime in seconds need to be set

Note the following:

- Depending on the enabled features, you can draw a zone(s) or line in the camera view
directly.

- For Loitering, time range is 0 to 180 sec (3 min).

4. \Verifying Senturian Video Analytics

You can verify the operation of Senturian VA Server in live tab and Alarm manager tab.
4.1 Live Tab

If you have enabled Senturian VA Server, markers of detected objects will be displayed in the
live tab in the Milestone XProtect Smart Client as shown below.
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If an event such as intrusion detection has occurred, a popup window will be displayed, as
shown below, to show the event.

Neurolytic Event 13 - O =

F'|.E|[;'bE|l:l: o Limk window

Meurolybic Event 13 5

stomer IFC 2. : Camera 1

5. Caveats

- If the Senturian VA Server and the Milestone VMS server fail to connect to each other, an
error message will be shown as
shown below.:

€ Video Analytics Manager Appliestion X
= —a ; ’ - Basic Function Advance Function
[ Intrusion ] O Fire [ ]
[ Lotenng 5 [1 Smoke ]
[ Abandon Objec | <"~ X [ ]
1
[ Object Remove |
[ LineCross ' [ Falldown '
Refresh Enable VA Close

"Note. - With Zone and Line based group, you have to draw rectangle and line respectively

- To clear zone or kine setting, click "Refresh” butlon

For loening detection, time in seconds need to be set ‘

If this event occurs, you need to click “OK” button on Dialog, and then click “Disable VA"

button and “Enable VA" , successively.

www.senturiansolutions.net



	1.  Integration Architecture 
	1.1  Overall Architecture 

	The Senturian Solution Software has two main proce
	1.2  Prerequisites 
	1.2.1 Download and install Pre-installer programs 


	➢ Execute Maria Database (DB) installer file.   (m
	➢ Execute MySQL connector called mysql-connector-o
	➢ Install mysql-query-browser-1.1.20-win  
	2. Senturian VA Server Installation and first-time c
	2. 1  Senturian VA Server Installation 
	2.2  Senturian plugin Installation 
	2.3  First-time configuration steps 
	2.3.1. Adding MIP Driver in the Milestone XProtect
	2.3.2 Setting for Analytics Events 
	2.3.3 Setting for Alarm Definition 
	2.2.4  Setting for Milestone ONVIF Bridge 


	3.  Senturian VA Server 
	4.  Verifying Senturian Video Analytics 
	4.1  Live Tab 

	5.  Caveats 

