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1. Integration Architecture

1.1 Overall Architecture
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Figure 1: Overview of Integration Architecture

According to Figure 1, the integrated architecture includes two main parts: Milestone Software and IVS
Solution Software.

For demo purpose, both software can run on the same machine. However, for real scenarios to support
multiple cameras simultaneously, we recommend that you install IVS Solution Software and Milestone
Software in separate machines and that both PC’s clocks are synchronized.

Milestone Software has two main components: XProtect Management Client (for managing multimedia
data) and XProtect Smart Client (for viewing multimedia data). They can be installed on the different
machines.

The IVS Solution Software has two main processes: Video Analytics (VA) setting GUI process and Video
Analytics Server. The setting GUI is used to set parameters for VA algorithms for all cameras. For
example: drawing ROl and line, setting sensitive level, and so on.

1.2 Prerequisites
- Milestone XProtect (2019 R2).

In order for the XProtect Corporate system to receive and record the metadata, Milestone XProtect
Software needs to be activated with a trial, commercial or testing license. According to license type, the
number of active channels is limited according to Milestone’s Policy.

1.2.1 Download and install Pre-installer programs on IVS Solution Server

- Make sure that the following software is the x64 bit version. If the program is already installed in the
system, just skip these installations.

> mariadb-10.3.14-winx64.msi
Download and install mariadb-10.3.14-winx64. It is available in:

https://downloads.mariadb.org/interstitial/mariadb-10.3.14/winx64-packages/mariadb-10.3.14-
winx64.msi/from/http%3A//ftp.kaist.ac.kr/mariadb/

In this step, a user is required to create a password for mariadb. You have to use this password while
installing IVS solution program (called IVS VA Server). Therefore, remember this information.

> mysql-connector-odbc-3.51.30-winx64.msi
Download and install mysqgl-connector-odbc-3.51.30-winx64. It is available in:

https://dev.mysql.com/get/Downloads/Connector-ODBC/3.51/mysgl-connector-odbc-3.51.30-
winx64.msi

> Visual C++ Redistributable Packages

It is available in https://www.microsoft.com/en-us/download/confirmation.aspx?id=48145.
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» Check if the NVIDIA device Driver is installed. If not, please install it.

It is available in https://www.nvidia.com/Download/index.aspx.

> Install ONVIF Bridge

“VideoOS.ONVIF.Installer.exe” program is provided by Milestone. We recommend you use default
parameters during installation process. To get detailed information on ONVIF device and installation,
you can refer to “ONVIF-Bridge-detailed-guide.pdf” which is released by Milestone.

2. IVS VA Server Installation and first-time configuration steps
We assume that all Milestone customers know how to using Milestone VMS to connect to Camera.

For testing purpose, you can use simulated cameras with Milestone VMS. The related information is
available in UseSimulatorCamera.pdf.

2. 11VS VA Server Installation
Step 1: Install VA Engine setup file and wait for few seconds before proceeding to step 2.

Step 2: The following setup window will show up as shown in the figure below. The user is required to
use the same password that the user has used while installing mariadb in part 1.2.1 for DB PW. (DB ID
must be root by default). Press “Next” multiple times to reach the “Finish” stage of installation.
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B Setup - IVSVAServer version 1.0 o| @8 B Setup - WSVAServer version 10 =
Installing

video Analytics Server Setup
Please walk while Setup installs IVSYAServer on your computer,

*Enker Your Database and Milestone YMS Server Information Extracting files...
CiliwshClassificationibinicudnns4_7.d1

Milestone YMS
IP address 127.0.0.1 -
Port 7001
User ID admin -
Password  ahed1234

Datsbase
User D roqt

Password  shed1234

Cancel

Next > Cancel

!

0 Setup - MSVAServer version 1.0 el -@-] =2

Completing the TVSVAServer
Setup Wizard

Setup has finished sucessfully. The application may be
launched by selecting the installed shortcut.

Click "Finish" bo exit Setup.

¥ Launch IVSYAServer

Finish

Step 3: After finishing step 2, press “choose” and navigate to locate a license file. You have to store a
license file received from IVS in a folder in advance. Select the license file stored in the folder and install

it.

R IvEVAServer o || = || &2
Mo valid license is availabhle. To install a new license file. locate one by clic

king "Choose...".

License Installation

Message

Mo valid license is available. To install a new license file, locate
one by clicking "Choose, .."

Choose ... | Cancel
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Visual Studio 2013 File folder
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File name: |

2. 2 IVS plugin Installation

IVS plugin is required to show alert messages in real-time when a video analytics event is detected in
XProtect Smart Client. Therefore, it needs to be installed on the PC that XProtect Smart Client is
installed on.

- Installation
e Run MIPSDK_Installer_2019R2.exe provided by Milestone.
e Copy folder named “IVS” to “C:\Program Files\Milestone\MIPPlugins”.

e Enable IVS plugin by opening “Plugin Overview” and choosing IVS option in MIP SDK
Tray Manager as shown in the below figure:

## Plugin Overview - [m} X

MIP Plugins in Program Files

emoAccessCantalPTugn & v VideoUs EventServer, AlarmPlugin
Dynamickiew vl Video0S,LPR, Plugin
EventTracer vl Video0S, SearchAgents, Plugin

v VS vl Video0S, Transact, ClientPlugin

LicenseRegistration
LocatianView
Message Tester
v ONVIFBridge
FlatformFileyiew v

Selectall | Select bult-in Clearall | Slecllal Gtarall

MIP Pluging in Program Files (186}

] ridge

Select all Clear all

e To verify if IVS plugin is installed successfully, let’s open XProtect Smart Client program,
and go to “About” option. Then, a pop-up window will show up as shown below.
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Milestone

B2 XProtect® Smart Client 2019 R2

Milestone XProtect Smart Client 2019 R2
Version 13.2a (64-bit)
Build 442

Copyright © Milestone Systems A/S -
www.milestonesys.com

Plug-in(s) and version information
IVS, IVS ¥1.0.0.0 - IVS, Inc

2.2 First-time configuration steps
2.2.1. Adding MIP Driver in the Milestone XProtect Management Client

When running the IVS VA plugin for the first time, you need to add MIP ((Milestone Integration
Platform)) driver for each channel in order.

To add MIP driver, perform the following steps:

e In Milestone XProtect Management Client, right-click a recording server and select “Add
Hardware...”
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< Milestone XProtect Management Client 2019 R2 - o
File Edit View Action Tools Help
H9 oen
Site Navigation ~ 7 x ||Recording Server
= g DESKTOP-KBODSGS - (13.2a) ~
={]] Basics Properties
{& License Information (=] Recording server information
Site Information = Qgitﬁ_ﬁ: Ctrl+N i Name:
= : i &
TR o e P e
-g gwm & Dglbe'_sa' Delete All Hardware : REEralion;
= niver: era
1)) Recording Servers '& Univer{ @ Change Hardware Password... phone 1
Failover Servers . Ris v
g i . Rename Recording Server  F2 =
& evi Remove Recording Server
B Devices Live: 1280x720 ‘Q 2 Live: 1920x108020KB
< Cameras - - Host name:
& Microphones DESKTOP-KE0DEGS
@ Speakers Local web server address:
¥ IMeta!dala [http://desktop-k60dBgs 7563/
(f hp iieb server address:
() Output . s (A -
@@ Client Universal 1 channel driver (192.168.20_ Universal 1 channel driver (192.168.20_ Universal 1 channel driver (192.168.20_| T R
o k-
;i +09:00) Seoul
E \S/'ewneé?“pfp ” Live: 1280<720 18KB Live: 1280x720 25KB Live: 1280<720 20KB
mart Client Profiles e
,F Management Client Profiles
3 Matrix
(G Rules and Events
[£) Rules
< > -
Site Navigation | Federated Ste Hierarchy Universal 1 channel driver (192.168.20.. Universal 1 channel driver (192.168.20_ Universal 1 channel driver (192.168.20.

Add Hardware ] X

Add Hardware

This wizard helps you detect and set up hardware,

Hardware detection method:

(O Express (recommended; . .
Autornatically detects hardware on the recording server’s local network

(O Address range scanning
Scans defined network address ranges and detects hardware models

Manual
Detects hardware models for manually entered P addresses and host names

(O Aemote connect hardware
Add hardware connected via a remote connect server

milestone

Help < Back Mext > Cancel

Choose the Manual mode, and then click “Next”.

Then, the following window will be displayed. To add a new MIP driver, first click “Add”. Then a
new row will be added as follows:
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Add Hardware | *

Specify user name and password if devices are not using the default ones. ’

milestone
Include  User Name Password Add

[0 |iFactory Defaut) sessnene
Femove

O |admin

O |admin

O et

O |admin

[ L

= |

Help < Back Mext » Cancel

Set “User Name” field to “admin” and “Password” field to the one used by theVMS account.

Click “Next” again to go to at the driver selection page. Clear all selections and select “Milestone”
followed by “MIP Driver” and then click “Next”.

Add Hardware [m] >

Selectwhich drivers to use when scanning for hardware. ’
Th dei 1 d. the sl + -

miilestone

-CJACTE A
-[] Arecont

- AxIS

-[JBosch Clear All
[] Brickeam
-[]Canon
-[]Hanwha
- [ HikMision
-[]Infinova
-[JIQEye
[JJvC

LG Electronics
e
~-[JHusky 10 madule
[JMilestone Arcus Embedded Interconnect
[JMilestane xProtect Prafessional YMS Interconnect
[ Milestane xPratect YMS Interconnect
MIP Driver
[]Screen Recarder
-] Viden Push Driver

Select Al

Help < Back Mext > Cancel

Set “Address” field to IP address of XProtect Management Client’s machine, “Port” field to
“5000” and “Hardware model” field to “MIP Driver” as shown below.
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Add Hardware ] X

Enter information for hardware you want to add. ’
Optionally, select driver type to speed up detechion.

Address Part Hardware model Add
3 192.168.20.4 5000 MIP Driver ~
Help < Back MNewt » Cancel

o Verify MIP Driver and add to camera channels

In this integration version, we add 16 metadata channels for 16 channels. In this version, thus,
only up to 16 camera channels can be analyzed concurrently.

JESE TOP-KEIDRGS

=] BAIP Diriver (192, 168, 20, 116

'E PP Driver (192,168, 20,116 - Metadata |
'E MIP Driver (192,168, 20,116 - Metadata 2
'E PP Driver (192,168, 20,116 - Metadata 3
'E PP Driver (192, 168,20, 116 - Metadata 4
'E MIP Driver (192,168, 20,116 - Metadata &
'E PP Driver (192,168, 20,116 - Metadata B
'E PP Driver (192,168, 20,116 - Metadata 7
'E PP Driver (192,168, 20,116 - Metadata 8
'E PP Driver (192,168, 20,116 - Metadata 9
on MIP Driver (132, 168,20, 118) - Metadata 10

Next, you need to add these metadata channels to camera channels one by one in order
according to the following steps:

» Choose the camera in Recoding Server at Milestone XProtect Management Client as shown
below
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File Edit View Action Tools Help

H9 oei

Site Mavigation

-

Fecording Server

=@ DESKTOP-KEIDBGS - (13,2a)
£ Basics
[&] License Information
[ Site Infarmation
=5 Remote Connect Services
[y Awis One-click Camera Connecti
= Servers
g} Recording Servers
] Failover Servers
Q OMYIF Bridges
EHiP Devices
=p Cameras
& Microphones
@ Speakers
P Metadata
oo Input

as shown below

Erg) Recording Servers
=] Q‘j DESKTOP-KBIDBGS
= MIP Driver (192,168 20,118}
5 . A

laaeg bujpiooay

=3 Universal | channel driver (192, 168,20,4)

5P Universal 1 channel driver (192.168.20.4) - Camera |

A Universal | channel driver (182.168,20.4) - Microphone 1
= Universal | channel driver (192, 168.20.4)

5P Universal 1 channel driver (192.168.20.4) - Camera |

& Universal | channel driver (152 168,20,4) - Microphone |
== Universal | channel driver (192, 168,20,4)

<% Universal | channel driver (192,168.20.4) - Camera |

A Universal | channel driver (192 168,20,4) - Microphone 1
(= Universal 1 channel driver (192, 168,20,4)
(= Universal 1 channel driver (192, 168,20,4)

Click the Client options in the camera properties in the Milestone XProtect Management Client

Properties
UevIce Inormanan

MNarne:

Universal 1 channel driver {192,166,20,4} - Camera 1

Shart narme:

Description:

Hardware name:

Universal 1 channel driver (192, 168,20.4)
Port nurnber:

1

Positioning information
GPS coordinates:

(Exarnple: -33,866900, 151,2151000
Dirgction (a):

0 Degrees

Field of visw (b):

a Degrees

Depth (el

0 Feet ~

Preview position in browser, .,

lllustration:

ID = BCYIEDZ7-463A-450E-ADEZ-20EBEOE 11352
Edge = VALZ2097-FCBA-4FE2-BEIF-006A720275 31

~hal

H 4% Settings [ Streame @ Record gt Motion @) Fisheve Len

Cabinan

EI__._J Client hF‘rivacy masking

» Open the related metadata panel to choose the device.
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Properties
Client settings
Related microphone:
‘Universa\ 1 channel driver (192.168,20.4) - Microphone 1 ‘ Clear

Related speaker:
\ \

Related metadata:

Shortcut:

[ Live rulticast

@) Info 3 Settings I Streams @ Record & Motion @) Fisheye Lens .:_]Chem [ Privacy masking

» Select the metadata channel that must be associated with the camera from the available ones.
Note that you have to associate metadata channels with cameras in a one-to-one mapping
manner.

Propertes
Chent setings
Rested microphone

Hannel diver (12168 20,9 - Microphons | Clear

Univers

Metadata 1 0 e

Sie Navigaton

2.2.2 Setting for Analytics Events

In order for Milestone VMS to receive event data from IVS VA Server, you must activate
Analytics Events as follows:
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e Check if Analytics Events option is enabled in the Milestone XProtect Management Client and if
the related port is set (default is 9090). If not, enable this option.

Options X

AVl Generation  Network Bookmark User Sefings  Evidence Lock Audio Messages Access Control Setfings  Analytics Events

<>
Analytics events

Enabled
Fort:

4030

Securly
Events allowed from:
O 4l network addresses

@ Specified network addresses:
Address

Impart...

e Create a new event in the Analytics events section in the Rules and Events menu in the

Milestone XProtect Management Client as shown below. The event must be named “VAEvent”
as shown below.

Site Mavigation ~ 1 x [[Analytics Events -~ DIPruuenies

= g DESKTOP-KBIDEGS - (13.2a) MName:
[VAEvent |

={1 Basics
Description:

& License Information
[i&] Site Information
= (& Remote Connect Services
[ Awis One-click Camera Connecti
= Servers
1) Recording Servers
#] Failover Servers
550 Devices
< Cameras
& Microphones
@ Speakers
& Metadata
oo Input
 Output
=+ Client
Smart Wall
B View Groups
£ Smart Client Profiles
'r‘;_;‘ Management Client Profiles
& Matrix
o @ Rules and Events
[E] Rules
Time Profiles

Nofification Profiles

# fnalytics Events

2.2.2 Setting for Alarm Definition

1) In order for the Milestone XProtect Management Client to manage alarms sent by the IVS VA
server, you must add an Alarm Definition as follows: Click on Alarm Definitions under the
Alarms section of the Main Navigation Tree.

2) Right-click at the top of the tree and select Add new...

3) Check the Enable checkbox for the Alarm.

4) Provide a unique name for the Alarm.
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5) Click on the Triggering Event and select Analytics Events and VAEvent from the dropdown
menu.
6) Click on the Source and select interested cameras from list as shown below:

~ o ||Properties

Alarm definiion
' Enabls; =]
fon _
[ S#e Information Name: Vs
= [ Remote Cannect Senices T
2 Awis One-click Camera Connec
ecordinf:\’e::'s Trigger
T Dovices Triggering event Analylics Events
= Cameras VAEvent
# Microphanes .
@ Socaters [ s zelected S
o Matadata
ofe Input P
@ A
o Ouput ims profii Hways
2 Clienn © Event based:
B Sman Wall
B3 View Groups
£ Smart Chient Profiles Dperator action required
g Management Client Profiles Time it i1 7m0
g Matix _
G P and Everts Events iriggered Solec...
=L Other
Related camerss Salact,,
Related map:
Iniial atarm owmer:
Iniial oty Han
Aan v
asic Use ! .
@ System Dashboard Events riggered by alarm: Seleet,,,
] Currert Tasks.
e s,s:em :‘:”"‘:“’ B— Alarm assignable to Adminisiralors: =]
5 Systm Monitor Thrasholds
& Evidance Lock
= Configuration Reports
[, Server Logs
P Access Conirol
S, Transact
| Transaction saurces
& Narms
& Marm Definiians
B Alarm Data Setings
1 Sound Sefings

3. IVS VA Server
- Execute IVS VA Server.

- The following window show up, which asks you to enter the IP address of the Milestone server that
you want to connect to, username and password.

%% Connect to server X

Server address: p.//192.168.20.4/ V|

Authentication: Basic authentication bt
User name: |adm|n “’|

Password: |**** |

Remember password
[ Auto-login

- Once login is successful, the following VA Manager Application will pop up, which allows users to
enable or disable various Algorithms for each camera.
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B2 VA Manager Application - [m]
Video Analytics Server IP Address
Intelligent
Video &Sound = seps
Zong Normal
. => Step 2
¢ stepl O Intrusion
[ Fire [}
Refresh Choose Camera ... | Enable VA | [ Loitering
O Smoke [ ]
[ Durmping
[ wiclence [ ]
[ Stolen
[ Fall Down
Line
[ LineCross
[ Human Count
tep 4
“Nots! - With Zons and Line based group, you have 1o draw rectangls and lins respactively for ssting. E=tmwster
- To clear zone or line seting, click "Refresh” bution
Apply Close
- For loitering detection, time in seconds need to be set

Setting algorithms for each channel can be executed in four steps: 1) Choose Camera, 2) Enable VA,

3) Turn on Algorithms that you wish to use and set control parameters, e.g., sensitivity, if available,
and 4) Click ‘Apply’ button as shown below.

The following figure shows how to set Intrusion detection. You have to draw a Zone in which an
intrusion event is detected as shown.
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BE VA Manager Application

Video Analytics Server IP Address

Intelligent
Video &Sound
Zone Normal
Intrusion
[ Fire [ ]
Universal 1 channel driver i i
Rietrach (155,166,204 - Camera 1 Disable V4 [ Laitering [ Smoke |
[ Dumping
[ Wiolence [ ]
[0 Stolen
[ Fall Down
Line
[ LineCross
O Human Count
+Mote: - With Zone and Line based group, you have to draw rectangle and line respectively for seting.
- To clear zone or line setling, click "Refresh” button,
Apply Close
- For loitering detection, time in second need to be set,

Note the following:

Depending on the enabled features, you can draw a zone(s) or line in the camera view
directly.

- For Loitering, time range is 0 to 180 sec (3 min).

4. Verifying IVS Video Analytics

You can verify the operation of IVS VA Server in live tab and Alarm manager tab.

4.1 Live Tab

If you have enabled IVS VA Server, markers of detected objects will be displayed in the live tab in the
Milestone XProtect Smart Client as shown below.
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# Milestone XProtect Smart Client 202001-30637:11PM — B X

-0y v
Setup ~ B

x

If an event such as intrusion detection has occurred, a popup window will be displayed, as
shown below, to show the event.

IVSEvent 5
Playback
IVSEvent_5

™ Universal 1 channel driver (192.16

4.2 Alarm Manager Tab
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In order to check event records, go to “Alarm Manager” Tab. Go to “Setup” mode by clicking “Setup”
button, choose showing “Alarm”, and then exit “Setup” mode by clicking “Setup” button again.

# Milestone XProtect Smart Client 2020-01-28 10450 PM =

Uve  Playbsck  SequenceExplorer  |NRINGREGENZ  System Monitor

XProtect <

934514 Q) Tk you orsing i i fcnseto et o eveltethe XProtec o managermet scftare The s cense epies on 202010.08. Toful cerse e o plessecontct your el o e e on weweilstonesys.com

B e i @ No map has been selected Universal 1 channel drive

10| Maxrows tofetch

(== ¥ Data Source

Zonett)

Quick Fiers Moms  Noflter A
Y New (450) Priory level Message
Y in progress (0) Exclude dosed alarms /]
'Y Onhold (0) V| DESKTOP-KS0D8GS
'Y Closed (0) Time Priodty Level  Message Source
123653 PM 20200128 VAEvent  Univorsal 1 channel driver {

123842 PM 20200128 VAEvent  Universal 1 channel driver (

1
1

1 VAEvent  Universal 1 channel driver (

1 VAEvent  Universal 1 channel drver (2558
1 VAEvent  Universal 1 channel driver (2
1
1
1
1
1

VAEvent  Universal 1 channel driver (2560
Servers 1253.40 PM 2020.01-28
1256:41 PM 20200128
125941 PM 20200128
10241 PM 2020-01-28

VAEvent  Universal 1 channel diver ( 2561
DESKTOP-KEODEGS VAEvent  Univorsal 1 channel drives (2562
VAEvent  Universal 1 channel driver (2563

VAEvent  Universal 1 channel driver {2564

Then, the following display will be shown. Click an alarm that you wish to inspect. Then, the related
recorded video will be played back.

® Micvicne XProtect Smart Qient 2020-01-26 10528 PM =

U Pmback  SequeccErplorer  |DDROIIRIIRTS]  Syotem Moriee

2343140 Q) Tk yeus g i i Baram 32 et - vekale th PPetac iden rrsgersrt s<foee. The b e exinen o 2T0-10.08.To iy

& No map his been sl = )1-28 102:52411 PM

Zoaeod

1:02:52688PM I »

Quick Fkers L NoRer A
Y N (4201 Pricety boved Some [r—
Y inpoogeess (1) z Exchite chosat dams
Y Os b
Y Czsec i) PriocyLeeel Nessage

1 VAEwemt
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If you double-click an alarm that you wish to inspect, the related recorded video will be played back and
additional info on this alarm will be displayed as shown below.

® 2564 VAEvent - Universal 1 channel driver (192.168.20.4) - Camera 1 - O X

Universal 1 channel driver (192.168.20.4) - Camera 1

01-28 I 1:02:41.003PM » 1 pm

Camera: Universal 1 channel driver (192,168,20,4) - = Go to Alarm Time

Instructions:
Human Detected In zone
Priority:
Category:
ID:
Source: ivers: hannel driver (-
Alarm:
Message:
Time  Activity Owner Type: n In Camera
PMinitial stat Rule: Alarm Definition
Location:
IVS\VideoAnalytics

IVS.Inc

5. Caveats

- If the IVS VA Server and the Milestone VMS server fail to connect to each other, an error message will
be shown as shown below.:
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BE VA Manager Application

Video Analytics Server IP Address

Intelligent
Video &Sound
Zone Normal
O Intrusion
O Fire [ ]
Refresh ‘ | Hniversel | channel driver | | Disable Y | O Loitering
| (192.166,20.4) - Camera 1 O Smoke '
[ Dumping
[ violence [ ]
[ Stolen
[ Fall Down
Line
O LineCross
Critical Warning X
[ Human Count
| Cannot Connect to Metadata Provider, Please disable VA

function first then enable that one again.

+MNote!

- With Zone and Line based group, you have to draw rectangle and line respectively for settiing.

- To clear zone or line setting, click "Refresh” button,

el
- For loitering detection, time in seconds need to be set,

If this event occurs, you need to click “OK” button on Dialog, and then click “Disable VA” button and
“Enable VA”, successively.
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