Milestone XP Plugin Install and Configuration Guide (EXTERNAL)

Overview: This guide will serve as a general purpose documentation in how to install the
Milestone XP Plugin onto a computer from start to finish. This guide assumes that you already
have a preconfigured Milestone and NIO setup.

Accompanying Training Videos: Milestone SpotterRF XP Folder
Must Install: C++2015, C++2013 and Milestone Legacy Device Pack

Step 1: Install SpotterXP Plugin.
Step 1A: Download the SpotterXP client. To do that, go to this WEBSITE. Execute the
downloader, which should be a simple install. Click Yes/Accept to any questions. Once
the install has finished, you will need to restart your computer/server. FYl, Windows
may see the file as potentially dangerous. SpotterRF didn’t write it, so it could be, but
select Run. Anyway if it does pop up (you’ll need to click “more info” first).

Windows protected your PC
Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: SpotterRFSetupV1.9.13.msi
Publisher: Unknown publisher
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Step 2: Upload your SpotterXP license to Milestone.
Step 2A: Open up XProtect Management Client and click on Licensing Information on
the left pane. Reactivate your license. Once reactivated you should see that your

SpotterRF plugin showing an Expiration Date in the future, like below:
Installed Products

e g SR [ e
XProtect Corporate 2018 R3 Test MO01-C01-123-02-6C42C8 10/11/2019 N/A N/A
Milestone XProtect Smart Wall MO01-P03-100-02-6CE2A5 Unlimited Unlimited

SpotterRF v1.9.14.0 N/A 1/5/2019 1/5/2019



Step 3: Create a folder within the Milestone folder in the C drive and add privileges.
Step 3A: Must create folder as follows:
Go to C:/inetpub/wwwroot
Create a folder named: SpotterRF
Right click on that folder and select Properties
Click on the Security tab and select Edit
Give every user in the list Full Control then select Appy/OK
This is where the folder location is.

> ThisPC > OS(C) > inetpub > wwwroot

Name

Permissions for SpotterRF X
aspnet_client Security
msmq
5 SpotterRF Objectname:  C:\inetpub\wwwroot\SpotterRF
s | iisstart Group or user names:
&) jisstart [ 82 CREATOR OWNER

88 SYSTEM
82 Administrators (DESKTOP-11TUTOLU\Administrators)

F-1§Users (DESKTOP-ITUTOLU\Users)

£R IIS_IUSRS (DESKTOP-ITUTOLU\IIS_IUSRS)
82 TrustedInstaller

Add... Remove

Permissions for Users Deny

Full control 2
Modify

Read & execute
Listfolder contents

Read

INRRIRR| 2
=
100000

Gancel o

OK Cancel Apply

Step 4: Now it is time to add the NIO to Milestone.
Note: Make sure before you begin there must be two accounts
on the NIO. An Admin and Viewer account.
Step 4A: From Milestone XProtect Management Client click on MIP Plug, then Spotter,
then SpotterRF. Right click and select Add New. Input a name of your choice. One word,
no special characters.
- *, MIP p|ug- Add SpotterRF X
=-{_} Spotter Spote Nz |

18] SpotterRF -

Step 4B: In the newly created section, click on the new item. Fill out the information for
your NIO. NIO Name, IP Address, Username, and Password. The NIO Name can be
anything you want. The IP Address, Username, and Password will pertain to the
particular NIO. This is where you’ll add the Viewer account you created earlier.

Cancel




Test : Viewer
[hetp://192.168.25.88 : I |
Step 4C: Once all the fields have been filled out make sure to click Save, in the toolbar

in the upper left.
File Edit

H 92/

Step 4D: Now we can test whether or not Milestone has linked to NIO and is receiving
data. SpotterXP does not take a video stream, but images of NIO and then streams
those to Milestone via RTSP. To view if Milestone is seeing NIO, open that SpotterRF

folder you created earlier and you should see two image files in there.
They should be updating about once a second.

> ThisPC > OS(C:) > inetpub > wwwroot > SpotterRF

55
*

ds » Test Testa

its -

Note: If you don’t see the images, you probably didn’t install Visual C++ 2013 and 2015.

You may also attempt to reboot the Milestone Server at this point. See links at the top.
Step 5: Now it is time to add NIO to Milestone.

Step 5A: Click on Recording Servers, expand the top level group, then right click on the

recording server below it and select Add Hardware. Should be the recording server you

created when you installed Milestone.

W Recording Servers

& B i ServerRoomServer25 |

Step 5B: Choose the Manual installation.

® Manual
Detects hardware models for manually entered |IP addresses and host names

Step 5C: Uncheck all but the (Factory Default) option.

Include User Name Password Add

(Factory Default) ssccccee F—

Step 5D: Select the driver based upon the NIO you’re looking to add. The XProtect



Legacy Driver Pack is compatible, but not necessary. This driver is found under the
Other category.

I R s & i

[ z(Legacy) Universal Driver 16 channels

M=/l anzmaA lniare sl Nriviar R4 ~Ahannale

You can use Universal 1 Channel Driver, under the Universal category.

= E] Universal
[~ Universal 1 channel driver

M llniarezl 18 ~Ahannale Ariviar

Don’t use the NIO’s IP address, we’re going to use Milestones local address (using the
files from the SpotterRF folder we created earlier). That address is: 127.0.0.1. You can
test this first by going to: 127.0.0.1/spotterrf/SISystem.jpg in your browser.

e SISystem - the name of your NIO that you created under the MIPS section.

& Miles: x | B Milest X | @ Down x | & Mies x | J§ Spott x | BE Dowr X | B Upda X | ® NOT x | ¥ Projec X | ¥ Partne X [ SiSyss x  + = o X

¢« C O (® 127.00.1/spotterrf/SISystem.jpg v oo @ o @ :

Step 5E: Now Milestone will attempt to reach out to the NIO to add it. If you entered

everything correctly you’ll be greeted with happy green checkmark.
AQaress romn rargware moaei

~  |127001 80 | Universal 1 channel driver v

Step 9F: Milestone will then repeat this process, but will add the NIOthis time.

AQaress romn raraware moaei

~+  |127001 80 | Universal 1 channel driver v




Step 6:

Step 5H: Now it is time to add it to a group. We only have one so we added it to that.

Devices Add to Group
Cameras
D Walkway Axis - Camera 1 Sl System v

Step 51: Once the NIO device has been added. Click on it and in the Settings tab add
the following, and then save.

v General
Delivery Mode Non Muitipart Stream
Keep Alive type Default
Retrieval Mode Snapshot
v Video stream 1
Codec MJPEG
Connection URI SpotterRF/SISystem jpg
Frames per second 1
RTSP Port 554
Streaming Mode HTTP
v Video stream 2
#
+ B X JRecording Server v 2 lPropeﬂ.ies -
~ I Recording Servers
jing Servers |- ) DESKTOP-98U3PJ2
er Servers # (& NE Axis v Genera
Servers # (3 SE Axis Delivery Mode Multipart Stream
) ¥ (2 SE Samsung Keep Alive type Defautt
= (&3 SISystemNIO Retrieval Mode Snapshot
s <R SISystemNIO - Camera1 || v Video stream 1
shones & SiSystemNIO - Micropho Codec MJPEG
ers 3 (3 SW Axis Connection URI /SpotterRF/SISystem jpg
sta # (= SW Samsung Frames per second 1
RTSP Port 554
Streaming Mode HTTP
v Video stream 2
wal Codec H264
s Connection URI
ArOUps; Frames per second 60
Client Profiles RTSP Port 554
ement Client Profiles Streaming Mode RTP (UDP)
Vv Video stream 3
Events Codec H264
Connection URI
Siten Frames per second 60
Profil RTSP Pott 554
ation Profiles Streaming Mode RTP (UDP)
lefined Events v Video stream 4
ics Events Codec H264
c Events Connection URI
Frames per second 60
RTSP Port 554
Users Streaming Mode RTP (UDP)
sshboard
t Tasks
n Monitor
n Monitor Thresholds
ce Lock General
uration Reports
s
e I e — .
L < > o Info % Settings | ﬂ Streams @ Record ﬁ- Motion o Fisheye Lens 1] Client EH Privacy masking
sction sources Preview 1
iction definitions

We’re now going to create Analytics Events within Milestone.
Note: We now have our cameras and NIO in Milestone. Now it is time to create the
rules necessary to get Actions from NIO working. In this order, within Milestone, we
need to create Analytics Events, Alarm Definitions, and Rules.
Step 6A: Click on Analytics Events in the left toolbar

N

Al Analytics Events
W (Reneric Fuents




Step 6B: Right click on Analytics Events in the second to the left pane.

nalytics Events v 1 ||Properties
B W Analytics Even
® Eas Collapse

® NE/

® SEA Add New ... Ctrl+N
¥ SES

® sw ) Refresh F?
® SwSamsungMovement I

¥ Test

Step 6C: Fill out the Name and Description field for the new Analytics Event. Then click
Save, little floppy icon, in the upper left.

|Properties

Name:

TEST

Description:
This is a test

Step 7: Now we’re going to create an Alarm Definition, using our newly created Analytic Event.
Step 7A: Click on Alarm Definition on the left pane.
£ Alarms
& Alarm Definitions
£ Alarm Data Settinas
Step 7B: Right click on Alarm Definitions from the second to the left pane and select

Add New.
naﬁ--- m—
& East Sam Collapse
j gg g;:s Add New ... Ctrl+N
& Sw Axis ) Refresh FS

& Sw Sams
2 iocs I
Step 7C: Fill out the follow fields. Then click Save.
Name: Name of the Alarm Definition.
Description: Something that will help someone understand what this is.
Triggering Event: Analytics Event
Sources: Camera you want to record with.
Related Cameras: Add the NIO
Initial Alarm Owner: Account that controls Milestone software



| Properties s

Alam defintion

Enable

Name: TEST

Instructions: TEST

Trigger

Triggering event. Analtics Events v
Test v

Sources: SW Samsung - Camera 1 Select

Activation period

@© Time profie: Aways v

O Event based

Operator action required

Time limi: 1 minute v

Events triggered Select

Other

Related cameras: SISystemServer25 Select

Related map v

Initial alam owner. Miestone (desktops1f88op \miestone) &

Intial alam priorty Hgh v

Alam category: v

Events triggered by alamn: Select.

Step 8: Now we’re going to create a Rule in Milestone. This process is a dynamic window that
walks you through step by step. As you define you Rule you will notice new options on the
lower window. The lower window acts as a step-by-step explanation of the event you’re
creating. Every hyperlink you see in the lower window is an option that needs to be filled out
for the Rule to work correctly. The response to each hyperlink will make sense based upon the
sentence the hyperlink is a part of. For example, the first hyperlink will be in the sentence
(Perform an action on event) Click event and this is where you select our Analytics Event we
created earlier. The rest will follow similarly.

Step 8A: Click on Rules in the left pane.

EJ Rules

LR - ~-

Step 8B: Right click on Rules in the second to the left pane, and select Add New.

(i
[ECE = '.

1
1
1
)

Collapse hn

AddRule..  Ctrl+N

Step 8C: Name your new Rule to something that will make sense later. Also select
Perform an action on <event>. In the newly open window select the Analytics Event we
created earlier. Next click on devices/recording server and select the camera and NIO
that you want to record from. Technically all you need to select is the camera, but we
also select the NIO as well so we can see a view on both.



Step 1:| | & ¢ Events
Select the rule type you want to create Haere
. Devices
(O Perform an action in a time interval Extomnal Evenis
Recording Servers
System Monitor
. Other
Analytics Events
= @ Analytics Events
Q EastSamsungMovement (Analytics Ever
%' NEAxisMovement (Analytics Events)
- Q SEAxisMovement (Analytics Events)
‘Q SESamsungMovement (Analytics Event:
Edit the rule description (click an underlined item) ‘ 3 g*;g'sMove;ent (An«':lm;venté) '
- - n/SamsungMovemen cs Even
Peﬁmiﬁmgﬁm server/management s A Test (Analytics Events)
[ ok ]|

Step 8D: Click Next. Now select the following options, Start recording on <devices>, Set
recording frame rate to all frames on MPEG-4/H.264/H.265 on <devices>, and Create
bookmark on <devices>. Essentially we’re telling the Rule to record, boost framerate to
30FPS, and create a bookmark on the recording. In the lower window this is where you’ll
click on the hyperlinks and fill out the responses accordingly.

STITUL GLUVID W pTiionin

[ Start recording on <devices>

[[] Start feed on <devices>

[[] Set live frame rate on <devices>

[[] Set recording frame rate on <devices>

[ Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>
[[] Start patrolling on <device> using <profile> with PTZ <priority>
[[] Pause patrolling on <devices>

[[] Move <device> to <preset> position with PTZ <priority>

[[] Move to default preset on <devices> with PTZ <priority>

[[] Set device output to <state>

| Create bookmark on <devices>

M1 Plawr andia “massanas an “davircac ™ with “nriarihe

FYI: When you click on Devices select: Select devices, not Use devices from metadata.




le>

Select Triggering Devices X

b

k aT\ underlined item s e o . |
alytics Events) :

recording device
to all frames for MPE
imark on devices

[ oK | Cancel

FYI: When you create a Bookmark make sure you fill it out so that it will make sense to
someone who will look at it later.

‘mation
Manage Rule - O X
— Name: \ New Rule 001 J
— Description: \ l
Active: %] Bookmark Details X
. Headline
Select actions to perform BOOKMARK
[ Start recording on <devices>
"1 | | Start feed on <devices> Description
| | Setlive frame rate on <devices> $DeviceName$ motion detected on SEventName$STriggerTime$
[[] Set recording frame rate on <devices>
n [ Set recording frame rate to all frames for MP|
[ Start patrolling on <device> using <profile> W
[[] Pause patrolling on <devices>
[ Move <device> to <preset> position with PTZ
[[] Move to default preset on <devices> with PT]
[] Set device output to <state>
[%| Create bookmark on <devices>
[[] Play audio <message> on <devices> with <p
[[] Send notification to <profile> -
[[] Make new <log entry>
= : . Pre-bookmark time (seconds) 10+
Edit the rule description (click an underlined ite Post-bookmark time (seconds)
Perform an action on Test (Analytics Events) ) ) ) o
from SW Samsung - Camera 1 Add system information (click links to insert variables in bookmark text)
start recording immediately on SW Samsung - M Device name
and set recording frame rate to all frames for MP; Event name
and Create bookmark Bookmark on devices T
Rule name
Recording server name
[ 0K || cancel
oo [ cma [ N> ][ Fom




Step 8E: Click Next once all fields in the lower window have been fill out. Now we’re
going to tell Milestone when to stop the Rule, i.e. end the recording. Our option here is
to stop after an amount of time. Usually 2 minutes is good.

ninouw

Manage Rule - O X
| Name: | New Rule 001
pii-‘ Description: [
Active: ™
Step 4: Stop criteria
Select stop criteria

(O Perform stop action on <event>

IRRRIO) Perform stop action after <time>

ve No actions performed on rule end
a9
Relative Time X
Select time:
[ 2[3] | Minutes v]
| oK | cancet |
E:
Edit the rule description (click-umranaermeurremy y

Perform an action on Test (Analytics Events)
from SW Samsung - Camera 1
|start recording immediately on SW Samsung - Camera 1
and set recording frame rate to all frames for MPEG-4/H.264/H.265 on SW Samsung - Camera 1
and Create bookmark BOOKMARK on S|SystemServer25

Perform action time

Help | | Cancel || <Back || Next> | Finish




Step 8F: This is what a completed Rule looks like.

Manage Rule - 0O X
- Name: l New Rule 001 ]
t—'-' Description: l |
Active: ™
Step 5: Stop actions
Select stop action to perform
/| Stop recording
i Stop feed
9 Restore default live frame rate
Restore default recording frame rate
M | |~ Restore default recording frame rate of keyframes for MPEG-4/H.264/H.265

Resume patrolling
Stop patrolling
[[] Move <device> to <preset> position with PTZ <priority>
[[] Move to default preset on <devices> with PTZ <priority>
[[] Set device output to <state>
[] Start plug-in on <devices>
[] Stop plug-in on <devices>
[C] Apply new settings on <devices>
[[] Set Matrix to view <devices>

Edit the rule description (click an underlined item)

Perform an action on Test (Analytics Events)
from SW Samsung - Camera 1
start recording immediately on SW Samsung - Camera 1
and set recording frame rate to all frames for MPEG-4/H.264/H.265 on SW Samsung - Camera 1
and Create bookmark BOOKMARK on S|SystemServer25

Perform action 2 minutes after
stop recording immediately
and restore default recording frame rate of keyframes for MPEG-4/H.264/H.265 immediately

i | [ G || || e

[ Finish EI.:;




Step 9: Now we have to disable Output Caching in Windows. This is so that Windows doesn’t
cache (not update) the NIO images being streamed to our SpotterRF folder we created earlier.

Step 9A: Click start and search/open Computer Management.
Step 9B: Expand Services and Applications

Step 9C: Click on Internet Information Services

Step 9D: Scroll down and open Output Caching

Sunnort English
A Computer Management - m} X
File Action View Help
e 25 H
& Computer Management (Local | 20| @y, DESKTOP-9BJ3PI2 » Sites » Default Web Site »
v {f} System Tools .
(® Task Scheduler Connections ‘ ‘
(@] Event Viewer e 0 Default Web Site Home
a2 Shared Folders — =
& Local Users and Groups V4 DESKTO?'%_JSPJZ (DESKTS Filter: - Go ~ V:' Show All
(®) Performance 2 Application Pools g
R Device M v .8 Sites Compression  Default Directory  Error Pages A
«+ Device Manager > Ny
v €2 Storage 9 v &) Default Web Site Document  Browsing
= § i = BE]
= Disk Management | aspnet_client »1? q =y, pr
v F Services and Applications @ HtmiHelp > ) 99| =
= QB Internet Inf?::mation Sel -’) Installation Failed Handler HTTP HTTP
% Services (® ManagementS Request Tra... Mappings Redirect Respon...
& WMI Control ;: MsMQ n ‘l' & E]l ﬂ,\.
{8 SQL Server Configuratic ! RCServ.er - i =
& Message Queuing Q REPOﬂlng IP Address  ISAPI Filters Logging MIME Types
(@ SCHServices and Doma...
P ServerAPI R =7 o=
a " =
(@ ServerConnects @Qm éﬂ& o= %
- SpotterRF Modules Output Request  SSL Settings
Caching Filtering
WebDAV
Authori... Configure
Failed Request Tracing..
Management ~
B ving
Configurat...
Editor
v
< > || < > .; Content View

T

Step 9E: Right click and select Add...
Step 9F: Select Prevent all Caching for User-Mode Caching and Kernel-Mode Caching.



Sunnart English =

&
File Action View Help
L Y| 7]
. Add Cache Rule ? X
A+ Computer Management (Local /(: g | ¥ ’|\ @ -
v [k System Tools | Filename i =
@ Task Scﬁeduler m l-ng Actions
{2] Event Viewer >
3| Shared Folders - E le: .aspx or .axd
2 -9
& Local Users and Groups =
(® Performance User-mode caching © Hel
& Device Manager File Cache Monitoring
v &3 Storage F
= Disk Management O Using file change notifications
v Services and Applications O Attime intervals (hh:mm:ss):
N} Internet Information Sei
4 Services G030
@! WMI Control @ Prevent all caching
14 SQL Server Configuratic
& Message Queuing Advanced...

Kernel-mode caching
File Cache Monitoring
O Using file change notifications
O Attime intervals (hh:mm:ss)

00:00:30

@ Prevent all caching

IT
" sl 5| [ Femtures view] 2 Content View

Step 9G: Click Save.
Step 10: Now we need to create an Action within NIO and add it to a zone. You know how to do
that, but here is what the Action will look like.
FYI: Host is the IP of the computer that is running Milestone. Port default is 9090, but can be
changed within Milestone. Event_name: is linked to the name of the Analytics Event you
created in Milestone. THIS IS VERY IMPORTANT, WON'T WORK IF THIS DOESN’T MATCH.
Event_souce: links to the camera you wanted to record.

YAle Ul Milestone-NEAxisMovement |1

v Settings

Deactivation Delay: ﬁ

Script:
Trigger Milestone Analytics Event
(TR 19216825198

Port:
Event_name:
Event_source: BEZGERFEPPPERNN

> Timed Triggers (0)

Save




Step 11: Within NIO, inside of the Milestone Action, click Test Action. You should see a green
light. If you don’t, Port 9090 may be blocked. Within Milestone XProtect Smart Client, you
should see a new Alert. If so, it worked.

Caveats: Undocumented issues we ran into while configuring Milestone.
e |[f you need to delete an Analytic Event, Alarm Definition, or Rule make sure you do it in
a particular order. The order is as follows, delete the Rule first, Alarm Definition second,
and the Analytic Event third. This is because a Rule uses an Analytic Event and an Alarm
Definition uses an Analytic Event. If you delete an Analytic Event the Rule/Alarm
Definition that pointed to said Analytic Event breaks, which breaks the Analytics Server.



