ISONAS

PURE IP ACCESS CONTROL
ISONAS — Milestone Access (IM-ACX"™)

The IM-ACX is a Transaction and Control Bridge between Milestone’s XProtect VMS
and the ISONAS Access Control System.

Summary
This document provides a basic overview as well as installation and operating instructions for the
IM-ACX" software package.
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1. System Overview

IM-ACX"™ functions as a bidirectional communication link between Milestone XProtect Access

(XP-Access) and ISONAS Access Control systems. It logs access control events into the XProtect Event

and Alerts lists (for viewing and review by Smart Client users), and enables Smart Client users to easily

control (i.e. Unlock and Lock) security system devices such as electric strikes and magnetic locks.

1.1. Logical View
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Note: XProtect and Pure Access Manager should reside on separate servers. Two

servers are shown in this manual to help illustrate the concepts.
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1.2. Operational View
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2. Features & Benefits

e Live Viewing

o Live monitoring of access control events.
o Dedicated functions in the Smart Client enable usersto:

e Effectively monitor events
Manually control passage of cardholders presenting credentials at Access

Points.

Unifies Access Control and Video Surveillance into a single powerful security solution.

Enables Smart Client users to easily operate one or more Access Controlsystems.

o A dedicated Access Control tab within the XProtect Smart Client for access control
operations saves time and ensures a greater automation.

O

o Centralized door state overview and control.

e Map Integration
o)

ISONAS IM-ACX 7-2017

View live video linked to events from the access control system in XProtect SmartClient.
Access control events can be displayed with related camera images.

Integrates with the interactive maps function available in various XProtect platforms.
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o Door items can be added to the map, displaying current state (Opened/Closed,
Locked/Unlocked) of each door.

e Notification
o Associate custom Alarm definitions with Access Control events.
o Access Request Notification works as a fly out and draws attention to specific events
related to the access control system, enabling instant actions, such as taking a snapshot
when a door is opened and closed.

e Investigation
o Conduct Access Control event investigations.
o Filter searches to easily find what is needed, such as searching for all denied access
events or a specific card holder

e Multiple Access Control systems
o Operate multiple access control systems from the same user interface. This may be
relevant when coordinating access control across different buildings or sites.

3. Event Data Flow

Legend for descriptions below:

Code Description

Access Control System
Pure IP ISONAS Pure IP Reader-Controller
ISONAS ISONAS Pure Access & PANRServ (Servers / Services)

Communication Link between Systems
IM-ACX ISONAS IM-ACX

Milestone XProtect System

XP Milestone XProtect
XP-Access | XProtect Access Manager
SC Smart Client

3.1. Events from ISONAS generate events in XP

ISONAS

- Map icon changes (Door colors change to indicate Unlocked / Locked)
- New record in XP / SC Event List
- New record in Access Control Monitor

IM-ACX User Guide
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3.2. Commands from SC generate events in ISONAS

ISONAS
. A c =
q i q m |SONM d hardware

- ISONAS hardware actuates door strikes to Unlock/ Lock

4. Operational Data Flow (Basic Overview)

4.1. Smart Client / XP-Access to Access Control System

Smart Client / XP-Access to Access Control System

Smart Client
A. Select a Camera
B.  Submit action from Overlay Button or Access Monitor
- Unlock/Lock
C. Command sent to XP-Access

2. IM-ACX Server
A.  Receives command from XP-Access
B. Transforms and Relays command to Access Control system

3. Access Control System
A. Receives command from IM-ACX

B.  Locks / Unlocks Door(s)

4.2. Access Control System to Milestone / Smart Client

Access Control System to Milestone / Smart Client

1.  AccessControl System
A.  Receives signal from ISONAS hardware to unlock door, or it receives command from
Smart Client (via XP-Access / IM-ACX) to lock/ unlock door(s) or Receives command
from other interface to lock/unlock door(s).
Sends transaction data to IM-ACX

Receives transaction data from IMC-ACX
Transforms and Relays transaction data to XP-Access

XP-Access
Receives transaction data from IM-ACX
Creates Event or Alarm transaction
Fires “Matrix” to display a related camera video on Smart Client
user(s)’ view(s).

4. Smart Client
A. Displays Eventand/or Alarm transaction data
B.  Displays “Matrix” video for associated camera

IM-ACX User Guide Page 6
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5. System Setup (Overview)

5.1. General Installation Process

The overall flow of configuring the system is shown in the diagram below.

The IM-ACX application is installed
The appropriate configurations are made

And then the integrated systems are tested.

The specific Plug-ins that support the interface are installed

The core Milestone and ISONAS applications are installed and configured

@ Install XProtect

VMS

(Corporate, Expert, Enterprise or
Professional)

I

Configure XProtect cameras, etc.

Install IM-ACX plugin

=

Configure XP-Access

i

Configure Smart Client

Reader
Controller
(RCD4)

Install & Configure Pure

Access

Configure PANRSrv

Install & Configure IM-ACX
Application -

Key:

Cf Licensed
Companent

IM-ACX User Guide
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Assummg that both a functioning XProtect system and a functioning ISONAS system are already in place,

the basic setup of XProtect Access integration setup is outline below.

Note: Refer to the “System Installation and Configuration” section for specific instructions

about the installation and configuration of IM-ACX and its integration with ISONAS and XProtect.

5.2. Configure ISONAS Pure Access (Cloud or Manager)

1. A working AC system which includes:
a. A Pure IP reader-controller that will be used for testing
b. Two test personnel records
i. One person who will be accepted by the reader-controller
1. Assign an image to that person
2. Assign a credential to that person
ii. One person who will be rejected by the reader-controller
1. Assign an image to that person
2. Assign a credential to that person
5.3. Configure ISONAS PANRServ

1. Define "Input" for receiving incoming commands from IM-ACX (originating in Smart Client /
XProtect Access).

2. Define “Output” for sending real-time events to IM-ACX.
5.4. Install and Configure ISONAS IM-ACX
1. Install IM-ACX server (Milestone server).
2. Configure IM-ACX using its Desktop applicationinterface.
a. Assign IP port for listening for commands / requests from XP-Access.
b. Assign IP address of XProtect Access server.
c. Assign IP address and port for sending commands to PANRServ
d. Assign IP port for listening for Events from ISONAS.
Note: these will come in as default to local host upon download
5.5. Install ISONAS IM-ACX Plug-in and Configure Milestone XProtectAccess
1. Install IM-ACX Plug-in (on Milestone server - into the Event Server “MIP Plug-in” folder).

2. Assign IP address of IM-ACX server.

3. Assign IP port for sending commands / requests to IM-ACX (Access Control System).
(This is the corollary to the “XProtect Access Port” in the IM-ACX properties, referenced above.)

4. Assign User ID and Password for sending commands / requests to IM-ACX / Access Control
system.

5.6. Configure Milestone Smart Client

1. Define Views (containing XProtect Access interface data).

IM-ACX User Guide
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5.7. Test and Configure IM-ACX as a Windows Service

1. Test the Interface’s core functionality

a.

Assign a Door to a Camera

b. Verify an “Admit” from the Smart Client operates the door.

C.

Verify the “Admit” activity records appear on the Smart Client’s Access Control Tab

2. Install the IM-ACX application as a Windows Service.

6. System Installation and Configuration

It is assumed that the reader has an understanding of ISONAS Pure Access and Milestone XProtect.
Only the unique system configurations are shown here.

6.1. IM-ACX Core Installation Checklist

Step
Number

001

002

003

IM-ACX User Guide

Mark when
Complete

Description (Core IM-ACX Install)
Configure ISONAS Pure Access

1. Pure Access is configured with:
a. At least one reader-controller
b. At least one person (with credential & picture) that is accepted by
this reader-controller
c. At least one person (with credential & picture) that is rejected by
this reader-controller
2. See the ISONAS Youtube channel for detailed instructions on setting up
a basic Pure Access System

Configure Milestone XProtect

Assure the following conditions are met:

1) Milestone XProtect Enterprise or Corporate is installed (Version dated 2014 or
newer)

2) Milestone Management Application is available

3) You have the proper user logon to be able to configure the XProtect
Management application, and Smart Client

4) A couple cameras have been defined within the Milestone XProtect.

Server Firewall Settings

Typical and recommended installation will be to install both services on the
Milestone Management Sever.

If you choose to use two servers, where the IM-ACX application is installed on
one server, and a 2" server supports the XProtect application.

In this case, any related firewalls on the servers and/or networking equipment
need to configured to allow traffic thru on the following IP-ports:

TCP-protocol’s IP-Ports: 85, 86, 87, & 88

Page 11
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Access the ISONAS PANRServ application
004
Windows Navigation:
Start Button = Programs = ISONAS = PANRServ

Step Mark when
Number Complete Description (Core IM-ACX Install)

005 Configure ISONAS PANRServ Input and Output Communication Channels
The Pure Access Section determines the tenant and credentials the data and
information should be connected to. The "Input" receives incoming commands
from IM-ACX (originating in Smart Client / XP-Access). The output section sends
commands, events and requests to IM-ACX.

**for Pu

Lo/ Status | Corfiguiation Test Pure Access | Test alams | About |

Pure Access Tenant

Pattal I Utl: [https: //isonaspureaccessdemo. com =l URL and login
Usemname: |adigorgio@digtakprovisions. com L~ information
— **Note: User must
r Pm I ----------- - . . .
have admin privileges
I~ Stip URL port Send Lock ge [ ds after Admit in Pure Access

Basic (Input)

Pait: [7102

ort: Enter your

User: |admin latch interval
I Pastwoid [ here

Set Image Path I [C\apps\IMAD\Apps ISONAS _Images
Seiver Connection (Output)

IP Address: [127.001
Port: [1225

Save Setlings

i Options [}
= Autg-stat conmmunication when spplication stads | R WeE 10 systEn ay
Loglevet [3:More >| [paeandTine x|
LOg masmum e I
[~ Setvice
7 Run osasstiies Sevice stactug delay I— Senvice bog days: [—

Basic Input Threads: 0 Event Output: OFf

IM-ACX User Guide Page 11
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Actions:
Pure Access Section:
1) Enter the URL for Pure Access Cloud along with an administrator’s login
information
a) Usually this is https://isonaspureaccesscloud.com
b) Enter your latch interval under “Send lock message” this is usually 3 secs.

**For Pure Access Manager the URL is the address of the server you are running
Pure Access on and the login is your designated login to use to get into the
application and requires https:// at the beginning.

Basic Input Section:
1) Retain the shown default values for the Input
2) Username: admin password: apassword
3) Image Path Default is C:ISONAS/IMACX/Images

Server Connection(Output):
1) Leave all existing default values for the output
**Note: These values should correlate to the input and output values in IM-
ACX.

T Mark when
Number Complete Description (Core IM-ACX Install)

Run the ISONAS PANRServ application.
006
Windows Navigation:
Start Button = Programs = ISONAS = PANRServ

For now, leave the PANRServ window running, but you can minimize it.

IM-ACX User Guide Page 11
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Step Mark when

Number Complete Description (Core IM-ACX Install)

007 Download the IM-ACX Installation packages

The IM-ACX is distributed in two (2) Windows installation packages. You should
have received an email with links to those files.

Download both files and save them to your workstation.

These files can be found on our website here

008 Stop the Milestone Event Server

The Milestone Event Server must be stopped to allow the new IM-ACX plug-in to
be discovered and initialized when the event server service starts.

008a
XProtect Enterprise
Navigation within the Milestone Management Application
Click on the Services on the “tree”
Stop the “Event Server” entry
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L-.v: fterne e e Seome POVEM  Ceeren Aese
& L) Wotfestore :Mh" Vi e | Heswt
Contrd |} 2
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Step

Number
008b

Mark when
Complete

Description (Core IM-ACX Install)

XProtect Corporate
Stopping the Milestone Corporate Event Server is done from the standard
Windows “Service Manager”.

Navigation
From the “Control Panel”, search for “Services”

O 3 o - o

. Administrative Tools

G789 Viem bocal serices S
Wndows CardSpace
a Marape Informaton Cards fhat are wsed to log on to onkne servioes

System

‘& # Alow remohe sctess to your computer
) Aoy Remate Assstance Fratations 1o be sent from B conguter
i Sefect uners wha can use remote deskion

@52 ch VWindown Help and Support for “servces”

Select the “View Local Services” option

Select the Milestone XProtect Event Service, and stop it.
S Ce—— A s
'--va [N

L
[ - R — L T .
iy Teer—— ore | ~— =
« O SV Paten Oy st . = S
e | D GOk - e N LT
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Step Mark when

Number Complete Description (Core IM-ACX Install)

009 Install and Configure IM-ACX plug-in

Note: The IM-ACX plug-in must be installed on the host computer that is running
the Milestone XProtect Event Server.

Copy the Plug-In Installation Package to the Milestone server.

Run the Plug-In Installation Package.
Note: The plug-in program will be installed in a directory under the
XProtect Event Server, where it becomes an integral component of the

Event Server sub-system.
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This will create some Start Menu items under the ISONAS section.

Restart the Milestone Event Server

010
The Milestone Event Server must be stopped and restarted, so it loads the new

IM-ACX Plug-in.
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Step Mark when

Number Complete Description (Core IM-ACX Install)
010a XProtect Enterprise

Navigation within the Milestone Management Application

Click on the Services on the “tree”
Start the “Event Server” entry
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010b XProtect Corporate

Starting the Milestone Corporate Event Server is done from the standard
Windows “Service Manager”.

Select the Milestone XProtect Event Service, and start it.

a T r— .
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Number Complete Description (Core IM-ACX Install)

011 Install and Configure IM-ACX application
Note The IM-ACX application can be installed on the Milestone server as well.

Copy the Plug-In Installation Package to the Milestone server to the
downloads or my documents or directory of your choice.

Run the IM-ACX application Installation Package.
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Number Complete Description (Core IM-ACX Install)

012 Review IM-ACX Installation Results

The installers generate a set of links:
- Desktop
- Start Menu

. ISOMAS

L IM-ACK
1. Launch IM-ACX
2a. Start IM-ACK Service (Adm
2b. Stop IM-ACK Service (Admr
€ 3. View Manual
. Configuration

0 IM-ACK_Plug-in for XProtect

.. PAMRSery
[=7 1. Launch PANRSens (Desktop
2a. Start PANRSery Service (Ad
2b. Stop PAMRSery Service (Ac
€ 3. View Manual

. Configuration

Note: The menu items that include the word (Admin) may require you to right-
click on that entry, and select “Run as Administrator”. This is dependent on the
computer’s security configuration.
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Number Complete Description (Core IM-ACX Install)
Launch the IM-ACX

013 Launch the IM-ACX desktop application from its new shortcut icon on the
desktop, or from the new entry in the Start Menu under the ISONAS system
shortcuts.

IM-ACX will use its default configuration and “look” for its accompanying plug-in
within the Milestone Event Server. The initial contact will fail because the system
has not yet been formally configured and the communication links have not yet
been established.

Loy | Semrge | Ao |
B
Y.oa PrEMan millmecondsE100 sy ReadVabhoell)
17‘ m un-:z-&
I’J'U L‘Wmlx ACWLEG geewed | of Gpoa B8 123708 {Succentd]
123708 Conrmct TeACM 8]
123708 Wk 0 seconeds o sendAOnBRTTNNEDT _AZV)
123700 Faady to sendionn SNCONECT »\)K“:
123702 Nisterdon AND_lsor: ieterForfign bl Fedeg) == Yer
123708 Sockme 2231 Yr_v"r«mcmi'('--
123710 3 AOuloony Setrg
123712 ﬂn.law'-l"
123712 et} ™ JF“YKL[W‘WI
123732 « B20/20M <1237 112:L060M S
l%]’l’ < B2OMGNZITT1HLOGON ACCEP TEDM
123712 1
IZJT!‘ -&’( AL \23’" DOORSTATUS Bcn.w fJ}.ED LOCAL )F&k COWN
< >¢ z 3 S
-a’s?u \23’" C(WYITU(n ‘WWN DIS'\R.EU < AFEAS <

122712 ¢ RG22 37 112« COCRSTATUS unauboa 0P EN DS ARLED > ARE M&:ﬂ:
123712 « B26/2014»¢ 1237 1 1«DOCRSTATUS »Maw Ertrives» «(CLOGED + D EASLED » ARE A (M Ertarce Ana
12012 < WaR/20M12 37 11<END DOORSTATUS %
123712 « t.’f. et E DR e T
123712 d'—""'UEWA‘.CO"?‘M
123712 < Sk Door 0 Qoo LS04 OCHED S
12372 Coptaiil "’ sVl | Braok Roon deeelre ArvadErock Fooes Brass FreeOF ENEDYBEOCAVN -
|Z 102 Copst ot 1wV 1DOOR 2 AeaDO0H 2 AesDOOR-ZDO0R-ZUNKMIWIUNEONN,

237,12 -Lw“u}‘(mh’lm 5 -.u:-:m 5 fewalDOCR SDOCR SUNKND WRUNCIOW N
! 712 Oyt el oyl FrontDeee & MveeFortOuFrrtDoxCLOSEDLOCIED>
123712 Coyaimnd 10eVarss nm“u fevatontP o Aend s sooFrontPatel EOKOWN U NI T,
12 3712 oyl sl 10yt sl | Gy ArneiGyre Soaa CrymiGyed NENOWNUNIND AT
123712 Wm-wm H.)Wz-i = »\»J»b;Dw-.qu:b.bﬂ‘EhE:!U‘WD‘Mo
123712 Cyalband 10 210 frtonce AmaMain AownMaur:
EIW"CJJ‘EDLNMAN

=
SO s | S0P Serwen | &
Purge Log- ln‘urn " ugtose v.-| Setf
[A¥  + & B & & SOMS  SeweOevel feais |

See the next section for detail descriptions of the IM-ACX application’s features
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Configure IM-ACX

Assuming Milestone Management service and IMACX services are on the same
014 server, most fields can be left with their default settings. With the exception of the
deep links, which will be the Pure Access address.

&) ISONAS IM-ACX (im-acx.ini) M= E3

Log Settings | About |

~Miestone ACM (Listener] (From ACM | tion]
2 Local port: 185 " IPvB
Remote host: [127.0.0.1 (Address of ACM XProtect server)

¥ lgnote Request Users from ACM

T ISONA! PANRSeev "Basic Configuration”] / =

Remote host™[127.0.0.1

port: |?102 jsconnect when not in use I~ Ol
5 Imn rpm l-xuxo;u

-

IV Check door status after ‘Admt’ k door status on Dther g
Image path: |C:\apps\!M-AD<\Apps_lSO( Deep ink: llderno com/tidighalprovisions/

—ISONAS [Listener] (From PANRServ “Server Connections")

t 11225 I Pk System name: IISDNAS

¥ Ignore REX

- Oplions

¥ Auto-stat «cation when application starts ¥ Miniize to system tray

Log level; I3iMore ;l ITimeOnly 3

Logmakium sice; [17000
‘ Application mode: [ISONAS to Miestone ATM | (Requies epplication restart)
T

[ Auwiaasece  Sevieestatupdelay [B Sevieslogdays 30

Defauts undo | SAVE |

7]

[ AoM <50 Bidge  <m b ISONAS  SewiceChanmel Ready

Specific fields to review include:
1. |IP address of XP-Access server.
2. |P address of the PANRServ server.

3. IP Port that PANRServ is listening on (Match value configure within
PANRServ (7102 or equiv).

4. User Name & Password for logon to PANRServ process.

5. Location where Pure Access stores the “cardholder photos”.
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6. URL to the site’s Pure Access tenant login for deep links

7. Once the configuration is updated, save the configuration.

Step Mark when
Number Complete Description (Core IM-ACX Install)
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IM-ACX User Guide

015

Restart the IM-ACX Application
Stop and Start the IM-ACX application.

Review the “Service Channel” status.
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If the Service Channel is not shown in the “Ready” status, then your system may
require you to use the “Enable Service Channel” option from the Start menu.

Navigate to the ISONAS = IM-ACX - Configuration section

Right click on “Enable Service Channel”, and select the “Run as Administrator”

option.

ISONAS
L IM-ACX
[ 1. Launch IM-ACX
@) 2a. Start IM-ACX Service (Adr
@) 2b. Stop IM-ACX Service (Adr
¢ 3. View Manual
. Cenfiguration
| | T1a. Install IM-ACX Service
|_| 1b. Uninstall IM-ACX Serv
&) "7 1c. Optional scDelete M-/
%5 2. Enable Service Channe

preevy

Once the Service Channel has been
enabled: Stop and restart the IM-ACX
application.
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Step Mark when
Number Complete Description

(Core IM-ACX Install)

Configure XP-Access (XProtect Enterprise)
016

1. Launch the Milestone Management application.

a. Select the “Access Control” subsystem from the main options
panel.
b. Right-click the Access Control subsystem and select “Create
new ...” to initialize the link to ISONAS.
-l=lx
Fie  Samer Wewdl  Optieas ooy
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= W Srmbonce Servw

@ g et
L3 Mwewd Ut
W e bt it " <
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Number Complete Description (Core IM-ACX Install)

017 Configure Basic XP-Access settings (XProtect Enterprise)

Fix screen show

R AFictmet Srenym o ITLT Manisgrmm et gdn atias L
Fie  Sesact:  Womd)r  Optont  Hey
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Sevwy Rocess 3
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" ey SR
Zarvces Addess ﬁm.;:
L3 Sovery —_—
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Passacnd [sesesane
Nowt J Cancet I
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Actions:

1) Enter the Name “IM-ACX” (or any descriptive name).

2) Select the IM-ACX plug-in.

3) Specify the IP Address of the IM-ACX server.

4) IP Port used to talk to IM-ACX. The default setting should be acceptable.
5) Specify a valid Pure Access logon User ID and Password.
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Number Complete Description (Core IM-ACX Install)

Configure XP-Access (XProtect Corporate)

018

1. Launch the Milestone Management application.
a. Select the “Access Control” subsystem from the main options
panel.
b. Inthe middle pane, right-click the tree’s top entry (Access
Control) and select “Create new ...” to initialize the link to
ISONAS.

X |
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Number Complete Description (Core IM-ACX Install)

019 Configure XP-Access settings (XProtect Corporate)

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: ISONAS

Integration plug-in: [ MXPB_ACM H
Address: 127.0.0.1

Port: 85

User name: username

Password: ssssssee

Access Managment Address:  https://isonaspureaccesscloud.com/#tenantname

Actions:

1) Enter the Name “IM-ACX” ( or any descriptive name).

2) Select the IM-ACX plug-in.

3) Specify the IP Address of the IM-ACX server which will default to local host.

4) |P Port used to talk to IM-ACX. The default setting should be acceptable.

5) The default username and password should be used.

6) To take advantage of the Access Management Function, simply add your Pure
Access url plus the tenant name. You can simple copy and paste this from your
browser.
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020

S

Mark when
Complete

Description
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(Core IM-ACX Install)

Milestone system imports the configuration from the Pure Access system.
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The core IM-ACX integration configuration is complete.
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Note: There is a processing time with Milestone that may take up to
3 min to bring in all users.
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6.2. Test IM-ACX and Configure as a Windows Service

Step Mark when
Number Complete Description (Test IM-ACX Install)

Configure XProtect
001
For detailed instructions on the configuration of the Milestone XProtect, please
reference the sections listed later in this document, named:
Milestone Configuration Process

Associate Cameras to Doors

002
Using the Milestone Management application, access the IM-ACX setting.
Through the “Associate Cameras” tab, map a camera to a door.
If additional cameras and doors are available, map the additional cameras to the
appropriate doors.

003 XProtect Smart Client Configuration

Using the XProtect Smart Client, define a view that includes the cameras w/doors.

Place an “Overlay button” from the associated door onto the appropriate camera
view.
For this test, use the “Admit” button.
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Number Complete Description (Test IM-ACX Install)

004 Test XProtect = ISONAS Function
Toggle the XProtect Smart Client out of “Setup” mode.
Hover the mouse over one of the camera views, and use the “Admit” button

to unlock the door for a few seconds.

Verify that the door physically unlocked.
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Step Mark when
Number Complete

005

006

007

IM-ACX User Guide

Description (Test IM-ACX Install)

Test ISONAS > XProtect Function
Open the XProtect Smart Client’s Access Control Tab.

Review the historical event list, and verify that the test admit activity has been
recorded.

This data is reported to XProtect, by the ISONAS application.

Configure IM-ACX to run as a Windows Service.

Note:
The IM-ACX can run as either a Windows Service, or a Desktop application.
But only one copy of IM-ACX can be running at any specific time. This means the

desktop application needs to be closed, before the Windows Service version is
started, and vice-versa.

Stop the IM-ACX Desktop application
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(Test IM-ACX Install)

008

Define the IM-ACX Windows Service
From the Windows Start menu:

e Navigate to the ISONAS - IM-ACS - Configuration section.
e Right-click on “Install IM-ACX Service” entry

e Select the “Run as Administrator” option.

.. ISONAS
L IM-ACX
1. Launch IM-ACX
[@] 2a. Start IM-ACX Service (Adm
[@) 2b. Stop IM-ACX Service (Admr
€ 3. View Manual
1, Configuration
|_| 1a. Install IM-ACX Service (
|_| 1b. Uninstall IM-ACX Servi¢
1c. Optional scDelete IM-A
[45) 2. Enable Service Channel i
| 3. Edit License File
. 4. Explore Log Files
. 5. Explore Sample Images
§F 6. Uninstall ‘
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009 Start the IM-ACX Windows Service

Starting the Milestone Corporate Event Server is done from the standard
Windows “Service Manager”.

Navigation:
e From the “Control Panel”, search for “Services”

) I - - - (o[ "

- Administrative Tooks
TN Ve local services &
)
£ Windows CardSpace
a Marape Information Cards hat are wsed to log on to onkne sarvices
P System
A #y Alow remobe scress to your computer
5 Al Revate Assstance Fritalions 10 be sent from e conouter
B Sefnct umers whe can use remote deskiog

@ 5eerch Windows Help and Support for “services”

e Select the “View Local Services” option

e Select the IM-ACX Service, and start it.

Lona e
T s A iy Encocs St
T

010 Allow IM-ACX to resynchronize the two systems

Wait about 3 minutes, to allow IM-ACX to fully resynchronize the XProtect
application with Crystal Matrix.

011 Test the IM-ACX Windows Service configuration

Rerun the “Admit tests” that were previously run.
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6.3. Configure XProtect’s Deep-Links € - ISONAS Pure Access integration

A Milestone SmartClient user can use the Deep Links feature to quickly access a card holder’s
record within the ISONAS Pure Access application. The card holder data can then be
reviewed and/or updated.

Step
Number

001

IM-ACX User Guide

Mark when
Complete

Description

Configure Deep Links

(Deep Links Config.)

Any Pure Access user that has been granted web access in Pure Access and has
been given permission to modify users and user details can utilize the deep

links feature and make adjustments to card holders.

To enable the Deeplinks connection.

=" IWOOAN 1M6 ALY (s ez i)

log  Setce | joas |
| Mmstone ATM (Laterw] (Feam ACM Wtagacn]
Lodpot 5 T A
Farctabedt (127000 (el ACM Mrotact mever)
| ™ igrore Fisgueet Lisers fom ACM
I~ 1SOMAS (Yo PANRServ "B Confisnten’)
Fewrcte host; [127001
Renseper [ @ Dacomect when net use B Ok Uyees
User, fasran T Fam [essssnnee
Imapobrgheaency. [T seccoss. (0 ~nopoleg)
I Check door status sher Aset” ¥ Oveck doot atstusa o Other Sverty’

rage path: [C APP S UM ACK Apps_1SON &Q.ﬁ"m«rwn‘cm{

[ 1SONAS (Listenar) From PANRSery “Serve .
Por |1235 i Systesn ravra; |lsoms
W igom REX
~ Optons

/f

Deep Link address should have
your full Pure Access URL
For example:
https://isonaspureaccesscloud
[#customername

¥ Auosian communicaton whan sockcation sats ' Mremae 10 sysen vy
Loglevel |3 Mo =} [Toe 0y =l
Log maserum we llv‘:(c

Sophoston mode [ISONAS o Wiestens ACH =] Pegumes spiceson mawt

| Senvies
| R PP Servce wanp delay [ Servica bog daye [37

owmts | e | savE |

[ am  Gucn mme o SOMAS  SewceOwwe iy

Page 31




ISONAS

PURE TR Step Mark when

Number Complete Description (Deep Links Config.)

Configure the Pure Access Tenant URL within IM-ACX
002
Pure Access should already be configured.

Determine the site’s network-wide URL.
Updated IM-ACX’s settings with that URL, in field (#1) shown below:

& ISONAS IM-ACX (im-acx.ini)

Log  Setings | About |
~Misstone ACM (Listener] (From ACM Integration)
Localpot: [65 T IP%
Remotehost [127001  (Address of ACM XProtect setver]
¥ Ignote Request Lsers from ACM
[~ISONAS [To PANRSecv ‘Basic Configuration”])
Remote host: [127.0.0.1
Remotepot: [7102 [V Disconnect when natin use T~ Dl
Uses: |[ocnin I Pass [
Status poling frequency: [180  ssconds. (0 = no poling)
IV Check door status aftet ‘Adiit’
Image path: [C:\apps\IM-ACX\Apps_ISON: IDesp fink: {ldemo. com/Hidigkalprovisions/

{

~ISONAS Listener) (From PANRSery “Server Comeesany
Poet 11225 | )= System name: IISONAS

¥ lgnore REX

i~ Options
™A st ication when application starts ¥ Minimize to system tiay
Log level: lJ:Mote _'JITimOn‘y :]
Log maximum size: |170m

Appication mode' [ISONAS to Miestone ACM =] (Requies applcation restait)

[~Service

I~ Aurias asevce Service statup delay [8_ Service log days: I3U_

Defets | Undo [ sAVE |
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Mark when

Number Complete Description (Deep Links Config.)

003 Refresh Milestone’s Card Holder Database
Within the XProtect Management Application, navigate to the Access Control entry.

Open the Properties of the ISONAS entry, and click on the “Refresh” button

004 Test the SmartClient’s Deep-Links feature.

Within the XProtect SmartClient, the DeepLinks feature can be accessed in two different ways.
From the Access Control Tab’s event detail display
From the Event Notification Window

To test from the “Access Control” tab, select the Events listing, and then select on a specific event
that is associated with a card holder. The card holder info appears in the lower right section of the
window.

At the bottom of the card holder data, click on the “Manage CardHolder” link
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Step Mark when

Number Complete Description

005 Pure Access Display.

1ISONAaS

Your Default browser should open and direct you to the login of your Pure Access account. You will
need to login to Pure Access, and navigate to the user screen and make any adjustments necessary.

= .

(Deep Links Config.)

6.4. IM-ACX Detailed Description

The IM-ACX desktop application can be launched from its desktop shortcut icon, or from the Start Menu

entry under the ISONAS system shortcuts.
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IM-ACX runs on any server which has network connectivity with XProtect and the Access Control system.
However, it is normally installed on the server hosting ISONAS Crystal Matrix and other ISONAS services.

The log / status window scrolls data about events in real-time. The level of details is adjustable in the
XP-Access (Settings) tab.
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The XP-Access (Settings) tab contains the configuration data.

T ISIAAS I ACK (e s i) —

=l5ix

log  Semeq | b |

[~ ISONAS {Laterer] (From INRServ “Server C: "

Miestorm ACH (Listarwer] (From AN Fingration|

Lecel prt Ia': I ine P

Reamote hoet: F:caro: {Addmss of ACM XProtect server)

ISONAS (Te INRSery "B Corfiguraten’)
Remcte heet: focatox &
Resvote pott: F_U‘I—
Lisee 'uhr Pana [ouoonn
Smuspoingfequency. [I scconds @=nopolngl @

srelonis l: - SINAS e \
Poa: |"()§ | iRt
i Mmmw;m

Cyoone
EET T T =] | ime Cry =

Log masitrasm site. |17:I:0
~| {Peques mophcaten maat)

Apphcation mode: {ISONAS 1o Missone ACH

Service mw
r 3 Secvice manp clay [3 Sevce g dee [0

wu-l o | SAVE l\

[aen 5 &

Brdoe - & SONAS Servce Qarnel ety

Connection from XP-Access
(Receive requests for data)

Connection to PANRServ
(Send requests for data and door
status conditions)

Door status polling (to insure
accurate status on Smart Client
maps)

I~ Badge image path

L. Connection from PANRServ
(Receive events in real-time)

Misc. Options:

* “Application mode” must
[ remain as “ACM to Access
Control”.

~ Save when complete.

1. Assign IP port for listening for commands / requests from XP-Access
(This is the corollary to the “Port” in the XP-Access properties, referenced below.)

2. Assign IP address of XP-Access server.

3. Assign IP address and port for sending commands to PANRServ.
(This is the corollary to the “Listener” in PANRServ, referenced above.)

4. Assign IP port for listening for Events from ISONAS.

(This is the corollary to the “Transmitter” in PANRServ, referenced above.)
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6.4.1. Links for Help

Refer to the “About Box” for links to contact ISONAS if help is required.

|5 [ R ] =100

Log | Setwyr Aboxt

ISONAS Milestone ACX
Version 0010
© 2504 [BOMAS Aum B Azwen Contist
Mg e ved
==t aheSusate * s Ver

e 4 & Dige S €  |m0MS

6.5. IM-ACX Integration Operations

6.5.1. IM-ACX Log file

The IM-ACX log file lists transactions that have passed between the Milestone & ISONAS system. This is
a powerful troubleshooting tool.
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6.6. Milestone Configuration Process

6.6.1. XProtect Enterprise Management Application

The XProtect Management Application provides the configuration options for the interface with
the Access Control system.

Step Mark
Number when Description
Complete

(XProtect Mgmt -- Enterprise)

Select the “Access Control” entry listed in the management application’s
001 system tree.
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Step Mark

Number when Description (XProtect Mgmt -- Enterprise)

Complete

Select the branch entry under the “Access Control” entry.
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Right-click on the entry, and select Properties.
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Step Mark

Number Description (XProtect Mgmt -- Enterprise)

Complete

The window below shows Milestone’s General Setting for the interface.
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Step

Number

005

Mark
when
Complete

s Associated cameras
"‘ s Drag and drop 10 3asc0aie cameras with door access poins.
Te Accass Control Events D c
mm Accesy ControlActiony N = E ) i G Server
4, Carcolden “BackDoce fuse I [an-n mzsom[ I

Description (XProtect Mgmt -- Enterprise)

The windows below shows how to associate cameras with PowerNet readers
imported from the Access Control system.

Access Control i

@B Genenal Sestings

Access port BackDoor
BackDoor
Orop camers have o associats & with the access pont

EmgloymeErtrance lres ~ Epesin 5dem|
FrontDeor Area ~ EguuemSdan| W

e
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Step
Number Description (XProtect Mgmt -- Enterprise)
Complete
Associating a camera to a specific door is done by:
006 e Expanding the list of cameras on the tree list.
e Select the camera of interest, and drag it onto the door entry in the middle
of the window.
Access Control = ﬂ
2 General Settings A sated
- a Crag and crop 1o associate cameras with Goor access points.
"$e Access Control Everts Camer
= Access ControlActions Name o Cnbied  Licwse o | o ‘f) Server
4, Cordholden BedDorires | ©  |Sooamdons] | 50 28 Commns o)
Access port BackDoor . | o Camesa 1
Drap camers heve & sssocase & mith the acosss pont e :Ex:
Emplojectnvonce irve| [0 |Crowes n Gomu| " Camesa 7
FromDoor Area ~ Eygaen n 26 dayn = : CEM:M
= FrontDoor
i A Staves (Server)
4l | 2]
ok | Coeel |,
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Number Description (XProtect Mgmt -- Enterprise)
Complete
The window below shows the associated ISONAS Access Control events (right
007 column) with XP-Access events (left column).
Access Control = ﬂ
@3 General Settings A ! :
B AssodatedCamerzs . B ~ -
%.- o | ‘Select the events you want % monitor o XProtect Sman Chent. Use catogonies to smpldy the use of tigpering
= Access ControlActions ' ‘Select . Access Contred Evert. » Souce Type Event Categoty |
A, Cordholces ¥ | Access Dermved (Credensal N | Access poant | Acoass dersad, Alarm |
¥ | Acoess Denied {Credental] | Access pomt Accass dermied. Alsem -
¥ | Access Granted (Credensal) | Access point Acomss granted -
~ Access Foint Drsabled Access pont -
¥ | Accmes Point Enatied Access pomt v
¥ | Closed Dioce -
W | Commection Extabished Door Controlier -
¢ | Comrection Lost Daor Controlier -
Vv Docr Alarm Normalzed Doce -
¥ | Docr Forced Open Alarm Dece -
¥ | Dooe Open Teo Long Alarm Door -
¥ | Locked Daor -
~ |Cpen Deocr -
v System connectsd v
ir2 System dsconneciad -
¥ | Unlocked Docr -
o | coce | p
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Step Mark

Number Description (XProtect Mgmt -- Enterprise)

Complete

The window below shows how to assign Access Control actions (to occur when
008 certain events occur).

¥ Genersl Settings A ) 1 acti

D Assooated Cameras

Specey the semings for sach action you define
ﬂ“ Recess Control Evests =
—— Enable Tnggering Evest  Source Time Profie Acson
L SRS V| Acosssdened v | Al doors v | Ahweys | Dupoy sccmesr. v X
X, cardhaices P | Accessdomed v | Al doors v | Aways v|Systemaction  v| X

44 Accesa Contr Action |
Cenfigure the acosss. nasficatco betaver.
Camera.  |Feteted camera
Spesker.  |[Comers spesker
Mierophione: |Camera microghone
Sourd aleet |

|

ket Lad e L)

AHCWM'

ok | Coes I»ﬂ

Note: There can be a delay in the Milestone system making the Cardholders
available. This delay can sometimes takes up to three (3) minutes.
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Step
Number

Description (XProtect Mgmt -- Enterprise)

009

Complete

The window below is used to review the ISONAS Cardholders (automatically
imported from ISONAS). (Note that the images are automatically also imported

when the cardholders themselves are imported. This step allows imported images
to be overridden if necessary.)

Acoess Control

% General Settings

Cardholders |
W Associsted Cameras _ . .

Seerch for cardholdens to wew, add or defets » picture of the caedhoider. The cardholder picture & used m e
R, Access Cootrol Events XProlect Smart Client. whan an acosss control wvant hs besn regestered
s Access Controldctions | Q
L. Kame ~ Type

“REX Sta#t

Jones Tom Stal

PIN-1333. PIN-3333 Staf
PIN-2999 PIN.2993 Staft
Smek. Bob Staft
Serth, Mice Sta¥

ok | ceca | L4
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6.6.2. XProtect Corporate Management Application

The XProtect Management Application provides the configuration options for the interface with
the Access Control system.

Step Mark

Number when Description (XProtect Mgmt -- Corporate)
Complete

Select the “Access Control” entry listed in the management application’s
001 system tree.
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Right Click on the entry, and select Properties.
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Number Description (XProtect Mgmt -- Corporate)
Complete

The window below shows Milestone’s General Setting for the interface.
002

T Nestem Prsies
R Uit B
s S T
B G £
o feumy
T Nukas
& Daex s
5 @ LyvemDubosd
@ Syren Morem
& Evvercolxch
| Cmmrd Tabs
W Contepashin Pt
= Sew Lo
21 e iog
R L E)
5] Nk Loy

« X e

|3 bt oy [ Semmmd o] 1 S Gt € rott] | s Fegar s I Codion ]

IM-ACX User Guide Page 47



ISONAS

PURE IP B

003

Complete

Description

The windows below show is used to associate cameras with PowerNets readers
imported from the Access Control system.

Agents Coedd
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Associating a camera to a specific door is done by:
o Expanding the list of cameras on the tree list.

e Select the camera of interest, and drag it onto the door entry in the middle
of the window.
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Number Description (XProtect Mgmt -- Corporate)
Complete

The window below shows the association of ISONAS Access Control events (right
004 column) with XP-Access events (left column).
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Step

Number Description (XProtect Mgmt -- Corporate)

Complete

The window below is used to assign Access Control actions (to occur when certain
005 events occur).

Access Control

¥ Genersl Settings

Access control actions
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ﬂ“ Recess Control Evests =
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Step Mark

Number Description

(XProtect Mgmt -- Corporate)

Complete

The window below is used to review the ISONAS Cardholders (automatically
imported from ISONAS). (Note that the images are automatically also imported

when the cardholders themselves are imported. This step allows imported images
to be overridden if necessary.)
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This window is where the XProtect rules engine can be configured to respond to

007 events from the Access Control System.
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7. Operations

7.1. Start up

Once all subsystems are configured, insure the following, in this order;
IM-ACX is running

ISONAS PANRServ (Notification and Request Service) is running

Milestone XProtect is running
XProtect Event Server is running

el S

7.2. Recovery

If the system becomes disabled or appears to be “locked up”, there are basic procedures to restart the
various subsystems.

The link between IM-ACX and ISONAS is fairly fault-tolerant, and restarts of either IM-ACX or PANRServ
are generally not required.

In such cases, restart the services in the following order:

Insure that ISONAS PANRServ (Notification and Request Service) is running
Stop XProtect Event Server service

Stop IM-ACX (Desktop application or Windows Service)

Start IM-ACX (Desktop application or Windows Service)

Start XProtect Event Server service

LA ol o

The XProtect Event Server may require a couple minutes to fully recover. As such, any previously-
opened instances of the Smart Client will need to switch off and back onto the desired view in order to
refresh the XP-Access data and/or map icons. If that does not properly restore the data within the view,
then perform a logout and re-login.
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8. Example Smart Client Views

8.1. Access Denied

JLLLLADS - Sewerie Dwakitep Connoction
B Miesne XPotet Senant Chesnt 20101 87 V12014 113841 A

Sequence Explore A Mansqe REERRCIIE ~s0 Y

Lerwns dorvend

reeerend

Crocheresad

Cemdernd §

23424 AM
14 03345 AM
LI0AT A

8.2. Notification / Alert

& Notifications - Milestone XProtect
Access Request - Main Entrance

Access Denved {Credential Not Found)
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9. Startup Command Line Options

The application can be started with a variety of options. Command line options are as follows:

IM-ACX.exe [/OPTIONS] [[LocalServerPort] MilestoneHostIPAddress MilestoneHostPort]

Where options are:
/A Alarm Reminders mode
/M3 shows all messages. /M2, /M1, /MO shows least messages (overridden by ini file once saved)
/i:optionallniName - if no path then current working directory
/L:optionalLicenseFile — defaults to current working directory - do not specify path

LocalServerPort = the local server's listening port
MilestoneHostIPAddress = recipientlP_Name
MilestoneHostPort = recipientIP_Port

Samples of typical options include:
- IM-ACX /i:mylniFile.ini
- IM-ACX /i:myIniFile.ini /L:myLicenseFileName.lic
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10. Legal

10.1. Trademarks

IM-ACX™ and the ISONAS logo are trademarks of ISONAS.

All other trademarks mentioned in this document belong to their respective owners.

10.2. Licenses and Copyrights

Refer to the Installer for the full text of the software License, Copyright and Warranty details.

10.3. Surveillance Privacy

Always use discretion when installing video and / or surveillance equipment especially when there is
perceived privacy, or an expectation of privacy. Inquire regarding federal, state and / or local regulation

applicable to the lawful installation of video and / or audio recording or surveillance equipment. Party
consent may be required.

For Additional Information:

ISONAS, Inc
4750 Walnut Street, Suite 110, Boulder, Colorado 80301 USA
Tel: 800-581-0083 (toll-free) or 303-567-6516 (CO)
Fax: 303-567-6991

Web: www.isonas.com
E-mail: sales@isonas.com
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