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Integration of Milestone XProtect® with 2N® [P Inetrcoms
Description of included hardware and licences

2N IP intercoms are standalone IP devices designed to increase the security of a building and
people living or working inside. Intercoms provide a comfortable and reliable communication
under all circumstances. The portfolio consists of different models from the basic audio-only units,
through highly ruggedized emergency models to industry leading top of the line sophisticated
intercoms. Thanks to the wide range of models 2N Intercoms are suitable for any commercial and

residential building.

e 2N Intercoms: Firmware version 2.23 or higher
e License: Enhanced Video for RTSP streaming and ONVIF
e Optional License: Enhanced Integration for HTTP API access and Automation function

e License for Milestone Xprotect

2N Intercom Settings
1. Enable parameter RTSP Server Enabled in menu Services / Streaming.

| RTSP Server Enabled

Streams Settings ~
Audio Stream Enabled [
Video Stream Enabled [
Video Codec | H.264
Anonymous Access

Stream URL | risp /10 27 24 14:554/h264_stream

H.264 Video Parameters ~
Video Resolution | VGA (640x480)
Video Framerate | 15 fps

Video Bitrate | 512 kbps

MJPEG Video Parameters ~
Video Resolution | SXGA (1280x960)

Video Framerate | 15 fps
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2. Enable Onvif and set authorisation data in menu Services / Onvif.

ONVIF Settings ~

WS-Discovery Enabled [

®
0
12
[
B

Accounts +
ENABLED  NAME PASSWORD ACCESS LEVEL
b admin Administrator v
User v
Usar v
User
User

Output Type | Invertad

onvif://www.onvif.org/Profile/Streaming
onvif://www.anvif.org/type/Device

onvif://www.onvif.org/hardware/2N-HeliosIPVerso

3. Go to Service — Automation and fill function for alarm settings in Milestone.

Services

] Function Enabled
Function State ~

Function Enabled Running

Function Definition

D OBECT TvPE PARAMETERS.

Event KeyPressed - key="1

Action SetOnvifVirtualinput . event=1; port=0; level=1 []

Action. SetOnvifvirtualinput event=3, port=0, level=0

None .
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4. This is step configuration for firmware 2.22 and higher.

Name of the function

&
=

m

§ KeyReleased

# DtmfPressed
$ DimfEntered
# CodeEntered

§ SilentAlarm

# CardEntered Pressedkey () © Condition

; Suppress Tones

§ CardHeld @ oF

# MobKeyEntered B
Level

4 FingerEntered o hiv

# CallStateChanged
# InputChanged

§ Delay

SetOnvifVirtualinput

# Times

# HitpTrigger ofr Event  fp——————C 4 Eiem

# MulticastTrigger E RelessedKey O O Condition
Port

# AudioLoopTest of

# Time Level

1 o

§# MotionDetected
¢ NoiseDetected

# RegistrationStateChanged

5.

If you want to use function OnvifVirtualOutputChanged you have to set automation

function. This function is possible use for play user sound or next actions that are defined

in automation. Settings for Milestone XProtect is in chapter Switch control.

Name of the function 2 v 4 @ Q, o N
ActivateSwitch
o F‘as: Event a
Pt O
o F‘:ﬂ:w . e O 0 candition

Sound

Destination
speaker ¥

Channel

apshotToFtp

StartAutoUipdate

LogEvent

8 m -
| Action.PlayUserSound

The PlaylserSound bleck defines the user sound

| playing action
* Input Parameters:
| Event - define the event 1o launch this actian.

| Condition - define the condition to be met for the

action to be executed. This parameter s
optional

Sond - defe the sound 10 be played

« Valiq vabes for user defined sounds:
® 1-10 - user sound number

« Valid vahues for prediefined sounds (ssterisk
before the number indicates the use of
predeined sound)
& *1-Modem Ringlone
o *2-Huge gang
 *3-Dogs barking
= *4-Homisiren
o *5-Gantle gong

Destination - define the user sound playing
dastination
« Valid vahues
« spaaker - the scund is played on the
intercam
= call- the sound is played inta the call
o multicast - the sound is played into &
multicast channel
« The parameter is optional the default value is
speaker

Channel - deine the malticast channel number

(0-3) to be used.

« The passmeteris
the multicast desti
[

jonal and only spplies
ion, the default value is
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Tested Features

1. Scan Device

1. On the side of Milestone server go to section "Servers/Recording servers". Do a right click on
your recording server and choose "Add Hardware" (if server is not authorized yet, then you have

to click on "Authorize first"). Now click on "Add" to add a new device fill credentials that you

choosed for Onvif account in the intercom (in our case it is ONVIF/ONVIF). Then click on next.

18 Fiamols Corriect Savces Descrton:

5 s Do clek Canaen Corencion
& Seven

bt Recorcng Sorve: |

] Felaver Servens

] Hoble Servers e
B Devess Hest e
T Caneias ‘Add Hardware [
# Mracphores Local web erver s

Spesiers This s dotec! 2t s up handeo e

¢ ez helps yous delect | . e

o lrou Handmase detechon method Wt v ackdeen
O @ Erpeess paormmendad] f
B Clen Aicmaticshy Gelecis handwsie o th ssceacig sevvr's bl et Tine zorec
Smanal
& o TOTCHUT 00 Beigrads. Braivava, Busspet. Livbiers, Pragua

£8 man Cian P € adhess range scerrivg

Phatios:
[ovm

5 B Fukes ardlEveres © Maral
£ Detocts s modls ot merehy enese P addieses erelbest rmes

™
1 Nolcaton Pcies

© Ranols cormect hardwars.
R Usewdeined Events & it vt corercted via 8 renck connect server

T Osen Platform Corgany

& Bk ses
£ System Dshboerd Help cBeck [ hees ] Cancel |

}ET::::J imaimgmgm = fnh
£, Trensact

Sho Mavigaton | Fedessed She Hissschy

Now Milestone will search for ONVIF devices in your network, once the intercom will be found, it
will appear with label "Successfull". If intercom is not checked, then please do so and click on

"Next".
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%

<Back Mt > Cancel

S Navigaton | Fodeited St Hisschy

T — ==
Locsl v sever avess:
=]

.| ey | st

Detectsd harduae. I

Aud | Addese Fol I Tsm= B Time zore:

7 [0z72414 &0 M Telecommunicaiions 2H Helos 1P Verso [ONV... o Suceess [OTCT1.001 Bekarade, Brsiava, Budspes. Litiers. Fiague

[SCEET) @ | M Tlecammunicaions 2N Hols Vero (ONY.._off Success Plalom:

r [ozaz ) 2 Tedecommrtcars 2N Hekos I Force [ONV... nf Succese [EX]

r |tozzsa = | FLEDOME 1 i 200D | Success

T |wnzan EY OMVIF Cerleamari Dedes [MVIF] ) Esind

|~ [ozsain o | ONVIF Certemsr Dievies [DAVIF) O il

HEED £ TONVIF Cortoamers Devica IOMVIFL DEsx

T [z £ OMVIF Crleamerd Device NVF] s

© waszmn £l ONVIF Corlomard Devics IDMVIF) €3 Eaing

w224 ] ONVIF Corlcmant Dievics [D8VIF] D Esicd |

]

iim ﬂsupﬂmm [ 3 Mulicas "t; Network.

On next screen you will see successfully added devices, just click on "Next" again.

8 Baskclses
) System Dashocard
[ Comert Tasks
L@ System Moniker
Lt SrutemMorikr Thissholds

S Navigaton | Fodeited St Hisschy

Now you have to choose HW from available peripheries of the intercom by checking the items.

Typicaly you will use camera, microphone, speaker and some outputs (active ouput, relays). So

Hest name:

[rec

Local webs cerven addies:

=

Wb server addiess:

Time zore

102724148

Jeo 1 ecommaisies 31Heks P Vo 0N |of e

b [ men ] ows |

just check desired HW and click on "Next".

[TTC07 001 Borade, Bratiiava, Budipest. Liviens. Fragus
Platiom:

I

iim ﬂsupﬂmm [ 3 Mulicas "t; Network.
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183 Fenals Corrct Savees
5 i Dl Camera Corvacion

S Navigaton | Fodeited St Hisschy

Herk name.

. i e

Locsl v sever avess:
=]
Haschuee e empiote Device name templste: Web sarver ackbess:
[Defeun N = r
‘Enabled TName 2] Time zore:

20 Telecenmricatons 21 Helos P Verzo - 1027.24. | [TE-07 001 Boigrade. Bratifava, Burdspest. Libis. Prags

(3 Hanswaee: F | 2N Telocommunications 20 Hescs (P vessa [10.27 24 14) Petioam:

T Cansapat 1 B | Telscommuncatins 24 Hetor P Versa (1027.2414)-Camera 1 ]

P Miccphane par 1 F |2 Teloccmunications 24 Heos I Vessa 102724 14) - ictphane 1

@ spsserpor 1 F |2 T cocommuncalons 24 Hes [ erza 102724 1) - Spcker

s Input past 1: " 2N Telscommunications 2H Helos IP Verso [10 27 24.14) - Input 1

o Inoupon 2 B |2 Telscommuncations 2 Hebos P Varsa (102720 14)- g 2

oo Inpu pat 2 F |2 Teteccmmuncations 24 Hefos P Versa (1027.2414)- gt 3

o Input s 4 B |2 T olooommuncators 214 Hike [ Yersa 1027 24 14) nput &

s Input pst 5 F 2N Telscommunications 2N Helos IF Verso [10.27 24.14) - Input 5

o Inpu pon & B | Telscommurications 2 Hekos P vassa (1027 26 14) Inpu §

oo Inou ot 7. B |2 Telecommuncatins 24 Hebos I Versa (1027.2014)- ot 7

oo Inpupat & F |2 Teloccmmuncations 24 Heos P Vessa 1027.24.14)- It § -

2 i gy F__ln 1AL Ouiput 1

Hep <Back | Mo » | Cancel. |

In next step, you have to add the choosen HW to groups. If you did not create the groups yet,

you have to do it now. Click on folder of particular group and then click on plus. Group will be

added with default name, you can change it once you will add it. Once you will add the group,

make sure that you marked it with cursor (it has to be blue) and then click on "ok". This will set

the group as default group for this type of HW. Do the same for all groups. Once you will create

new deafult groups just click on "Finish".

S Navigaton | Fodeited St Hisschy

Selectadofauit ol devices
e S o o i '::L —
==y
Datah came v [ [ dia ] —
N Telekomrdace. =] e sarver ackbesx.
B B 20 Telscommuricalies 2K Hetos IF Vs | Defouk G .
. : ina e
EAL ) (=1 || = uic Sraviara, Bodacen L. Frages
# 2 Telscommunications 2N Helios IF Vers | Defouk Group
Deonk spasie grvp: Pl
B =1 f =
@ 24 T socommuncalions 24 Hetor 1P Ver.. | Dsfa s,
Ingust
Ho g miechc.. =1 oo 2N Telscommuncalions 2N Helis IF Vers_ | Defaul Grous =l
Detaut input goup: a2 Telacomemunicaiors 2N Maios IFVers | Defaub Gious -
[T saanrace’ LEL] [ o o Tescmmrncaions 2 Fvon PVees_| Dtaons =
Dt vt g o 24 Totscammuncaliors 24 Hetos IP Ve | Defad G B
A Tobomriace o 2 Tekocsmmuncalirs 2M o IF Ve | Defad G B
o 2 Telscommucaiies 2N Hetos IF Ve | Defeuk G =l
<o 4 Tekssommcatioea 24 Hoios Ve | Defauk s -
o 24 Tetscammuncaliors 2N Hevos IP Ve | Delad G =
Ousputs 1
Help <Back | Frih | Cancel |
mijsup!!m- [ 3 Mulicas "t; Network.

Once the procedure is finished, you will see added devices and their peripheries. You can also

add the peripheries you did not add before to groups (not added peripheries are marked with
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red cross). Optionally you can rename the device and also the peripheries here. Also you will see

video from camera here. If Milestone is not able to connect to the camera, then please check your

firewall settings!

Fle B view Acten Took Hep

H 9 Qe Ml atn-

I 5%:»1@5«««

G

5 Pk rdEverns
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[ ——
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[T —
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2. Video from 2N IP Intercom

Now you can set video parameters, for example resolutions, codec ...

Fie Eck Yiew Adin Took Hop
H'9 0 aown

@ — T
7 Lioersa rfomstion =2 M Telecommunicaiirs 2N Hoios IP Vesso (1027.24.15) & Video stiwam 1
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Double-click the shortcut icon XProtect Smart Client on the desktop. The login screen is shown.

Type your user name in the User name box, and your password in the Password box. Click Login.

After successful login you should add your camera. Go to menu Setup.

@ Milestone XProtect Smart Client

772017 10:a7:54  — | @ X
Playback Sequence Explorer Alarm Manager System Monitor =0 - I - - ]
XProtect

| < Select view > v e

enp
i Private

B Cameras

» S TP-PC

) Audio
Microphones
Listan to:
< Select microphone >
[ Mute
Speakers
Talk to:
< Select speaker > -
Level Meter

] Lock ko selected audio devi
[] List only d

Add group, add new view and close to Setup.

@ Milestone XProtect Smart Client 7.7.201710:49:43 — OV X

LA -

Playback Sequence Explorer Alarm Manager System Monitor
XProtect < | < Select view >
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Adding a Camera to a View: Drag selected camera and drop it into your View from the camera

tree.

@ Milestone XProtect Smart Client 772017105303 — B X

System Monitor ~sO B¢
we B

24.15) - Camera 1

3
L |

3. Audio from 2N IP Intercom

In the XProtect Smart Client you should hear audio from 2N IP Intercom. After you add your
camera, drag selected camera and drop it into your View from the camera tree. And then you can

hear audio from 2N IP Intercom.

@ Milestone XProtect Smart Client 772017 11:10:06 = O X

Playback Sequence Explorer Alarm Manager System Monitor -0 H= Y
XProtect <  view = s ®

Private nications 2N Helios I

M

4, 2N Telecommunications 2N Hekos IP Verso (10.27.2
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Audio to 2N IP Intercom

In the XProtect Smart Client you should talk to 2N IP Intercom. After you add your camera, drag

selected camera and drop it into your View from the camera tree. And then you can press button

and talk.

772017 11:11:20 - O X

@ Milestone XProtect Smart Chent
ER RN

Sequence Explorer Alarm Manager System Monitor
g Setwp

€ | <Sdetv

nunications 2N Helios IP Verso (10.27.24.15) - Camera 1
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4. Switch control

In the XProtect Management Client you can set Output Trigger Time for your Outputs.

Management Client 2017 1
Fio Edt Yew Adion Toas Help

ERICEY

nozz 2015

Dutged |
50 (1027.2415) - Dulput 2

e
P Mensgement Cie Pctie:

9 Mo

re
She Mawigaiin | Federaled Sie Hisarchy 2N Telesommurisasions 2H Heios |

And in the XProtect Smart Client you should set outputs of 2N IP Intercom. After you add your

camera, set one of Digital outputs 2N IP Intercom and with the active the output.

772017113833 = @ X
Playback Sequence Explorer Alarm Manager

System Monitor

e E - Nl
XProtect <

Private

Setp
"munications 2N Helios 1 .24.15) - Camera 1

W Cameras
pc
2N Teleko

M, 2N Telecommunications 2N Helios 1P Verso (10.27.2:

Talk to:

2N Telecommunications 2N Helios 1P Verso (1 ~
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5. Events from 2N IP Intercom

As an example an alarm raised when 2N IP Intercom digital input is activated will be configured.

Alarm will be raised when a Hardware Input Event is registered in Milestone VMS. Add Input Rising

Event and Input Falling Event for correct function alarm.

B BavcUses
Q) Systen Dasbosd

She Havgaon | Fodened She Hiswchy

= (20 M Telecommunicaiies: 21 Hoios IF Vesso (102724 15)

) 2H Telecommurizaions 2N Helos [P Veiso (1027.20 1) - Comess 1

W Tsiecomurizalions 24 Hebas IP Verso [10.27.24.151 - Spmsker |

a/p 2 Telecommrizsiors 2M Helos P Verzs 1027 24 15) - Irguk 2
ofp 2 Telscommicains 24 Habo P Vs (1027 26 151 Irgat 3
op 2 Telecommuricains 24 Helos P Verso 102724151 Iread 4
o 2N Tlosomnuricaions 2 Holos IP ersa 10272415 Irpud 5
ap 2H Telecommizsions 2K Helos P Verss 1027 24 15) - Irgat §
ofp 2 Telscommicains 24 Habos P Vs (1027 26 151 Irgat 7
ofp 2 Telecommuricains 24 Hetos P Verso [10.27.2415] - Irgad §
{4 2N Tacammurications 34 Helos IF Yo 11027 24 161 - Outpud 1
4 M Teecommrizahons 2H Helos I Veres 1027 24 15) - Oufpt 2

T
S TRPC- (1) B qﬁiwwsww
e LA

Configueed everks.

[Ca ] o |

O e [ 5erg T Evenis

o

W Tulscommrieatiors 4 Habos |

Now new Alarm Definition is to be created. Select Create New Alarm, set the parameters for input

and click to Save.
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&7 Wanagasent Cleni Profies

@

Lo Dodiiticrs |
1 S DataSetings
B SowdSeling:

0

T —
| Steangson | FedssodSietisody | |
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F Taveprofle: [iwars =]
 Everibased. sat [ Select
] |
Tima it [Toraie =l
Everis iggerect | Select..
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When the input is activated, the alarm event will appear in the Milestone XProtect Smart Client.

@ Milestone XProtect Smart Client 7.7201712:26:17 — B X

Live Playback Sequence Explorer W System Monitor > e O H =Y
seup

@ No map has been seloctod




