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Overview

This User manual is intended to be used as a reference. This manual covers all of the components used in the C2P
ATM and Teller Workstation integration with Milestone. A large portion of this manual covers the configuration
of Milestone components as well as the C2P components.

The C2P portion of this integration can be installed in minutes and in many cases will work as shipped without
any configuration needed. This manual serves as a reference for applications that go beyond a basic install of the
C2P to Milestone integration.

Introduction

ConvergenceTP (C2P) is the market leader in bringing text and alert information from virtually any TCP/IP enabled
appliance or sensor into the users Milestone Video Management System (VMS). Video surveillance is a powerful
tool for security professionals, but the true benefits of video surveillance can only be realized when users have
access to the data (all the data) from every TCP/IP enabled device in the customer enterprise. This Internet of
Things (IoT) concept is the basis for the C2P middleware that connects the users VMS to their TCP/IP enabled
devices.

The value for the user when their IP appliance and sensor data is captured and stored time synchronized with the
video in the video surveillance system is they now have a way to index video in their surveillance system. With
the C2P Hypermedia Search Engine (HSE) users can search on text received from a Point of sale terminal, License
plate reader, ATM and Teller Workstation transactions, Bar code reader, RFID sensor, etc. and then watch video
of that specific event as it happened. Having the data time synchronized with the surveillance video means users
can then bring up a view from any camera in their video surveillance enterprise and follow the person or object
of interest as it moves out of view of one camera and into view of another.

Users can also setup the easy to use C2P real-time Rules Engine which allows them to flag specific events for
immediate viewing, or push user defined procedures for that specific event to the VMS operator’s screen. The
Rules engine also allows the user to push generic events to the VMS system to synchronize, annotate and
bookmark the detected event within the VMS event database.
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Critical features include:

e ATM /TELLER WORKSTATION text captured by C2P is time synchronized with any and all video cameras
attached to the Milestone VMS.

e ATM /TELLER WORKSTATION text can be viewed in real-time from any Milestone Smart Client.

e AllATM / TELLER WORKSTATION text received is stored and therefore available for future back office

forensics searches.

e (2P provides an intuitive and powerful Hypermedia Search Engine (HSE) for use in researching specific
events.

e HSE search results provide the full text of the events that are linked to the actual Milestone stored video of
the event.

e (2P provides many real-time analytic tools that users can setup to trigger on specific events of interest.

& Milestone XProtect Smart Client

Live * Sequence Explorer

0>

CTP1+3

permedia Search™

Search Type |Diebold ATV v
Add Parameter

View Event a Receipt

1/28/1914:09:35ATM:001 705PrinceFredericBlvd
4031038537919206 TraceNo:6 Withdrawal
from:CHECKINGAmMount: 500 AvailBalance:400
= = NG o From#:118602=006 EducationalSystemFCU
14:09:37 1/28/2019 705PrinceFredericBlvd
1/28/1914:09:35ATM: 001 XXXXXXXXXXXXXXX9206
TraceNo:6 Withdrawal
from:CHECKINGAmMount: 500 AvailBalance:400
1/28/1914:09:26ATM:002 157MonroeTpke
1927485909430592 TraceNo:5 Deposit
To:CHECKINGAmMount:300 AvailBalance:2550
14:09:28 1/28/2019 From#:118404=006 Snowlohn 157MonroeTpke
1/28/1914:09:26ATM: 002X X XXX XXX XX XXXXX0592
TraceNo:5 Deposit To:CHECKINGAmount:300
AvailBalance:2550

2:09:37.539 PM

1/28/2019 210:50PM  — B X
w0 8F Y

Setup

™ CTP Ovenview] - 1/28/2019 203-36.741 PM

™ Procedure - 1/28/2019 209:37.131 PM

ATM ACTMTY @ CTPTEST2
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Installation

For new installations you will need both the C2P ATM or Teller Workstation driver installer as well as the C2P
Milestone System Installer. The ATM / Teller Workstation installer driver is selected from the drop down menu

during the driver portion of the installation.

Note: included in the C2P / Milestone System installer is the HSE, HSE Proxy, ESE and License server.

Typical C2P ATM /Teller Workstation Deployment

{ATM integration shown, Teller Workstations is similar)

ATM Machines

192.168.1.5

— 192.168.1.%xx
—
Application

VIMS Client(s)

VMS Base
C2P / Milestone

System Installer

C2P License Server

192.168.1.19

Recording Server

Note: For consistency the IP oddresses shown

abowve match the IP addresses call out in the

C2P Users Maonual.

C2P% IP Distributed Framework allows C2P s/ w components

C2P ATM Reader
Installer

To be ploced anywhere in the network, shown here isjust
One example.
All C2P components need to be time synchronized with each other.

Included in the ATM and Teller Workstation installer is the ATM and Teller Workstation driver and the ESE.

Figure 1 depicts a typical C2P ATM AND TELLER WORKSTATION deployment topology.

Note:

For evaluation and demo applications all of the components listed above can be installed on the same system.

Without any further configuration required.
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Pre-install requirements

The PC/server used to host any of the C2P Base components needs to have i7 class processor min.*
Microsoft Windows® operating system Win 7/Server 2008 or Win 8/Server 2012°

The machine to be used for the install needs to be relatively current with Windows Updates.

Ensure that the PCs/servers used to host the ESE and HSE are time synchronized with the VMS.

During the install temporarily disable any antivirus SW and drop the local firewall.

Milestone Smart Client installed on the PC/Server hosting the C2P ATM / TELLER WORKSTATION Proxy
software.

Internet Explorer 9 or above installed on any PC hosting Smart Client workstations

At least 1 Universal Camera license from Milestone is needed.

Defaults to 30 day demo on initial install.

Ability to temporarily set UAC to off while doing the install.

Smart Client “Basic” login account with valid credentials

Administrator account for use when installing CTP software

The machine hosting the HSE needs to only host the copy of Apache and MySQL installed by C2P.

No other copies of Apache or MySQL can be installed on the same machine that is hosting the C2P HSE.

Installation Process

C2P Base

Note: Installing C2P Base for the first time may require a restart of the machine after the install completes.

The C2P Base software installs all of the components needed for the C2P Base system.
These components include:

The C2P Event Streaming Engine (ESE)

The C2P Hypermedia Search Engine (HSE)

The C2P Hypermedia Search Engine Proxy (HSE Proxy)
The C2P License Server

Installing the C2P Base

1) Execute the C2P Base installer. “Run as administrator” i5! ConvergenceTP Base Installer’

'The system requirements are the minimum of what will be required for satisfactory performance; your particular needs may differ or
exceed the minimum requirements listed. Your specific needs will be dependent on several factors including number of IP appliances
connected, number of users, the type of connected devices and the level of usage per device.

If installing the C2P Real-Time charting or graphing package the OS needs to be 64-bit.

User Manual C2P ATM / Teller Workstation Integration User Manual Version 1.0.0

Page 6



User Manual

Open

% Run as administrator

#  Moveto Dropbox

2) Follow the default selections during the C2P Base install

Z
<—

Troubleshoot compatibility

3) Select the features being installed. See: C2P HSE Database Server component selection menu.
See Figure 1 above for a definition of where each component is to be installed.

Notel: You will need to run the C2P Milestone System installer on both the PC/server hosting the
Milestone Base and the PC/Server hosting the recording server(s). Once the C2P base installer is run

you can then select which component you want to install.

Note 2: For example as shown in Figure 1 the HSE database is installed on the same machine as the
Milestone base = 192.168.1.5. Installing the CTP s/w components on the same machine will use the

diagram below showing the two checked boxes.

Completing the ConvergenceTP
Milestone System Installer Setup
Wizard

Setup has finished installing CorvergenceTP Milestone System
Installer on your computer, The application may be launched
by selecting the installed shortcuts,

Click Finish to exit Setup,

X Install HSE Database Server

i Wendor Drivers Installer

Install IPClignt
Install IPC Dispatch

Wendor Driver Demos Instaler

ﬁ%’ Setup - Corvergence TP Milestone Systern Installer

Note3: Installing the components on two different machines will use the diagram below showing
one checked box on the server where the HSE Database is installed and one checked box where the

ATM / Teller Workstation driver is installed.

Milestone Base

ﬁl Setup - ConwvergenceTP Milestone Systern Installer

Wizard

Click Finish to exit Setup,

Install IPClient
Install IPC Dispatch

Yendor Drivers Installer

=

X[ tnstall HSE Diatabase Server

Wendor Driver Demos Installer

=

=

Completing the ConvergenceTP
Milestone System Installer Setup

Setup has finished installing ConvergenceTP Milestone System
Installer on your computer, The application may be launched
by selecting the installed shorteuts,

= .

Recording Server
(ATM / Teller Workstation driver)

ﬁl Setup - ConvergenceTP Milestone Systern Installer i o || =] E

Completing the ConvergenceTP
Milestone System Installer Setup
Wizard

Setup has finished instaling ConvergenceTP Milestone System
Installer on your computer, The application may be launched
by selecting the installed shorteuts,

Click. Finish to exit Setup,

Install HSE Database Server
Install IPClient
Install IPC Dispatch

X wendor Drivers Installer

Yendor Driver Demos Installer
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To access the C2P License Server use the Start Menu and select >Programs > ConvergenceTP >
CTP License Server.

CornvergenceTH
8| CTP Event Streaming Engine
i CTP HSE Service
) CTP License Zerver
,'.':' CTP Process bManager

Uninstallers

Wendor Drivers

The License Server control panel will come up and you will select Generate Seed Key

CTP License Server Contral Panel = o || B EE
Log cleared. »

8262017 11:58:05 AM: Peceiving data from: 127.0.0.1
8262017 11:58:08 AM: Peceiving license check for:
Typed:Fe LOSXTwl/Y¥36X6HR0drQ==:DigitalSignaqge
8/26f2017 11:58:05 AM: CTP License Service Status:
Yalid PRemaining Trial Usage Days: 12

8262017 11:5h8:37 AM: Peceiving data from: 127.0.0.1
8262017 11:58:37 aM: Peceiving license check for:
Typed:Fe LOSXTwl/Y¥36X6HR0drQ==:DigitalSignaqge
8/26f2017 11:58:37 AM: CTP License Service Status:
Yalid PRemaining Trial Usage Days: 12

Status: Running | Generate Seed Key || Clear Log || Fieqgister || Stop
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Note2: The “Machine code generator” is only run on the Milestone Base PC/Server. The resultant
seed code produced when the Machine code generator is run should then be cut and pasted into an
email and sent to Sales@c2p.com.

CTP Machine Code Generator @

1dfwKoW3frNp2kQsi6BfiQ==

Note: Cut-n-paste the above seed text above into an email. Do not send a screenshot of the text.

Sample C2P Machine code generator output. Email to sales @c2p.com
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Installing the C2P ATM AND TELLER WORKSTATION Proxy

1) To access the C2P ATM or Teller Workstation Driver (ATM shown below as an example) use the Start
Menu and select >Programs > ConvergenceTP > Vendor Drivers > CTP Diebold

CorvergenceTP
?.' CTP Ewent Strearning Engine
i CTP HSE Service
< CTP License Server
Uninstallers
Wendar Drivers
S Alert Manager &udit
o CTP Agibesys Sodit
CTR Agilkysys
" CTP &lert Manager
CTP &lert Text Pop-up
Fe CTP Analytic Manager
CTP &ureus3D
& CTP Asxis
[l CTP ElackHills Teller
f . CTP Bluefccess
gl cTroHL
————> & CTP Dichold

& e

2) >Execute the CTP ATM or TELLER WORKSTATION installer. “Run as administrator”

Open
' Run as administrator
Troubleshoot compatibility
[&f  Edit with Notepad++

3) Follow the default selections
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Configuration

If the C2P ATM / TELLER WORKSTATION Installer and the C2P Base are installed on the same PC/Server then no
configuration is needed to run the C2P ATM / TELLER WORKSTATION to Milestone VMS integration. This works
out nice for setting up demo systems but is not how the system is deployed in practice. Refer to Fiqure 1 for the
expected deployment topology.

The ATM / Teller Workstation configuration settings need to be setup as well, see Appendix D for ATM and Teller
Workstation setting.

Below is the C2P ATM Installer configuration GUI for demo purposes.( Virtual cameras are all set for Virtual
camera #2, not a typical deployment, see sample GUI configuration in Appendix D).

ﬁ' DiebaldATh :e!:mﬂ'. = =] =
Service A B C D Agvanced Setlings
Faming | Start | | Stop | Wiswer Log | | Simuilator l | Help | H | Abvanced Settings
Dievicm Event Directnees E
Device ) - Flayback
o Wirtual Comers # Crverlay Ip Address Crverlary Port Cameras
r B - |CTP Overview! |~
AT 2 CTP Crearviena -
ATMDDS 2 |CTP Crverview | =
Directive Setfings Control F VMS Comeras (3
Copy | [ Edift | [ At | [ Deslete Lizer Credentials l [ Refresh Cameras |

(Shown is Diebold ATM configuration settings table, Teller workstation is similar)

C2P ATM AND TELLER WORKSTATION Proxy configuration GUI

A = ATM / TELLER WORKSTATION Service manual Stop and Start controls. When changes are made to the ATM
AND TELLER WORKSTATION proxy GUI they can manually be loaded into the ATM AND TELLER WORKSTATION
proxy service by manually stopping and then re-starting the Service or alternatively the user is prompted to have
the service restarted automatically when the GUI is closed.

B = View Log. This is an extremely useful real-time log file because it tells the user if the ATM / TELLER
WORKSTATION Proxy is connected to the ATM AND TELLER WORKSTATION application. This log file is the first
place to look before testing anything else related to the C2P ATM AND TELLER WORKSTATION integration. See
also Appendix A: Sample C2P ATM / TELLER WORKSTATION proxy log files

C=C2P ATM AND TELLER WORKSTATION Simulator. The C2P ATM AND TELLER WORKSTATION simulator is
another very powerful resource for bringing up new installations. The C2P ATM AND TELLER WORKSTATION
simulator works in parallel with any ATM and Teller Workstation data being sent by the ATM / TELLER
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WORKSTATION system. This allows all of the components of the C2P ATM / TELLER WORKSTATION integration to
be completely tested prior to the ATM / TELLER WORKSTATION system running or even installed. Installers can run
the simulator and ensure all of the integration components are functional and then turn on or install the ATM /
TELLER WORKSTATION system.

Note: Data from the C2P ATM AND TELLER WORKSTATION Simulator DOES get reported in the log file described in
item B above.

D = Help button. Explains how to use the F1 key in the GUI to get help text for each item in the GUI.

E =Device Event Directives. This table is used to assign properties to each unique ATM and Teller Workstation
device name received from THE ATM / TELLER WORKSTATION DEVICE. These properties are used by both the C2P
ATM / TELLER WORKSTATION DEVICE proxy and the C2P Hypermedia Search Engine (HSE) during playback of
event events.

The “Virtual camera” property defines which generic camera in the recording server will be used to display live
exceptions defined in the Rules engine portion of the C2P ATM / TELLER WORKSTATION DEVICE proxy.

The “Overlay address and Port” are optional fields that allow the user to send a copy of the ATM and Teller
Workstation text received to the overlay data port of external overview camera of the ATM and Teller
Workstation event.

The “Playback Cameras” are the cameras that will be called up for viewing as a result of the user selecting “Show
Cameras” in the Hypermedia Search Engine (HSE). This powerful feature further ties the relevant cameras to the
ATM and Teller Workstation event, giving the user overview video of the event at the time of the detection.

F = Directives Setting Control. These are the controls used to add new entries to the Device Event Directives table
as well as allow the user to edit existing entries in the table. See Appendix D for a sample configuration.

G = Milestone Smart Client. The Smart Client controls are used to provide the C2P ATM / TELLER WORKSTATION
DEVICE proxy with valid Milestone client login credentials. The C2P ATM / TELLER WORKSTATION proxy uses this
login to receive the valid camera names that are assigned to these login credentials. The camera names are then
available to the user for use in “Playback Cameras” portion of the Device Event Directives table.

In the expanded view of the VMS Cameras GUI below you can also see that there is a log file associated with this
function. The log file works extremely well and will give you the detail of why your credentials did or didn’t work. If
the credentials entered in the GUI are valid then the log file gives you a list of cameras that those credentials
allow you to view.

The VMS Cameras button is shown below. |
. B WS Logi (=]

Note: Url = IP address and port for Milestone Base — el
User Name:  EYTTTT
Password: e,

WS Cameras
Url: 192.168.1.75:85
U=er Credentialz Refresh Cameras
J/| Enahle Logging
View Log Save Cancel
User Manual C2P ATM / Teller Workstation Integration User Manual Version 1.0.0
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H = Advanced Setting.

¢ Advanced Settings o || = TE

Fuse Dedniion L

Expréssion ToAlerd (Aléd évent definlliont Créalés condiion dependent Genanic Events, Procadures 8 View specificalions.)
{ATHMIDE=|ATMO0 } and {Receptjcont snsPOOOOO0O0NE0E F PushC TP Diebold ATMProc

Fudi, DefndSon Corirl M
Dielede Add [ Edit Copy H:___ Showe All Everls R —
Settings
Dhebold AT
Listen Port 12 | | Enabie Logging
| ese
Paddess (127004 | Part :ass:a
J HZE
Paddress (127001 | Pot  [euss | 4] StoreEverts  Frame Offsst 2000

Licenss Sarvice
K

IP Address 'l1 27001 | pon i? 31
RTC
Pagdress 127001 | pot  [r3ss ] RTC Enabled

I = Event Streaming Engine (ESE). The ESE is normally installed on a recording server associated the ATM / TELLER
WORKSTATION video. See also Figure 1

J = Hypermedia Search Engine (HSE). The HSE is normally located on the server hosting Milestone Base.
K = License Server. The C2P License Server is normally located on the server hosting Milestone Base.

L = Rule Definition. The Rules Engine is where users can specify unique ATM and Teller Workstation data to
trigger live events in the Smart Client as well as generate “Generic Events” to Milestone Base. When the “Show All
Events” check box directly under the Rules Definition list box is not checked then ONLY the events defined in the
Rule Definition list will be shown as live events in the Smart Client. This is done to limit the amount of ATM and
Teller Workstation event traffic sent to the Milestone client to allow the user to see just the critical events
happening live. If this is not done the amount of ATM and Teller Workstation event data being sent by the C2P/
ATM AND TELLER WORKSTATION Virtual cameras can make it nearly impossible to see specific events of interest.
All data received from the system is stored for future viewing in the Hypermedia database so no events are ever
lost. The “Show All Events” checkbox has no effect on what is being stored in the Hypermedia database. See also
Appendix B (C2P ATM AND TELLER WORKSTATION GUI Rules Engine)

M = Edit Procedure. This feature allows the user to create their own text annotation that is displayed as a camera
view in the Milestone client in real-time as the ATM and Teller Workstation detection event is triggered by the
Rules Engine. The procedure can also be setup to generate a Generic Event to the Milestone System if the
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procedure “Type” is set to “Alert”. The Generic Event sent to Milestone will use the “Name” of the procedure as
the Generic Event text.

In the example below the Generic Event sent to Milestone when the ATM and Teller Workstation event occurs will
be “DieboldATMProc” as specified in the “Name” field of the Procedure.

Note: Anytime a procedure is edited or created you must select “Yes” when prompted while closing the procedure
manager to allow the ESE to be restarted. The ESE reads in the procedures on a re-start.

" Behvanced Settings [o] @ |
Fude: Dediniion
Expression To Alert (Alert event definition: Creales condition dependent Generic Events, Frocedures & View specifications.)
{ATMIDHEATHONN } and {Recspticontsins PODODOODNO0MEI06 s PUshC TR Di oc
q m b
IRl Dwefindon Condrol
Detete Ak | £t Copy IR B Ect Procedures
S; CTP Procedure Manager / ]
L mame: Diebaldd TMPree  Yitual Camera 3 Procedues i
- BHT edeiProc
ol Tt ATM Activiy Alest BlusdcceszFiocla
i Image: Browess BluehccessFioclb =
D escmplion: BlusdccessFiocc
H BluedccessProcld
DHLProc1
DisboldATMProc Otz 2000
| DMPProcla
ATMACTMITY @ CTPTEST2 DMPProc1b
ElpasProcla
ElpasFroc1b
R ElpasProctlet]s
ElzagFrocla i
El nr ¥
Type: () Aot (Geneic Event] @ Inis | Copy | [ Edk | [ Mew | [Delete ]
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C2P Event Streaming Engine (ESE) GUI

The ESE Control Panel/Log file provides real-time feedback as to what the C2P Proxy is sending the VMS as live
ATM or Teller Workstation text images to be displayed in the Smart Client. (Including procedures)

SE) ESE Service Log Panel = || = || £
Wiews Log .t File

127.0.0.1:8080 e

1/28/2019 3:48:27 PM: PRetreiwved: 128 procedures.

1/28/2019 3:49:22 PM: Peceiving data from: 127.0.0.1

1/28/20109 3:49:22 PM: PReceived data from VAS:
DieboldaTH

1/28/2010 3:49:22 PM: Pegquest for Generic Ewvent
PushCTP1l Denied: Disabled Generic Events

172872019 3:49:22 PM: Triggered procedure
DieboldATMProc of Type: info

1/28/2019 3:49:22 PM: Sending process: DieholdATMProc
to ESE...

1/28/2010 3:40: : PReceived data from VAS: PROC

1/28/2019 3:4%: : ILoad/Refresh Procedures from:
127.0.0.1:898%9

i1/28/2010 3:40; : Retreived: 128 procedures.

Status: Running Clearlog | | Config || Stop sys v 7315

The “Config” button on the bottom of the ESE control panel brings up some configuration settings for the ESE.
For non-demo installations the one setting that will likely need to change is the Generic Event IP address.
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_" Configure Event Streaming Engine

o B 8

Settings
VMS
Generic Events
Proxy Port 1 BBG2 Enable Proxy 1 Port
. D Enabled [PAddress 127001 Port  qp94
Proxy Port 2 BBE3 Enable Proxy 2 Port
Camera Settings
Back Office Port 6561 Enable Back Office Port
o Type get - Update Credentials
Digital Signage Port 7348 Enable Digital Signage Port
Port &9
Graph Port 7348 Enable Graph Fort
Virtual Camera Canvas Settings
Screen Capture Port /| Enable Screen Capture Port
7345 = Virtual Cameras | Camera Elapsed Time Allowance 5
RTC Port 7347 Enable RTC Port
Template Attributes
Procedure Port s654 Enable Procedure Port Text Color Default - Include LPR Images
Dwell Time E Hitp Header
e DT = - Enable Logging Procedure Manager
[ Enable Camera Logs
Fos -
Enable Proxy Comm Logging EriEELLE
[] Enable Canvas Logs
Settings
Help Save Exit
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C2P HSE Proxy GUI

The HSE Proxy GUI contains the configuration needed for the C2P ATM /TELLER WORKSTATION Proxy to send ATM
and Teller Workstation text to the C2P Hypermedia Search Engine (HSE)

In most cases the user never needs to open the HSE Proxy GUI as all of the defaults work as installed as long as the
HSE Proxy is installed on the same machine as the HSE = normal case.

Reasons to use this GUI would be
1) If the user wanted to change the default Password used by the HSE click on the Update Password button.

4 DE Server Settings = E = ——',’G DB Sattings Log Pane E = | @
View Log 1
HSE
IP Address 127.000.1
Pront Ba89
Listen Paort rrc]
Frame Offzet 2000

Diatabase Retention Days 30

Hours to Clear Database 24

| Enable Logging

= H ce Login

| Update Password

Senice
Rurnining Start

Settings

Current Password:

New Password:

| Cancel |

2) If the user wanted to change the HSE database retention time from the default 30 days, enter the new
time period.
Note: Hours to clear the data base is shown here as 24 hours. Once the 30 day retention has been reached
the data base will start to be cleared in 24 hour blocks starting with the first 24 hour storage period. A
non-zero number is used to represent how often the database is truncated to the selected number of days
specified in “Database Retention Days”. If “Hours to Clear Database” is zero ( O ) then the database is
never cleared.

3) If the user wants to verify that data is actually being sent to the HSE database. For this they could look at
the HSE Proxy View Log file as shown above.
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Smart Client view setup for C2P integration

C2P uses a common Smart Client view for all C2P integrations. The view is a 1 + 3 view with the Hypermedia
Search Engine (HSE) being in the “1” view and the “3” corresponds to the 3 camera views that are to the
immediate right of the HSE view.

Below is an example of a screenshot for the 1 +3 view setup screen in the Smart Client.

The HSE uses the Web portal for its view.

The URL used = http://IP_Adr:8989 Below this is shown as http://192.168.1.19:8989

The cameras are simply drag and drop from the Camera tab.

Note: The default HSE login password is Password1. To change the password see C2P HSE Proxy GUI

€ Milestone XProtect Smart Client 2016 4/24/2016 9:32:30AM — O X

Playback Sequence Explorer Alarm Manager -~ o O &+ ¢

e ik e

W TP Cwerviewl

4 B server
b [ Cameras
= Camera Navigator
[3) Carousel

[*] Hotspot

: Usemarne 'ﬁ
) HTML Page L
- Password | IXXIXINN

B (TP Cameral

E HTML scripting
W Hide toolbar
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http://ip_adr:8989/
http://192.168.1.19:8989/

Troubleshooting

In the event that your install doesn’t work as planned, or your system stops working at some point, below are
some basic troubleshooting tips.

Typical C2P ATM /Teller Workstation Deployment

(ATM integration shown, Teller Workstations is similar)

ATM Machines

192.168.1.x0xx 10.168.1.5
|| ATM Reader VN.'IS Base
Application C2P / Milestone
system Installer
C2P License Server

192.168.1.19

VMS Client(s)

Recording Server
C2P ATM Reader
Installer

Note: For consistency the IP addresses shown

above match the IP addresses call out in the

C2P Users Manual.

C2P'%s IP Distributed Framework allows C2P 5/w components

To be placed anywhere in the network, shown here is just

One example,

All C2P components need to be time synchronized with each other.

If you are not seeing metadata events being reported in the VMS client, the first thing you need to do is move to
the point in the system where the data first enters the C2P integration.

This is where most people get hung up.

In troubleshooting the rule is:
“The output device is great for alerting you that there is a problem, but that’s all it is good for.”
As with troubleshooting any electronic device the same basic principles apply = start at the source and work your
way through the system to determine where the data goes bad.
Look for things like a blocked port (firewalled) or wrong IP Address specified in one of the C2P settings GUIs.

The block diagram above shows where all of the C2P software components are located with the source located on
the machine hosting the ATM / TELLER WORKSTATION Application. This is the starting point, and most likely
where the problem resides. The first thing that you want to do is to verify that the C2P ATM / TELLER
WORKSTATION Proxy is receiving data from the ATM / TELLER WORKSTATION application. Check the C2P ATM
AND TELLER WORKSTATION Proxy log file first to verify that the C2P proxy is actually receiving data from the ATM
AND TELLER WORKSTATION application. The process of checking the log is simple as was illustrated earlier in this
User Manual See item “B” in C2P_ATM AND TELLER WORKSTATION Proxy configuration GUI and also Appendix
A: Sample C2P_ ATM AND TELLER WORKSTATION proxy log files
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Each of the other C2P software components shown in Appendix A all have their own respective Log Files as
explained in each of their respective sections of this manual. Use the log files first when troubleshooting.
That’s what they are there for.
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Appendix A: Sample C2P ATM AND TELLER WORKSTATION proxy log files

This first screenshot is a log trace of a valid connection between the C2P ATM / TELLER WORKSTATION proxy and
the ATM / TELLER WORKSTATION application.
Each ATM / TELLER WORKSTATION proxy has a log file on the front end of the proxy to log every ATM / TELLER

WORKSTATION received.
If nothing is being received by this log file then nothing is being sent by the ATM or TELLER WORKSTATION
application.

The screen below shows what to expect if no connection can be made by the C2P proxy to the ATM / TELLER

WORKSTATION application.

The screen shot below shows active data being received by the C2P ATM and Teller Workstation log file.

?' ConvergenceTP DiebaoldTh Log Panel o || B ] 2R

Log cleared.

1/28/2019 5:17:45 PM: Service Stopped.

|_ Clear Lag |

?' CorvergenceTP Diebold&Th Log Panel o || B ER

-2019,TIME=15:49: 22 , TEXT=1/28/1915:49: 22ATH: 001
T05PrinceFredericBlvd4031038537919206Tracelo: TDeposit
To:CHECKINGAmMmount : 200AvailBal ance: 600From#: 118602=00&
EducationalSystemFCU705PrinceFredericBlwd

1/28/1015: 40 : 22ATH: 001X IXXXX XXX IXNXXLO206Tracelo: 7
DepositTo: CHECKINGAmount: 200availBalance: 400, 87654321
1/28/2019 3:49:22 PM: ATM001 added to key list
1/28/2019 3:49:22 PM: Sending to HSE:

URI: http://127.0.0.1:8989/apifesefstoref?
type=dieboldatm&time=1548708B564. 7565 6&cameras=CTP
+Overviewl%s2cCTP

+Camera2 Procedurettemplate=DiebholdATH. template&subt
emplate=Show&kscreen=2

Parameters:
THMO001< f ATHI Receipt>1/28/1915:49:22aTHM: 001
eFredericBlvd4031038537919206TraceNo: TDepo=it
To:CHECKINGAmMount : 200AvailBal ance: 600From#: 118602=00&

EducationalSystemFPCU705PrinceFredericBlwd
1/28/1015:40: 224TM: 001 XXXXXX XXX IXXXXLO206Tracelo: 7
DepositTo: CHECKINGAmount : 200AvailBalance: 600</Receipt’>
1/28/201% 3:4%9:22 PM: Response From HSE: {"status":
"success" ttrue, "description':"0K" ,"messages": ["GET
string provided timestamp:'1548708564.75656' " "Using
timestamp: '1548708564.75656' which translated to:
2019-01-28
20:49:24.75656"]},"duration" :0.0050010681152344, "ver=i
on" :"201%9v1"}

| Clear Laa
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The screen below shows activity in the C2P ESE when data is being received from the C2P ATM and Teller
Workstation integration.
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S8 FSF Service Log Panel

Wiews Log.td File

12872019

127.0.0.1:

1/28/2019

1/28/2019

127.0.0.1:

12872019

172872019
127.0.0.1

1/28/2019

12872019
127.0.0.1

172872019

1/28/2019
127.0.0.1:

12872019

Status: Eunning

Load/Refresh Procedures from: -

Petreived: 128 procedures.

ILoad/Refresh Procedures from:

Retreived: 128 procedures.

Peceiving data from:

Peceived data from VAS: DHP

Peceiving data from:

Peceived data from VAS: DMP

Load/Refresh Procedures from:

Fetreived: 128 procedures.

Clear Log |[ Canfig H Stop sysw 7315




Appendix B: C2P ATM AND TELLER WORKSTATION GUI Rules Engine

The C2P Rules engine allows users to create their own rules based on the Live text received from the ATM / Teller
Workstation system.

These rules are evaluated for each ATM / TELLER WORKSTATION read sent from the ATM or Teller Workstation
system to the C2P integration.

The GUI for the Rules Engine makes it very easy to add, delete or edit a rule. The Rules GUI provides dropdown
selections for adding field names. Rules can be a single expression or several expressions AND’d together.

Rules can push a procedure for immediate viewing on the Milestone Smart Client. Rules can be sent Milestone or
other 3" party applications TCP/IP Generic event text.

v Advanced Settings CHIECR >

Fule Definiion
Expression ToAlerl (Alerd evenl definltions Creales condition dependent Generic Events, Procedures & View specifications.)
{ATMIDRE|ATMO0 } and {Recegtjcont ainzPOOCOOOOOCE06 ¥ PushCTIP DisboldaTMProc

Faude: DiiniBon Conkrol &
Delete A Edt Copy o ai Edit Procedures
Settings
L
o5l Expression To Alert / o || ® | &8
Expression Evalustion Foim
Genenc Events
PushCTP1
Procedures
Dieboldh TMPiac
Eveahsate Expraszsion
Select Field N anms Select Expression Enter Field 'alue
ATMID - i - ATHDO0N
Receipt - containg - Pttt o .;&. @
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Appendix C: CTP License Server Control Panel

To see the CTP License Server Control Panel you need to be on the machine hosting Milestone Base.
To view the Control Panel you can “Run as administrator” the CTP License Server desktop icon. See below.

>

Corwvergence TP
58| CTP Event Streaming Engine g e :
i CTP HSE Service
CTP License Server @ Open

4 CTP Process Manager |,51_|p|_q|,m1 Troubleshoot compatibility
drinstallers ......... m ....... 0 pen file location /
Wendor Drivers

B Run as administrator

CTP License Server Contral Panel f= (=1 [=] =3
Log cleared. »

g8/26/2017 11:58:05 &AM: Beceiving data from: 127.0.0.1
g/2a6f2017 11:58:05 AM: BEeceiving license check for:
Typed:Fe LO9SXTwl/Y3I6XGHPOdrQg==:DigitalSignage
8/26f2017 11:58:05 AM: CTP Licen=e Service Status:
¥Yalid Pemaining Trial Usage Days: 12

g/2a6f2017 11:58:37 aM: Beceiving data from: 127.0.0.1
872672017 11:58:37 AaM: Peceiwving license check fox:
Typed:Fe LO9SXTwl/Y3IGXGHPOdrQ==:DigitalsSignage
8/26/2017 11:58:37 AM: CTP License Service Status:
¥alid PRemaining Trial Usage Days: 12

Status: Running | Generate Seed Key || Clear Log || Reqister || Stop

If the CTP License Server icon is not on the desktop you can also run the executable in:
C:\ConvergenceTP\License server CTP License Control Panel.exe

The License Server Control Panel is where real-time licensing information is displayed.

The License Server is also where the Generation of a Seed Key is initiated so a permanent C2P license can be
generated and returned to be installed using the Registration button.

The License Server is also used to install the registered license, by clicking on the Register button and following the

instructions.
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Loading a new CTP License File

You can also load in your purchased license files using the “Register” button on the bottom of the panel.
If you do Register a new license using the Control Panel BE SURE TO STOP AND START THE CONTROL PANEL

afterwards.

Note: The new license is not read in until the License Server service is restarted so it’s important to stop then start
the service using the “Stop” button below, which turns into a “Start” button once the service has stopped.

Also shown below is what the Control Panel looks like when a demo license expires and then a valid license is
loaded using the Register button process. The valid license was loaded in at 4:30:18 PM.

p —
ComvergenceTP License Server Control Panel == | =68 \_J-‘“‘-

(IfonvergenceTP:::;;r

Status: Running | ClearLog Register | | Sop
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Appendix D: C2P ATM and Teller Workstation Settings Configuration Panel

The diagram below shows the association between the C2P ATM and Teller Workstation GUI and the C2P HSE
search Engine embedded in the Smart Client. The GUI is used to establish which Device ID’s data will be placed in
the client viewport when Show Cameras button on the client is selected in the search engine. The GUI allows the
selection of cameras to be viewed using the drop down menu*. When Show Cameras button is selected the
assigned camera views (CTP Overview1, CTP Camera2 and Procedure) will be brought up and will be time
synchronized with the device ID data and placed in the client as viewports 1, 2 and 3, respectively. In the case
shown below the CTP Camera2 ATM and Teller Workstation data will appear in viewport2 along with time
synchronized video from CTP Overview1 in viewportl. Viewport3 is also time synchronized and is showing a
Procedure (Virtual camera named Procedure) for security personnel to be aware of when that event is detected.

Show cameras

O | R

Hypermedtia Search™

View port 1 B o G

©— ] e [ - - [ e [y
View Q [N ———

o

_Viewport3
-

* Note: when using the drop down camera view list, only cameras
Views you have privileges to view will be listed.

If only one camera view is selected in addition to the ATM and Teller Workstation data it is recommended to
have a separate camera view placed in viewport3. If you are not using a Procedure as shown above you may use
any other camera but do not use “blank screen” camera here.
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Appendix E: Milestone Enterprise, Professional and Express setup

This section outlines how to setup Virtual Cameras using the Milestone Universal Cameras for either 16 or 64
channel cameras.

@ kilestone XProtect Professional 2016 R2 kanagement Application
File  Services Wizards  Options  Help

= E O g H £ G Add Hardware
= Q‘] surveillance Server
‘% Getting starked /
= [ Advanced CD”F";'”TE'“”/ How do you want to add new hardware?

= Hardware Devices
Hardware Device 1
Hardware Device 2
Hardware Device 3
=Zp Cameras and Storage In

& Microphones ) _ _
T Events and Output XProtect will scan your network for available hardware. You can extend the scan to include
- other networks. \When the scan is complete, select which hardware you want to add.

Scan for hardware

B E-E-E

) scheduling and Archivin

= ll:dugti' ’ Manually specify the hardware to add
otifications
Central Use this cption if you know the IP addresses of the hardwars you want to add. ou can either
Acress Conkral type the IP addresses manually or import them from a comma-separated values (C3V) file.
L

&1 | Server Access

Next select “Manual” mode for the hardware detection method.
Select “Universal” as the camera type

In the Add Hardware form:

The Address is the address of the PC/Server hosting the C2P ESE
The Port is 89

The Hardware model is Universal “xx” channels where xx can be 1, 16 or 64
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Add Hardwiare

Type IP addresses

Type the IP addresses of the hardware you want to add to your system or import the informaticn from a comma separated values (€
file. You can speed up the scanning process by selecting the manufacturer(s) of the devices you want to add.

IP Address Port Uszer Mame Paszword Driver
192.168.1.19 89 «default= [Universal 16 channels d vl
IF Address 80 =default= [Autcu—deteu:t vl

Next enable the Universal channels needed being sure to DISABLE ALL MICROPHONE CHANNELS

This completes adding the Universal Camera definitions.

Next you will need to name the individual camera names and configure each individual camera and setup each
virtual camera.

Hint: Use camera names that are easy to associate with your access points.

® Milestone XProtect Professional 2016 R2 Management S&pplication
File  Services  Mfizards  Options  Help

==
=] surveilance Server -
g Getting started
= Advanced Configuration
= Hardware Devices
Hardware Device
Hardware Device milgsione
Hardware Device
= Hardware Device

< N Camera Settings Summary:

b Camera 18 [

=2 Camera 19 - -

I Camera 33 M Camera Mame Properties Eulzul:rlfn?at Record on Retention Time E:tl;ordlng

b Camera 34

= Camerads |C < Camera 1 ) ( Open buuer}'ing... Mation Detection 7 Dayls) E #MediaD atabasel,

W Tarmara 26
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Select camera properties and follow settings outlined below.

@‘ bilestone,
File Se

o 1= E V-

Carnera Properties

Wideo

audio

Recarding Propetties
Recording and Archiving Paths
Ewent Motification

Cabput

Mation Detection

Privacy Masking

Fisheve Lens

General camera settings

Enabled: |V

Preview: |

Camera name:  Camera 1

Camera shortcut number:

Camera Settings...

Prewview

Configure Camera properties as shown below. Assign the getportX URL connection for each ATM / Teller
Workstation data sourcing point where X is the virtual camera differentiator. If you have 20 ATM / Teller
Workstation detection points you will have getport1 thru getport20 virtual cameras.

As an example a table would help in keeping track of the ATM / Teller Workstation to device ID and virtual camera

assignment.
ATM or Teller Device ID Virtual camera # Virtual camera comment
Workstation name name (optional)
Main Lobby 1 1 Cameral getport1
Storage 2 2 Camera2 getport2
Loading Dock 3 3 V(3 getport3
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Carnera Properties

General camera zettings

YWideo
Enabled: |+

Audio ]
Prewview: [

Recording Properties
Camera name: Camera 1

Recording and Archiving Paths
Camera shartcut number:
Event Motification

Cukput ( Camera Settings. .. )

[

Maotion Dekection Prewview

Privacy Masking

Fisheyve Lens
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Wideo Properties

Camera settings

Yideo zethings Audio zettings
Coded,|JPEG

Codec:

—
[
=
mal

Streaming modek (HTTP Streaming mode:

Deliven mode: |Mu|tipart shream Deliven mode:

Keep-alive type: |Default Keep-alive type: | Defaull

R etriewal mod Connection LRI

Lol Lef Lo Lef Lo

EREEE

Connection U RTSP port:

RTSP part:

[nclude options on PLAY: |N-:| J

Image size: 640 » 480 [3 Kb)

Cancel | | Preview Image I k.

Note : Retrieval mode used here is Snapshot, this is different when using Milestone Plus Series mode.

User Manual C2P ATM / Teller Workstation Integration User Manual Version 1.0.0
Page 31



Appendix F: Universal Camera Setup using Plus Series Platform

Login defaults to Windows authentication.
You can add a “Basic” account if needed

Milestone XProtect®

@ MANAGEMENT CLIENT 2016 R2

Computer:

[192.168.1.212 [~]

Authentication:

[Windows authentication (current user) v ]

User name:
21xVM1-PC21xVM1

Password:

Remember password

Connect Close

Add new hardware

92.168.1.

€ Milestone XProtect Managernent Client 2017 R2

> File Edit “Wiew Action Tools Help

H9 oei

Site Mavigation

« 3 X ||Recarding Server

-G CHIPVIDED-PC - [11.24)
EH Basics

&
;—. E Lizense Infarmation
‘.

E—}-G Servers
}fﬂ Recording Servers

B--:ﬂ] Fiecording Servers
; CH-IPVIDED-PC
Add Hardware...

6Ly

Ctrl+M

fove Hardware...

Delete All Hardware

ﬂ obile Servers Renarne Recording Sercer FZ
- EI"@ Devices Bl Rernove Recording Server
S Cameras
. - Miciophones ) Refresh F5
-!-rj Q Speakers
- Metadata
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Note Milestone Corporate and Expert may require this step below
When you go to your recording server for the first time you need to right click on it to “Authorize” it, then you can
add hardware devices.

Site Navigation | Recordrg Server
= &9 SERVER2008 =11y Recading Servers
=-(1) Basics (= ‘
& Getling Started g evoct Hardwa =0
EI License Information Delete All Hardware

U Severs e e -
1} Recording Severs |

) Falover Servers Eld Remove Recording Server

= ;4:"’ Devices q:l Authorize Recording Server
~® Cameras 2 pefresh Es
& Miciophones i |
7 ST S

When prompted deselect the Universal cameras not used.

Add Hardware | = '@
Hardware and cameras are enabled per default. M anually enable additional dewices to be used.
The hardware and its devices will be assigned auto-generatednames. Alternatively. enter names manually.
Hardware nare termplate: Device name tenplate:
Drefault - l l Crefault -
Hardware to Add Enabled M ame J~
Univerzal 16 channelz driver - 192.168.7.84
Hardware: Universal 16 channels driver [192.168.1.84) 3
=B Camera port 1 Universal 16 channels driver [192.168.7.84] - Camera 1 —
B Camera port 2; Uriverzal 16 channels driver [192.168.1.84) - Camera 2
=B Camera port 3 niverzal 16 channels driver [192.168.1.84) - Camera 3
= Camera port 4: [l niversal 16 channels driver [192.168.1.84] - Camera 4
= Camera part 5 [l Urniverzal 16 channels driver [192.168.1.84] - Camera b
=B Camera port B; [l niverzal 16 channels driver [192.168.1.84) - Camera B
=B Camera port 7 0 |niversal 16 channels driver [192.168.1.84) - Camera 7
= Camera port 3 [l Universal 16 channels driver [192.168.1.84] - Camera 8 -
[ Help l l < Back ] [ Memt » l l Cancel
Next create a C2P group
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Add Hardware | = @
Select a default groupfor all devices lppes.
Alternatively, zelect device groupindividualy for each device.
Default camera group: Devices Add to Group
Mo group selected. ..
Default microphone group: 3 Universal 16 channels driver [192.168.1.84... | Default Group -
Mo group selected. . | == Univerzal 16 channels driver [192.168.1.84. . | Default Group -
Dt spmeler craum B Universal 16 channels driver [192.168.1.84... | Default Group -
Mo group selected. .
Select Group @
Default metadata group:
Mo group selected. .. E|":~‘=BI Cameras
EH Default camera group
Default input group: I’_a Cz2H
Mo group selected. .
Default output group:
Mo group selected. ..
Help [: :]
Ok ] [ Cancel ]

Next build the individual C2P cameras

@ Milestone ¥Protect Management Client 2017 R2

{ File Edit Yiew Action Tools Help

HY e e g
@ Site Mavigation ~ B X ||Recoding Server - Properties
B"a CH-IPYIDED-PC - [11.23) B"Efﬂ Recording Servers Universal 16 chanmels diver
i =H{] Basics =+Ef]] CH-PvIDED-PC
= E Licenze Information =12 Uriversal 16 channels driver [192.168.1.84) 4 General
= .. Site Information QB Univerzal 16 channels driver [192.168.1.84) - Camera 1 ] Getporlﬂ
E_}D Sarvers QB Univerzal 16 channels driver [192.168.1.84) - Camera 2 elivery bode Multipart Stream
. 9 Universal 16 charnels driver [192.168.1.84] - Camera 3 Keep Alive type Default
iﬂ ecodnolSe s - Universal 16 channels diver (192.168.1.84) - Camera 4 Fietrieval Mode Streaming
i ﬁ Mabile Servers <3 Universal 16 channels diver (192.168.1.84) - Camera 5 RTSF Port 554
=2 Devices -2 Universal 16 channels diver [192.168.1.84) - Camera B Streaming Mode RTP (UDP)
- Cameras S Universal 16 channels diiver (192.168.1.84) - Camera 7 4 HZ264 - streamed
& Microphones QQ Universal 16 channels driver [192.168.1.84) - Camera 8 Frames per second EQ
@ Speakers g Universal 16 charnels driver [192.168.1.84] - Camera 3 4 JPEG - streamed
?' Metadata ‘Q Universal 16 channels driver (192.168.1.84) - Camera 10 Frames per second 2]
Lo Input ~5 Universal 16 channels driver (192.168.1.84) - Camera 11 4 MPEG-4 - streamed
- <4 Universal 16 channels driver [192.168.1.84) - Camera 12 Frames per second ED
E R‘ Hutput CQ Univerzal 16 channels driver [192.168.1.84) - Camera 13
E“:I_:I Client < Universal 16 channels driver [192.168.1.84) - Camera 14
LA View Rraons T | Iniarcal 1R channale divar 187 1621 841 . Camara 1R

Name the camera using the “Info” tab at the bottom of the screen

User Manual

C2P ATM / Teller Workstation Integration User Manual Version 1.0.0

Page 34



Froperties

Device information

Mame:
CTP Overviewl

Shart narne:

Description:

Hardware name:

Univerzal 16 channelz driver [192.168.1.50]

Part nurmber:
1

| ) T O JYuy ey Ry

13

m

1 | 1]

[ 3

Ifo |I$'3 Sethingz |Eﬁ Streams |' Recard I_’,ﬁ- kd ation |QIE|}E|

Note that Milestone “Plus” systems requires “streaming mode” below for the universal cameras.

Froperties

Uhiverzal 16 channels driver

4 [General
Connection LIRI
Deliverny Mode
K.eep Alive type
Retrieval Mode
RTSP Part
Streaming kode

4 H264 - streamed
Frames per zecond

4 JPEG - streamed
Frames per second

4 MPEG-4 - streamed

Framesz per zecond

Getportl
ultipart Stream
Drefault
Strearing

5h4

HTTFP

=

2

User Manual

C2P ATM / Teller Workstation Integration User Manual Version 1.0.0

Page 35



Fropertiez

RBecording settings

Recarding
Record on related devices

Stop manual recording after:

Pre-butfer

55 minutes

Location: bdemary

Tirmne:

Recording frame rate
JPEG:

MPEG-4/H.264/H.265:

35 seconds

214 Fps

[7] Record keyirames anly

Add a Rule to set C2P cameras to record always

H9 ge

Site M avigation

- & Milestone XProtect Management Client 2017 B2
"w File Edit ‘“iew Action Tools Help

= 0 X ||Rulez

= I J|Rule Information

=-G@ CHIPVIDED-PC - [11.23
=11 Basics

E Licenze Information
Site Information

@ E—}-EI Servers

E’fﬂ Recording Servers

ﬂ Maobile Servers

Cih_ E—}-a? Devices

-5 Cameras

- - & Microphones

-rj @ Speakers
* Metadata

% e Input

- (;. Output

=20 Client

B Wiew Groups

E? Smart Client Profiles

b atrize

- Rules and Ey,

Rules

@ Time Profiles

-3 Mntifimatinn Profilasz

30 &

2.3

R

Collapse

Mame:

&dd Rule,.. Cirl+M
Edit Rule...

Delete Rule Del
Renarne Rule F2
Copy Rule...

Walidate Rule

Dezcription:

Walidate All Rules

Active

Refresh Fa

Drefinition:
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Fanage Rule
Mame; CZ2P Record Always
Dezcription:
Active:

(=] O ==

Step 1: Tupe of rule
Select the rule bppe you want to create

(71 Perform an action on <event:
(=3 Perform an action in & time interyal

Edit the rule dezcrption [click an underlined ikem)

Perform an action in a time interval

Firiish ]

kanage Rule
Mame: C2P Record Always
Dezcription:
Active:

=% HoR =

Step 2 Conditions
Select conditions to apply

[ within zelected time in <time profile:

[] Dutside selected time in <time profile:

[]*ithiry the time period <start ime to <end timez
[] Day of week is <day:

[ Avizys |

Edit the rule description [click an underlined item]

Perfarm an action in a time interval
always
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Manage Rule E@

Hame: C2P Record Always
o Select devices and groups
Dezcription:
Active: Ll Device Groups | Recording Servers Selected:
=150 Cameras i C2P

Select actions to perf ~{Cg Al cameras
elect actions l:l perfarm . EH Default camera group
it recording on <devi iy

[] Start feed on <devices>

[7] Set live frame rate on <dewices:
[7] Set recoiding frame rate on <devices>
[7] Set recording frame rate ta all frames f
[] Start patrolling on <dewvicer using <prg
[T] Pause patioling on <devices>

[] Mave <device: to <presets position wi
[] Mave to default preset on <devices: yith PTZ
[T Set device output ta <state

Elﬁ Microphones

o iCg Al Microphaong
EI@ Speakers

: _ 13 All Speakers
filers waith = Metadata

g Al Metadata

Edit the le description [clck an undetli*ed iterm)

Perform an action in a time interval
alvaays
start recarding immediately on recording device

[ Cancel l [ ¢ Back ] [ Memst » l [ Firizh

Done, this is your Rule below

anage Rule EI@

Mame: C2F Record Always
Diescription:
Active:
Select devices and groups E
St
Select actions to perform 1 Device Groups | Recording Servers Selected:
ding ¢ : -0 Cameras o C2P
[ Start feed on <devices> : £ Al cameras
[ Set live frame rate on <devices> 33 Default camera group
[] Set rec:ordi.ng frame rate on <devices> 849 Miciaphones
[] Set recarding frame rate ta all frameg/for MPEG-4 [ % M Microphones
[ Start patrolling on <device> using Aprofiles with F e Speakers
[ Pause patroling on <devices> i 3 A Speakers
[ Mave <devicer to <preset> pogition with PTZ <pr = * Metadats Add »
[] Move to default preset on <defices: with PTZ <p o 3 Al Metadata
[] Set device autput to <state> 4 Remove
E dit the rule description [click an upderlined item)
Perform at action in a time interwal
always
start recording immediately on C2P
Ok, Cancel
[ Help ] [ Cancel ] I I [
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kdanage Rule EI@

Mame; C2P Record Always
Drezcription:
Active:

Step & Stop actions

Select stop action to perfarm

L3

Stop recording

Stop feed

Restore default live frame rate

Restore default recarding frame rate

Restore default recording frame rate of keyframes for MPEG-4/H.264/H.265
Fesume patrolling

Stop patraling

[ Mave <devicer to <presety position with PTZ <prioritys

[] Mave to default preset on <devicesy with PTZ <prioritys

Set device output to <state: -

m

Edit the rule description [click an undedined item)

Perform an action in a time inkeryal
always
start recarding immediately on C2F

Perfarm an action when time interval endz
stop recording immediately

[ Cahcel ] [ ¢ Back Mext

The C2P cameras should be ready to go now.
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Banking milestone

) . Th n platform compan
CoONVERGENCE TO l;iin-ﬂ_s ATM/TE”BI' WOkatathns € open platio ompany

e Integrate your ATM/Teller Workstation transactions with XProtect establishing a Unified

Security monitoring and analysis platform making your video management system (VMS) the
ideal head-end.

¢ All banking transactions are time synchronized with all area surveillance video.

e Real-time onscreen transaction activity, plus real time charting of specific events.

e User defined real-time onscreen event annotation as well as Email and SMS alerts.

o Powerful text search tool links all text received with all stored surveillance video.

e Export spreadsheet reports as CSV files and display reports as a cameras view.

e Report Manager spreadsheet provides a simple one-click selection of an event bringing up
detailed parameters of the event all time synchronized with the video

@ Milestone XProtect Smart Client 2016 R2 9/7/2016 4:24:11PM | — O X

Live m Sequence Explorer Alarm Manager -0 &FY
03 | CTP View (1+3) - Y Export v Setup
I NsE 11 e CTP Overview 108 - 9/7/2016 4:22:40.561 PM

Hypermedia Search™

Spreadsheet Fields
First Name
Last Name
Workstation

eller

Add Fields y
Add a Field = A f

B - 9/7/2016 4:22:4D 467 PM

Download

06/07/2012 12:32:48
MEMBER: 2123954 1415 2934

Missy
" — . " Sippy
View Event First Name Last Name Workstation POST TRANSACTION ID: 111783784

(Ghow Cameras) 6:23: Connor James

(Show Cameras) 6: John Smith

(Show Cameras) 6 /7 6 Patricia

(Show Cameras) 6 Missy Sippy

(Ghow Cameras) :22:26 9/7/2016 Sarah Edwards

Edwards i

Last Name - SIPPY

Alert Bank Manager: Ext 493
Mertz

4:22:41.035 PM

—I— > e a ] W

Website: www.c2p.com 800 252 6840



Select search
parameter from drop
down tab.

Qualify your search

with equal to, not

equal to, contains,
etc.

( Setup your spread \

sheet columns using
either default
settings or add or

delete columns.
\_ _J

(Select Download to\

export data in CSV
format to a spread
sheet where you can
create a visual
representation of
the data.

\ _/

Add comments to spreadsheet

Hypermedia Search™ Use full or partial

keywords from
metadata to setup the
search.

Search Parameters

Amount Withdrawn | v |

ATM 1D

Is Greater Than V|
Is Equal To
Is Mot Equal To

500

J

( Filter your search by
adding multiple

keywords.

Contains
R B B

Spreadsheet Fields

From:
To:

Spreadsheet

J

Download

Once your search
parameters are
defined select view to
present results in
table.

. _J

Spreadsheet Fields

Amount Withdrawn
Add Fields

Add new columns to
your spread sheet
using drop down
menu.

Download

1
2
2
5
6
\q

. J

A o = u
ATM ID

8002526840
8002526840
8002526840
8002526840
8002526840
8002526840
ANN2526840

=4

Balance Amount Withdrawn SEQ \
1114758 3456
1118214 789
11139003 789
1115792 789
1120581 500
1121081 2000
1123081 245

Date

3/18/2014 17:37
3/18/2014 17:37
3/18/2014 17:37
3/18/2014 17:36
3/18/2014 17:36
3/18/2014 17:36
3M1R/201417:35

= MW o~

_J

Add additional camera views during your forensic investigations.

Count Transactions

Use Snap Shot to print video and

text images for your incident reports.

% Diebold& TN Report Entries: T

Export BExcel  Commment  Add Camera  Snap 3hot Video DB Export Viewlog  Help
.
1282019 54 0: 24 PR 1/28/1915:49:22 ATM:001705PrinceFredericBhil403 “‘EEMD
1/28/:2019 2:09:37 PM  ATMOO1 1/:28/1914:09:35ATM:001705PrinceFredericBhd403 INNOVATION DELIVERED®
1/28:2019 2:09:28 PM  ATMO02 1/28/1914:09: 26 ATM:002 157/ MonroeTpke 1927 4859(

1/28/2019 2:09:21 PM
1/28/2019 2:09:15 PM
1/28/2019 2:09:06 PM
1/28/2019 2:08:46 PM

ATMOO03
ATMOO03
ATMO02
ATMO01

Integrating IP Data with Video Surveillance

Website: www.c2p.com

User Manual

1/28/1914:09:19ATM:0031898VvashinatonBhd 67 89¢
1/28/1914:09:13ATM:0031898VWashinatonBhd 67 89¢
1/28/1914:09:04ATM:002 157/ MonroeTpke 19274859(
1/28/1914:08:44ATM:001705PrinceFredericBhvd 403

CoNvEeRGENCE TO PIHeLs

800 252 6840
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Contact Information

ConvergenceTP, Inc.
42 Lake Ave Extension #110

Danbury, CT 06811 USA

Website www.c2p.com

Sales Support Sales@c2p.com 800.252.6840 x 1

Technical Support Support@c2p.com 800.252.6840 x 2
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