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With SIS integrated surveillance management system in general use, the SIS module designed for
integration into Milestone will ensure availability of access control data via the video surveillance
management system too.

In practice, this will involve integration with XProtect module known as Access.

It is designed to visualize card readout information (such as Card Nos. and user-related data) and rights,
provide feedback on door statuses, handle various responses thereto, e.g. acknowledgements, and
manage map displays.

Thanks to the module available for integration, an SIS access control system can be used as an integral
part of the video system.

In addition, the module designed for integration will serve to allow data synchronizations and transfers
between SIS and Milestone XProtect systems as described below.

Master data:

Categories of data transferrable from SIS system to Milestone video management software:
- SC-1000 access points as have been added to SIS client program
- Cardholders
- Event types

Events:
Continuous two-way communications will take place between the two systems. Any events, including
pass-through, invalid token, etc, as may occur in the access control system will be received and
forwarded to XProtect video management system via RestApi protocol by the SIS communications
program.

Device statuses:
Transfer of data on access point statuses, including:
- normal or card-openable,
- permanent open,
- alarm,
- got opened / closed.

This Manual describes how to install the Seawing Milestone Plugin known as AssaSWAC and what settings
to make via Milestone XProtect Management program. That is to say, Milestone XProtect VMS, including
components as written below, is assumed to have been installed:

. Milestone XProtect Management (2020 R2 20.2a 4122)

. Milestone XProtect Smart Client (2020 R2 20.2a 2352)

] Milestone services, incl. Management Server, Event Server, and Recording Server
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- SISCOM v2.3.11.2043 SisConnect: designed to serve external systems via RestAPI protocol
- SIS Client v2.3.11.2043 program (for configuration and addition of WEB admin user)
- Seawing - Milestone access control plugin known as SeawingPlugin (AssaSWAC)

- XProtect Management 2020 R2 20.2a 4122 (for management, recording and event servers)
- XProtect Smart Client 2020 R2 20.2a 2352
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Configuration of SIS Connect

Option software requirements:
The option key shall include option SisConnect.
SIS min v2.3.0.2028

SIS Client program : menu option EDIT \ Devices
1. Select control computer and click function button + to open a device types selection window.
Select type ‘SiS Connect’.
Enter main data and select 'Sis Connect’ for driver.
Set up parameters displayed upon a device save in the following way:
- API type: ‘RestAPI"

- Rest API URL - PC IP address: The IP address of the machine used for running XProtect
services.

- Token will expire in X secs: 300

4. Save data and restart the communications program.

Checking RestAPI

https://<IP address of control computer>:4443/api

& s

€ 9 @ A Nembisonasoos | 10161982144 aw 0o Nn@:

SiSCom RestAPI ™

E2 losz a2 AP lsvdss

Authentication v

lagin L

Flogout Logo

Subscribe and Fetch Event - Realtime Event b

/subscribe su

If it does not run, you should run file cert_install batch via the command line started as an
administrator.

C:\Program Files (x86)\Seawing\SiSCom\RestAPIContent\cert_install.bat
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Adding a SIS WEB admin user

SISConnect module requires a log-in before usage. To do so, enter a SIS WEB user via SIS Client
program.

SIS Connect will provide data in response to http queries only upon a successful login of any external
system via this user.

Login parameters of a SIS WEB user can be defined along with Access Control (Plugin) parameters via
the Milestone XProtect Management program. (Refer to section Configuration via Milestone XProtect
Management Client)

1. When in SIS Client program, start menu option SYSTEM \ Users \ Users.

2. Click function [Web users] in the list of functions on the left side of the window.

3. Use function button [New] to open a persons selection window, and select a person to
associate the WEB admin user login with. Alternatively, if the desired person has not been
added yet, use function button [New person] for defining relevant personal details.

4. Enter a login name for the WEB admin user, select role ‘'Web administrator’, and click button
[OK] to save your entries.

Users X | Webusers X

Layaut N Login name

(—I—) Verticalhorizontal

milestoneadmin

Roles
¥| Web administrator
Web user

Functions ~

.f Change passward

List results row count: 2 of *x

10:55:18 |

5. In the window appearing upon save, enter a user password.
6. When the password is entered, a user with WEB administrator role will be created.
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Installing Milestone Seawing AC Plugin

IMPORTANT: Install the plugin on the computer used for running Milestone server services.

1. Stopping Milestone XProtect Event Server
Right-click Event Server icon on the System tray (i.e. Windows tray in the bottom right corner)
to get a floating menu displayed, and click function <Stop Event Server Service>.

Status: Running

Stop Event Server service

Show Event Server logs

Show MIP logs
Version: 20.2a (Build: 2033)

Exit Event Server Manager

o 1
= o Y 207

$ W

2. Start (C:\Milestone\AssaSWAC\)SeawingPluginSetup.msi.

ﬂ Seawing AC Plugin for Milestone - x
Welcome to the Seawing AC Plugin for Milestone el
Setup Wizard gl

ol

IMPORTANT: Milestone server must already be installed on this computer. Make sure Milestone
¥Protect Event Server is stopped during installation! On the next page specify the comect Milestone
folder.

This computer program is protected by copyright law and intemational treaties. Unauthorized
duplication or distribution of this program, or any portion of it, may result in severe civil or criminal
penalties, and will be prosecuted to the maximum extent possible under the law.

< Back Mexd = Cancel
[Next>]
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Note that the right Milestone folder in Program Files will be required (Milestone will automatically
search for plugins in MIPPlugins folder of its own).

C:\Program Files\Milestone\MIPPlugins\AssaSWAC\

ﬁ Seawing AC Plugin for Milestone — >

Select Installation Folder ]

The installer will install Seawing AC Plugin for Milestone to the following folder.

To install in this folder, click "Mext”. Ta install to a different folder, enter it below or click "Browse".

Folder:
C:%Program Files\MilestoneMIPPlugins'dssaSwiacy Browse...
Disle Cost...

< Back Mext = Cancel
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ﬁ Seawing AC Plugin for Milestone

Installation Complete

Seawing AC Plugin for Milestone has been successfully installed.

Click "Close™ to exit.

Please use Windows Update to check for any critical updates to the .MET Framewaor.

< Back

Cancel

3. If SisConnect has already been set up in SIS system (refer to section Configuration of SIS

Connect), get SISCom communications program started.

Alternatively, if SISConnect has not been set up yet, start with adding and parametrizing it via
SIS Client program, and start SisCom communications program afterwards.

4. Get Milestone XProtect Event Server started. Right-click Event Server icon on the System tray
(i.e. Windows tray in the bottom right corner) to get a floating menu displayed, and click function

<Stop Event Server Service>.

Status: Stopped

Start Event Server service

Show Event Server logs

Show MIP logs

Version: 20.2a (Build: 2035)

Exuit Event Server Manager

—

12:09

2021.02.01

v 7))
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Note: If SISCom is started upon an Event Server launch when installation is not done for the first
time, it may fail to get connected. This problem is easy to resolve via Milestone by proceeding like
this: Start Milestone XProtect Management Client, search for Access Control and your Seawing
plugin (by the name it has been added) within, and press button Refresh configuration. If
XProtect Smart Client has been running, it will prompt for a restart.
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Configuration via Milestone XProtect Management
Client

1. Get Milestone XProtect Management Client program started.

2. Log in, using login parameters you had to define in the setup process of XProtect Professional.
Milestone
XProtect® Management Client 2020 R2
Computer:
[localhost [=]
Authentication:
[Windows authentication (current user) J
Domain: AD
User name:
AD\TunLac
Password:
Remember password
Connect Close
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3. Adding and parametrizing ‘Access Control’:

Prior to the configuration process, make sure that

- SISCom communications program and SISConnect are running;
2021.01.25 10:17:46.8591 ; SiSConnect Driver initialization
2021.01.25 10:17:47.1730 ; Sis Connect - Protocol started!
2021.01.25 10:17:47.1800 ; RestApi starting...
2021.01.25 10:17:49.7771 ; RestApi started! Listen on: https://localhost:4443

- a Web admin user holding a password has been defined in SiS Client program;

- your Milestone licence includes an Access Control Base Licence and at least one Door licence;

Hardware Device 0 out of 25
Access conirol door 0 out of 2
Transachon source 0 outof 1

- XProtect Event Server is running.

Milestone XProtect Event Server - Running

When in XProtect Management Client program, right-click to select ‘Access Control’ in the
left-side hierarchy of the user interface, and click function [Create New...] in the floating menu
appearing.

----- D Current Tasks

----- E Configuration Reports
{i__ﬁ Server Logs

E—}f-% Transact Create new...

Transaci| 8 Refresh 5

- B Alarms

4. Define an optional integration name for the access control system mandatorily.
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Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details,

Narne: |ABBA ABLOY Seawing Access Control

Integration plug-in: -

Mext Cancel

5. Select item 'ASSA ABLOY Seawing Access Control’ in the ‘Integration plug-in’ panel.

Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Marne: ABBA ABLOY Seawing Access Control

Integration plug-in: ASSA ABLOY Seawing Access Control -
SISCom IP Address: |1[].16.193.21

SISConnect Port: 4443

5i5 Web User: admin

5i5 Web User Password: |eess

- SISCom IP Address: The IP address of your SIS control computer, i.e. the one used for
running SisCom. It must be the real IP address (and not a DNS or localhost).

- SISConnect Port: 4443

- Sis Web User: The name of the WEB admin user defined via SIS Client program.

- Sis Web User Password: The login password associated with the WEB admin user defined
via SIS Client program.
Refer to section Adding a SIS WEB admin user.

6. Having defined parameters, click function button [Next].
Milestone will get connected to SiSCom SISConnect, and query for access points and event types.
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Create Access Control Systemn Integration n

Connecting to the access control system...

Collecting configuration data...

Retrieving door contrallers...

Previous Next Cancel |

Create Access Control System Integration n

Connecting to the access control system...

Caollecting configuration data...

Configuration successfully received from access control system.

Added:
Doors (14)
Units  (29)
Servers (1)
Events (226)
Commands (3)
States  (12)

4 4 4 4 4 4

Previous || Mext || Cancel

- Doors: SC-1000 access points

- Units: Readers on SC-1000 access points, and superior hardware components (controllers)
- Servers: Your SIS control computer

- Events: Event types to be handled and visualized by systems SIS and XProtect.

- Commands: Commands that SC-1000 access points can process, including:

Lock: Close permanently. This command will make the selected
access point assume a permanently closed state. It means
that card readouts will not let anyone to pass through.

Unlock: Card-openable. The access point will be made assume
normal state. It means that only valid card readouts will let
anyone pass through.

Open: Open remotely. The system will let the access point remain
open for a period of time as defined by a specific
parameter (admission time SIS).

- States: Device statuses. Statuses of SC-1000 access points, including:

Disconnected: No connection between SIS and Milestone.
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Connected: Device communicating

Unknown: Unknown

Open: The door at the access point has got opened.

Closed: The door at the access point has got closed.

Locked: Locked up. The access point has assumed a
permanently closed state.

Unlocked: The access point is card-openable (normal state)

Not communicating:

Device not communicating

Fault Device failure. Several causes are possible, e.g. a
hardware component of the controller associated with
the device fails to communicate.

AC fault:

Battery fault:

Sabotage:

The access point has assumed a tamper state.

7. Upon a click on function button [Next], XProtect will let you associate cameras with access

points.

Doors and associated cameras

Dirag and drop to associate cameras with door access points.

Doors:

All doors v

Cameras:
[ LJ HUSZELOO71

MName

Enabled License

1113 OFFICE
1234 OFFICE

Aocess point: 1234 OFFICE (In)
Drop camers here fo 3ssociate & with the access point

Access point: 1234 OFFICE (Out)
Drop camers here fo 335005t # with the sccess point

1234 OFFICE 2

1484 OFFICE

Pending

A barrier IN

A barnier OUT

APERIO UPDATE

B barrier IMN

B barrier OUT

m} 1

+ 1

The process can be done any time later. Cameras can be defined via this program (Devices >
Cameras).

Doors and associated cameras - Access Points

When ‘Access Control’ defined is selected, its window titled ‘Doors and associated cameras’ will show
all SC-1000 access points derived from SIS system. When in this window, you can associate cameras

ASSA ABLOY

Opening Solutions Hungary
Korlatolt Felel6sségti Tarsasag

8000 Székesfehérvar,
Palankai u. 5.

Tel.:+36 22510170
Fax:+3622510171

14 / 36

info.seawing@assaabloy.com
www. seawing.eu - www.assaabloy.com



7 SEAWING
ASSA ABLOY

with the access points, and use check-boxes labelled as 'Enabled’ to choose access points for control
via XProtect system as well.
It is only the events involving access points chosen here that will be visualised in, and it is only these

access points that can be controlled via, XProtect Smart Client program.

< Milestone XProtect Management Client 2020 R2
Fle Edit View Action Tools Help

H9 @ei

Site Navigation

x | Access Control ~ 7 |Access Control Informaticn

1§ HUSZELOOT! - (2022)
(] Basics
[ License Information
Site Information
S Servers
1)) Recording Servers
0 vobile Servers
=70 Devices
o Cameras
& Microphones
@ Speakers
B Meiadata
o Input
O Output
=63 Client
£ View Groups
£2 Smart Client Profiles
I Matrix
[ Rules and Events
Rules
Time Profiles
[ Nofification Profiles
R User-defined Events
R Analytics Events
B Generic Events
el Security
P Roles
& Bssic Users
@ System Dashboard
[] Current Tasks
[ Configuration Reports
[ Server Logs
[Fe Access Control
=L, Transact
[]) Trenszetion sources
Transaction definitions
& Azrms

-] Access Control
&) ASSAABLOY Seawing - SIS General settings
Enable:
Name:
Description

Integration plug-in:
Lest configuration refresh

SISCom IP Address:
SISConnect Port:

SiS Ve User:

SIS Web User Password
Event polling period (ms):
Verbose logs enabled
Sisieb server,

SiSWeb: other commands:

SiSveb: Cardholder editor command enabled
‘SiS\eb: Visitor appointment command enabled:

ASSAABLOY Seawing - SIS

ASSA ABLOY Seawing Access Centrol (Version: 1.0.0.0, 1.0)
202105.039:27
Refresh Configuration _

10.16.193.21
4443
milestoneadmin

2000
O
HUSZELD071

Teg management - Sis\eb/\WebLine/ TagEditor

(& Generdl Settings | = Doors and Associated Cameras 3, Access Cortrol Events (3> Access Request Notfications  §1, Cardholders

% General Settis | =B Doo,

cess Cortrol Events ’g- Access Request Notffications ja Cardholders
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4 Milestone XProtect Management Client 2020 R2

R/ User-defined Events
® Analytics Events
T Generic Events
el Security
T4 Roles
& Basic Users
=@ System Dashboard
[] Current Tasks
[%] Configuration Reports
[ Server Loos
[Fe Access Control
=i, Transact
)] Transaction sources
Transaction definitions
& Alarms

- o X
File Edit View Action Tools Help
H9 o<
Site Navigation 7 % ||Access Control ~ 7 ||Access Control Information -
= §) HUSZELOOT! - (20.22) &-E] Access Control
{1 Basics 7] ASSAABLOY Seawing - SIS Doors and associated cameras
License Information Drag and drop to associale cameras with door acoess pois.
Site Information
&) Servers Doors
HJ) Recording Servers e Group 1
— 4 () Camera Group
) Mobile Servers Name Enbled License <0 = VIVOTEK FDB161(192.168.78 70) - Camera 1
52 Devices isorrce | [ Pencna | b VIVOTEK FDB161(192.168.78.72) - Camera 1
b Cameras < VIVOTEK FDS161 (192.168.78.73) - Camera 1
# Microphones Access point: 1119 OFFICE (In) I () Camera Group 2
@ Speers rop Camera here to aSS0ciate it with the access point
@ letacats Aogess point. 1119 OFFICE (Out)
o Input rop camers here to associate it with the access point
) Output 1234 OFFICE
£ Client 1234 OFFICE 2
3 View Groups 1464 OFFICE
amsrl Client Profiles pys=—,
atrix
& bartier OUT
- Rules and Events kit
Fules APERIO UPDATE
@ Time Frofies B barrer IN
[0 Notification Profiles 8 barrier OUT

Development 1

Development 2

Development 3

Dining
HR offie 1

HR offic= 2

WAIN ENTRANCE
Main entrance B
SAM

TURNSTILE

Pending

£ General Settings b Doors and Associated Camerss & Access Control Everts Access Request Notfications L Cardholders

‘Access control events’ — Event Types

This window will show a list of event types derived from SIS system.

Access Control

-3

=] Access Control
5] ASSAABLOY Seawing - SIS

Access Control Information - 3

Access control events

Enable the events you want to menitor in XProtect Smart Chient. Use categones to simplify the use of iriggening events.

Enabled Access Control Event Source Type Event Category
AC fault Access Point, Door Alarm, Alarm Monitoring, Monitoring, Wam._. ~
AC fault restored Iicoess Point, Door Alzrm Manitoring, Monitoring, Warning v
Access control Access Point, Door ©
Access menitoring Acoess Point, Door Monitoring v
Access with PIN Access Point, Door Access granted, Monitoring o
Activated by control tag Access Point, Door Monitoring v
Add tag Access Point, Door Monitoring v
Address fault Access Point, Door Alarm, Alarm Monitoring, Monitoring, Wam._. ~
Address fault restored Access Point, Door Alarm Monitoring, Monitoring. Waming v
All key cases closed Access Point, Door Menitoring ©
APB buffer full Access Point, Door Alarm Monitoring, Monitoring v
APB Violation Access Point, Door Access denied, Alarm Monitoning, Monitori..
Battery discharged Access Point, Door Alarm, Alarm Monitoring, Monitoring, Wam_. v
Battery discharged restored Access Point, Door Alarm Monitoring, Monitoring. Waming v
Battery fault Access Point, Door Alarm, Alarm Monitoring, Monitoring, \Wam... v
Battery fault restored Acoess Point, Door Alarm Monitoring, Monitering. \Waming v
Blocked passage Access Point, Door Monitoring -
Call/ External LED flashing Acoess Point, Door Manitoring v
CAN fault Access Point, Door Alarm Monitoring, Monitoring. Waming ~
CAN fault restored Access Point, Door Alarm Monitoring, Monitoring, Waming v
Card collector empty Acoess Point, Door Monitoring o
Card collector full Access Point, Door Alarm Monitoring, Monitoring. Waming v
Card collector: card rejected Acoess Point, Door Alarm Monitoring, Menitoring v
Card jam Acoess Point, Door Alarm Monitoring, Manitoring vl |
Card printed Acoess Point, Door Manitoring Alarm Manitoring, |

User-defined Categories.

&4 General Settings = Doors and Associated Cameflss | 5, Access Cortrol Everts | (44| Access Request Notifications L, Cardholders
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%] | \&ra CONECION CArd rejectea ACCESS FOING, Lioor FAIEMM MONIDNNgG, MOononng M|
Card jam Acoess Point, Door Alarm Monitoring, Monitoring ¥
Card printed Access Point, Door Meonitoring | Alarm Monitering, |

| User-defined Categories...

t?}, General Settings ~® Doors and Associated Cam: Access Request Notifications L Cardholders

Similarly to SIS, event types can be categorized in XProtect Management. When data on event types
are imported from SIS, the SIS plugin will observe event type setups in SIS (which of them are set up
to be or not to be monitored for or processed as alarms) and try to find a category in Milestone to
match each of them.

These default setups can be edited in XProtect Management for each event type. Proceed as follows:
Select an event type which you want to edit the categorization of.

- Open up the drop-down list of the relevant ‘Event Category’ data entry field.

- Use check-boxes to choose all categories that you want the event type to be included in.

- Use function <Save> to confirm your settings.

< Milestone XProtect Management Client 2020 R2 — [m] x

Eile Edit View Action Ieols Help

H92 oe @
Site Navigation ~ 2 % [Jaccess Control + 8 ||Access Control Information -1
E g HUSZELOOT1 - (20.23) 8] Access Control
{1 Basics 1] ASSAABLOY Seawing - SIS Access control events
g Servers Enable the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.
Devices
G Client Enable all | [ Diszbleall
% Rules and Events =
@ Rules and Even Enabled | Access Control Event Source Type Event Category
eff) Security = -
@ System Dsshbcars ] | Inspection failed Access Point. Door Monitoring v
) Server Logs [ [ Inspection finished Access Point, Door Monitoring v
[Be Access Control [v] | Inspection passed Access Point, Door Monitoring “
[ Transact ] | Interface fault Aocess Point, Door Monitoring v
=R Alarms ] | Interal Button Access Point, Door Monitoring v
& larm Definitions ¥ | Intemal LED Access Point, Door Monitoring v
£ Alarm Data Settings Infrusion Access Point, Door Alarm Manitering, Monitoring, War..
B Sound Settings Invalid card collected Aocsss Point, Door ] A categories
Invalid fingerprint Access Point, Door O
¥ | invalid gate “Access Point, Door Access denied
¥ |Invalid PIN Access Point, Door [ access granted
][Il =g Access Point, Deor [ cosss request
Invalid tag encoding Access Point. Door

Key case closed Accsss Point. Door [ ttarm

Key case left open Access Point. Door AIarmMombonng ]

Key case opened Access Point, Door D s

| Key not retumed “Aocess Point, Door Door Opened

& | Key pick up Accsss Point, Door [ Error

V] | Key retumed Access Point, D

] yretumed s Poit, Door Wenioring

Latch sensor active Access Point, Door

= ot —— ) Py [ Tamper ol
User-defined Categories... \aming

&% General Settings B Doors and Associsted Cameras T, Access Control Events |47 Access Request Notfications L Cardf| + | »

‘Cardholders’: Cardholders

This window is available for viewing details on persons defined in SIS Client program. Personal details
are forwarded on an ongoing basis. That is to say, whenever a change is made to them in SIS client
program, it will be forwarded by SisConnect to SeawingAccessControl plugin, and hence XProtect
program, automatically.
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Refer to section Data Synchronization.

Access Control + 3 WAccess Control Information - 4
= —[a Access Control
] ASSARBLOY Seawing - SIS Cardholders
Search for cardholders to view, add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an
access control event has been registered.
Q
Name i Type Anabell Wilson
Abigail Brown Employes Employee
Admin Morton Employee Select picture
Aladin Atkin Employes
Delete picture

Alexander Dallas Employee w
Amelia Anderson Employee —

Al
Anabell Wilson (SEADTT) Private vehicle Valid from: 2018 janusr 1., héti 00:-00
’:‘"d'ea Baker Employes Expiry date: 2050, janudr 28., péntek 23:59
Andrez B?ye Employee Department:  Manufacture
Awa O"Bnen Employee Employee 1D 91005
Ava Wilson Employee .
Garbars Allen Employes E-mail anabel wilson@assaabloy.com

Phane: 06/30/123-4567
Bell Bell Employee
Benjamin Wilsen Employes R &l
Bennett Bennett Employee
Berton Taylor Employee
Bertram Johnson Employee
Bethany Davis Employee
Betty Anderson Employee
Bob Baker Employee
Callum Smith Employee
Carol Bad Employes
Charlie Cyrus Visitor Vehicle
Charlotte Evans Employee
Daniel Cyrus Visitor Vehicle
Dawd Cyrus Vigitor Vehicle
Diavid Murphy Visitor
Dielilz \afillizm: Emnil
&b General Settings ™ Doors and Associated Camerss ¢, Access Conttrol Events Access Request Notificat

Alarm definition — Alarm Events

The alarm window of Milestone XProtect Smart Client program will visualize events that have been
included in categories with an alarm definition assigned to.
To add an alarm definition, proceed as follows:
1. When in Milestone XProtect Management Client program, select menu option ‘Alarms / Alarm
Definitions’.
%] Configuration Repo
ﬁ Server Logs
Eﬂ Access Control
= [e% Transact
£} Transaction source
Transaction definiti
=2 Alarms
¥ oiorm Deiinions,

£ Alarm Data Setting

ﬂ Sound Settings
ASSA ABLOY
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2. Right-click to get a floating menu displayed and click function <Add new...>.

= \j Alarms

\é Alarm [ Add Mew ... Ctrl+=M
£ Sound @ Refresh E5

3. Enter all necessary details:
- Enable: It must be selected.
- Name: Optional

- Triggering event: ‘Access Control Event Categories’
Choose a desired event type category underneath (‘Alarm Monitoring’ is recommended).

Note: You can query for and edit event type categories via the Access Control Events window
under Access Control of Management Client (refer to ‘Access control events’ — Event Types).

Yarm Definitions ~ 1 J|Alarm Definition Information -
E- 2 Alarm Definitions Alarm definition
2 SIS Alarm Definition SR
Name: |SIS Aam Definttion
Instructions:
Trigger
Triggering event: Access Control Event Categories ~
Alarm Monitoring w
Sources: Al doors ~

- Sources: 'All doors’. It will define access points the events of which your alarm definition
shall apply to.
The rest of parameters are optional and available for fine tuning.

4. Use function <Save> to confirm your settings.

€ Milestone XProtect Management Client 2020 R2
File Edit View Action Toocls Help

H 9 e

Site Navigation » 3 ¥ lAlarm Definitions

"B Save JSZELDOT1 - (20.23) = \_! Alarm Definitions
[} Basics ® SIS Alarm Definit
A

Important: Events meeting these criteria will not be visualized in any alarm views of XProtect Smart
Client unless you confirm your settings.
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Milestone - Webline

Some parameters offered by AssaSWAC plugin will enable the user to call for functions of Seawing
SisWeb module from Access Control panel of Milestone XProtect Smart Client program, provided
that SisWeb has been installed.

On ‘General Settings’ panel of ‘AccessControl’, enter the name of the SisWeb server and define a set
of functions to call for.

€ Milestone XProtect Management Client 2020 R2
File Edit View Action Tools Help
H9 o e
Site Navigation PR Access Control + & |J#ccess Control Information
-4 HUSZELOOT! - (20.23) A
{1 Basics | £ ASSAABLOY Seawing - SIS | General settings
| Serz_ers f—
% Devices Name: ASSABELOY Seawing - SIS
G Client Description
[ Rules and Events
ffl Security
© System Dashboard
Ll Ceniacloo
= Integration plug-in ASSA ABLOY Seawing Access Control (Version: 1.0.0.0, 1.0)
Last configuration refresh: 202104121221
SISCom IP Address 101619321
SISConnect Pert 4443
SIS Web User milestoneadmin
SiS Web User Password: 0
Event polling period (ms): 2000
boce | hl=d- I
SiSWeb server HUSZELDOT1
SiSWeb: Cardholder editor command enabled:
SiSileb: Visitor appointment command enabled
SiSieb: other commands
&% General Settings | ™ Doors and Associated Cameras ', Access Cortrol Events (32 Access Request Notifications  JL Cardhol

Currently, there are two built-in functions available, including ‘Cardholder editor command’, a
personal details editor, and 'Visitor appointment command’, a panel for making appointments for
visitors. Use the relevant check-box to enable call of each:

SisWeb server: HUSZELDOTT
SiS\web: Cardholder editor command enabled:
SiS\web: Visitor appointment command enabled:

Access control administration

Cardholder management

Visitor appointment

ASSA ABLOY
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SisWeb other command: This field is available for entering the URL of an additional WebLine
function. This is to ensure that the user can call for a WebLine function via Milestone XProtect client
program.

Enter an URL in the following format:

<Name of function (menu option)> : SisWeb function URL without Web server.

Example
List of events: o
SiS\web senver HUSZELDOTM
SiS\web: Cardholder editor command enabled:
SiS\Web: Visitor appointment command enabled:
SiSWweb: other commands: Event list: Sis\Web/\webline/Lists/Eventlist

‘List of events: SisWeb/WebLine/Lists/EventList’
‘EventList’: The command to call for the URL will be accessible by this name.

2021.05.03 9:38:40 = O X

" Access Contral | -0t v

Access control administration

Cardhold t
e ¥Protect video management software. The trial license expires on 2021.09.24. To fully license the product, please contact your reseller or find one on wiew. ardholder managemen

Wisitor appointment

Event list

Multiple functions and their respective URL’s can be defined, separated by a ’;’ sign. For example:
Tag management : SisWeb/WebLine/TagEditor ; Event list : SisWeb/WebLine/Lists/EventList ; etc

Click function button ‘Access control administration’ in Access Control window of Milestone XProtect
Smart Client program to display the floating menu that offers all available WebLine interfaces to call
for.

2021.04.12 13:06:16 — B

2 AccessControl -0 ¢

Access control administration A
Cardholder management
e the XProtect video management software. The trial license expires on 2021.09.24. To fully license the product, pleas=.
Visitor appointment

Tag management

Where are you
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[& WebLine - Person editor x o+ o = X
@ A Nem biztonségos | huszel0071/SisWeb/WebLinefPersonEditor L o :
Person editor Bellgel  Q £¥
>
& e General - Q
a
Basic data ‘Card functions -
==}
— Last name viddle name First name Title =
== W,
= Person Name Person type Employee id
Contractor * —
. =
Department Site Company Superior X
- —Al- I clect a perso
Contract from Conctract ill ® —
[
=
Categories
& —
o=
Tags | |
Card number FC Status Index
* —
[ J §
Functions v

[Su—

What is stated in section Data Synchronization will also apply to operations, such as addition of a new
person, done via SisWeb program. That is to say, any changes made will be forwarded to Milestone
system immediately.

Example:
[4 Webline - Person editor x  + o uoox
C A Nem biztonsagos | huszel0071/SisWeb/WebLine/PersonEditor w0 & » o H
Person editor elgel Q£
7 [ General v |[fq
-
- Basicdata | Otherdata  Labour data
E e—
— Last name Migdle name First name Title =
= Seawing Martin Developer +
Seawing Martin - Employee - 158004 & =
I —
Department site Company Superior X
Development v e All - - e Al - - Select a person v
Contract from - Canctract till & —
i i -
Categories
s —
o=
Tags | |
Card number FC Status Index
s —
®s
Functions v
D
Display photo: X Cancel W Ok
ASSA ABLOY
Opening Solutions Hungary Tel.:+36 22510170
Korlatolt Felel 6sségti Tarsasag Fax:+3622510 171 22 / 36
8000 Székesfehérvar, info.seawing@assaabloy.com

Palankai u. 5. www. seawing.eu - www.assaabloy.com



7 SEAWING
ASSA ABLOY

SmartClient

# Milestone XProtect Smart Client

T e —

ram - Cardholders:

i2021.05.0310:2137 = O X
-0 ¢

Access control administration

| @ 95936 Thankyou for using this trial license to demonsirate or evaluate the XProtect video management software. The trial icEPee 199,24, To fully license the product, please contact your reseller or find one on www.milesto...

Events Doors | CaTNORer

Seawing Martin

Name: Type

Seawing Martin Employee

View cardholder events
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Data Synchronization

Personal Details (Cardholders)

Personal details can be entered and edited via the SIS Client program. Any changes as may be made
to personal details, including addition of new persons, editing of personal details, and deletion of
persons, will be forwarded by SIS to Milestone system immediately.

Changes will be visualized on Access Control ‘Cardholders’ panel of Milestone XProtect Smart Client.

Example: Addition of a new

€ Milestone XProtect Smart Client 20210412 110657 — O X
Live Playback Search Alarm Manager w -0 ¢ -

Access control administration -~

| @ 105544 Thankyou for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2021.02.24, To fully license the product, please conta... X

Events Doors. l =m

Seawing John

Name Type

Seawing Anna Employee

View cardholder events

Assignment of a photo to a person via SIS (an instance of editing):
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€ Milestone XProtect Smart (Client 20210412 110842 — O X

Live Playback Search Alarm Manager W -0 % -

Access control administration -~

| @ 105544 Thankyou for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2021.02.24, To fully license the product, please conta... X

Events Doors. l Eﬁm

Seawing John

Name Type

Seawing Anna Employee

Seawing lohn Employee

View cardholder events

These data will be sent in JSON format by SISCOM - SisConnect module to the Plugin, and on by the
Plugin to Milestone.

Example:

2021.04.12 14:59:03.3238 ; Send Response -
{"PersonList":[{"ID":2230,"TypeCode":"E","Department":"Fejlesztés","Name":"Liza
SEAWING","ValidFrom":null,"ValidTo":null,"Platenum":null,"EmployeeId":null,"Univaz":null,"Company":null,"Site":null,"V
alidTags":"","Email":"liza.seawing@milestonetest.hu","Phone":null,"Room":null}]}

2021.04.12 14:59:03.3298 ; Send Response -
{"ID":2230,"Image":"/9j/4AAQSkZIRgABAQEAYABgAAD/2wBDAAgGBgcGBQgHBwWcICQgKDBQNDAsLDBKSEW8UHRofHNO
aHBwgJC4nICIsIxwcKDcpLDAXNDQOHyc5PTgyPC4zNDL/2wBDAQkICQwLDBgNDRgyIRwhMjlyMjlyMjlyMjIyMjlyMjIyMjly
MjlyMjly...

ID Unique identifier of the person in question.
Type of the person:
- E: Employee
- C: Contractor
TypeCode - H: Company car
- V: Visitor
- HP: Private car
- HV: Visitor car

Organization unit the person / car belongs to or the receiving organization

Department ) ..
unit for a visitor.

Name Name of the person.
Starting date of contract term, or starting date of visitor card validity for a

isitor.

ValidFrom visttor
Format:
1990-01-01T00:00:00

ASSA ABLOY
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Closing date of contract term, or expiry of visitor card for a visitor.

ValidTo Format:
2022-02-08T23:59:59

Platenum Plate number of the car in question or NULL for a person.

Employeeld ID No.

Univaz UNIVAZ

Company Company name

Site Site address

ValidTags :Seriallnumber of the card issued to and enabled for the person / car,
including FC

Email E-mail address

Phone Phone number

Room Office (or Room) No.

Image Photo of the person in question

Card operations, and editing access rights

SIS Client (or SisWeb) program is available for carrying out operations as follows:
- issuing cards to persons,
- enabling / disabling cards,
- editing access rights.

These changes will not be subject to synchronization. All controllers in the system, and access points
controlled by them, will operate, allowing or not allowing one to pass through, in accordance with the
relevant setup in SIS Client.

Data on token readouts and their outcome, i.e. the events triggered, will be immediately forwarded to
Milestone XProtect, using the relevant communications protocol.

Transfer of events

Any events as may occur in the access control system will be sent in JSON format by SISCOM -
SisConnect module to the Plugin, and on by the Plugin to Milestone.

Example for JSON:

2021.04.12 15:04:22.0583 ; Send Response -
{"EventList":[{"EventID":148890,"EventTypeCode":"E233","Time":"2021-04-12T15:04:35+02:00","DeviceID":7780,"Pers
onID":1050,"TagID":1360,"Direction":"I","DevStatusToSet":0,"DevStatusToReset":0}]}

2021.04.12 15:13:05.6984 ; Send Response -
{"EventList":[{"EventID":149060,"EventTypeCode":"E212","Time":"2021-04-12T15:13:18+02:00","DeviceID":7790,"Pers
onID":null,"TagID":null,"Direction":null,"DevStatusToSet":2097154,"DevStatusToReset":0}]}
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2021.04.12 15:13:07.7318 ; Send Response -
{"EventList":[{"EventID":149080,"EventTypeCode":"E213","Time":"2021-04-12T15:13:25+02:00","DevicelD":7790,"Pers
onID":null,"TagID":null,"Direction":null,"DevStatusToSet":0,"DevStatusToReset":2097152} 1}

2021.04.12 15:13:13.7772 ; Send Response - {"AckEvnlds":[],"ClosedEvnlds":[],"RestoredEvnIds":[149060]}

| Field name ______ Description

EventID Unique identifier of the event in question.
EventTypeCode Code of the event, e.g. E233 for 'Pass-through’
Time Time when the event has occurred.
Deviceld Unique identifier of the device (access point) involved in the event.
Unique identifier of the person involved in the event if any, or NULL if there
PersonlID . . .
is no card-holder involved with the event.
Unique identifier of the card involved in the event if any, or NULL
TagID .
otherwise.
f . I=In; O=
Direction Sense of passage n; O=0ut

NULL if there is no sense of passage related with the event.
The event will drive the device involved to assume the status given here.
Device status.
DevStatusToSet 0: Normal
2: Alarm ???

Previous device status code.
Examples:
E212 for 'Left open’

DevStatusToReset DevStatusToSet":2097154,"DevStatusToReset":0
E213 for ‘Got closed’:
,"DevStatusToSet":0,"DevStatusToReset": 2097152

Access points

New access points can be added and parametrized (setup) via SIS Client program.
These data will not be subject to synchronization automatically.

When in XProtect Management program, select Access Control and use function button [Refresh
Configuration] on the right side of the window to import these data:
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4 Milestone XProtect Management Client 2020 R2 - O X
File Edit View Action Tools Help
H9 @emn
Site Navigation ~ 7 x |Access Contral SR ccess Control Information -8
E-§ HUSZELOOT! - (2022)
-] Basics General settings
- Servers Enble:
3 EI‘Z::GS Narme: ASSAABLOY Seawing - SIS
 Rules and Events et
-l Security
-@ System Dashboard
[ [E Access Control
Integration plug-in: ASSA ABLOY Seawing Access Control (Version. 1.0.0.0.1.0)
& Marms Last configurstion refresh: 1041212
& Alarm Definiticns
£ Alarm Data Setlings
£ Sound Settings SISCom IP Address: 10.16.193.21
SSConnect Port: 443
SIS Wieb User: milestoneadmin
SiS Web User Password: .
Event polling period (ms)- 2000
Verbose logs enabled: ]
SiSWeb server: HUSZELOOT1
SiSWeb: Cardholder editor command enabled:
SiSWeb: Visitor sppointment command enabled:
SiSWeb: ther commands: Tag management  SisVeb/WebLine/TagEditor . Event List. SisWeb/vebLine/ListsEventList
% General Settings P Doors and Associated Cameras ¢, Access Control Events (1 Access Request Noifications  {L, Cardholders

As a result, XProtect will query SIS system for access points, event types, and persons again, and
visualize changes if any:

1" Update Configuration X

Update Configuration

Collecting configuration data...

Configuration successfully received from access control system.

Added:

Doors (1) v

[pply | [ Cancel |

Click function [Apply] to get all new data imported.
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XProtect Smart Client

Visualizing Events

Any events as may occur in the access control system, including, among others, instances of
pass-through or invalid tokens, will be received and forwarded via RestApi protocol by the
communications program of SIS to XProtect video management system. These events will be
visualized in respective views of Milestone XProtect Smart Client.

Live Access Control monitor:
& Milestone XProtect Smart Client 2021.05.0311:51:00 — O X
N—— Playback Search Alarm Manager @ Access Control -0 97 v
0> < Selectview > v » 73 Setup
* VIVOTEK FD8161 (192.168.78.70) - Camera 1 11120 OFFICE [ | ™ VIVOTEK FD8161 (192.168.78.73) - Camera 1 11318: OFFICE @

Passage Passage
20210503 114754 20210503 11:4731

Amelia Anderson T . Andrea Baker

Employee Employee

| Passage | 4 ) Passage
20210503 114751 3 20210503 11:4728

ﬁ\h I W @

Aladin Atkin Amelia Anderson
Emplo £

Passage
20210503 114749 20210503 11:4724

Abigail Brown 2 Alexander Dallas
Employee

Passage
20210503 11:47:41

N

Lock Unlock Open

Employee

Passage
20210503 11:47:19

r—u

Lock Unlock Open

List of events in the access control system:
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# Milestone XProtect Smart Client 20210503 115211 | = O X
Live Playback Search Alarm Manager 2 w -0 7 -

Access control administration

EREY Doors  Cardholders

Allevenis v Alldoors

VIVGTER 6
Source Cardholder W VIVOTEK FOB161 (1

11120 OFFICE (In) Amelia Anderson
Aladin Atkin
Abigail Brown
Amelia Anderson
Andrea Baker
Andrea Baker
Amelia Anderson
Alexander Dallas
Aladin Atkin
ge 318: OFFICE ( Abigail Brown
Invalid tag
No p: Alexander Dallas
No p 318: OFFICE { Aladin Atiin
No p CE Abigail Brown Passage
Perm, te end 11120 OFFICE
Permanent state end 11120 OFFICE Time
2021.05.03 11:47:41
Saurce
11120 OFFICE (In)
Amelia Anderson
Employee
Valid from
021. mércius 18,, csitortok 00:00

Visualizing and Handling Alarms

Any events as may occur in SIS access control system and been defined to qualify as alarms in
Milestone XProtect program, will be visualized in views titled ‘Alarms’ and a panel known as ‘Alarm
Manager’ in Milestone XProtect Smart Client program.
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# Milestone XProtect Smart Client 12021.05.03 11:55:31 — O x

Live Playback Search W Access Control - O ¢ v
Setup
A < @ TERKEPLAP i 11:47:11.633  »

7 SEAWING

Belépés egy biztonsdgos viligba.

w»

VIVOTEK FD8161 (192.168.78.73) - Camera 1

G

P A 11120 OFFICE

~

Quick Filters Events All Events (filter applied) Clear filter

Time Message Source

11:47:54 2021.05.03 Passage 11120 OFFICE (In) 141567
11:47:512021.05.03 Passage 11120 OFFICE (In) 141566
11:47:49 2021.05.03 Passage 11120 OFFICE (in) 141565
11:47:412021.05.03 Passage 11120 OFFICE (In) 141564
11:47:352021.05.03  Server connected ASSAABLOY Seawing - SIS 141563
11:47:332021.05.03  Server connection lost ASSAABLOY Seawing - SIS 141562
11:47:322021.05.03  Invalid tag 11120 OFFICE (In) 141561
11:47:312021.05.03 Passage 11318: OFFICE (In) 141560
11:47:28 2021.05.03 Passage 11318: OFFICE (In) 141559
11:47:24 20210503  Passage 11318: OFFICE (In) 141558
11:47:192021.05.03  Passage 11318: OFFICE (In) 141557
11:47:16 2021.05.03  Passage 11318: OFFICE (In) 141556
11:47:012021.05.03  Server connected ASSAABLOY Seawing - SIS 141555
11:46:59 2021.05.03  Server connection lost ASSAABLOY Seawing - SIS 141554

HEHE®

Servers

HUSZEL0071

HEHBER

46:00 2021.05.03  No passage 11318: OFFICE (In) 141552
11:44:422021.05.03 No passage 11318: OFFICE (In) 141551
11:44:38 2021.05.03 _ No passage 11318: OFFICE (In) 141550

Any event as may be sent by SIS will be regarded as alarm by Milestone if such event falls in a
category that has been associated with an alarm definition beforehand. Events can be categorized via
Milestone XProtect Management program. Refer to section Alarm definition — Alarm Events

Handling alarms via Milestone XProtect Smart Client and SIS Client programs
Alarm events need to be handled via both XProtect and SIS systems.

Alarm events can be detected or deleted in SIS, while they can be acknowledged, suspended or closed
in the Alarm List of XProtect Smart Client.

Note: Deletion of an alarm event via SIS Client implies removal from the monitor rather than physical
deletion of the event.

Again, AssaSEAW Plugin will seek to synchronize alarm event statuses across the two systems.

SIS Client to XProtect Smart Client:
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- an event detected via SIS Client program will assume status ‘In progress’ in XProtect Smart
Client program; or
- an event deleted via SIS Client program will assume status ‘Closed’ in the other.

XProtect Smart Client to SIS Client:
- an event acknowledged via XProtect Smart Client will be presented as ‘detected’ in SIS Client
program; or
- an event closed via XProtect Smart Client will be presented as ‘deleted’ in the other.
Suspension cannot be handled by SIS Client.

Device Statuses and Device Operations

Any events occurring on devices of the access control system as XProtect Management Client program
may have been set up to handle (or enable), will be forwarded by AssaSWAC Plugin to Milestone.

Events fall into either of two categories according to their triggers. The one category includes events,
such as 'Pass-through’, ‘Invalid token’, or ‘No passage through’, that are triggered by readout of an
access token held by a person.

The other category includes events, such as 'Permanent open’ or ‘Remote open’, that are triggered by
device operations initiated via the systems.

These events often involve device status changes.

Any device status changes as may result from device operations will be forwarded by Plugin to
Milestone video management program immediately.

Milestone system will allow the user to initiate device operations as written below concerning access
points.

Remote open / Open

In SIS Client program: Remote open
In Milestone XProtect Smart Client program: Open

With this device operation done, the door opener relay of the access point involved will be activated
for a period of time as set up via SIS program, allowing passages through the access point without
having a card read out. That is to say, the door is openable.

This device operation will trigger an event which both systems will visualize:
Milestone:

2021.04.13 8:52:02 Remote open MAIN ENTRANCE
SIS:
Remote open 2021.04.13 8:52:02 MAIN ENTRANCE
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Screenshot - Driving an access point to assume 'Permanent open’ state via SIS Client program:
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The current device status will be visualized in XProtect Smart Client program:

Milestone XProtect Smart Client
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The device status change resulting from a device operation that has been initiated via Milestone
XProtect Smart Client
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Card-openable / Lock

In SIS Client program: Card-openable
In Milestone XProtect Smart Client program: Lock

The access point in question will assume '‘Normal’ state, and people can pass through the access point
upon having their valid cards read out. Each reader of the access point uses a blue LED to indicate this
status.

The status of the access point as visualized on Status Details panel of the device in Milestone XProtect
Smart Client program:

13921 GFFICE

MName Value

State Closed, Locked

Closed: The door is closed.
Locked: The device is in normal state.

Icon representing the device: ﬂ

The device operation will trigger an event if it is from a state of 'Permanent open’ that the access point
is driven to assume normal state:

Milestone:

2021.04.13 8:52:02 Permanent state end MAIN ENTRANCE
SIS:

Permanent state end 2021.04.13 8:52:02 MAIN ENTRANCE

Permanent open / Unlock

In SIS Client program: Permanent open
In Milestone XProtect Smart Client program: Unlock

The access point in question will be driven to assume a state of ‘Permanent open’, and people can pass
through without having their cards read out. Each reader of the access point uses a green LED to
indicate this status.

The status of the access point as visualized on Status Details panel of the device in Milestone XProtect
Smart Client program:

ASSA ABLOY

Opening Solutions Hungary Tel.:+36 22510170

Korlatolt Felel 6sségti Tarsasag Fax:+3622510 171 35 /36
8000 Székesfehérvar, info.seawing@assaabloy.com

Palankaiu.5. www. seawing.eu - www.assaabloy.com



7 SEAWING
ASSA ABLOY

13921 OFFICE

MName Value

State Closed, Unlocked

Closed: The door is closed.

Unlocked: The device is in ‘permanent open’ state.

Icon representing the device: ﬂ

Devices in alarm state

Milestone XProtect Smart Client will signal alarm at an access point if there is an alarm event involving
that access point which has not been handled yet, i.e. the alarm event status is 'New’.

This status will be visualized in the map view:

The signal will disappear the moment the status of the alarm event changes.

The two systems define and visualize the alarm status of devices (or access points) differently.

SIS Client program handles alarm events and device statuses separately. Any incoming alarm event,
e.g. ‘Intrusion’, will be visualized on the alarm monitor and, concurrently, the device affected will
assume alarm state. When an alarm event is handled via SIS Client, the access point involved will not
return to normal state in response automatically, but require acknowledgement to do so.

Note: Acknowledgement will make the device return to normal state only if the triggering
circumstance has ceased. For example, a ,Left open’ alarm can be acknowledged only upon receipt of
a 'Got closed’ event.

On account of the logic outlined above, visualization of devices in alarm state will differ in the two
systems, and hence, the device status signals in SIS Client may be different from those in Milestone
XProtect Smart Client program in this respect.
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