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Document history

Revision Date Comment

1 11/2019 First revision

Intended audience

This document is addressed to installers, integrators and technicians who need to
implement the ACIC ActivityDetection Edge 3.0 product. This version of the video analysis
is designed to be installed in an Axis product, but the configuration and operating
concepts are identical to the server version. The associated documents are thus:

e ActivityDetection 3.0, configuration

e ActivityDetection Edge 3.0, user guide

Getting technical support

You can ask your questions or post your comments and suggestions to ACIC at the
following address: support@acic.eu. Don't forget to detail the information on the product
you own (firmware number) and your details so that we can reply to you.

Warnings

The product brands used in this document may be trademarks or brands registered by
their respective owners.
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1 Introduction

The ACIC ActivityDetection Edge product is an embarked video processing application mainly used
for the detection of activity in secure areas. Its functions are as follows:

To detect the crossing of one or several virtual lines.

To detect the entry of an object in a zone.

To detect the parcel deposition and/or collection in a zone.

To filter detections in function of size, speed or presence time.

This document provides the instructions for the integration of this product with Video Management
Systems (VMS). An integration provides at least the communication of the detection events to the
VMS, and also, in some cases, the display of graphics information on the video.

For this product version, compatible VMS are:
e Genetec Security Center

Milestone XProtect

Seetec

ExacqVision

Axis Camera Station

Moreover, another document (“ACIC API 1.2”) explains the ACIC generic API for the streaming of
detection metadatas. Such a protocol can be used to integrate ACIC analytics with third party
products.

5/36



ActivityDetection Edge 3.0, Integration AC I C

VIDEQ ANALYTICS

2 Inteqgration with the VMS Milestone XProtect

Milestone XProtect is a VMS made by Milestone System (http://www.milestonesys.com/).

The integration provides:
e automatic reporting of all events to "Analytics Events" in the VMS
o the embedding of "live" and “replay” graphics data on the videos displayed in the Smart
Client (this is called video analytics overlays).

The integration is a plugin type integration. Its configuration is as simple as clicking on a button
each time some cameras have been added to the VMS. The program is executed directly within
the Milestone XProtect applications as indicated in the following figure.

e Milestone platform: the plugin collects the information on cameras known to Milestone from
it. Moreover, the plugin collects the ACIC events from the camera and inserts them as
"Analytic Events" in Milestone.

e XProtect Smart Client: the plugin provides embedding of the "live" graphics data on the
videos displayed.

v

—— Video
— Events
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Note:
¢ The functionalities available may depend on the VMS version

Compatibility:
o Milestone XProtect Corporate 2013 (6.0a) or higher
Milestone XProtect Expert 2013 (6.0a) or higher
Milestone XProtect Enterprise 2013 (8.5e) or higher
Milestone XProtect Professional 2013 (8.5e) or higher
Milestone XProtect Professional+ 2017 R2 (11.2a) or higher
Milestone XProtect Express 2014 (8.6a) or higher
Milestone XProtect Express+ 2017 R2 (11.2a) or higher
Milestone XProtect SmartClient 2013 or higher
ACIC Analytics software with MIP (Milestone Integration Plateform) 3.0 support or higher

2.1 Installation of the plug-in

The steps for installing this suite of plugins are:

2.1.1 Download the program

Download the installation program for "ACIC XProtect Plugin" on the secure ACIC website or get it
from your distributor.

Note: The 32 bits version of Milestone XProtect applications require the 32 bits version of "ACIC

XProtect Plugin" while the 64 bits version of Milestone XProtect applications require the 64
bits version of "ACIC XProtect Plugin". Both versions can be installed on the same host.

2.1.2 Installing the program

The "ACIC XProtect Plugin" program must be installed on the server on which the Milestone
XProtect Event Server is installed and on any other machine where the Milestone Smart Client is
used.

Note: When the Milestone XProtect application is deployed on several servers (e.g. several
events servers), "ACIC XProtect Plugin" must be deployed on each server.

Launch the installation and follow the instructions. The program must be installed in the
MIPPIlugins folder under the Milestone installation directory. It is recommended to install the
program for all users.

For a standard installation of Milestone XProtect, you don't have to change any settings.
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ji# ACIC XProtect Plugin (64-bit) !EI
Select Installation Folder [

The installer will install ACIC =Protect Flugin [E4-bit] to the following folder.

To inztall in thiz folder, click "Mext”. Taoinstall ko a different folder, enter it below or click “'Browse".

Enlder:
C:%Program Filez kilestonesMIPPluginsdcic<ProtectPlugint, Browse. ..

Dzl Cozk....

Imstall ACIC ¥Protect Plugin (64-bit) for yvoursef, ar for anyone who uses this computer:

{* Eveyone
 Just me

Cancel < Back Mest >

You can check the installed version in the administration tool:

@' Milestone ¥Protect Management Client 2019 R2

File Edit Wiew Action Tools Help

H9 oemn

Site Navigation -~ 1

B"“ WIN-SQESHBOEUOE - (13.2a) = ®
. Bosice 4 milestone | XProtect
E} Remaote Connect Services

BD Servers

;ﬂ Recording Servers * MIP Plug-lns

----- ﬂ Failover Servers

J% Devices | MIP Plug-in Version Developed by

E
53 Client ACIC XProtect Plugin 1.6.0.42685 ACIC sa/nv
[-[E Rules and Events
E
c

-}E@ Security
-}0 System Dashboard
h_—'] Server Logs
Eﬂ Access Control
DEQh Transact
B B Alarms
e
=)-Acie ACIC XProtect Plugin
“~Reie ACIC XProtect Configuration
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For the Smart Client, the version can be checked in the About menu:

Milestone

== ¥Protect” Smart Client 2019 R2

Milestone XProtect Smart Client 2019 R2
Version 13.2a (64-bit)
Build 442

Copyright © Milestone Systems A/S -
www.milestonesys.com

Plug-in(s) and version information

ACIC XProtect background plugin v1.6.0.42685 - ACIC s
“kgroundOverlayCheck v1.1.0.0 - Milestone Systems A/S

For a XProtect Events Server executing on a remote machine, the only way to check the
installation is to check the version in the Windows programs manager.

a Programs and Features

e lmj I Search Programs and Features O]

g( :'Jv '3 ~ Control Panel ~ Programs ~ Programs and Features

Control Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then didk Uninstall, Change, or Repair.

g Turn Windows features on or off :
Organize S 4 ﬂ
Mame = | v| Publisher | v| Install... | v| Size | v| Version | -|:|
Reie ACIC XProtect Plugin {64-bit) ACIC safnv 10/07/2013 2,37MB  1.3.0 e
G Google Chrome Google Inc. 18/04/2013 27.0.1453.116
L-E'- Microsoft .NET Framework 4 Client Profile Microsoft Corporation 18/04/2013 38,8MB  4.0.3031% LI
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2.2 Using the plugin suite

2.2.1 Configuration in XProtect Administration Application / Management Client

The illustration below shows the interesting part of the plugin configuration for edge ACIC video
analytics applications.

In order for the plugin to identify the cameras with edge analytics, it is just required to click on the
“‘Refresh configuration for ACAP devices” button and save the changes. You will be asked to save
the changes at least when exiting the plugin configuration.

The list of cameras able to host an ACIC edge application is compiled when saving the plugin
configuration changes. Event reporting and graphics data embedding are done for these cameras
only!

In order for the changes in the Milestone XProtect configuration tool to be applied, they must be
saved, and the services must be rebooted?.

When a camera is added to or deleted from the Milestone XProtect administration tool, the
XProtect Events Server is notified within approximately one minute. It is also necessary to reboot
the Smart Client for that changes to be taken into account.

€ Milestone XProtect Management Client 2019 R2
File Edit View Action Tools Help

H9 oei

Site Mavigation ~ 0 X Wl Configuration
- WIN-3QESHB0EUOS - (13.23)

-1} Basics
{:_5 Remote Connect Services o Administration interface for ACIC XProtect plugins suite.
Et O Servers

@ Recording Servers www.acic.eu

ﬁ Failover Servers Video Analytics

@ Devices
& Client P1 click the fell button and he

@, 3 lease click t lowing on save t
(3 Rules and Events You will be asked to save the changes at least when exiting this form.
G@ Security

Refresh configuration for ACAP and HCAP devices

@ System Dashboard

ﬁ Server Logs

:E'jﬂ Access Control
mb Transact
& Alarms Analytics servers

=@+ MIP Plug-ins 192.168.20.235 Add
[=I-Reie ACIC ¥Protect Flugin 192 168.20.213
LE ACIC XProtect Configuration 152.168.20.212
152.168.20.235

Remove

Trigger analytics events from these servers

1 See Milestone XProtect user documentation
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2.2.2 Eventreporting

All ACIC events are automatically sent to Milestone as "Analytics Events". The source camera is
automatically associated with each event transmitted.

To use these events, in the Milestone XProtect administration tool, you need to:

1. Declare an Analytics event bearing the same name as the ACIC event. The list of
ActivityDetection events is:

AcicActivityDetection: detection of activity in a zone

AcicCrossingDetection: crossing of a single virtual line

AcicMultipleCrossingDetection: crossing of several virtual lines

AcicStationaryDetection: detection of stationary object

AcicMotionDetection: movement detection

AcicPTZPreset_i: activation du preset PTZ i

AcicTest: test event generated on request

2. Declare an alarm using this event.

For events with a duration (for example ActivityDetection), only the start of the event is sent to the
VMS.

4 Milestone XProtect Management Client 2019 R2

File Edit View Action Tools Help

H9 eei

Site Navigation ~ B X |Analytics Events ~ 1 l|Properties

£ WIN-3QESHBOEUOS - (13.23) =% Analytics Events N
{1 Basics ¥ AcicActivityDetection ame:
{5 Remote Connect Services ¥ AcicCrossingDetection [:Anah’hcs Event
= D Servers ¥ AcicTest

¥ Analytics Event

;;T:B Recording Servers T MvTestlO

S Failover Servers
% Devices
__;:-I Client
=-[E Rules and Events
E] Rules
Time Prefiles
Notification Prefiles
Q User-defined Events
Generic Es Add New ..  CIRL+N
@ Security
@ System Dashbe
F‘] Server Logs
:Eﬂ Access Control
E& Transact
\_'z Alarms
=@ MIP Plug-ins
[=-Rdic ACIC XProtect Plugin
fAcle ACIC XProtect Configuration

Description:

Refresh F5
5

Site Navigation = Federated Site Hierarchy

Note: XProtect Event Servers must be restarted after the plugin installation since the plugins are
only loaded when the XProtect Event Server service is starting.

2.2.3 Embedding of graphics data in the Smart Client

The illustration below shows the embedding of "Live" graphics data in the Smart Client.

For each camera displayed in "Live" mode, the graphical metadata (graphical overlays) can be
visible if this camera executes the ActivityDetection application.

Some statistics are also provided for reference, such as:
e The flow of graphical data received and displayed for the selected camera.
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e The number of cameras displayed producing a graphical data flow and the overall flow of
this data.

e The number of views displayed and the overall display flow.

Note: The graphical data flow can be null in normal operation since graphics data are only sent
when they change.

Known problem: to display the statistics of a camera that has just been slide over the currently
selected view, you must temporarily select another view before you can select this camera. The
Milestone development tools do not currently provide a solution to this problem.

# Milestone XProtect Smart Client
Playback Sequence Explorer Alarm Manager (& System Monitor
XProtect ¢ | New View (1+27) v

= Views Arecont AV21xx Camera (192.168.20.66) - Camera 1

Cameras

[
4 Event
e

Output
4) Audio
¢ MIP Plug-ins

ACIC XProtect Plugin

Disable Overlay for Arecont AV21xx Camera

Enable All Disable All

p12

Alamms

Quick Filters Priority Level  State Level State Name ~ Message
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3 Integration with Genetec Security Center

Genetec Security Center is a VMS made by Genetec Inc. (http://www.genetec.com).

The integration provides:
e automatic reporting of all events to "Custom Events" in the VMS.
e video analytics overlays over live and replayed video in Security Desk (on version 5.2 or
later)

The integration uses a Windows service component acting as a gateway between ACIC video
analytics and the VMS.

Security Center Server

' -
A

Administrator

»

Camera
B
ACIC Security Center Operator
Service
—\ideo
Events
Control
Compatibility:

e Security Center 5.2 and above
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Genetec Certificate:

The integration between ACIC and Genetec requires a specific Genetec certificate. The certificate
reference is GSC-1SDK-ACIC-SCGateway, it must be ordered from your Genetec dealer. Without
that certificate, the ACIC integration service will not be able to connect to Security Center service.
One certificate is used for each instance of ACIC Security Center service, whatever the number of
cameras handled by the services.

3.1 Installation of the gateway

The steps for installing the gateway (ACIC security center service) are:

3.1.1 Download the program

Download the installation program for "ACIC Security Center Service" on the secure ACIC website
or get it from your distributor.

3.1.2 Installing the program

The "ACIC Security Center Service" program can be installed on any recent Windows machine
(with support for .NET 4.0) including the one running Security Center. Launch the installation and
follow the instructions.

(@ ACIC Security Center Servie ————_____________ mEKE|
Process Launcher |_

Select applications o launch after install

v Sewice

¥ Service Monitoring

Cancel < Back | Mext > I

You can check the installed version in the about menu of the ACIC Security Center Service
management tool as well as in the Windows program manager.
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3.2.1 About Security Center certificates
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To use the gateway, you need to install the appropriate Security Center certificate in your Security
Center server. You can order our gateway certificate with the specific part number GSC-1SDK-

ACIC-SCGateway.

3.2.2 General configuration

The gateway must be configured with the appropriate credentials to be able to connect to Security
Center. This is done through a simple management tool that can be accessed through an icon in
the Windows notification area when launched.
It is required to fill in the “Security Center Server” section to fit the Security Center configuration.
The port numbers in the “Video” and “AEM Events” sections must also be set although they are not
used for an Edge setup.

@ Acic Configurator
Save & Apply |

=10l x|

— Secunty Center Proxy Configuration

¥ Secunty Center Server

Server [P
Part nurmber B500
Login A
Paszword

¥ Yideo
Port number I;-';-';-'g

¥ Analvtics Servers

Delete §Entmd =

Server P [152.166.20.202
W Events
— Edge Events
Get events I
— AEM Events
Part nurnber TTiT

In the ACIC Security Center Service management tool, it is required to configure the following

information.

e The Security Center Server section provides the necessary data to be able to connect to
Security Center Server.
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e The Video and Analytics Servers sections are only used with server-based video analytics
and should not be completed for Edge analytics.

e The Edge Events section allows to enable the automatic acquisition of events emitted by
ACIC Analytics running on the Axis Cameras known from the Security Center Server. This
must be checked for Edge analytics.

e The AEM Events port number is mainly for compatibility with old ACIC video analytics
solutions.

Once the configuration is complete and applied, start the service if it is not already running and
check in the logs if the connection with Security Center is successful.

3.2.3 Events reporting

For the automatic reporting of ACIC events, you have to check the “Get events” box in the “Events”
section.

All ACIC events are automatically sent to Security Center as "Custom Events". The source camera
is always associated with each output events.

The “Event Rules” section is optional and allows to personalize the translation from ACIC events to
Security Center Custom Events. Each rule can be understood like: For each event with the name
“‘Event name”, send a custom event to Security Center with name “Output name” and description
“Output description”. The description can be set up with the content of the ACIC event parameters.

ACIC events that have no associated rule are sent to Security Center with “Output name” being the
Event name and description “Y%oname% at %time%".

To use these events, in Security Center Config Tool, we need to:
1. Declare a Custom Event bearing the appropriate name (“Output name” used in rules or
ACIC event name, e.g. AcicActivityDetection). The list of ActivityDetection events is:
e AcicActivityDetection: detection of activity in a zone
AcicCrossingDetection: crossing of a single virtual line
AcicMultipleCrossingDetection: crossing of several virtual lines
AcicStationaryDetection: detection of stationary object
AcicMotionDetection: movement detection
AcicPTZPreset_i : activation of PTZ preset i
e AcicTest: test event generated on request
Declare an alarm using this Custom Event.
Optionnaly, use a Security Center macro to process this custom event and exploit its
description string.

wnN

For events with a duration (for example ActivityDetection), only the start of the event is sent to the
VMS.
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3.3 ACIC Security Center Service services supervision

You can monitor ACIC Security Center services to raise supervision events for the availability and
unavailability of each service instance. For that, you need to import a macro in Security Center
ConfigTool. This macro can be found in the package named
ACICSecurityCenterServiceWatchdog_1_0.zip available on the secure part of ACIC web site or
through your dealer.

Open Security Center ConfigTool and select the System task. Go then to the Macros menu and
click on + as illustrated here after. Name the entity ACIC Watchdog and validate by clicking the
Create button.

Click then on Import from file in the Properties menu and select AcicGwWatchdog.cs which is in
the AcicSecurityCenterServiceWatchdog_1 0.zip package.

Click then Apply.

# Configlool /[ = video  ® Spteme | [ Erat dusyste.

® Paramétres généraux ' Réles Horaires @ Taches planifiées ® Macros Signaux de sortie > i

Ren: ntité est facultative.

v

Informations de base

Nom de I'el ACIC Watchdog

artition: | 4 Public partition
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E——
=] =°] -
Identité | Propriétés | Contexte d'exécution par défaut

Kflwsl| < ProgramData + Acic » Security Center Senvice + Watchdog

Organiser *  Nouveau dossier
Nom Modifié le Type Taille
4 Bibliothaques ) .
z | AcicGwWatchdog.cs 5/11/2013 09:50 Document texte Ko
[ Documents
& Images
o Musique
(=]l Subversion
B videos
les cbjets créés par la méthode Execute, se désab & Groupe résidentiel
1 Ordinateur
& 0s(C)
o Sl i v
Nom du fichier: Nouvesu document texte -

© Anndler - Appliquer

To get the watchdog macro started when Security Center starts, you need to create a scheduled
task. In Security Center ConfigTool, under the System task, select the Scheduled tasks menu.
Click on the + button to add a task and name it ACIC Watchdog. In the task properties, set the
status to Active, set Recurrence to On startup, choose action Run a macro, then select the ACIC
Watchdog macro — see illustration here after. To validate the changes, click Apply.
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& ConfigTool [f = Vidéo ® Systéme B Etat du systé...
® Paramétres généraux * Roles Horaires @ Taches planifiées % Macros Signaux de sortie < . @ ACIC Watchdog

hd R o
Identité | Propriétes

Etat: o Actif
Fréquence:  Au démarrage

Action: | = Déclencher l'alarme
@ Déclencher un signal de sortie
Déclencher une alarme d'intrusion
Démarrer la protection vidéo
Démarrer la synchronisation
Smarrer |'enregistrement
\.) Désactiver I'avertisseur sonore
8 Désarmer la zone
@ Effacer les tiches
B Envoyer un e-mail
#" Ervoyer un message
B Envoyer un rapport par e-mail
@ Envoyer une tiche
= Exécuter un parcours
: Exécuter une macro
[ Jouer un son
= ' Qualité d'enregistrement selon la configuration manuelle
M ' Qualité d’enregistrement selon la configuration standard

R L U R R TS - S TS SR

Macro: | '$ ACIC Watchdog v

Contexte:

=k Tache planifice * € Supprimer ™ Historiques de configuration ~ Annuler - Appliquer

Once installed, the macro will detect arrivals and departures of ACIC Security Center Services and
will emit supervision events with respective names AcicServiceUp_<name> and
AcicServiceDown_<name> where <name> is the host name where the service runs. These
events are automatically created by the macro when it detects a new setrvice.

Supervision events exploitation

In Security Center ConfigTool create two alarms: ACIC Service connected and ACIC Service
disconnected. Choose the targets of the alarm, e.g. the administrator. These alarms will be raised
when receiving the macro events (see here after).

Create two actions for each ACIC service that raise these alarms. In the Security Center
ConfigTool, System > General settings > Actions, click on the button +. Select the System entity,
choose the source event within the ones defined by the macro and set Trigger alarm with the
alarms previously defined.
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# Config Tool = Vidéo ' . Systéme -] Etat du systé...

®' Parametres généraux * Réles BB Horaires @ Tiches planifiées $® Macros Signaux de sortie <

[ |1 Champs personnalisés Nom de l'entit& [+]

Evénements Entité Evénement Action Arguments Heraire

® System configuration [** AcicServiceDow...  Déclencher l'alarme © ACIC Service Disconnected Always

M ® System configuration ' AcicServiceUp_..  Déclencher l'alarme ® ACIC Service Connected Always
m ID logique

*. Réglages de mot de passe utilisateur

r° Historiques d'activité

.

Audio

=k Ajouter une entité

These alarms will have their source event name postfixed with the host name where the involved
service runs.

Please see Genetec documentation for more notification possibilities.
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3.4 Security Center Plugin deployment and configuration

Note: If the version of the ACIC Security Center service is equal to or higher than 3.0, this part is
no longer needed as the overlays will be handled directly from the Genetec server.

The ACIC Security Center Plugin is required to display real time overlays in Security Desk
application.

Overlays are graphical layers generated by ACIC video analytics, showing information like
detection, positions of mobiles, counting statistics ... They can be displayed over each camera that
has been analyzed by ACIC software.

EN Engish (United States) | @@ Help | 3

2 | 192.168.20.5 - Camera - 02

3.4.1 Installation of the ACIC Security Center Plugin

3.4.1.1 Prerequisites

The ACIC Security Center Plugin is compatible with Security Desk 5.2 and higher.
For the plugin to be able to retrieve overlays sent by ACIC's analytics server, you must install the
ACIC Security Center Service.

Each Security Desk running with the ACIC plugin consumes an ACIC-Genetec certificate. The
GSC-1SDK-ACIC-SCGateway certificate must be ordered from Genetec.
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3.4.1.2 Download the program

Download the installation program for "ACIC Security Center Plugin" on the secure ACIC website
or get it from your distributor.

3.4.1.3 Installing the program

The ACIC Security Center Plugin must be installed on each computer where a Security Desk Client
may be used.

Launch the installation and follow the instructions. The program is by default installed in the
Program Files directory under \Acic\Security Center Plugin\.

For a standard installation, you don't need to change any settings.

i ~
15 ACIC Security Center Plugin - InstallShield Wizard | = |

Welcome to the InstallShield Wizard for ACIC
Security Center Plugin

The InstallShield(R) Wizard will install ACIC Security Center
~ Plugin on your computer. To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

< Back I MNext = I [ Cancel ]

For the plugin to be installed on the target machine, you have to read and accept the ACIC
licensing terms as shown below.

1) ACIC Security Center Plugin - InstallShield Wizard [ = ]

License Agreement

Flease read the following license agreement carefully.

- S,
END USER LICENSE AGREEMENT o
|

The License Holder must review this agreement and indicate
acceptance of these terms before installing or using the ACIC
ActivityDetection Software Package and / or Software. Installing or
using the ACIC ActivityDetection Software Package and / or
Software implies for the License Holder acceptance of being bound
by the terms of this License. All rights which have not been
expressly granted to the License Holder are reserved to the Editor.

-

(@ [ accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstallShield

[ < Back ]l MNext = | [ Cancel

22136



ActivityDetection Edge 3.0, Integration AC I C

VIDEQ ANALYTICS

) ACIC Security Center Plugin - InstallShield Wizard % |
Destination Folder
Click Next to install to this folder, or dick Change to install to a different
Install ACIC Security Center Plugin to:
C:\Program Files (x86)\Adc\Security Center Plugin'
InstallShield
< Back ][ Mext = ] [ Cancel

3.4.2 Displaying the overlays

If everything is well configured and the camera is recognized as an ACIC compatible video source,
the ACIC overlay toolbar will appear in the left side of the tile.
- This button enables or disables the ACIC overlays on the current tile view.

- This button activates or removes the support for the ACIC overlays (effective on all tiles)

- This menu enables or disables the statistics panel on the current tile view.
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Illustration 1: Security Center Plugin controls

3.4.2.1 The statistics panel

The statistics panel is a tool that give information about version, up-time, number of registered
cameras and server, receiving and rendering rate. The window appears in the bottom of the tile
view as a semitransparent panel.

Up time: Time interval representing the tile view lifespan. The tile view is reused by Security Desk
between tabs thus the tile is not attached to a dedicated video source.

Version: The ACIC Security Center plugin version. This version have to be transmitted to the
support team in case of any problem.

Registered cameras: Numbers of camera from which the plugin try to acquire meta data.

Registered servers: Numbers of server from which the plugin try to acquire meta data. The
servers are configured in the ACIC Security Center Service? — see lllustration 2: ACIC XProtect
Plugin installation options.

Overlays received: Total number of overlays received, for the video source currently displayed,
since the tile view creation. Because overlays are incremental, they are transmitted only when they
change. A rapid variation of this number involves a high dynamic scene.

Receiving rate: The statistics given in the receiving rate are composed of 3 columns representing
the average values of overlays received per seconds computed (from left to right) on the last 10
seconds, 1 minute and 10 minutes.

Overlays rendered: Total number of overlays drawn on this tile view. When displaying the
statistics panel, the overlay rendered increase drastically to update the statistics panel itself. When
the statistics are hidden the overlay are rendering only when they changed.

Rendering rate: The statistics given in the rendering rate are composed of 3 columns representing

2 Several servers may be processed by one gateway
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the average values of overlays drawn per seconds computed (from left to right) on the last 10
seconds, 1 minute and 10 minutes.

a',/ v w
\ve /S
2
- .

- Up time: 2,354 ho
v .

O | = e )

F" S j!‘:

lllustration 2: Statistics panel

3.4.3 Executing the plugin with a non-administrator account

By default, the plugin cannot display overlays from ACIC Analytics servers except if the Security
Desk is running with administrator privileges. This is due to the fact that the plugin must be able to
read the custom field “ACIC Servers List” configured by the ACIC Security Center Service. This
problem is not present when the plugin displays data from Edge video sources.

The Genetec Custom Fields are only viewable by administrator or privileged accounts but you can
change the permissions of custom fields to allow specific users and/or a groups access.

Should you wish to use the plugin with a non-administrator account, follow these steps:
1) Login to the Config Tool with the administrator account.
2) In the System > General settings > Custom fields panel, edit the ACIC Servers List custom field.

3) In the bottom panel named “Security”, add all users or groups authorized to use the ACIC plugin.
4) Apply the changes and restart all the running Security Desk instances.
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MName: | ACIC Servers List
Default value:
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Value must be unique

Layout (Optional)

lllustration 3: Executing the plugin with non-administrator account

3.4.4 Troubleshooting

1) The ACIC overlay tool bar is not visible.

This is probably because the tile view is not loaded by Security Center. To be sure, open the Logs
file located at %APPDATA%\Acic\Security Center Plugin\Logs. If the log file does not exist or the
content is out of date, the plugin is not loaded, it could be a problem of:

— Security Center version, only versions 5.2 or above are supported.

— Certificate. Like other features, the ACIC Security Center plugin needs the Gentec GSC-
1SDK-ACIC-SCGateway certificate. A certificate is required for each running Security Desk
that use the plugin.

2) The tool bar appears only in some tile view.

The tile for which the tool bar does not appears are not considered as a valid ACIC analytics
compliant source.

2.1) The source is an ACAP/Edge camera:
— Check if the software is correctly installed on the camera and is up to date.

2.2) The source is processed by an ACIC server:
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— Check if the ACIC Security Center Service is started.
— Check if the analytics server is setup in the ACIC Security Center Service configuration.
— Check if the corresponding analytics stream is supplied with video stream.

— If the ACIC server streams is taken directly from the camera, check if the External ID
match the ID given by Security Center.

3.4.5 Known issues

The zoom is not applied to the ACIC overlays. This issue is due to a feature that is not
implemented by the Genetec Security Center SDK.

27136



ActivityDetection Edge 3.0, Integration AC I C

VIDEQ ANALYTICS

4 Inteqgration with SeeTec

The integration with SeeTec (http://www.seetec.eu/) provides reporting of the events generated by
the ActivityDetection Edge application to the VMS and creation of the associated alarms.

4.1 Configuration of SeeTec

To receive events and generate alarms, a TCP communication reception component must be
added in the SeeTec system.

Add the TCP integration component in SeeTec:

1. Launch the SeeTec client, SeeTec Surveillance and authenticate

2. Go into Configuration Mode (File menu, Configuration Mode)

3. Select Hardware in the left panel, click on New

4. Choose a name for the new hardware, then select "3rd Party Interface" for the Manufacturer
field and "Seetec Network 1/0" as Type. Leave the other fields at their original value

Select the new entry under Hardware in the left panel and in the right panel select Inputs and

click on "Edit... " to the right of the "Change number of inputs" field

6. Create an appropriate number of inputs, generally per type of event to be received from a
camera with the ActivityDetection Edge program.

SeeTec will create the number of TCP inputs requested in the above point. For each input,
we need to configure the TCP reception port. Choose a different port per input and this port
cannot already be in use by another program on the SeeTec system host.

7. Per line of input settings, give a name to the input in the Name field and enter a port value in
the Port field. Refer to the SeeTec documentation for the meaning of the other fields. In the
context of the integration with the ActivityDetection Edge program, they can conserve their
default value.

8. Click on Apply to confirm

o,

Once the TCP inputs have been created following the above procedure, these inputs can serve in
SeeTec alarm scenarios as alarm start or end events. Refer to the SeeTec documentation for the
creation and editing of alarm scenarios.

4.2 Configuring the camera

To activate the TCP inputs in SeeTec, new TCP addressees must be configured on the camera
with the SeeTec system as destination and the values configured for the inputs in stage 7 of
Erreur ! Source du renvoi introuvable. as destination ports.

Refer to chapter Erreur! Source du renvoi introuvable. of this document and to the Axis
documentation for the creation of new TCP addresses.
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5 ExacqgVision integration

ExacqgVision is a multi-camera and multi-platform VMS from Exacq Technologies :
www.exacg.com. Detection events of ActivityDetection Edge can be transmitted to the VMS using
TCP notifications available in Axis camera.

The setup procedure is as follow:

Create a new Recipient in the Axis [ESIEIN=
configuration interface  (Events
section), with TCP type, the address
of the ExacqVision server and an
unused port.

@ Event Configuration/Recipient Setup - AXIS P...
| 192.168.20.181

Recipient Setup

Name: TCP Motification
Type: TCP ¥

Network address: 192.168.20.136

Port number: 2090
Test
Test the connection to the specified TCP server Test

Note: A TCP server can only be used for notification and not upload.

| oK | [ Cancel |

Add an action rule for each

Event \t/ha_t need to be sent to [ 195 168.20.181
xacqVision.
Action Rule Setup 0
In addition to the regular | ceneral
triggers, created for each | ¥ enable rue
detection rule, there is a | Hame: ActivityDetection
special “AcicTest” trigger. That | cenditien
trigger is generated by the | Triager | Applications v]
button on the “main page” of Lactivitydetertion Ll
ACtiVityDeteCtion application. | AcicActivityDetection_Rulel_PresencelnRegion ¥ |
Schedule: | Always (No Schedule) ¥
Select TCP Notification as the Additional condtions
Action for the rule. The given | A<iens S
Message will be send to Exacq | "™ | Send Netificetion -
using that TCP connexion and | ““™ LICP Notfication v/ | NewRecipient |
must be specific for the | "% pcivityDetection
selected event (so we can poi R AL L
create  condition at the e
reception of the message). e p— — oo

29/36


http://www.exacq.com/

ActivityDetection Edge 3.0, Integration

B Q%

‘ ‘ exacq\/isiorn

o'g"rat'on Serial Profiles
£: Systems
# Add Systems Data Retention
* [ client Days to Retain Data: |60 | - App Cancel
[ Event Monitoring
2 Groups Profile Configuration
) Maps ACICTesk Name: |Acic ActivityDetection
Views
Tours SOT marker:
¥ & exacqVision Server e .
v System
¥ &M AddIP Cameras Case Sensitive: [
v ﬂ;ag;:z:‘emrdmg Font.. | FontSample
= Storage i i
a Event Keywords | Line Masks | String Replacements
4 serial Ports [] select All
&° Event Linking String Enablel
B schedule [] ActivityDetection ¥
& users
B Search Archive
B4 Notifications
@ Auto Export
[] Case Sensitive
New Delete
| New | | Delete | Apply Cancel

|0.00kB/s

|06/13/2013 |03:22:24 PM
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Using the ExacqVision configuration interface, you have to create one or several “Serial Profile”

for the expected messages. For example, with the keyword “ActivityDetection” as shown above.

Lo

‘ ‘ exacq\ision

Configuration
v Systems
# Add Systems
> [ client
[e? Event Monitoring
% Groups
& maps
Views
Tours
¥ & exacqVision Server
¥ =2 system
¥ &N Add IP Cameras
¥ M Camera Recording
M camera
B storage
&8 serial Profiles
al
&° Event Linking
[E schedule
& Users
B search Archive
Bl Notifications
& Auto Export

Serial Ports

Uart
Use Name Status Port .. Profile / Protocol Baud Rat Data Bit: Stop Bit: Parity Flow Cont Max Line Lel L}
Unused » | tiyACM2 Unused ttyAC None 9600 8 1 None |None 80
Unused » | ttyACM1 Unused ttyAC |None 9600 8 1 None |MNone 80
Unused » | ttyACMO Unused ttyAC |None 9600 8 1 None |None 80
Unused » | tbyS4 Unused ttys4 |None 9600 8 1 None |None 80
P
Select Use Name Status Profile Type Address Port
O POS |+ |ActivityDetection Connecting. Acic ActivityDetection| » | TCP Listener | + | 192.168.20.181 9090
New Delete

| App

lo.ooke/s  |06/13/2013 [03:27:31 PM

Then, a “Serial Port” of type « TCP Listener » must be added. It will create a server listening to
the given port (e.g 9090). The IP of the camera (the emitter) must be given. Receiving data will be
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forwarded to the Serial Profile for parsing.

By IHEEEREEEEERNEEO -
[ Live Comeras G |

v =N

v E3 exacqVision Server
LN Camera
& ActivityDetection

I St =
'..;Q’ l - ™
N = v Tl Y

N Cameras
) Groups
| Maps
7 Vl;us ActivityDetection

\ 741.30kB/s |06/13/2013 [03:33:16 PM
In the ExacqVision live view, it is now possible to show alarms. The serial profile(s) are displayed

on the left panel and can be drag dropped on a video view. These alarm data are also recorded
and can be reviewed synchronized with the video.

31/36



ActivityDetection Edge 3.0, Integration

6 Axis Camera Station Inteqration

AXis Camera Station is a VMS from

http://www.axis.com/products/cam_station software/index.htm.

AXIS

ACIC

VIDEQ ANALYTICS

found at

If a camera is loaded with ACIC ActivityDetection Edge, detection events will be automatically
visible in that VMS. No configuration is required on the camera side. The following procedure
explains how to configure Axis Camera Station to use ACIC analytics event.

In the VMS, call the Event Configuration |=*scmesendar - =TS

panel. vg;, o [f| T Adaredi Comerss.

& Live View Settings.

> 5 Auto Views Recording Settings...
= My Views Event Configuration...
W Shared Views System Alarm...
%] Camera Views .
T Q1904 L User Permissions...
- ~ Recording Storage...
’% Add Tnggi-i Scheduled Recording Export..
B s 2 = e = [ Image Configuration...

Select the type of trigger you wish to create.
Trigger types e

Motion Detection
This type occurs when a camera detects motion within its defined |
area. The detection is performed by the camera which means that

no processing load is added to the server. I

PTZ Settings..
/O Settings...
Schedules...

m ] »

Audio

Add/Edit Aux Devices..

Bookmarks...

«

PTZ Control

Active Tampering Alarm Image Enhancement

This type occurs when a camera gets tampered with. The detection Camera Siabie

is performed by the camera which means that no processing load Nome Q1904

is added to the server. Status:  Connected
Recording:

AXIS Cross Line Detection - T '

This type occurs when AXIS Cross Line Detection has been
triggered. The detection is performed by an application uploaded
to the camera which means that no processing load is added to
the server.

Alarm
13/06/2013 15:54:02 AcicTest

Description

System Event and Error Connected to LAPTOP-CC

This type occurs on full disk, network disk access error, or lost
connection to a network camera.

~ ) Advanced

Input/Output

This type occurs when there is an incoming alarm from an I/O. This
could be from a device connected to an |/O, for example a door,
switch or smoke detector.

Choose « Device Event Trigger » as trigger type.

Device Event Trigger

This type triggers on events from cameras and auxiliary devices.
This trigger is for advanced users and can be used if no other
trigger is applicable.

Help ] [ Cancel

Choose « Camera Application Platform » as event source. The
ACAP application name, ActivityDetection, should be in the list.
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Configure device

Camera: [

event trigger I
Q1904

Bvent:

Trigger period:

Filter:

Filters

Select an even

AudicSource
Audio detection

CamerafApplicationPlatform

Device sensors
System Initializing

Input ports
Digital input port
Virtual input

Network
Metwork lost

PTZ moving
View Area 0

PTZ Presets

~
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"85 Create Device Event Trigger  (5=al0(he o) For that event source, a list of currently
— available events is presented. So, a specific
Configure device event trigger ACIC event (detection rule, PTZ preset, test)
Camera: [ngm 'l can be selected for that rule.
Event: [activilydelecﬁan & l
Trigger period: 5 D seconds
Filters
event: .,]
AcicPTZPreset_3
AcicFTZPraset_2
AcicPTZPreset_1
AcicActivityDetection_Rule?_LineCrossing

Activity: AcicActivityDetection_Rulel_PresencelnRegion
| AcicTest

Finally, after selecting an action [ Mmcﬁnﬁguu@u

(« Raise an alarm » here), the rule's

configuration is complete and the Rules - ) _ —
process active. Arule is described of what actions to take when certain triggers occur.

Customize rules by adding new or edit existing. Click Recording Settings for
basic configuration.

Type to search x

Rule

Triggers: Device event trigger on Q1904
Schedule: Always on

Actions:  Raise alarm 'ActivityDetection'

Rule 2

Triggers: Device event trigger on Q1904
Schedule: Always on

Actions:  Raise alarm ‘AcicTest'
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Alarms are directly displayed on the bottom panel of the Axis Camera Station client. As many rules
as necessary can be created. A test rule, using the ACIC event “AcicTest”, is a convenient way to
check the system communication.

%0 AXIS Camera Station Client

lFile Edit View Actions Configuration Options Help

|2E€eFROap e T

» 3 Auto Views Liklas
“# My Views
M Shared Views
| Camera Views .

T Q1904

Orasticz Shemwt 31y
L Te——

Audio
PTZ Control
Image Enhancement

- Camera Status

| Name: Q1904
Status: Connected
Recording:

Alarms | Tasks

Time Alarm Description

13/06/2013 16:10:45 ActivityDetection ACIC detection event
13/06/2013 16:09:50 AcicTest

13/06/2013 15:54:02 AcicTest

Connected to LAPTOP-CC

34/36



ActivityDetection Edge 3.0, Integration AC I C

VIDEQ ANALYTICS

7 Generic inteqgration

The ActivityDetection Edge program has a multi-part HTTP protocol
(http://en.wikipedia.org/wiki/MIME) for the dissemination of graphics events and meta data.
The URL to use is the following:

http://<ip of the camera>/local/activitydetection/streaming.cgi?<query string>
Parameters are available in <query string> to customize the stream format and content. That

genetic interface is presented in detail in the “ACIC API 1.2, metadata streaming” document. That
protocol can be use in Edge and Server ACIC products.
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8 Miscellaneous integrations

8.1 Axis rule engine

ACIC ActivityDetection Edge events can be used to trigger actions in the Axis rule engine
embedded in each camera. Refer to the Axis documentation for more information on the Axis rule
engine.

Caveat : Due to a bug in Axis VAPIX, a call to port.cgi cannot have a delay between actions of

more than 5 seconds. If the 1/O must remain in a state for more than 5 seconds before returning to
its initial state (“pulse”), you must use a manual trigger to return to the opposite state.
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