unelrix

Always On. Always Vigilant.

Installation for the Vunetrix Milestone Integration Sensor

Prerequisites

¢ Milestone version 2020 or higher is required
e Microsoft .NET Framework 4.8 or higher is required on the Probe machine this integration sensor is
installed on

Installing the Files

1.

2.

3.

4.

Download the VunetrixMilestonev2Release.zip file to the probe server which will monitor the Milestone
Server.

Right click on each file, select Properties. At the bottom of the General tab, if the “Unblock” check box
exists (Figure 1) click the box to place a checkmark inside it, then click Apply. The “Unblock” check box
and the Security warning should disappear (Figure 2). Click OK.
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Figure 1 — Blocked Downloaded File Figure 2 — Unblocked Downloaded File

Extract the contents of the Zip file into a temporary folder such as:
C:\support or C:\temp

In the temporary folder, alter the following 2 files:
e VunetrixMilestone.exe.config
¢ VunetrixMilestoneDetail.exe.config

You will alter the following four lines in each file:

o

<add key="milestoneAddress" value="10.10.10.10" /> -replace with the IP address or NETBIOS
name of your Milestone server

<add key="milestoneUser" value="admin" /> -replace with an administrative-level user for Milestone
server

<add key="milestonePassword" value="Password" /> -replace with the password of the above
account on your Milestone server

Save these files
Copy the entire temp folder contents into C:\Program Files (x86)\Vunetrix Network Monitor\Custom

Sensors\EXEXML
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Adding the Sensor to Vunetrix
The installation procedure for a Vunetrix Milestone sensor:

1. Right click the device you wish to add the sensor to, and select > Add Sensor
2. Use the “Custom Sensors” Filter
3. Select the EXE/Script Advanced sensor type

Add Sensor to Device vTest5 [vTest5]

Monitor What? Target System Type?

O Availability/Uptime O cPUUsage (O Hardware Parameters O Windows (O Storage and File Server (0 Cloud Services

(O Bandwidth/Traffic O Disk Usage O Network Infrastructure: O Linux/mac0s O Email Server

(O Speed/Performance () Memory Usage @ Custom Sensors Q virtualization 05 Q Database

Search Q
Matching Sensor Types
Business Process EXE/Script EXE/Script Advanced IPFIX (Custom)
Runs EXE/DLL or a script (batch file, Runs EXE/DLL or a script (batch file, Monitors a switch using IPFIX
nt: El ary VBScript, PowerShell) that returns a VBScript, PowerShell) that returns XML or (customizable)
status of the numerical value JSON

4. Set the following parameters:
a. Under “Sensor Name” enter Camera Status (Milestone - %Name_or_IPAddress_of Camera)
b. Under “EXE/Script” use the drop-down list to select VunetrixMilestoneDetail.exe
c. Under “Parameters” enter the IP Address of the Camera to monitor
d. Under “Result Handling” select the radio button for Store result

Basic Sensor Settings
Sensor Name Camera Status (Milestone - Cam .50)
Parent Tags
Tags xmlexesensor X @

Priority LB 8 Biges

Sensor Settings
I Create B
EXE/Script WunetrixMilestoneDetail exe v
Parameters 10.1.0.50
Environment (® Default environment

(D Set placeholders as enviranment values

Security Context (® Use security context of Vunetrix probe service

(O Use Windows credentials of parent device
Mutex Name

Timeout (Sec.) 60

Result Handling © () Discard result
@ Store result

(O store result in case of error

5. Click Create
6. Value Lookups do not need to be set on the Detailed sensor as they are defined automatically
through the values returned to Vunetrix by the sensor
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This should produce a sensor that will look like figures below. They should display multiple values
including whether a camera is online in the Milestone system or not, bit rate, frame rate, image quality,
recording status, retention period, etc.

Approximately 200 of these detailed sensors may be installed per Vunetrix Probe, dependent upon
resource load on the Probe machine and other factors, such as how many total sensors are being
monitored by the Probe device. If your installation has more than 200 cameras to monitor, it may be
necessary to split up the load between multiple probes in order to monitor all cameras using this advanced
sensor.

O Overview () Live Data 2 days 30 days 365 days |8 Historic Data & Log £ Settings A& Notification Triggers © Comments ‘@ History
i P . ’
Online Enabled Licensed Motion anoramicLens Last Scan: 1Ms 22
—) —3 — —) Last Up:
Recording is enable Camera islicen No Motion detected! No Panoramic lens UastDawh 1%
PTZ Recording RecordingDays ResolutionHeight Uptime: 0.0000%
— Downtime: 100.0000%
- - / / .
PTZ False Camera is Record. 0 days opx Coverage 100%
Sensor Type: EXE/Script Advanced

ResolutionWidth
Performance Impact:
P Dependency: Parent

Camera is online 0px Interval: 60s

" Sensor Milestone Camera Status (.50)F ***%*

Error caused by lookup value ‘Camera is not licensed' in channel ‘Licensed’ — Error caused by lookup value ‘Camera is NOT Recording’ in channel ‘Recording’ (Samsung Wisenet Cameras (10.1.0.50) - Camera 1)

) Overview (®) Live Data 2 days 30 days 365 days & Historic Data & Log £ Settings & Notification Triggers ¢ Comments 8 History
Enabled Licensed Motion PanoramicLens . 28
Online Last Scan: 1Ms 58

- | - - | —3 Last Up

Recording is enabl, Camera is not licen. No Motion detected" No Panoramic lens " Last Down 1Ms

PTZ Recording lutionHeight Uptime: 0.0000%

— Downtime: 100.0000%

-) - s s ‘

PTZ False Camera is NOT Rec 0 days opx Coverage: 100%

Sensor Type: EXE/Script Advanced

ResolutionWidth
Performance Impact

/ Dependency: Parent

Camera is online 0px Interval: 60s

If you are installing the Vunetrix Milestone Integration sensors on a probe connected to the Vunetrix Hosted
services, no further action is required.
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On Premise Core Servers

If you are installing the Vunetrix Milestone Integration sensors on a probe connected to an on premise Core
Server run by yourself or your customer, Lookup reference files must be added to the Core Server in order
for values extracted from the Milestone NVRs to be interpreted properly.

Installing the Files

1. Download the VunetrixMilestoneLookupsv2.zip file to the core server which will monitor the Milestone
Server.

2. Repeat the procedure for unblocking the files as per the Installing the Files section, step 2 above.

3. Once unblocked, the Zip file can be unpackaged and all files copied into a temporary folder such as:

C:\support or C:\temp

4. Copy the temporary folder contents to the following directory on the Core Server: C:\Program Files
(x86)\Vunetrix Network Monitor\lookups\custom\

5. In the Vunetrix Network Monitor web interface, navigate to the menu option:
Setup > System Administration > Administrative Tools

6. Click the OK button beneath Load Lookups and File Lists

V Home Devices Libraries Sensors Alarms Maps Reports Logs Setup

# | Setup | System Administration

System Administration

3 User Interface L Monitoring A& Notification Delivery £ Core & Probes [E= User Accounts & User Groups £ Administrative Tools # Single Sign-On 2 Maintainer M

Administrative Tools For The Vunetrix Core Server

Create Configuration Snapshot Write Core Status File

Greates a debug file on the Vunetrix core server
system.

Go! Got Go!

Restart Vunetrix Core Server Service

Restarts the Vunetrix core server service

This completes the procedure for installing the Value Lookup files onto the VNM Core Server.
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