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1 INTRODUCTION

products overview

AutoCode XProtect (VIT) is a group of software modules for XProtect video management systems (Milestone
Systems). The main purpose of AutoCode XProtect is to add video analysis functionality (namely, license
plate recognition) to either a projected version of CCTV system or an already existing one. The modules are

commonly applied in following use cases:
¢ highway traffic monitoring;
e automated access control systems development;
e border control;

e traffic monitoring at security checkpoints and secured premises such as parking lots, gas stations, repair

shops, logistics centers, hotels, etc.
AutoCode XProtect modules (Fig. ??):

1. LPR is an Analytic Server module plugin. Main feature: software processing of a videostream for license

plates detection and recognition. This module is capable of the following:

e recognition of both single- and double-line license plates from over 50 countries;
e recognition of up to 20 plates in the same frame;

e maximum speed of the vehicle suitable for license plates recognition is 220 kmph (under proper LPR

camera settings);
o frame processing speed is within 10-100 ms depending on its resolution;
e determining the direction of vehicle movement;

e recognition fine tuning: license plate template selection, control over quality and parameters of

resulting data.

2. Analytic Server is a Windows OS service in charge of license plate recognition process including sending
the configuration data from XProtect Management Application to LPR plugin. The service manager
allows activating/deactivating the LPR module, monitoring the processing of all incoming videostreams,
creating system log entries as well as tracking module operation errors. Both Analytic Server and LPR

modules are to be installed on each server devoted to video analytics.

3. Configurator is a plugin, necessary for license plates recognition configuration from within the XProtect
Management Application interface. This module includes a tool for automatic validation of selected

preferences.

4. Gateway is an XProtect Event Server plugin, set within XProtect Management Application user interface.

This module is capable of the following:
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e filtering specific events generated within XProtect system;

e creating event processing logic using scripts or handlers (either provided with the product or created

separately);
e working with external databases;

e creating unique events and sending them to the XProtect event server;

working with third-party applications on SOAP level.

5. Viewer is a plugin for XProtect Smart Client created to display analytics events (including recognition

results) in client application.

XProtect Smart Client
(Milestone)

Recording Server
(Milestone)

XProtect Management
Application/Client
(Milestone)

MIP plug-ins:

(VIT)

External

database

Figure 1: Communication between AutoCode XProtect modules and XProtect system components

Depending on the speed of vehicles in surveillance area, LPR module is provided in one of two possible modes

— the parking mode and the freeflow mode. (see Table ?7?)



Table 1: Correlation between LPR module operation mode and the vehicle speed in surveillance zone

Mode Video processing speed, | Speed of vehicles in
fps surveillance zone, kmph
Parking 6 or less 20 or less
Freeflow determined by framerate, | 220 or less
licensing conditions and
CPU capacity

manual overview

This manual is designed for integrators, system administrators and AutoCode XProtect users with administrator
rights. The manual is designed according to various tasks to be completed during different stages of working

with AutoCode XProtect:

?7? section contains the key hardware and software requirements and recommendations as well as instruc-

tions on setting up the XProtect system to enable the recognition sub-system.

?7? section contains instructions for installing the AutoCode XProtect modules.

?7? section provides detailed instructions for license activating and updating process.
?7? section provides:

— instructions for setting up recognition using the Configurator module;
— instructions for controlling and monitoring the recognition using the Analytic Server service;

— checklists for primary troubleshooting in case any issues arise.

?7? section provides step-by-step instructions for setting up the recognition events to be displayed in
XProtect Smart Client Ul

?7? section demonstrates the capabilities of the Gateway module using two examples:

— calculating the time the vehicle spent on the parking lot;

— searching for recognized license plates in external databases or local lists.

Legend:

I Important

I Additional information or example



2 BEFORE STARTING

system requirements

When the installation and configuration process for AutoCode XProtect modules is described in this quide, it is
implied that the user has taken into account the XProtect system hardware and software platform requirements.
Further sub-sections contain recommendations that, if taken into account, allow for providing a strong basis
for the operation of license plate recognition sub-system within XProtect system. However, it is worth to keep
in mind that neither the scrupulous selection of server configuration nor providing a stable Internet connection
will have any effect if a low-quality videostream is fed for software processing. The best possible quality of
a license plate image within the frame is the basic requirement that, if not met, makes receiving satisfactory

results of recognition impossible.

it is necessary to make sure that the video meets the requirements and recommendations provided in "License

Plate Recognition Cameras Selection, Setup and Installation Guide” document.

Generally, on software and hardware platform preparation stage, a special attention should be paid to:

e selecting a CPU (for the recognition server) since it receives the most workload during the recognition

process;

e calculating network throughput, sufficient to transmit the videostream without losing frames that are to

be processed;

e compatibility of AutoCode XProtect modules versions with XProtect system and Windows OS.

CPU

The performance of recognition sub-system directly depends on CPU capacity. This performance is measured
in total amount of frames processed per second on all recognition channels.

When the LPR module is working in freeflow mode, this index should equal the framerate of the videostream.
Keep in mind that when working in parking mode, it is impossible to process more than 6 frames per second.
When the capacity of the CPU is not sufficient for selected recognition settings, a decimation occurs in the set
of frames causing losses of potentially important information. This leads to a decrease in recognition quality
and percentage.

Table ?? contains the number of frames per second that can be processed by recognition module under specific
computer configuration, processor load and image resolution. This data is a result of performance testing under

the following conditions:

e The videostream is transferred with minimum level of compression (Xvid or MJPEG formats are used)

meaning that compression workload is not included into calculations.
e The CPU is loaded with recognition only.

e Default configurations with CPUs of various price categories and performance rates (from lowest to

highest) were selected for testing.


https://www.milestonesys.com/SystemRequirements

Default configurations with CPUs of various price categories and performance rates (from lowest to highest)

were selected for testing.

Table 2: Comparing the operating rate of LPR module under 60% CPU workload (fps)

Computer configuration Image resolution

720"576 13607512 1360"896 23361753
Intel Core i5-2500 3.3Ghz 2Gb | 96 51 28 7
RAM
Intel Xeon DP Quad-Core | 135 70 40 11
E5620 8Gb RAM
Intel Core i7-2600 3.4Ghz 8Gb | 165 76 49 15
RAM
Intel Core i7-3930K 3.2Ghz | 277 144 82 24
16Gb RAM
2" Intel Xeon X5650 2.66Ghz | 426 224 135 40
12Gb RAM

When the videostream is transferred for processing or displaying in the client application, it is being decom-
pressed. After that, the whole videostream is decoded disregarding whether the recognition sub-system is
working in either freeflow or parking mode. Therefore, even if the module runs recognition at 6 fps, the whole
videostream received from the camera will be decoded (e.g. 25 fps).

A portion of server resources may be used for additional tasks such as video archive recording, interaction with
the database, anti-virus protection, etc. With this in mind, it is recommended to pick a CPU that, with the
recognition sub-system actively running, would have about 60% workload. When picking the CPU, one can use
the online calculator available on AutoCode XProtect developer’s website.

If the selected configuration matches one of those provided in table ??, it is possible to determine approximate
available number of recognition channels by dividing total number of frames taken from the table by framerate
of selected recognition mode.

For example, under 13607512 resolution, Intel Xeon DP Quad-Core E5620 8Gb RAM configuration and 60%
CPU workload, AutoCode XProtect will be able to process video from:

11 cameras in 'parking’ mode (70/6 ~ 11);

2 cameras in 'freeflow’ mode if their framerate is 25 fps (70/25 = 2).

Examples of default hardware configuration:
Intel Core i5-2500T (2.3Ghz), 2Gb RAM. Camera: Axis P1344. Codec: H.264. Fps: 20. Resolution:
1280*800. Channels (with decoding): 3.

RAM

Adding recognition channels requires respective adjustments to the amount of RAM. One recognition process
(one channel) uses up to 200 Mb of RAM. In case the recognition process on one channel is divided into multiple

threads, RAM usage of this process would increase accordingly.

The term recognition thread is defined in the description of the Channel system object (see the ?? descrip-

tion).
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Network

If the recording server and the license plate recognition sub-system (the LPR module) are located on different
computers, it is important to setup a stable connection between them with sufficient network throughput. This

helps avoid interruptions that cause important information being lost.

0S

AutoCode XProtect modules are compatible with following operating systems: Windows 8 Enterprise, Windows
8 Pro, Windows 8.1 Enterprise, Windows 8.1 Pro, Windows 7 Ultimate, Windows 7 Professional, Windows 7
Enterprise, Windows Server 2008 R2, Windows Server 2012 and Windows Server 2012 R2.

Surveillance System

The integration of AutoCode XProtect modules into XProtect system is realized using MIP SDK 2014. There-
fore, the modules are compatible with the versions of the system that support plug-in integration: Enterprise,

Corporate, Express, Expert, Professional.

preparing the xprotect system

LPR sub-system can only be configured if XProtect system is configured according to the following requirements:

e The videostream source is connected. The procedure of importing the video from a file is described
further in this section. Detailed instructions for connecting to hardware devices are provided in XProtect

Administrator’s Manual.

e The special analytics events necessary for receiving the results of recognition within AutoCode XProtect

are configured.

I After any modifications in configuration, an alert message is shown in the top section of the Ul:
174405 @ ‘You have made changes to the configuration. Save the changes to apply them to the systam Save Discard

The buttons on the alert are used to control the configuration:
e Save — button applies latest changes.

e Discard — button dismisses any changes made after the last save.

Connecting to the Videostream

In order to test LPR sub-system or use it on a reqular basis, the source of the video must be connected. The
process of adding cameras and other hardware devices, such as video encoders, to XProtect is described in this
system administrator’s manual. The following instructions are describing the process of importing the video as

the data source.

9
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Step 1. Creating and setting up the Hardware Device object

A Hardware Device is a software representation of equipment units connected to XProtect server via IP. The

following steps are to be made in order to create a new Hardware Device object:

1. Open the context menu of a Hardware Device object. Select the Add New Hardware Device command.

€ Milestone XProtect Enterprise 2014 Management Application
File  Services  MWfizards  Options  Help

= E L= I-i: # a
= Eﬂ surveilance Server
% Getting started

- [ Advanced Configuration

Hatdware Devices milesione

T Cametas and 5 (\}’ Sdd Mewr Hardware Device ||
T Events and Qu

) scheduling and Archiving Hardware

| Makrix

2. Select the Manually specify the hardware to add option on the first screen of Add Hardware wizard
(the Add hardware window).

Add Hardware @

How do you want to add new hardware?

Scan for hardware

XProtect will scan your network for available hardware. You can extend the =can to include
other networks. \When the scan is complete, select which hardware you want to add.

Manually specify the hardware to add

Use thiz option if you know the |P addresses of the hardware you want to add. You can either
type the |IP addresses manually or import them from a comma-separated values (C5V) file.

3. Set the following values to a new Hardware Device object parameters:

e |P Address — 0.0.0.0;
e Port — 80;
e User name — admin;

Password — DirectShow;

Driver — DirectShowDriver.
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Add Hardware @

Type IP addresses

Type the IP addresses of the hardware you want to add to your system or impaort the information frem a comma separated values (C5V)
file. You can speed up the scanning process by selecting the manufacturer(s) of the devices you want to add.

IP Address Port Uzer Mame Pazzword Diriver
0.0.0.0 80 admin ssssssssae [DireciShowDriver -
IP Address 80 <default> | Auto-detect -

4. Check if the connection was successful by making sure that the Status field on the next screen states

‘Connected’.
IP &ddress Part User Mame Paszzword Crriver Status
0.0.0.0 80 | admin sssssssses DirectShowDriver Connected

5. Finish the process by clicking OK on the next screen.

Step 2. Setting up a Camera object

On the second stage of connecting to a videostream, one of Camera objects, automatically created for a new

Hardware Device, is to be configured. The following steps are necessary:

1. Open the context menu of a Camera object and select Properties option. This opens Camera Properties

window.

@ Milestone ¥Protect Enterprise 2014 Managerment Application
File  Services ‘Wizards  Options  Help

s |H O & N7 )
= Q.:] Surveillance Server
igs Getting started
=L Advanced Configuration
= Hardware Devices
= Hardware Device 1
3 Camera 1
B Camers 2 H Mo preview
3 Camera 3 i
=3 Camera 4 x Peabie
3 Camera g
T Camera §— :
T Camera 7| oo Properties "
3 Camera 3 .

L3

Hide Camera

2. Click the Camera Settings button to open Video Properties window.
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Carrera Properties

[aeneral camera settings

Widen
Enabled:

Preview:

Camera name:  Camera 1

Audio
Recording Properties
Recording and Archiving Paths

Camera sharkcut number:
Event Maotification

Cutput Camera Settings. .. N

3. Select the Video File option and specify the path to a file in Video file path parameter.

rd 5

Yideo Properties

&

Camera zethngs

Get input from: ™ Wideo File " ‘web Cam

video file path;  |C:\UsershadminiDesktophBusine Browse. ..

2

|

| =l

-

| Mo audio J

-

Image size: G40 = 480 (34 Kh)

Click the Preview Image button to preview the image resolution. The size and resolution of the frame

will be displayed at the top of the frame.

4. Click OK to close Video Properties window.
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Registering Analytics Events

Analytics events are resulting from the operation of additional software products integrated into the XProtect
system for intellectual processing of video data. This includes the LPR and Analytic Server as LPR sub-system
within the set of AutoCode XProtect modules.

The following events are generated during the recognition:

e Plate detected — the fact of receiving the best possible recognition result. This event depends on Send

event while car in frame setting of the Channel object:

— If this setting is deactivated, the event is generated after the vehicle has left the frame (along with

the Car lost event).

— If this setting is activated, the event is generated when the vehicle enters the frame (along with the

Car detected event).

o Car detected — the fact of receiving the first recognition result that registering that a vehicle entered
the frame. It depends on Result Delay (msec) setting — the event is generated after the time specified

in the setting.

e Car lost — the fact of the license plate leaving the recognition zone. Depends on Check license plate
overlap (sec) setting. If the license plate does not reappear in the frame within the time period specified

in the setting, it is considered to not be overlapped, so the vehicle has left the frame.

Plate added and Plate detected events may be generated when working with XProtect Smart Client if the
license plate is added/edited manually. Such events should only be registered in Management Application

if the alarms are to be generated based on them.

To have the analytics events transferred from LPR sub-system to event server, they should be identified (marked

for transfer). The following steps are necessary for this process:

1. Open the Settings window from the Options menu.

.

€ Milestane ¥Protect Enterprize 2014 Management Spplication

File  Sersices  Wizards | Options | Help

= | B U-_q-'{lg r @ Reset Application Layout

B Camera : Settings..
I Camera 3 Loy’
I Camera 4
I Camera S
I Camera f

2. Select the Analytics Events tab in the Settings window. This tab contains the settings for configuring

the use of analytics events within the whole XProtect system.

3. Make sure that the system may use the analytics events (Enabled checkbox is selected).
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Event Server

Settings
General Analytics events
User Interface Enabled
fault i h Part:
D I File Pat
efaulk File Paths 3090
Access Conkrol Settings
SecLrity

Ewvents allowed from:
@ Al network addresses

(71 Specified network. addresses:

Addresz

Impaort. ..

Other settings on Analytics Events tab allow accepting events from all IP-addresses or set a trusted

IP-address range. For a detailed description of this tab, please see XProtect Administrator's Manual.

=3 Cameras and Storage Information

& Microphones

%} Ewents and Output
T Analytics Events
cfu Hardware Inpull| [} Create Newh
.| Hardware Cukpur L

%@ Manual Events

iy Generic Events
fad Cubput Control on Event

() scheduling and Archiving

O-E=-&

4. Create an analytics event named Car detected. The name can be set using Name parameter.

5. Repeat the aforementioned steps to create Car lost and Plate detected events.

When creating identifiers for events, a special attention must be paid to the register: upper case is to be

used on the first letter of the first word while the lower case is to be used for remaining symbols. Both

words are to be separated by a space.

14



3 INSTALLING MODULES

To have LPR sub-system function correctly, the Analytic Server module must be installed prior to installing

the LPR module. The remaining AutoCode XProtect modules may be installed in arbitrary order.

1. Extract them.
2. Run the installation files as an administrator and perform all the steps necessary for the installation.

3. Reboot the computer after installation is finished.
Notes for installing AutoCode XProtect modules:

e Configurator. This module is to be installed on the computer that has the Management Application
pre-installed. On the Select Components stage of the installation, the Full version option is to be

selected’.

On Types of recognition channels stage, the Only LPR is to be selected (Fig. ??). This must be done

to allow for the recognition system (LPR and Analytic Server modules) to be configured.
e Gateway. This module is to be installed on the computer that has the Management Application pre-
installed.

o Analytic Server. This module is to be installed on a computer used as the recognition server. The license

keys (hardware or software, see the ?? section) are to be connected to this computer.
e LPR. This module is to be installed on the computer that has Analytic Server module pre-installed.

e Viewer. This module is to be installed on the computer that has the XProtect Smart Client application

pre-installed.
HDD space required to store AutoCode XProtect modules:

e Configurator —180 Mb.

o Gateway — 230 Mb.

o Analytic Server — 380 Mb.
e LPR — 1.7 Gb.

e Viewer — 145 Mb.

" This parameter will be selected by default and the corresponding installation step will be skipped if the Installation Wizard recognizes
the current surveillance system as XProtect Enterprise.



9] Setup - WitConfigurator El (=] @

Types of recognition channels &
Please, specify the kypes of recagnition channels which you will use

LPR. and "WPR
@ Only LPR
Ol W PR

Figure 2: Installing Configurator module: selecting LPR analytics type

Additional software is provided within AutoCode XProtect installation packages ('_redist’ folder), including:
ffdshow codec used by LPR;
Sentinel Runtime driver for license keys;
Sentinel RUS remote license update manager;
Microsoft .NET Framework 4;
IronPython 2.7.4 used by Gateway.

Aforementioned components are installed automatically.

Demo versions of AutoCode XProtect do not work on virtual machines or under active RDP sessions. Using

the modules on VMs is only possible after purchasing the hardware license.

16



4 LICENSING

general information

License protection of AutoCode XProtect modules is carried out using software and hardware products devel-
oped by SafeNet.

General licensing parameters include:

e Vendor. A unique identifier of the company that developed the protected product. AutoCode XProtect
modules are protected using keys from EAOWT and AAOTB series (numbers equivalents are 107392 and
106763 respectively).

e Firmware (License). A feature of the license key that determines the set and capabilities of product

functionality available for operation. Varies based on the requirements of the client.
e Feature. An identifier for a licensed functionality unit of the product. The set of features determines the
firmware of a license key.
The software product components (accessed using a license key) are available for display and control using

the Sentinel Admin Control Center application. This application is described in the ?? section.

Should a specific component be missing from the firmware of a license key, a respective functionality will not
be available to the user.

The following AutoCode XProtect software products are to be protected:

e Analytic Server module (Feature 471)

Gateway module (Feature 441)

LPR module (Feature 17 and 440)

Number of countries, license plates from which are to be recognized (Features 4000-4256 with Feature
4000 being obligatory)

Number of recognition channels and video processing speed (Features 1-390):

— 'Slow’ ('parking’) — up to 6 frames per second. Used to recognize license plates on vehicles moving
under 20 kmph, e.g. at parking lots.

— 'Fast’ (‘'freeflow’) — defined by framerate of the camera used as well as the processor capacity. Used

to recognize license plates on vehicles moving faster than 20 kmph (on highways).

I The term recognition channels is described in ?? section (see the description of ?7?).



protection tools

Operation of AutoCode XProtect modules depends on Sentinel LDK (Sentinel Runtime) license key driver.
Version 6.65 or higher is to be used. AutoCode XProtect modules can function only if license keys are installed

locally (see the table ?7?).

Table 3: Features of Sentinel HASP key based on its type

Key type Description
HASP HL Key Provided as a hardware token (USB-key). This key
is physically installed onto a server with the protected

software to be used. The key may be transferred without
losing the license.
HASP SL Key Provided as a service. It is attached to hardware of

the computer. If the modules are transferred to another

server, a new license should be purchased.

license activation and update (sentinel rus utility)

License update is to be carried out using Sentinel RUS (Remote Update System) utility. Name of the program

file — hasp_update.exe.
Sentinel RUS license update manager will become available only after all necessary AutoCode XProtect

modules are installed.

Step 1. Launching the Sentinel RUS utility

When using a hardware license key, it is necessary to make sure that:
it is connected to the server;
its driver (Sentinel LDK) is installed.

Sentinel RUS is provided within the installation package of every AutoCode XProtect module that requires

protection (Analytic Server, LPR, Gateway).
The utility may be launched from the directory of one of the modules (by default, file path is C:\Program Files

(x86)\VIT\[name of the module]) as well as from Start menu.

18
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| Games

. TranPython 2.7

| Maintenance

, Mehfee Security scan Plus
; Microsoft SQL Server 2008
. Microsoft 0L Sercer 2012
. bdilestone

) Startup

L WIT

. Autocode Milestone
Analytic Server Manager
Uninstall YITRLKP Gatewray
Uninstall Snalytic Sercer
Uninstall AutoCode Milestone
Uninstall WitConfigurator
. Documentation

. Taals

activation and update (sentinel rus utility) |

adrmin
Documents
Pictures
Music
Computer
Control Panel

Devices and Printers

9 Hasp Key hanager,

Default Prograrms

1

= HASP user manual ke
, AutoCode Milestone Client

Back

Help and Suppaort

‘ |Searrh programs and files

Step 2. Generating a c2v file for the manager

At this point, a c2v (customer-to-vendor) file reflecting current state of the license is to be generated and sent

to the manager. The following steps are to be taken to do it:

1. Click Collect Information button in the Sentinel HASP RUS window.

F

¥ Septinel HASP RUS

[=]lE =]

iCollect Key Status Information;

Apply Licensze Update ‘

WIT updater for HASP keys with EQ&MWT zenes

i Collect Informatiarn i

2. Specify the name for the generated c2v file and save the file to a specific directory.

19
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¥ Save Key Status As @
A
G-

Ynepagounte *

w0 v z6panHoe - | +3 | | Mouck: HaBpannoe pel |

[E]r)
[l
4

»

- Jarpysku
l Apaeik
872 BanT

- MzhpanHoe

Je 3arpyzem
i._"- HeaaeHue mecTa

Pafiogmii cTon
Bl Pabounii cton ! Apneik
= 448 HanT

) BubamoTeku

B Buaeo
3 fAokymeHTol
= Mzofpakennn Lo

J‘F Myseika

-

M Komneitep

WMmn daiina: customer-to-vendor|

Tun daina: ’Update receipt file (*.c2v) vl

“+ CEKpbITE Nankw [ CoxpaHuTe ] l OTmena ]

If there are more than one license keys installed on a local computer, a proper key to save the state
should be selected when generating a c2v file. To get details on license keys currently available on

the server, use Admin Control Server application — see the ?? sub-section.

-

¥ Select HASP key (25w

Multiple matching HASPs found. Please select one from the lizt below or
dizconnect all but one and press refresh,

HASP HL [374003335)
HASP 5L [1092335057365710248)

| ok || Camsl | | Refesh

3. Make sure the c2v file is created successfully and send it to manager.

[ a

:® Santinel HASP RS E@

iCollect K.ey Status Information; | Apply License Update ‘

WIT updater for HASP keys with EQ&WT senes

121347
F.ey status retrieved from HASP successtully.

A c2v file can also be generated using Admin Control Server application. However, in order to successfully
update the license to use AutoCode XProtect modules, the file must be generated by Sentinel RUS utility.
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On the other hand, it is possible to use a file generated by the Admin Control Server application (see Step
4).

Step 3. Receiving updated license (vZc file) from the manager

The manager should return a .v2c (‘'vendor-to-customer’) file. This file is necessary for license activation/update.

Step 4. Applying received vZc file

Open HASP Key Manager again and go to Apply License Update tab (1). Specify the path to a directory (2)
that holds the v2c file received from the manager, select the file and click Apply Update button (3).

i

% Sentinel HASP RUS =[5

|
Collect K.ey Status Information | iApply License Update ‘.

13372

Applving update from file C:

S gershadminD esktopt\HaspUpdate_23333 1449654503 v2o
pdate written successfully.

Update File [in\Desktop\Hasplpdate_3333 1449654553 v2¢ :]

Apply pdate E’ g

license control (admin control center application)

Sentinel Admin Control Center application is used to control licenses on both local and network servers as
well as to diagnose associated problems. This section contains a brief description of the application. A detailed
description, including a description of tabs not mentioned in this manual, such as Access Log and Configuration,

can be found in the Help section of the application.

The application is to be opened using web-browser on a local computer with Sentinel LDK License Manager

service and hasplms.exe process active. The URL is http://127.0.0.1:1947/ int /devices.html.

The following features of Admin Control Center are most often used during trial or after purchasing AutoCode

XProtect modules:
e viewing information about all license keys currently available on local servers;

e viewing information about all license key components as well as limitations associated with them.


http://127.0.0.1:1947/_int_/devices.html
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Sentinel Keys tab

This page shows the license keys that are currently in the system including local keys — they have the Location

parameter set to Local. The most common features are as follows:

e The Sessions button opens a page that contains the information about the sessions of a selected license
key. A session is a request that the licensed application makes to a license component. If the session is

not displayed, the respective functionality is not available.

e The Blink on/off button enables/disables blinking for an LED of a specific hardware key allowing for

faster identification of the key.

e The Features button shows all features of a local license key.

@afeNet

Sentinel Keys Available on 64-TEST

# Location Vendor HKeylID Key Type Configuration Version Sessions Actions
Products 1 Local 107352 10253200392639824534 HASP SL _._@ - 231 1 |Products | Features
Features Legacy Sessions || C2v
Sessions 2 MGR-ACC. 107392 131970735274 HASP 5L —e - 150 - B Browse
VIT Legacy Met Features
Update/attach 3 VIT-HASP 107332 503334003891 HASP 5L _._@ - 234 - B Browse
Legacy Met Features
Access Log 4 WIT-HASP Master 540056173 Sentinel HASF'_:“ - 325 - |BBrowse
Canfiguratian (106763 Mastar Met Features
Diagnostics 5 VIT-HASP  Master 1440346445 Sentinel LOK :,-] HASP 4.7 - O Browse
(107332) Master ) Met Features
Help £ HASP. EQAWYT 1810018389 Sentinal LOK D HASP 427 - B Browse
About EMS71 (107392) Master ) Met Features
7 HASP. AADTE 2126214765 Sentinel HASP - 325 - B Browse
EMS71 {106763) Master * Met Features

Products tab

This page displays the names of all products (Product Name column) available under all license keys in
the network. However, AutoCode XProtect modules can only function under the license keys that have been

installed locally.

@afeNet

Products Available on 64-TEST

Sentinel Keys # Product Name Vendor Location Actions

1 Milestone Gateway+Analytic Server 107352 Local Features
- peilies 2 Milestane 2.3 DEMO 107392 Local Features
Sessions

Updatefattach



Features tab

This page displays all the products included into the firmware of a specific local key. It also allows checking

license control (admin control center application) |

license restrictions and provides information about current activities on each feature.

@ﬂeNet

Sentinel Keys

Products

Sessions

UpdatefAttach

Access Log
Configuration
Diagnostics

Help
About

Features on 61-BOX: Key 1378200713 (Vendor: 107392)

# Product

1

F33
107392
Product
f33
f33
107392
Product
G633
633
107392
Product
633
633
107392
Product
G33
G33
107392
Product
F33

Feature

oo

6 &

20 &

13 B

450 8

4000 &

Location Access Counting Logins

Local

Local

Local

Local

Local

Local

Loc

Loc
Display

Loc
Dizplay

Laoc
Display

Loc
Display

Loc
Display

Station

Station

Station

Station

Station

Station

Limit

@

Detached Restrictions Sessions Actions

- Perpetual

- Perpetual

- Perpetual

- Perpetual

- Perpetual

- Perpetual

10

Sessions

Sesgsions

Sessions

Sessions

Sessions

Sessions
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5 RECOGNITION SETTINGS

general information
The process of setting up LPR is comprised of two main stages:

e Stage 1. Configuring the recognition in Management Application. This operation is possible after

installing the Configurator module.

e Stage 2. Requesting configuration data from the Configurator module and transferring them to LPR
sub-system. This operation is performed using the Analytic Server service. The service is to operate on

the same host as the LPR sub-system.

The algorithm for configuring the recognition using Configurator module (Stage 1) is comprised of the following

actions:

1. Creating and configuring video source servers (see the ?? section).

2. Creating and configuring servers for receiving the events (see the ?? section).

3. Creating recognition servers (see the ?? section).

4. Creating the channels based on recognition servers that are being used (see the ?? section).
5. Configuring each channel individually:

o ?7?
o ?7?
o ?7?
e 77

e 77

Within the Ul of Management Application, the features of LPR sub-system are represented as system objects

combined into VIT Analytic Service group within the MIP Plug-ins group (Fig. ??).
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oo Hardware Input Events
) Hardware Qubput
%ﬁ@ Marual Events
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Cutput Control on Event
9 scheduling and Archiving
2] Matrix
E Logs
[ o] Motifications
Central
F'.n:cess Conkrol
Server Access
MasterSlave
sers
. Services
@ Servers
' Alarms
MIP Plug-ins

YIT Analytic Service
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. |y Targek servers

Recugnltlnn SEFYEFS
= . YitMLEP  Gakeway

j (ERE

Figure 3: The features of AutoCode XProtect available for configuration

The LPR process is activated and maintained (Stage 2) using Analytic Server service (vitanalyticsrv). The
service is controlled by a manager application with the same name.
The Ul of the manager application contains four tabs including Analytic Server and XProtect. The feature-set

of these tabs is used during LPR setting up/activation. The detailed instructions can be found in the ?? section.

video source servers

Video source server functionality is necessary for determining the sources of video (recording servers) in

XProtect system that would provide the data for processing.

Creation

To create a video source server object:

1. Open the context menu of the Video source server parent object.

2. Select Create New.

-+ MIP Plug-ins

E% MIP SDK Samples

E*® MIF SDK Tools

=1 YIT Analytic Service
g Wideo source servers
oy Targetservers |[L1  Create Mew
2 Recognition servers
[ vithMLzP. Gateway

=
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3. Provide the name for a new object in the window that appeared (e.g. 'Video Server 1 (LPR)’) and then

click ".

P o)

Add Yideo source senver @

Mame “ideo server 1 [LPR]

[ OF. ] [ Cancel

A new video source server object would appear on the object tree.

= &+ MIP Plug-ins
=% YIT Analytic Service
=) g MidED SOUFCE SEFEFS
g Videno server 1 I{LF‘RJ
s Targek servers
[ Recognition servers
[ vithMLzP, Gateway

Deleting

To delete a video source server object:

1. Open the context menu of the object to be deleted.

2. Select Delete.

=+ MIP Plug-ins
= YIT Analytic Service
Fl g Video source servers
e Wideo server 1 (LPR)
l4 Target servers L Delete J
[ Recognition servers ;L\\f

(L] vitMLzP Gateway

3. Confirm deleting by clicking OK in the window that appeared.

Configuration

To configure a video source server object, it should be selected in the object tree and then the following
parameters are to be set:

.ﬂ.pplyﬂ EnableB Mame B IF zddress or Part 9 Authorization @ Lcu_:pinB Pasﬂmﬂ 9

Templats domain name

O Video server 1(LPR) 10.10 -1293 80 & Windows Current User Connected

1. Apply template. A checkbox to apply a configuration template to this object (see the ?? section).
2. Enabled. A checkbox to activate the object.

3. Name of the object assigned to it while creating. It can be changed.
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4. |P-address or domain name of the computer with a recording server providing the videostreams for

processing.

5. Port of data transfer. The default value is 80: used for input/output HTTP connection between video

source server, cameras and client applications.

In XProtect Enterprise, the port of a Hardware Device is set when the object is created. To edit it,
open the Hardware Properties window and go to Network, Device Type and License tab. If a default
HTTP port (80) is used, deselect the Use default HTTP port checkbox and specify a new port in the
text field.

Hardwrare Properties = @

Mame and Wideo Channels Mebmork
Address:  0.0.0.0

HTTF port; |50 Lﬁ default HTTP port
FTP port; |21 IJze default FTF part

6. Authorization method used to connect to a server:

e Basic — as XProtect user with admin rights registered via Management Application.
e Windows — as a specific Windows user.

e Windows Current User — as the same user whose data is used by Analytic Server module.

7. Login, to connect to a video server. If it is a domain user, the login is to be provided as 'Domain

name\username’ (e.g. 'HOST-64\admin’). If the user is local, the 'Username’ format can be used.
8. Password used for connecting to a video server.
9. Test button to check connection status.

10. Connection status. 'Connected’ — success, 'Failed’ — failed connection.

target servers

Target server functionality is necessary for selecting the XProtect event server to which the recognition results
would be sent as analytics events.

Creating

To create a target server object:

1. Open the context menu of the Target server parent object.

2. Select Create New.



= #+ MIP Plug-ins
% MIP SDK Samples
¥ MIP SDK Toals
27 WIT Analytic Service
e Wideo source servers
ey Targek servers

= Recognition sg L] Create Mew

[ vithMLzP Gateway

&3]

target servers |

3. Provide the name for a new object in the window that appeared (e.g. "Target Server 1 (LPR)’) and then

click ".

Add Target server

==

Mame  Target server 1 [LPR)

Lok |

Cancel

-

A new target server object would appear on the object tree.

= #+ MIP Plug-ins
27 WIT Analytic Service
[F- g YideD sOUFCE SErvers
o Wideo server 1 {LPR)
(=] oy Targek servers

=

. 4 4 EI:I:II;I'IIEII:II'I SEVErs

Deleting
To delete a target server object:

1. Open the context menu of the object to be deleted.
2. Select Delete.

=) 3+ MIP Flug-ins
= VIT Analytic Service
[F- b Video source servers
g Video server 1 (LPR)
[=)- g Targek servers
iy Target sepver 1 (LPR)

= Recognition servers . Delete

=[] VitMLEP. Gateway
15 Directaries
~F Filters

3. Confirm deleting by clicking OK in the window that appeared.

|
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Configuring

To configure a target server object, it should be selected in the object tree and then the following parameters

are to be set:

Apply o Enabled e Name 9 |F address ar o Port @ Transpu:url@

Templats domain name protocol
| Target zerver 1 (LPR)  127.0.0.1 gpep » TCP

1. Apply template. A checkbox to apply a configuration template to this object (see the ?? section).
2. Enabled. A checkbox to activate the object.

3. Name of the object assigned to it while creating. It can be changed.

4. |P-address or domain name of the computer with the XProtect event server to connect.

5. Port for transferring analytics events to the XProtect Event Server (default — 9090).

Make sure that event transfer in XProtect is enabled and the target port value is the same as Port
value of the Target Server object.

I ?7? section contains detailed instructions on registering the events and selecting port for sending them.

6. Transport protocol for transferring data via network (default value — TCP, alternative value — UDP).

recognition servers

Recognition server object is necessary for combining recognition channels into a group to be processed on a
single host.

Each recognition server object has one corresponding host used for license plate recognition (a server with
Analytic Server and LPR modules installed).

One channel corresponds to one videostream. Each channel is to be configured separately.

Creating and Configuring
To create a recognition server object:

1. Open the context menu of the Recognition Server parent object.

2. Select Create New.

=] WIT Analvtic Service
[F- g Video source servers
g Video server 1 (LPR)
[=)- g Targek servers
o Targek server 1 (LPR)
4 Recognition servers

= @ '-.-'_itMLXF'.Gateway [0 Create New
15 Directaries E:{:"
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3. Provide the name for a new object in the window that appeared (e.g. 'Recognition server 1) and then

click ".

Ldd Recognition serser

==

Mame | Fecognition server 1|

Lok |

Cancel

-

A new recognition server object would appear on the object tree with a Channels child object for further

recognition configuration.

= WIT Analvtic Service
[F- kg Mideo sOUNCE SEFVErS
g Reecording server 1 (LPR)
[=)- g Targek servers
¢ Event server 1(LPR)
==
=) o Reecognition server 1
= Channels
=[] YitMLsP. Gateway
"-E.] Directaries
=7 Filters
Handlers

Selecting a Recognition server object displays its name (editable field) and a checkbox to activate the object.

Deleting

To delete a recognition server object:

1. Open the context menu of the object to be deleted.
2. Select Delete.

=+ MIP Plug-ins
=] YIT Analvtic Service
g Wideo source servers
4 Target servers
=)~ [ Recognition servers
= [ Recognition server

= Zhannels x Dielete
[L] vitMLzP. Gateway

3. Confirm deleting by clicking OK in the window that appeared.

channels

In Management Application, a Channel object is used to configure license plate recognition. Therefore, one

channel object represents a single videostream broadcasted live.



channels | 31

Creating

To create a channel object:

1. Open the context menu of the Channels parent object (automatically created with each Recognition
Server object).

2. Select Create New.

=+ MIP Plug-ins
% MIP SDK Samples
g MIP SDK Toals
= YIT Analytic Service
Fl g Video source servers
g Recording server 1 (LPR)
[=)-- ey Targek servers
i Event server 1
=) & Recognition servers
=1 & Recognition server 1
= Channel
=] YitML#P, Gateway | [ Create Mew

-

3. Provide the name for a new object in the window that appeared (e.g. 'Parking entrance 1’) and then click

n

-

Add Channel =

Mame  Parking entrance 1|

[ OE. ] [ Cancel

A new Channel object would appear on the object tree. Total number of channels must be the same and the

number of videostreams to be processed on a single host (LPR server).

Deleting

To delete a channel object:
1. Open the context menu of the object to be deleted.

2. Select Delete.

=) 3+ MIP Plug-ins
% MIP SDK Samples
8 MIF SDK Tools
= VIT Analytic Service
g Wideno source servers
|y Targek servers
=) & Recognition servers
=)~ & Recognition server 1
[=] - i Zhannels
— Parking entrance
— Parking entrance H Delete
— Parking entrance 3
[L] vithMLsP Gateway
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3. Confirm deleting by clicking OK in the window that appeared.

Configuring

The following sub-section contains descriptions of parameters that are set/adjusted separately for each recog-
nition channel. In Ul, the parameters are grouped based on their function. General settings, Recognition
settings and Settings of events tabs contain mandatory parameters while Settings of dynamics and Additional
settings tabs contain additional and optional parameters.
Properties panel contains settings for all channels of a single recognition server. Select a channel on the object
tree to access this section and carry out the configuration.

General Settings Tab

The tab provides the following features:
e enabling/disabling channels;

e selecting license plate templates for specific countries to perform recognition based on them.

Channels settinags

Recognition settings | Settings of events | Settings of dynamics | Additional settings

Template
Apply License plate .
Template Mame Enabled P Channel type Recognition server

] C Set |

Templats templates
] Parking entrance 1 Set WitLpr LPR server 1

[ Parking entrance 2 Cet WitLpr LPR server 1
[ Parking entrance 3 Set WitLpr LPR server 1

Apply 0 Mame 9 Enaba License plate Channel rya Recognition sena

1. Apply Template. A checkbox to apply a configuration template to a specific recognition channel (see

the ?? section).
2. Name of the channel assigned to it while creating. It can be changed.
3. Enabled. A checkbox to activate the channel.

4. License plate templates. A button to open a template selection window. In the window, the templates

would be grouped by issuer-state as nested lists. When the templates are selected, click Apply.

For each channel, only the templates included into the license key are available. Any number of
templates can be chosen from the available set. However, it is not recommended to include the
templates of license plates that would not be present on the videostream as it may affect the quality

of recognition results.
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& Bulgaria

Colombia

583

— other

& E Belarus

5. Channel type. he type of video analysis applied to the channel. This parameter has a default value
set to VitLpr (Vit — name of the company that developed the module; Lpr — short for "License Plate

Recognition”).

6. Recognition server, to which the channel is connected. This value can't be changed.

Recognition Settings Tab

The tab provides the following features:
e contains parameters for connecting to video sources (video server, camera);
e allows for setting the following key LPR parameters in a special window:

— approximate maximum and minimum dimensions of the plate in frame,

— target areas for detecting plates in frame (recognition zones).

Channels settings
General settings I Recognition setings | Settings of events | Setiings of dynamics | Additional settings |

Template
#;I?r!glate Mame ::i;e:rsnuroe Connection status  Camera Recognition settings
[ it ]

Apply n Mame g Video source Connechion st Camera 9 Recognition setting

Template server 3
Bl Parking entrance 1 Connected [Server.Cameral .| Edit |
[ Parking enirance 2 Connected [ServerCamera2Z = .|| Edit |
[ Parking entrance 3 Connected [Server.Camera3 .| Edit |

1. Apply Template. A checkbox to apply a configuration template to a specific recognition channel (see

the ?? section).

2. Name of the channel assigned to it while creating. It can be changed.

3. Video source server feeding the data for processing (see the ?? section). The source is to be selected

from a dropdown.
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4. Connection status for video server connection.

5. Camera. Videostream to be processed. The dropdown contains all devices connected to a selected video

source server. L= button opens additional window to view the list of devices as object tree.

Bl

El[j httpe AM0.101.129.3
----- % Camera B
----- o ENEEN
----- % Camera 2
----- % Camera 3
----- % Camera d
----- % Camera 7
----- % Camera 8
----- % Camera b

Camera Server.Camera 1

Apply ] [ Cancel

6. Edit button opens Recognition settings window to set key parameters of video processing.

Graphic interface of Recognition Settings window (Fig. ??) consists of two main sections:

e Video broadcasted by a connected source — used to set key LPR parameters with the help of graphical
tools (left section).

e Panel for switching between settings and additional information display (right section).

I To save the settings selected in Recognition Settings window, don't forget to click Apply.
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5| Recognition settings EI@

| Playback

Channel: Parking entrance 1
Video server

[Video server 1 (LPR) -]

Connecticn status: Connected

Camera

[Sew‘er.Camem 1 - |E|
Begin of video archive

03/04/16 18:01:01.23

End of video archive

03/04/16 18:05:41.93

: ,t. ideo archive plaving postion
P 03.04.16 18:05:08.0% %
[ Flay archive |
[ Play live |
[ Stop video ]

» | Plate size

| Edit size

Min_ height: 0.04
Max. height: 0.08
Min. width 0.06
Max. width: 0.11

» | Recognition zone

Edit zone

Figure 4: Graphic Interface of Recognition Settings window

1. Video server feeding the data for processing. Duplicates the Video server setting on channels properties

panel (Recognition Settings tab).

2. Camera. The videostream from selected source. Duplicates the Camera setting on channels properties

panel (Recognition Settings tab).

3. Begin/End of video archive. Time limits of recorded video. The values are set in following formats:

e dd/mm/YY

e h:min:sec.msec

4. Video archive playing position. The mark from which the video archive playback in the Recognition

settings window would start.

5. Play position. A button to play archived video starting from the mark specified in the previous setting.

6. Play live. A button to play live videostream.
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The Play archive button may be useful in situations when there’s not much traffic in control area and,

in order to speed up the configuration, a segment of video that contains license plates may be played.

7. Stop video. A button to stop the video when the plate is correctly positioned (fully visible) in the frame.

This allows for selecting detection areas and their dimensions more precisely.

8. Edit size. Activating a graphical tool to set supposed maximum and minimum size of the plate in frame.

After selecting the checkbox, manually set the dimensions of rectangles that appear on the videostream
playback in left section of the window.
e The frame with yellow corners represents maximum size of the license plate:

Recommended dimensions of this frame:

— 110-200% of average license plate in the frame.

— 150% or less from maximum size of the license plate in the frame.

e The frame with purple corners represents supposed minimum size of the license plate in the frame.

9. Direction filter, designed for cases when vehicles on the frame are moving in various directions. This may
create a situation when recognition is to be performed only on vehicles moving in specific direction (e.g.
on two-way access points). Only the results for such objects would be recorded into the database.

e Each filter button represents specific direction of license plate movement in the frame.
e Any number of directions may be selected in this setting. By default, all directions are selected.

e In cases when direction can’t be determined, the "Not determined” value is set. To have the license

plates of vehicles with undetermined direction recorded into the database, the central button

should be activated.

Recognition zone (Fig. ??, settings 1, 2, 3, 4) is an area in the frame that may contain a license plate. Each

channel may have up to 20 recognition zones.
This feature:

e allows speeding up the recognition by excluding the areas that are certain to not contain an image of a

license plate or the areas not necessary for recognition;

e reduces the number of false events.
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5| Recognition settings EI@

| Playback

Channel: Parking entrance 1
Video server
Video server 1(LPR) - |

Connection status: Connected

Camera

[Sewer.Camem 1 - |[:|

Begin of video archive

03/04/16 18:01:01.23

End of video archive

03/04/16 18:08:31.48

Video archive playing postion
03.04.16 18:05:08.09 3

[ Flay archive |

( Play live |

[ Stop video |

» | Plate size

[ Edit size

Min_ height: 0.04
Max. height: 0.08
Min. width 0.06
Mase. width: 0.11

| Recognition zone
Editzareé

[ Add zone

[ Delete zone

[ Delete all zones

» | Direction filter

o)

A
(<]~
v

Figure 5: The process of creating a recognition zone

To create a recognition zone (Fig. ?7?):
1. Select the Edit zone checkbox in Recognition settings window (1).
2. Click the Add zone button (2).

3. Place the yellow handles located in corners of the recognition zone in a way to cover the area that the
license plate can be found in. To add additional handles, double-click on the corresponding border of the

area.

4. Click Add zone button again to create additional recognition zone (if needed) (Fig. ??). Adjust the newly

created area as described in Step 3 above.

it is important that there are no high-contrast objects in the frame (e.g. billboards, trees, fences). They
increase the number of false events (wrong detections) during LPR. If this condition is impossible, multiple
recognition zones must be created. In this case the recognition algorithm would only be applied to specific

areas of the frame.

37



5| Recognition settings EI@

| Playback
Channel: Parking entrance 2
\ideo server

|Video server 1 (LPR) - |

Connecticn status: Connected

Camera

| Server Camera 2 v ||_|

Begin of video archive

03/04/16 18:02:30.22

End of video archive

03/04/16 18:09:40.12

ideo archive plaving postion
03.04.16 18:09:39.67 %

| Play archive |

| Play live |
[ Stop video ]

» | Plate size

Edit size
Min_ height: 0.06
Max. height: 0.36
Min. width 0.06
Max. width: 0.36

» | Recognition zone

| Edit zane
I Add zons I

| Delete zone |

| Delete all zones |

» | Direction filter

Stopped... Success

| Apply || Cancel

Figure 6: Creating multiple recognition zones

You can perform other operations with recognition zones:

Right-click an existing recognition zone in order to activate and edit it. When the recognition zone is

active, the yellow handles are available at its corners for editing the zone.
To delete a recognition zone, activate it and click the Delete zone button (Fig. ??, 3).

To delete all recognition zones, click the Delete all zones button (Fig. ??, 4).
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Settings of Events tab

This tab enables the user to select an event server to receive the recognition events.

Channels settings
General settings | Recognition settings | Settings of events | Settings of dynamics | Additional settings
Template
#epﬂglate MName Target zerver Save license plate  Save car  Time comection (meec)
| J @ & O
#EI'JII'_JF!;EQ' MName 9 Target zerver 9 Save licenze plﬂ Save 19 Time comrection {m&ﬂ
A Parking entrance 1 [I'arget server] (LFR) ] [ 0%
[[]  Parking entrance 2 [I'arget server] (LPR] « ] [ 1 e
T Parking entrance 3 [I'arget server] (LPR) - ] [ 0<%

1. Apply Template. A checkbox to apply a configuration template to a specific recognition channel (see

the ?? section).
2. Name of the channel assigned to it while creating. It can be changed.
3. Target server. Event server to which the recognition events will be sent (XProtect host with event server).

4. Save license plate. A checkbox to include a cropped image of the license plate into the data sent and

stored in the database as a recognition event.

5. Save car. A checkbox to include an image of the vehicle into the data sent and stored in the database

as a recognition event.

6. Time correction (msec) is set in cases when, upon viewing the event in client application, the position of

the license plate frame does not correspond to the position of the license plate on the video (Fig. ?7?).

Figure 7: An example of an image where the license plate frame does not cover the license plate
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Activating Save license plate and Save car settings may cause a rapid decrease of available space in the

database. When these settings are used, a specific configuration of data recording is necessary.

Settings of Dynamics tab

This tab contains dynamics settings — the settings for processing the license plates on a set of frames and

providing the best outcome.

Channels settings

| General settings | Recognition setings | Settings of events | Settings of dynamics | Additional settings

Templatzs
Apply Result Check license Minimum intersal
Template e R delay (msec) plate overlap (sec) between cars (sec):

Foe =) 1% 3 E i
J’-‘-.pplylg Name 6 Profile 0 Result Check license Minimum inten'alg

Templ delay (ms plate overlap ( between cars (se
[[]  Parking entrance 1 @ 1000 % 15 3 43
B Parking entrance 2 @ 1000 = 15 & 4 3
H Parking entrance 3 1000 = 3y 1%

Route

Parlang

1. Apply Template. A checkbox to apply a configuration template to a specific recognition channel (see

the ?? section).
2. Name of the channel assigned to it while creating. It can be changed.

3. Profile that, when selected, assigns optimal pre-set values to the parameters on the tab. The following

profiles are available for selection:

e Parking for events with vehicle speed under 20 kmph.
e Route for events with vehicle speed over 20 kmph.

e User settings for manual selection of optimal configuration.

4. Result delay (msec). Time difference between the moment the vehicle appeared in the frame (first
recognition result — Car detected event) and the moment best recognition result is received (Plate
detected event). If the Send event while car in frame setting is enabled, the result is received after the

time period specified in this setting.

5. Check license plate overlap (sec). Maximum time of the license plate being covered by another object (or
beyond the camera range). If the license plate does not reappear in the frame again within the selected

period, the object will be considered lost and the recognition of this object will end (Car lost event).

6. Minimum interval between cars (sec). The time period to determine if two recognized license plates
belong to the same vehicle. If identical recognition results have been received outside of the specified
time period, the license plates are considered to belong to different vehicles. This setting is used to filter

out duplicates if the vehicle takes a long time in the frame.
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Additional Settings tab
The tab provides the following features:
e allows setting timing and quality of recognition results;

e allows adjusting parameters of recognition algorithm.

channels |

Channels settings

| (General seitings | Recognition settings | Settings of events | Settings of dynamics | Additional settings |

Template
Apply Send event while Max number of Scale Threads per p. _ - _.-
Template plaes car in frame et unresolved symbols  factor channel Bt liculexel
(5 1 =5 k| S —
4 | 1 |
.ﬂ\ppl@ Send event while Max number of Scale Threads per . _ ...
Temp ploze: 9 car in frame e Eis angl@ unresolved symbols  factor channel Bl Eealin 'ﬁ
[ Parking entrance 1 B 14 1 1 1 = n
| Parking entrance 2 [ 12 3 x 3 1 - 4 %
[ Parking entrance 2 [ 12 1 x 1 1 - 4 >
1. Apply Template. A checkbox to apply a configuration template to a specific recognition channel (see

the ?? section).

. Name of the channel assigned to it while creating. It can be changed.

Send event while car in frame. This setting is disabled by default and the recognition result is sent after
the vehicle has left the frame. If this feature is enabled, the results will be sent after the time period

specified in Result delay (msec) setting (Settings of dynamics tab).

Send event while car in frame setting is to be used in cases when the vehicle is in the frame for long

periods of time (e.g. at access points).

Large angles checkbox is to be checked if the camera is located in a way that the license plates are
placed at a 5 or more degrees angle in the frame. This feature compensates the distortion of symbols on

the image and provides better recognition quality.

Max number of unresolved symbols The maximum amount of unrecognized symbols acceptable to allow

for a recognition event to be generated. Unrecognized symbols will be replaced by an asterisk (*) symbol.

If the license plate contains more unrecognized symbols that are specified in this setting, it will not be

sent as a recognition event.

Scale factor. Scaling parameters specify the extent to which the source image will be condensed in width
and height before license plate detection. This feature allows enhancing performance of the recognition
module. Video is converted according to the following formula: W/x, H/y (W and H stand for width and

height; x and y stand for values provided by the user). This setting allows for:

e Increasing the performance of the sub-system by decreasing the detection time (the setting should
be within 1-10 range).
e Compensating for proportions warping in provided frames (the setting should be within 0.01-0.99

range).
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7.

8.

10.

channels |

I Changes in scaling are not reflected in the Ul

Settings of dynamics | Additional settings |

Threads per
channel

1 - 4+ E 3 3

i | »

Binanzation level Analyze ranges  Mask of operation "Close”™  Mask of operation “BlackHat”

Threads per Binanzation level Analyze ranges  Mask of operation "Close™  Mask of operation "ElackHat”

channel

= +: o) (10 11,
1 - | 4 2 [ 9 9

1 - | 4 [ 9 9

Threads per channel. Breaking recognition process into multiple threads (parallel processes) and then
combining their results. The number of such processes is specified in Threads per channel setting. it
is recommended that the number of threads in this setting equals the number of lanes in the frame. For
example, if the camera oversees three traffic lanes, the recognition process for corresponding channel

should be divided into three threads.

If CCTV uses analog cameras or cameras with resolution lower than 1.3 MPix, the acceptable value for
a Threads per channel setting is 1. However, this value is not suitable in cases when the recognition
takes place on highways and uses cameras with resolution larger than 1.3 MPix. In such cases,
processor gets excessive workload and can’t process required amount of frames. Cases like this require

splitting recognition process into multiple processes using Threads per channel setting.

If the total number of threads for channels in the object list exceeds the number specified in license
agreement, only the number of threads included in the license would be used. In this case, active
threads would be selected randomly. In cases when additional recognition channels must be used, the
user should contact the manager and request the license to be updated to include more recognition

channels.

Binarization level. The value inserted into the Binarization level field represents the number of iterations
in license plate detection algorithm. Higher level of binarization leads to better recognition quality, but
affects the overall performance of the system. it is recommended to set a higher binarization level for
recognizing slow-paced objects (for example, on parking lots). And, respectively, the lowest possible level

should be set when working with license plates on highways. The default value is 4. Max value is 10.

Analyze ranges. A checkbox to activate additional operations of license plate detection algorithm. En-
abling this feature increases the quality of recognition, but also significantly increases the time of this

operation.

Mask of operation 'Close’. 11. Mask of operation '‘BlackHat’. The values used by LPR algorithm when
performing Close and BlackHat operations on images of license plates. This setting is to be edited by

support engineers and recognition engine developers in case of poor recognition quality.
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templates

To decrease the time it takes to configure LPR sub-system, the templates feature was created. A template
is a preset or a combination of presets that can be assigned to object parameters. Templates are used for
configuring objects that must have similar values in either all parameters or some of them allowing to avoid
inserting them manually.

Templates are available for the following system objects:
e video source servers;
e target servers;
e channels.
The fields in template section (Fif. ??, 1) correspond to the fields of the object being configured (Fig. ??, 2).

Channels settings
| General seftings | Recognition settings | Seftings of events | Settings of dynamics | Additional settings |

Template
Apply Send event while Max number of Scale Threads per . _ - ..
Template MName sy Large angles unresalved symbols | factor channel Binanzation level Analyze ranges Mask of
@| O | o 13 i i3 O
4 | m | »
Apply Send event while Max number of Seale Threadsper . __ - _..
Template flare car in frame Large angles unresolved symbols  facior channel BirizlicgleveljAnahzeimnges
@l Parking enirance 1 ] @l 1201 1 4~ @l
[ Peimenrence2 & IEERE it 0
| Parking entrance 2 [l o 147 1 4~ &
| Parking entrance 4 [ | 12 1 L~ &
El Parking entrance & El El 12 1 1 4~ El
El Parking entrance & ] El 121 1 4~ el
El Parking entrance 7 E B 12 1 1 4~ 1
[ Paringenience® | 0 1501w I
“ | m | »
Select all 4 Set selected template value on selected items 6
5 Set all template values on selected items ?

Figure 8: Template feature on the properties panel of a system object

Applying a template to a group of objects requires the following steps:

1. Determining the values that would be most often set when an object is configured.

2. Inserting the values into respective template fields (Fig. ??, 1).

Some object fields, such as Name, are supposed to be filled individually for each object and are not

included into template fields. Such fields are highlighted blue (Fig. ??, 3).

3. Checking Apply template checkboxes for the objects that should be pre-set using a template.

o Click Select all button (Fig. ??, 4) to select all objects to be pre-set using a template.

e Click Clear all button (Fig. ??, 5) to deselect Apply template checkbox on all objects.

4. Applying the template to object settings:
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e To apply a single specific template value to the settings of selected objects, highlight the template
value and click upper Set button (Fig. ??, 6). Also, see Fig. ??.

e To apply all template values to the settings of selected objects, click lower Set button (Fig. ??, 7).

Channels settings
| General seitings | Recognition setiings | Seitings of evenis | Settings of dynamics | Additional settings

Template
Lpply Send event while Max number of Scale Threads per 5. _ - _..
Template MName e s Large angles i ok e channel Binanzation level Analyze ranges  Mask g
B O IE3 NS T | 13 @O
< m | »
Apply Send event whila Max number of Scale Threads per . _ . ..
Template MName ey Large angles unresobved symbols | Fechor channel Binarzation level Analyze ranges Mask o
Parking entrance 1 m | 12 3 x 3 4 * B
Parking entrance 2 0 o 15|13 x 3 E] 4 % ]
Parking entrance 3 m | 12 3 x 3 4~ B
Parking entrance £ [l [l 1% 3 x 3 E} 4 * ]
Parking entrance 5 ]| | 12’3 ¥ 3 4~ [l
o Farking entrance & o [ 1% 1 x 1 1 - 4 % ]
o Parking entrance 7 0o 0 12 1 x 1 D] 4 % O
] Parking entrance 8 | m 12 1 x 1 4 * B
‘| m | b
Select all Set selected template value on selected items
Set all template values on selected items

Figure 9: Order of actions to apply a created template

Fig. ?? illustrates having a template applied to Scale factor, Threads per channel and Binarization level

settings of a Channel object.

| General settings | Recognition settings | Settings of evenis | Settings of dynamics | Additional settings |

Template
TS T — T e erem—
s s 133 =3 z__ -] 2
‘| m | ’
Name faernii ?';erz‘t;\hile Large angles Tnﬁ;hr:‘et:;yﬂ:nbnls %2':;5 ;h;:ﬁ per Binanzation level| Analyze mngeJ
Parking entrance 1 | ]| 12| 3 ¥ 3 5 & ]
Parking entrance 2 B ]| 12| 3 x 3 5% ]
Parking entrance 3 | ]| 12| 3 % 5 & ]
Parking entrance £ B ]| 12| 3 x 3 5% ]
Parking entrance 5 B ]| 12| 3 ¥ 3 - 5 & ]
] Parkang entrance & ] ] 12 1 x 1 4~ ]
]| Parking entrance 7 @ ]| 121 x 1 4 > 0
[l Parking entrance 8 | ]| 12 1 x 1 4~ ]

Figure 10: Example of using a template feature
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configuring analytics server

License plate recognition is carried out by LPR module. Analytic Server service is necessary for activating
and controlling this process as well as monitoring the state of each channel and creating a state log.
Analytic Server service is configured in two steps:

e Connecting to XProtect.
e Setting logging parameters.

Administration of Analytic Server service includes monitoring the state of recognition channels.

Launch and Shutdown

VIT Analytic Server (vitanalyticsrv) is a Windows OS service launched using standard methods of the operating
system. After the management service is installed, Analytic Server may be launched:

e by double-clicking the icon on the system tray.

w @
g[:]=

Customize...

e from the context menu of the icon.

Activate Manager

s

Start Analytic Server
Stop Analytic Senver

Exit Manager

Custemize...

e from Start menu.

| | jr Getting Started
! Connectto a Projector

Calculator

Sticky Motes

% Snipping Tool

I“)f;ﬁ Paint

.“ HPS Wiewer

S,i Windows Fax and Scan

’ Iilestone XProtect Management
s Application

v Analytic Server Manager

> All Programs

Search rams and filss
prog R
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Depending on the state of Analytic Server, the icon looks different:

e L's — service launched.

e L's — service stopped.

e L& — service is not configured (see ?7).
Configuring the VIT Analytic Server service is only possible if the management application of the service
was launched by a user with admin rights. If this condition is not met, management application can only be

used for monitoring operation of the channels (read-only mode).

After the management application is relaunched by an admin user, it can be stopped and configured.

Wit Snalytic Server Manager EI@
Manager is running in read-only mode. -I" Restart as .&dministrator]
Ana|ytlc Server ‘ a View Log File |

LPR
[V Settings l
Watchdog
XProtect

Connecting to XProtect

Sending configuration data to LPR sub-system is a necessary operation to be performed after configuring
license plate recognition in Management Application. This requires connecting LPR module to an existing
XProtect server. In order to do this (Fig. ??):

1. Open Analytic Server manager.
2. Go to XProtect tab.
3. Specify the connection settings:

e Server Address of a computer with Management Application installed, that was used to config-
ure the recognition on previous stages. The format to be used is 'http://server_address:port’ or

'http://domain_name:port’. If 80 port is used, it is not necessary to include it.
e Authorization Type used for connection: Basic, Windows or Windows "urrent User.

e User — a login to connect to XProtect server. If a domain user is used, the login should be inserted
in 'Domain name\Username’ format (e.g. "HOST-64\admin”). For local users, this parameter may

be filled in 'Username’ format.

e Password used to connect to XProtect server.

4. Select the recognition server from which the configuration data should be sent to LPR sub-system. Click

Load Configurations button and select the server from the dropdown.

5. Click Save and Apply button to connect (or click Cancel to discard the changes).
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If the connection is successful, 'Connected’ status will be shown at the top of XProtect tab.

Wit Analytic Server Manager EI@
Ana'}f[lc Sewer |I)(F'rotect Server Connection Status: Connectedl ]
LPR # | Settings
Watchdog S erver Address httpi//192.168.100.64/
For example, http//L27.000.1:60
XProtect o :

Authorization Type Windows -
Username adrnin

paSS,WCIFd .li..l...l-l

Load Configuraticns

Figure 11: Connecting recognition sub-system to a configuration server

LPR tab would also display information about active recognition channels (see the ?? section).

I XProtect tab may also display an error message in case of licensing error (i.e. the license key not found).

-

Wit Analytic Serser Manager EI@
Ana |)‘t|C Sewer XProtect Server Connection Status: Connected
LPR ) Error
The licenze key is not found
Watchdog !

XProtect # | Settings

http://10.101.129.3
For example, http://127.000.1:60

Server Address

Authorization Type Windows Current User -

Uzername

Password

Load Configuraticns lRECDgnition server 1 - ]

[ Additional settings ]

[ Discard ] [ Save and Apply ]

Analytic Server State: Running

Receiving Events from Third-Party Sources

Additional settings window is opened by clicking a respective button on XProtect tab of Analytic Server
manager. This window is created to configure receiving of generic events i.e. messages sent from sources
outside XProtect system (e.g. motion sensors).

A third-party service notifies of such an event by sending a message line to generic events port. The line is

verified to meet a specific condition (described further) to enable further reactions to it.
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Additional settings EI@

Generic Event Settings
(| Enabled

General

¥Protect Analytics Event Port 9090

XProtect Generic Event Port 1234

4F 4 4>

Generic Event Port 7879

~Generic Events

Walue 0 ConditioB i?a?y‘tics Eve? {SEZ::ric Eue? Set Analytics Event Sourf®  Analytics Event I\a@ XProtect Analytics Event Soug
SomeValue 1 Matches = 0 [Set Analytics Event Source| ExternalEvent Camera 1
SomeValue 2 [Contains v ]| [SEt Analytics Event Source| ExternalEvent Camera &
| Add || Deete |
[ Cancel | [ OK |

Figure 12: Receiving generic events within Analytic Server module

Select Enabled checkbox to activate this feature (Fig. ??).

The port to receive generic events is specified in Generic Event Port setting. Such events as well as analytic
events created based on them can be redirected to XProtect system — in order to set this up, specify respective
numbers in Generic Event Port and XProtect Analytic Event Port settings.

Default values:
e XProtect Analytic Event Port — 9090.
e XProtect Generic Event Port — 1234.
¢ Generic Event Port — 7879.
Generic events section allows specifying the generic events to be redirected to XProtect system:
1. Value — the string for checking if the events meet the condition.

2. Condition applied to validate incoming message strings:

e Contains — the events are redirected if the string contains the value (sub-string) specified in Value
field.

e Matches — the events are redirected is the string completely matches the value specified in Value
field.

3. Send Analytics Event — checkbox enables events to be redirected to XProtect system if they meet the
condition. The event to be redirected is specified in Analytics Event Name field (Fig. ??, 6). After the
Set Analytics Event Source button (Fig.??, 5) is used to select it, the name of the device sending the
event is to be specified in XProtect Analytics Event Source field (Fig. ??, 7).

4. Send Generic Event checkbox enables generic events to be sent to XProtect system if they meet the

condition.

Add button creates a set of fields necessary to configure redirecting for one event. Delete button removes

selected line from Generic Events section.
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Monitoring Channels

The LPR tab of Analytic Server manager application (Fig. ??) contains information about recognition channels

based on their connection to video source (XProtect system).

Wit Analytic Server banager El@
Analytic Server [ L. Configuration Update: 3/16/2016 5:02:23 P l
LPR . - " . " . -
Alias Source Target Recognition  Source FPS  Recognition FPS  Resclution  Mumber of countries
Watchd 0og Parking entrance 1 Connecte Ok Processing 6 6 1920x1080 1
Parking entrance 2 Connecte Ok Processing 8 6 640480 1
XProtect

m »

Analytic Server State! Running

Figure 13: Monitoring feature for active recognition channels, Analytic Server manager

e Name of a channel.

e Source — status of connection to video source. Two possible values for this field are 'Connecting’

(establishing connection) and 'Connected’ (video is broadcasted).

e Target — status of transferring LPR results to a target server. Two possible values for this field are 'Ok’

(connection established) and 'Error’ (connection failed).

¢ Recognition — status of recognition process on the channel. Two possible values for this field are

'Processing’ (recognition in progress) and 'Waiting’ (the video is currently not available for processing).
e Source FPS — framerate of the video to be processed (frames per second).

¢ Recognition FPS — the number of frames processed by recognition sub-system on this channel per

second.

e Resolution of frames to be processed.

e Number of countries the license plates from which are to be recognized.

e Frames lost — the number of frames sent to LPR sub-system, but not processed.
I The reasons for framerate decimation are described in ?? section.

e Id — unique identifier of the channel. System parameter.

e Error code — status of the process (for example, 'No errors’).

In case the recognition is not carried out, before contacting technical support it is recommended to perform

preliminary troubleshooting. Special checklists were created for this (see the ?7? section).

Pay attention to Source FPS and Recognition FPS parameters — the values for these parameters should
be equal. Recognition FPS lower than Source FPS means that the CPU capacity of the recognition server

is not sufficient enough to process all frames of the video with specified FPS and resolution.



configuring analytics server | 50

Watchdog tab (Fig. ??) contains information about server resources consumed by recognition processes:

e Type of analysis applied to the channel. "VitLpr” stands for license plate recognition.
e Name of the recognition channel.
e PID — the identifier of the active process.

e State of the process:

Stopping — in process of being disabled (the line is highlighted yellow).

Stopped — disabled (the line is highlighted red).

Loading — in process of being enabled (the line is highlighted yellow).

Loaded — enabled and active (the line is not highlighted).

CPU — processor time consumed by the recognition channel (process), %.

e RAM — amount of RAM consumed by the recognition channel (process), Mb.

Id — unique identifier of the channel. System parameter.

e Errors — status of a process.

Restart button — disabling and re-enabling the process.

Wit Analytic Server Manager EI@

Analytic Server | Type Alias PID State  CPU RAM Id Error code
LPR Vitlpr Parking entrance 1 4316 loaded 1991%  S50L81MEBE  bc713cdb-fef7-430 4096 @|
Watchdog Vitlpr Parking entrance 2 1804 Lloaded 7.20% 15500 MB  9385c3d7-7048-45 69632 @|
XProtect

Analytic Server State: Running

Figure 14: Recognition processes control feature, Analytic Server manager

Configuring Logging Parameters
To configure logging in LPR sub-system (Fig. ??):
1. Open VIT Analytic Server manager.

2. Switch to Analytic Server tab.

3. Specify the following parameters:

o Configuration for receiving messages from third-party systems. Recommended value is 'Normal'.

Debugging mode is to be used by developers and support engineers.
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e Log types:

— Debug — recording additional set of parameters that are unique to each channel (debug mes-
sages) to the log file (to be used by developers).

Informational — recording information about all the events from all modules to the log file (info

messages).

Warning — recording alert messages to the log file (warning messages).

— Error — recording errors in module operation to the log file (error messages).
¢ Log File Size — maximum size of the log file that can be recorded by the system (maximum value
is 1024 Mb).

4. Click Save and Apply button (or click Cancel to discard changes).

The log file may be accessed by clicking View log File button (default directory — C:\ ProgramData\VIT\ Analytic
Server\logs). This file may be requested by technical support engineers in case of any issues with AutoCode
XProtect performance.

Stop Analytic Server button disables the service (vitanalyticsrv).

Wit Snalytic Server Manager === ||£|

Analy-“c Server [. Stop Analytic Server | View Log File |
LPR
# | Settings
WatCthg Configuration [Nurmal b |
XProtect Log Types [C] Debug
[C] Informational
Warning
Error
Log File Size 12| MB
Discard | [ Save and Apply

About |

Analytic Server State: Running

Figure 15: Logging feature of LPR sub-system, Analytic Server manager



CONFIGURING THE VIEWER MODULE

The license plate protocol in XProtect Smart Client may be configured on a computer with Viewer module

pre-installed. To display events in client application:

1. Launch XProtect Smart Client and log in.

2. Click Setup button to access configuration.

& Milestone XProtect Smart Client 2014 3/16/2016 5:28:31PM == O X

Playback Sequence Explorer Alarm Manager - o O & ¢

O» < Select view > - iy Setup

h

3. Select either Private or Shared folder on Views panel. Open context menu and select New Group.

& Milestone XProtect Smart Client 2014 3/16/2016 5:28:58PM = O = X

Playback Sequence Explorer Alarm Manager -~ o @ 4+ ¥

XProtect € | <Select view > -

(& Private

= -
> Shared 5 MNew Group

Selecting the type of view (Private/Shared) depends on its purpose and user rights. Private views are
only available to the user that created them. Shared views are simultaneously available to multiple
XProtect Smart Client users. Depending on the kind of surveillance system, shared views may be
available for all users or a specific group of them. A detailed description of views creation and

distribution of rights to edit them may be found in XProtect Smart Client User Guide.

4. Name the new views folder.

4 [@w Private

Il Recognition events

w Shared
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5. Select New View option from the context menu of new folder (or select the folder and click the button to

add new view at the bottom of the panel).

6. Select the layout for a new view.

& Milestone XProtect Smart Client 2014 3/16/2016 5:30:11PM = O X

Playback Sequence Explorer Alarm Manager > o 0 ¢

XProtect ¢ <Selectview > -

|W¥ Recognition events

S 5 New Group

(B NewView  » [ 43
Rename 4:3 Portrait
Delete 168

== Copy 16:9 Portrait

7. Name the new view.

4 @ Recognition events

&= Control point 1

w Shared

Shortcut:

8. Select VUMLXPListView element (Viewer module graphic interface) on System Overview panel and

drag it into view.
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& Milestone XProtect Smart Client 2014 3/16/2016 5:31:31PM = O X

Playback Sequence Explorer Alarm Manager - o O & ¢

XProtect € | <Selectview > -

Private
4 [@ Recognition events

=8 Control point 1

Shared

Shortcut:

I2) Carousel
a Hotspot
£) HTML Page
[ Image
Map

B Matrix

|| VitMLXPListView ;

Application

Camera
PTZ

Device

Mo properties available.

9. Select the type of messages to be shown in license plate protocol (Properties panel, Data Source
parameter):

e Alarms — all alarms within XProtect system including those generated based upon analytic events
of LPR module — Plate detected, Car detected, Car lost.

e Events — all analytic events within XProtect system including those generated by LPR and Gate-
way modules (see the ?? annex).

I Internal messages would not be displayed in XProtect license plate protocol.

10. Set the maximum amount of lines to be shown on one page of the recognition protocol (set to 100 by
default).
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The configuration should result in recognition events being displayed in XProtect Smart Client interface
(Fig. ??).

[¥] AutoU pdate < 1-100 > Create Export Filter «

|Message Source Name |0bject\falue Timestamp |Tag |L0calld \endor Mame Post Speed |

Car lost Camera 1 KDO46 15:44:06 2/6/2016 0 17823 “Video Intermet Tec...

Plate detected Camera 1 KDO46 15:44:06 2/6f2016 17822 "Video Intemet Tec...
Car detected Camera 1 KDO46 15:44:06 2/6/2016 17821 “Video Internet Tec...
Car lost Camera 2 SHM551 15:44:05 2/6/2016 17817 “Video Intermnet Tec...
Car lost Camera 2 BZH455 15:44:04 2/6/2016 17814 "Video Intemet Tec...
Car detected Camera 2 BZH455 15:44:04 2/6/2016 17813 “Video Intemet Tec...
Plate detected Camera 2 BZH455 15:44:04 2/6/2016 17812 “Video Intermnet Tec...

Car lost Camera 1 ESO26 15:44:04 2/6f2016 17820 "Video Intemet Tec...

Car detected Camera 1 ESO26 15:44:04 262016 17819 “Video Intemet Tec...

)

Plate detected Camera 1 ESO26 15:44:04 2/6f2016 17818 “Video Intemet Tec ...

)

Car lost Camera 2 BZH455 15:44:01 2/6/,2016 17808 “Video Intemet Tec...

)

Plate detected Camera 2 BZH455 15:44:00 2/6f2016 17807 “Video Intemet Tec...

Car detected Camera 2 BZH455 15:44:00 2/6/2016 17806 "Video Intermet Tec...
Car lost Camera 1 DYO659 15:44:00 2/6/2016 17811 “Video Intemet Tec...
Plate detected Camera 2 SHM551 15:43:57 2/6/2016 17815 “Video Intermet Tec...
Plate detected Camera 1 DYOB59 15:43:56 /62016 17810 "Video Intemet Tec...
Car lost Camera 2 BIR03& 15:43:54 21612016 17805 “Video Internet Tec...
Plate detected Camera 2 BIR0D3& 15:43:53 2/6/2016 17803 “Video Intermet Tec...

17816 "Video Intemet Tec...

Car detected Camera 2 SHMS51 51 /612016

Car detected Camera 2 BIR03% 17804 “Video Intemet Tec...

[ TR = Y e B e I e Y e BN o B e B e R e Y e B e [ e [ e I e I e N e B e B = B =

Car lost Camera 2 BRH217 17802 “Video Intemet Tec ...

Figure 16: Interface of the recognition protocol after being added to XProtect Smart Client view

Working with license plate protocol in XProtect Smart Client includes viewing and managing recognition events.
To achieve this, filtering, sorting, editing, importing and exporting features were introduced. Instructions for

working with Viewer module may be found in AutoCode XProtect operator’s guide.



7 GATEWAY MODULE OPERATION

module overview

Gateway module is an XProtect event server plug-in configured using XProtect Management Application Ul.

The module is capable of:

e filtering specific events generated in XProtect;

e creating event processing logic using scripts or handlers (provided with the product or created indepen-
dently);

e communicating with external databases;
e creating unique events and sending them to the XProtect event server;

e communicating with other applications on SOAP level.

Capabilities of this module go beyond LPR-related tasks. However, in this document they are illustrated using

the following use cases:
o ?7?
o ?7?
This allows describing features of Gateway module in practical environment.

In Management Application Ul, Gateway module features are presented as system objects grouped under
VitMLXP.Gateway parent object within MIP Plug-ins.

[ Servers
2 Alarms

= VIT Analytic Service
- Video source servers
ey Target servers

| Recognition servers
=] . YitMLYP, Gateway
'-.'5,:1 Direckories

=7 Filters
Handlers

g Rlotify Sources
Scripts
=, Subscribe

6 WEEB-Services
¢F Tags

1= Lisks

° Property lisks




scripts |

scripts

In the context of Gateway module, a script is a source code used to specify reactions to events (either generated
within XProtect or imported).

IronPython 2.7.4 is used which is one of main versions of Python programming lanquage designed for Microsoft
NET platform. Therefore, aside from standard Python capabilities, it is possible to use .NET Framework types
directly in scripts.

A script may be integrated into XProtect in following ways:

e by being developed manually;

e by importing supplied scripts, i.e. scripts created by AutoCode XProtect developers for the user based

on specific requests (importing is described in ?7?).

To create a script manually, the Milestone Integration Platform (MIP SDK) software development package is
required. Pre-made Gateway module scripts that can perform most common tasks required by the user may be

provided based on the requirements of the client.

Gateway module also includes a processing feature, represented by 'handler’ files. They may be used to
execute protected scripts saved as .dll files.

Handlers may be used as an alternative to scripts. This document only describes scripts usage.

Script editor is opened in a new window upon double-clicking a respective Script object (Fig. ??).

Execute  Mame D tax run time  Filter
Entr\E sit_ParkingD OwMTIME 99994bc3-b8E2-4299-53b42-9592d7E500eb 10000 FilterDOWMTIME
Entn\E sit_ParkingFP45s bfc38b83-dEbf-4eef-9ebh-Ea143alEe232 % 10000 FilterPASS

Figure 17: Properties panel of a Script object

A Script window appears that contains a toolbar in the top section. The toolbar is active if Main part or Init

part tabs are activated. A description for each element is shown if the cursor is hovered over it (Fig. ?7?).

ms
Wame EntntExit_ParkingPASS
Id bfc38b83-dBbf-deaf-9ebh-Ee1 4 3afEa2 32
Filter | FilterPASS -

Figure 18: The toolbar inside Script object editing window

1. The General tab contains general information about the script:

e Enabled — a checkbox to activate the script.
e Name of the script.

e ID — an identifier of the script. This is an internal parameter not available for editing.

Filter — an object with the same name created within Gateway module. It performs the function of

selecting specific events among those available to the module to be used by the script.
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Maximum run time — maximum period of time for the script to be executed. Should the time limit

be exceeded, the execution of the script is aborted.

o - ]

Ty x

General | pain part | Iriit part | Properties

Erabled M awimum run ime; 10000 Mz
Mame EntntExit ParkingPASS
Id bfc:38b83-d6bf-4eef-9eb5-6e14 32232
Filter | FilkerPASS -

2. The Main part tab contains the scenario for reacting to specific events.

wh 0B & &

| Generall Main part I Irit part | F'n:npertiesl

1

BT T

InputBag = _in.Zhift () #
InputEwvent = InputBag.data
if CheckIfPlateExistIninalyticEvent (InputEwvent) :
FromZoneindToZone = GetFromZoneindToZone [ InputEvent.EventHeader.3ource . FOID.EQ
if FromZonebndToZone[0] and FromZonelndToZone[1] :
if CheckOnFlap (InputEvent, FromZoneindToZone[3]) :

3. The Init part tab allows connecting to third-party modules. It contains the features and parameters used

in main section.

-

= |5 Jmes]

whH 0D & B, &

| General I b ain pant | It part § Prupertiesl

L I T N

i
o

4. The

#w*w*w****************-a--a--a-####*w*w*w*w****impgrts*****####*#*w*w*w*w************** &

import clr =

clr, AddPFeferenceToFile (' VitHML. EProtect .. Common. A1l

from VitHL.XProtect.Comnon. Events import AlarmClientManagerEnvelope
#wwwwwwwww-xw-.rw-.txxxxxxw-xw-xwwwwwwwwwwwwwwwwwwwwxxxxxxxw-xwwwwwwwwwwwwwwwwwwwwwwxxxxx

#TTTTT????????XXXXXXXﬁ"ﬁ"ﬁ'K#K#K#TTTTTTT?????GDHS‘ESXﬁXXX#K#K#K#TTTTTTTT???????WXﬁﬁﬁﬁ

PLATE NO EXIZT ERROR ME3SAGE = 'Event not have license plate!
#w#w#w*ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ#########w#w#w#w*ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ########w#w#w#w#ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

if Properties .ContainsKey('FromioneKey'):

FromZoneKey = Froperties .GetProperty('FromionekKey')

Parameters tab allows configuring key user parameters without manually editing the script.
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| General | b ain part | [t parti PTDDETUESI

MName Value Constraint
FromZonekey fromzone (Default)
MinimumParking Time 5 unsigned integer
QutsideFarkingZone external_zong (Default)
Tofonekey tozone (Default)

use case 1: calculating time spent at parking

Purpose: recording the time of vehicles entering the parking lot; recording the time of vehicles leaving the
parking lot identifying them by license plates recognized when they entered; calculating the time vehicles spent

at the parking lot, for example, to create statistics or calculate the cost of services provided.

Stages of solution:

1. Setting up recognition on videostreams from the cameras installed at the parking (see previous sections

of this document).
2. Creating event processing logic:

o ?7?
° ?7?
o ?7?

o ?7?

3.7

Importing scripts

To import a script (for calculating time spent on parking) into XProtect system:

1. Select VitMLXP.Gateway parent object.

2. Select Import/Export tab in the configuration tool that appears on the right.

[E4] ‘3:5 1 AryeL Servisrs
1 Recognition servers
L= |
Iy Directories
=F Filters
Handlers
g Motify Sources
Scripts
=, Subscribe
6 WEB-Services
&Y Tags
i=| Lists

_1: Property lists

59



use case 1: calculating time spent at parking | 60

3. Click the Load Settings button.
4. In the window that appeared, specify the path to a Entry_Exit_Parking.GConf configuration file.

5. Import the file using Open button.
L] VitMLXP.Gateway
|mpart/E xport

Click:, m buttan to import Configuration.
Click ™5 ave Sethngz as' button to export Configuration.

& Open X3
VAT | . b Latestinstalls » scripts - | 5 | | Search 5o 0
Organize - Mew folder ml '@'

-~
- Fawvorites - Marme D3 Type
Bl Desktap || Entry_Exit_Parking_1.10.2.52.GCanf 3372016 2:42 PRA GCOMF File
& Downloads || MESQLRunSelect_Group_L10.2.52.GConf 3F3F2016 242 PR GCOMF File
| Recent Places || Postgre3QLRunSelect_Group_1.10,2.52.G.,, 37372016 2142 PR GCOMF File
|| ScriptForlist_Owwrner_1.10.2.52.GConf 3372016 2:42 PRA GCOMF File
- Libraries 3 || scriptFortASS0LRunQuery L10L2.52.GConf  3/3/2016 2:42 PR GCOMF File
3 Docurnents || ScriptForkdS50QLRunSelect_1.10.2.52.6Conf 37352016 2:42 PR GCOMF File
J'- Music || ScriptForPostgreSQLRunCuery 1100252, 37372016 2:42 PR GCOMF File
=] Pictures || ScriptForPostgreSQLRunSelect L10252,.., 37372016 2:42 PR GCOMF File
B8 videos || ScriptsForCEV_1L10.2.52.GConf 3372016 2:42 PRA GCOMF File
M Computer
v <] m 4
File name: Entry_Exit_Parking_1.10.2.52.GConf - [UitMLKPGatewa}f Config File i*. *]
[ Open |v] ’ Cancel ]

6. See the list of functionalities being imported in the Import Settings window. The fields in the table distin-
guish between the files imported for the first time (Import column) and already existing files (AlreadyExist
and Replace/Merge folder columns). Click OK.
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1 Import settings [E=H E=8 5
AlreadyExist Name Id [T Replace/Merge folder AsNew/Merge folder Import
4 FilterDOWNTIME lfedba30-ee?a-4
7 FilterPASS Bf7d786c-e543-4 =
r Entry\Exit_ParkingDOWNTIME  |99994bc3-b862-:
r Entry\Exit_ParkingPASS bfc38b&3-d6bf-4: -
[ oK | [ Cancel

Import result: when the Script object is selected, the following parameters are to be shown:

e Entry/Exit_ParkingPASS — script to record the time the vehicle arrived/left.

e Entry/Exit_ParkingDOWNTIME — script to calculate the time spent on parking.

Scripts:
Execute MName D tdax n time  Filker
EntryhExit_ParkingD 0w TIME 99994bc3-b862-4299-ab42-9592476500eb 10000 FilterD Ot N TIME
EntryhExit_ParkingPASS bfe38b83-d6bf-deef-9ebh-6e1 43262232 10000 FilterPA55

Figure 19: Configuring the Entry/Exit_ParkingPASS script

Configuring scripts

Entry/Exit_ParkingPASS script

To record entering/exiting:

1. Open Entry/Exit_ParkingPASS script editor.

2. Switch to General tab. Select FilterPASS from Filter dropdown. Make sure that Enabled checkbox is

selected.
3. Switch to Parameters tab and set the following parameters of script operation in respective fields of
Value column (Fig. ?7?):

(@) ToZoneKey is an additional parameter for a Camera object, created using property list feature
(see ?7?). The value of ToZoneKey parameter would be used to state that the camera is recording

the fact of a vehicle entering the parking zone. Value format: string. Example value: 'tozone'.

(b) FromZoneKey is an additional parameter for a Camera object, created using property list feature.

The value of FromZoneKey parameter would be used to state that the camera is recording the fact

of a vehicle leaving the parking zone. Value format: string. Example value: 'fromzone’.

(c) OutsideParkingZone is a name used to denominate the territory outside the parking lot. Value

format: string. Default value: '0".

(d) MinimumParkingTime is a minimum allowed time the vehicle can spend on the parking lot in seconds.

Value format: whole number. Default value: '5".
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L8

| General | M ain part | I it part| Properties I—

MName Walue Constraint
FromZonekey fromzane (Default)
MinimumParkingTime 5 unsigned integer
OutsideParkingZone external_zone (Default)
ToZonekey tozone (Default)

Figure 20: Configuring the Entry/Exit_ParkingPASS script

Entry/Exit_ParkingDOWNTIME script

To calculate time spent on parking:
1. Open Entry/Exit_ParkingDOWNTIME script editor.

2. Switch to General tab. Select FilterDOWNTIME from Filter dropdown. Make sure that Enabled
checkbox is selected.

3. Switch to Parameters tab and set the following parameters of script operation (Fig. ?7?):

e MaximumParkingTime — maximum period of time a single vehicle may remain on parking in hours.

Default value: 120 (whole number). Entrance events would be searched for within that period of
time.

e OutsideParkingZone is a name used to denominate the territory outside the parking lot. Default

value: ‘0" (string).

&

| General | b ain part | [t pﬂ Froperties

Mame Yalue Constraint
MaximumParkingTime || 24 unsigned integer
QutsideFarkingZone I external_zone (Default)

Figure 21: Configuring the Entry/Exit_ParkingDOWNTIME user script

Determining special events

The following recognition events are to be created:
e PASS — the event is generated when vehicle passing time is registered.

e DOWNTIME — the event is generated after the time the vehicle spent on parking is calculated (it

contains the name of the area as well as entrance/exit time).
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- % Events and Dukpuk
=) ¥ Analytics Everts
' Car detected
Zar lost
DOYWNTIME
PasS
" Plate detected
o's Hardware Input Events
! Hardware Cutput
+ x;.‘iﬁ_n] Manual Events
{' Generic Events
fai Sukput Control on Event

9

- I ¥

The process of creating new analytic events with examples of Plate detected, Car detected, Car lost is

described in ?? section.

Creating a property list

When the processing scripts are configured, it is necessary to specify the cameras to register vehicles entering
parking as well as cameras to register them leaving. This task can be solved using property list feature.
Additional properties are assigned to active surveillance cameras to determine whether the vehicle is entering
parking area or exiting it.

This allows for control over the movement of the vehicle on the parking lot.
Creating instance
1. Open the context menu for Property lists object (MIP Plug-ins parent object).

2. Select Create New.

 Entrd\Exit_ParkingDCwWHTIME
 Entry\Exit_ParkingPass
= Subscribe

6 WEE-Services
¢ Tags
i=| Lisks

_-|5 Property lists

[l Create Mew L\\sgbf

3. Name the new sample (e.g. 'Parking zones’) and click ".

F o

Add Property list ==

Mame Parking zones

I ]S I I Cancel

4. Save the configuration.
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Configuring instance

After that open the properties panel of the new sample and click Add button to create necessary amount of
Key/Value lines. Each line represents a single new parameter for the Camera object (Fig. ?7?).

Minimum required amount of lines for a single property list is 4:

e to register entrance/exit at a parking that is considered to be one zone, two cameras must be used.
e two parameters are to be set for each camera:

— name of the zone, exit from which is being registered

— name of the zone, entrance to which is being registered

List name: Farking zones

Content
Target item Key Walue
[Camera 1 [&l Cameras (Server)] v| fromzone | extermal_zone... -
[Camera 1 [All Cameras (Server)] v| tozone | parking... v
[Camera B [All Cameras (Server]] = | fromzone | parking... v
[Camera B [All Cameras (Server]] - | tozone | extermal_zone... v

Figure 22: Example of a property list for registering entrance/exit at a parking

Parking areas may be divided into sub-zones in which case the number of cameras is increased accordingly
to register entrance/exit between sub-zones and, therefore, the number of properties in the list is increased

as well.
The following parameters are to be set for each line (Fig. ??):
1. Target element — name of the camera registering entrance/exit of the vehicle.

2. Key — one of the values set for FromZoneKey or ToZoneKey parameters. This value would determine

whether the camera register the vehicle entering or exiting the zone.

3. Value — name of the zone the vehicle is leaving (if the exit key is set) or entering (if the entrance key
is set).

For example, (Fig. ??):

e Two devices are used to record vehicles entering/exiting the zone. The devices are identified within

XProtect as Camera 1 and Camera 5.

e "fromzone” and "tozone” values are set for FromZoneKey and ToZoneKey parameters respectively in
Entry/Exit_ParkingPASS script.

e "external_zone” value is set for OutsideParkingZone parameter in Entry/Exit_ParkingDOWNTIME

script.

e parking name was assigned to the area within parking (set as Value parameter in property list).
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Keep in mind that name of the zone outside parking must be the same as the value inserted in
OutsideParkingZone parameter of Entry/Exit_ParkingDOWNTIME script.

external_zone

camera 1 i camera 5

tozone fromzone

i
i
i
i
[}
i
|
i
external_zone parkmg iexternal_zone
:
i
i
i
i
i
[}
i

Figure 23: Visual representation of Entry/Exit_ParkingPASS script parameters

Processing results

The result of importing and configuring special scripts to calculate time vehicles spent at parking should be
PASS and DOWNTIME events displayed in XProtect Smart Client (see description of events in ?7?).
Aside from General parameters such as Timestamp and ObjectValue, the DOWNTIME event would have the

following additional parameters:

e Zone — name of the parking zone the vehicle stopped in.
e Time in — time of license plate recognition at the moment the vehicle enters the parking zone.
e Time out — time of license plate recognition at the moment the vehicle exits the parking zone.

e Park — time difference between entrance and exit of the vehicle.

Setting up recognition views is described in ?? section. Parameters of events to be displayed in license

plates protocol (Viewer module graphic interface) are described in AutoCode XProtect user manual.
In order to have PASS and DOWNTIME events displayed in Alarm manager, an Alarm event should be
configured in Management Application. The Trigger event parameter should be set to:
o PASS if the alarm should be created when the vehicle passes the camera’s control zone.
o DOWNTIME if the alarm should be created when the time at parking is calculated.
The following events are available additionally:

e vitml.error.acs.pass_flap — time the vehicle spent in the zone does not reach minimum allowed time (a

duplicate recognition event is possible).

e vitml.error.acs.port_incorrect — event of entering the zone that was not defined in property list settings.
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e vitml.error.acs.lost_inpass — event of registering the exit of a vehicle that was not registered to enter

the zone.

e vitml.error.acs.lost_outpass — event of the time the vehicle spent in the zone exceeding the maximum

allowed time period (entrance registered, exit not registered).

use case 2: searching for recognized license plates in the list

Purpose: when the license plate is recognized, search for it in specified lists; generate an event based on

search results.

Wauys of solution:
1. search for the license plate in the list displayed as XProtect system object (hereinafter — local list);

2. search for the license plate in external storages (Microsoft SQL Server or PostreSQL) not connected to

XProtect database.
Stages of solution:
1. Configuring LPR — basic stage with no regards of where the list is located.
2. Working with the source for comparison:

e For a local list:

creating one or multiple List objects (manually or using a CSV import); if the list is created

manually, it must be filled with data to compare recognized license plates;

creating a Tag object to logically connect lists to the source of recognition events (camera);

determining special events;

importing either ScriptForList_Owner or ScriptForCSV based on the contents of the list.

I Detailed instructions may be found in ?? sub-section.

e for an external depository:
— importing one of special scripts;

— configuring connection to the depository.

I Detailed instructions may be found in ?? sub-section.

Local Llist

Step 1. Creating the list

The purpose of a List object is to store user data (including license plates) within XProtect system.

To create an instance of a List object:

1. Select the List object on a navigation panel.
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2. Open context menu and click Create New.

=[] VitMLP. Gateway
£ 'f‘j] Directaries
4 5F Filters
¥ Handlers

g Mokify Sources
= Scripks

& Entry\Exit_ParkingDOWNTIME
= Entry\Exit_ParkingPass
7, Subscribe

6 WEB-Services
&Y Tags

1= Lists

N Pro;:( [ Create New

LAY

T

3. Name the new list in the window that appears (e.g. "Employee cars”).

Add List (=

Mame  Employee card

[ (]S I [ Cancel

4. Save the configuration.

When the list is created, it is to be filled with data to be compared to license plates after recognition. It may

be done manually (?? section) or by importing a CSV-file (?? section).

Data in the list is recorded as table. The requirement that the data must meet whether the list is imported

or created manually is to have a PLATE column. This column would contain license plates to be compared
to recognition results.

creating the list manually
1. Open properties of the newly created List object instance.

2. Click the guielementProperties button to add the mandatory PLATE column as well as additional columns

(e.g. Name column to store names of car owners). If PLATE is the only column necessary, skip Step 3
and proceed from Step 4 for if these instructions.

Adding new columns is only possible before the data is inserted in the table. After at least one line

of data is added, creating additional columns is not possible.

Step 4 of these instructions requires either ScriptForCSV or ScriptForList_Owner to be imported.
ScriptForCSV is used if PLATE is the only mandatory column in the table. ScriptForList_Owner is
used if the list is supposed to contain information about owners of the vehicles the license plates of
which are stored in PLATE column. In latter case the names of owners are to be recorded in Owner
column. These instructions do not describe this scenario and as an example names of owners would
be recorded in Name column (with ScriptForCSV script used, respectively).
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List name: Employes cars

Content
Filtzr
PLATE
,. Open list properties window Add new row
|Import/Export Launch list emport’export wizard Remove selected rows

3. Click Add button on the Properties window that appeared to add a column to the list. Name the column

(Title parameter). Use Up/Down buttons to adjust the position of the highlighted column (displayed as
a line). Click Apply after the columns are created.

5| Properties E’

Headers

Header
FLATE

Mame

One of the headers must be 'PLATE' for correct script execution

Move up selected row Add new row
Move down selected row Remove selected rows Remove

| apply || camcel |

4. Fill the list with data. Click Add button to add a new line.
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List name: Employee cars

Content

Filter

FLATE Name

AEB45 Benjamin Velazguez
UFT1E2 América Maite Arrecla
CDL?%3 Clements Ochoz
CXniry Cencepeidn Roxana Olguin
SLGTZC Espindian Valencia
CGVa1E Severo Agua

TMYD98 Cleta Nieves

BHME03 Bruno Bustillo

DYoTe2 Qgvaldo Arce

DDFO28 Arcelia Nicolzsa Herrero
BZLE43 Viviana Yesenia Quirds
SWFBES Orfeo Santiago

OY1763 irgimia De Leon

Open list properties window Add new row

Import/Export Launch list emport'export wizard Remove selected rows

5. Save the configuration.

Filter field on the properties panel of the list allows to quickly locate data in the list. The search includes

all columns.

List name: Employees cars

Content
Filter | Ar
PLATE Mame
FUFE33 Ameérica Maite &rrecla
Crvae Oevaldo Arce
SUs001 Arcelia Micolasa Hemrero

importing the list using a csv file

1. Open properties of the newly created List object instance (the "Clients Cars” list would be used further

to illustrate the process).
2. Click Import/Export button.
3. In the Import/Export Manager window that appeared, specify the following:

e directory of the file to be imported;
e delimiter-symbol used to denominate button values;

e whether or not should the import consider the first line as header.
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4. Click Import button. Save the configuration.

Content

Filter

List name: Clients cars

PLATE

Open list properties window
1 Import/Export | Launch st emport/export wizard Remaove selected rows

Export to CSV is carried out in the same window. Specify the directory to save the file, name of the file,

delimiter (; , or |) and whether or not the header is to be created. After that click Export button.

| Import/Export wizard

BFiIes Cih\Users\admin‘\Desktop\Employes cars.csv E]

o‘-.-".alues separator E]

BHeaders i first line: First line contains calumns headers

[ Import ] [ Export l [ Cancel

The result is the list being filled with data from a third-party CSV file.

List name: Clients cars

Content
Filter
FLATE Client
MAM11 Sal Khan
DIKTER Widal Santana
EUMOB4 Socoro Cuellar
SELsH Chavez Cartaya
CxXum Lazaro Manuel
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Step 2. Connecting the list to a recognition events source

Tags are used to logically connect objects within the XProtect system. A group of objects with the same tag is
to be used for the operation of the supplied script.

Logical connection between events source (surveillance camera) and lists means that in the process of license
plate recognition, the search would be conducted in all associated lists. If multiple lists are associated with

one camera, the search will be conducted in succession until the first match.
creating tags
1. Select the Tag object on the navigation panel.
2. Open the context menu and select Create New.
=[] vitMLRP . Gatevay
+ '-B.] Directories

<F Filkers
Handlers

gﬁ Fotify Sources

Scripks
~ EntryiExit_ParkingDOWwWHTIME
~ Entry\Exit_ParkingPass

+
+

=, Subscribe
6 WEB-Services
¢ Tag
o1z Lists| L Create Mew
1=| Employee cars [:@

_-|5 Property lists
+-[ 4" Parking zones

3. Name the new tag in the window that appeared (e.g. "Tag for lists processing”).

P -

Add Tag sl

Mame T ag for lists processing

| s | | Cancel

4. Save the configuration.

configuring tags
1. Open properties of the newly created Tag object and set the following parameters using dropdowns:

e the source generating analytic events (e.g. Camera 1);

e one or more license plate lists to be checked during recognition (e.g. "Employee cars”, "Clients

cars”).

2. Save the configuration.
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Tag settings

Mame Tagged items

Tag for lists F'I"I'DBE| Employee cars [Lists],Camera b [All Cameras (Server)],Clients cars [Lists] ~
Yideo source 1 (LPR) [Video source senvers]

Target event server (LFR) [Target servers]

Recognition server (Main) [Recognition servers]

Freeflow Channel (BELG) [Channels]

Farlang Channel 1 {COL) [Channels]

Farking Channel 2 (COL) [Channels]

Employee cars [Lists]

Farlang zones [Properiy lists]
Camera 1 [&ll Cameras (Server]]
Camera 2 [All Cameras (Server]]
Camera 3 [&ll Cameras (Server]]
Camera £ [All Cameras (Server]]
Camera b [&ll Cameras (Server]]
Camera & [All Cameras (Server]]
Camera 7 [&ll Cameras (Server]]
Camera 8 [All Cameras (Server]]
Microphone 1 [Hardware Devica 1]
Microphone 2 [Hardware Device 1]
Microphone 3 [Hardware Devica 1]
Microphone 4 [Hardware Device 1]
Microphone 5 [Hardware Devica 1]
Microphone & [Hardware Device 1]
Microphone 7 [Hardware Devica 1]
Microphone 8 [Hardware Device 1]

T T T T T T T T T ) I

Step 3. Determining special events

The number of analytic events to be determined matches the number of lists to be searched during the recognition.
Event name format: [List name] result.
For example, in previous step, two lists were created: "Employee cars” and "Clients cars”. Analytic events for

those lists would be named Employee cars result and Client cars result respectively.

= ﬁ‘- Events and Cukpuk

= ]
Zar detected
Zar losk
Clients cars resulk
DOWNTIME
Employes cars resulk
PASS
Plate detected

A

Step 4. Importing special scripts
At this stage a script must be imported into XProtect system:
o ScriptForCSV — used if PLATE is the only mandatory column in the lists to be processed.

e ScriptForList_Owner — used if lists contain both PLATE and Owner mandatory columns.
I An example of script importing is provided in ?? description.

Along with the script, a FilterForList filter is imported as well as additional files. The events to be displayed
in the client application may be specified on Parameters tab of the script editor:

1. [List name] no result — recognized license plate not found in [list name] list.
2. [List name] result — recognized license plate found in [list name] list.
3. Unlisted license plate — ecognized license plate not found in any of associated lists.

The result of using ScriptForList_Owner or ScriptForCSV scripts should be aforementioned events being
displayed in XProtect Smart Client.
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External database

Step 1. Importing special script

] VtMLXP.Gateway

| Abaut | Import/E xport Io

Click. "Load settings' buttan to import Configuration.
Click. "Sawve Settings az'' button to export Configuration,

& Open =X
e |
oy | . b Latestinstalls » scripts - |¢¢ | | Search scnpts jel
Organize - MNew folder =~ 0 @
¥ Favorites Marne Date modifie
B Desktap || Entry_Exit_Parking_1.10.2.52.GConf 3302016 2:40
& Downloads | MSEQLRunSelect_Group_1.10.2.52.GCanf 3372016 2:42
5l Recent Places || PostgreSQLRunSelect_Group_110.2.52.GConf 332016 2:42 9
| SeriptFarlist_Owner_1.10,2.52.GCanf 3312016 2:4:
- Libraries || ScriptForfS30LRunQuery 1.10.2.52.GConf 3372016 2:4: - @|
3 Docurnents | ScriptForbS30LRURSelect 1.10.2.52.GConf 3732016 214
Jv- flusic | ScriptForPostgreSQLRunQuery 1.10,2,52.GCanf 3372016 2:42
= Pictures || SeriptForPostgreS0LRunSelect_1.10.2.52.GConf 3732016 214
B2 videos | ScriptsForCsy_1,10.2.52. GConf 3372016 2:4:
18 Computer
ei_i MNetnark
] [T P

File name: ScriptFarMSSQLRunQuery 110.2.57 = | WitMLXPGateway Config File (*, = |

[ Open 9[ Cancel l

One of the following scripts is to be imported in order to setup connection to an external database:

e ScriptForMSSQLRunQuery — to connect to a Microsoft SQL Server with the ability to manually send

requests to the database.

e ScriptForMSSQLRunSelect — to connect to Microsoft SQL Server using a request previously created
by the developer.

o ScriptForPostgreSQLRunQuery — to connect to PostreSQL with the ability to manually send requests
to the database.

o ScriptPostgreSQLRunSelect — to connect to PostreSQL using a request previously created by the

developer.

I An example of script importing is provided in ?? example.
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Additionally, PostgreSQLRunSelect_Group and MSSQLRunSelect_Group scripts may be used to include
additional groups into search. For example, while comparing recognized license plates to license plates from
"Regular visitors” of the parking lot table, not only the data stored in PLATE column would be included, but
also the respective values from Group column (employees, clients or suppliers).

Step 2. Configuring script

To configure this script, open its editor window and switch to Parameters tab.

| General | M i part | I it part i PTDDETHESI

Mame Valus Constraint
DATABASE ClientList (Default)
HOST 10101129 150 LEXPRESS {Default)
Lizthame Client cars (Default)
PASSWORD L TITET S T Password
FORT 1433 {Default)
SendEmptyResult 1 (Default)
SalQuery SELECT TOF 1~ FROM dba.ClientList \WHERE Plate = @plate SGLGuery
IUSER admin (Default)

The set of parameters for a script used to search for number plates in external databases depends on the ability
to create a request manually.

Common parameters (for all scripts):
e Database — name of the database used to match the license plate.

e Host — address of the host with target external database management system. Record format for Post-
greSQL — [IP-address]. Record format for MS SQL — [IP-address] or [IP-address]\[MSSQL server

name].

o ListName — a sub-string that would act as the first part of name and message of returning events:
[ListName] result, [ListName] no result. For example, if the search in the database is conducted using a

table with license plates from client cars, this parameter may be set to 'Client cars’.
e Password — a password to connect to the database management system.
e User — the user connecting to the database management system.

e SendEmptyResult — parameter to specify whether the event is to be sent if there are no matches with
license plate in the database. Possible values: 1 — generate a no-matches event ([ListName]| no result),

0 — do not generate a no-matches event.
Other parameters:
e using a manually created request:

— SqlQuery — parameter that uses the request to the database as the value. The primary request

(default value of this parameter) may be used by changing the names of target table and column
(‘Table_Name’ and 'Field_Name’) in it.

e using a pre-developed request:
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RecordsToReturn — number of events to be displayed if duplicates found in the database. For
example, there are 4 duplicate records in the database. If this parameter is set to 1, client application

would only display 1 event of the license plate being found in external database.

FieldName — name of the column to store license plates in the database.

TableName — name of the table to store license plates in the database.

GroupName — name of the database column that contains additional values to group the data (this
field is active if either PostgreSQLRunSelect_Group or MSSQLRunSelect_Group is used).

To have [ListName] result and [ListName] no result events displayed in Alarm manager, an alarm event
must be configured in Management Application. Trigger event parameter must be set to [ListName] result
if the license plate was found in the database or [ListName] no result if the license plate was not found in
the database.

Processing the results

Using the script should result in search results (if recognized) being displayed in XProtect Smart Client.

Contral paint 1 (Bogota) :-‘, Setup

AutoUpdate 4 6 Customer (Filter Applied) Create Export Filter

Source Camera 2 Owner ] From 450:03BM 2 |~ Set

Object Value Rule Type May 04, 2016

Message yees' cars” result Vendor Name vl To LED0ZPM 2 v Clear

May 05, 2016
| e [T [ e e e | ey
16:48:54 5/5/2016 "Employees' cars" result SMS003 Camera 2 PLATE=SMS503; Name=Cleto Nieves;
16:48:20 5/5/2016 "Employees’ cars” result BNZ225 Camera 2 PLATE=BNZ225; Name=Severo Aqua;
16:48:10 5/5/2016 "Employees' cars" result CYPOG64 Camera 2 PLATE=CYP964; Name=América Maite Arreola;
16:47:34 /52016 "Employees’ cars” result SIN409 Camera 2 PLATE=SIN409; Name=Benjamin Velazquez;
16:46:28 /52016 "Employees’ cars" result DDRO54 Camera 2 PLATE=DDRO54; Name=0svaldo Arce;
16:45:10 5/5/2016 "Employees' cars" result SMS003 Camera 2 PLATE=SMS903; Name=Cleto Nieves;

333333

16:44:41 5/5/2016 "Employees’ cars” result ClDa4 Camera 2 PLATE=CID84; Name=Espiridian Valencia;




TROUBLESHOOTING

introduction

If after being configured the LPR system does not function properly, refer to checklists provided in this section
as they may indicate an error in channel settings.

e The Source field on LPR tab in VIT Analytic Server Manager has 'Connecting’ value while either Source
FPS or Recognition FPS is set to 0 (Fig. ?7?).

e The target server field on LPR tab contains 'Error’ value (Fig. ?77).
e LPR tab contains no information about recognition channels.

e No events and associated alarms sent after the display of recognition results in XProtect Smart Client
was configured.

Wit Analytic Server Manager

Analytic Server | [ (. Canfiguration Update: 4/11/2016 3:37:00 PM
LPR : " -
Alias Source Target Recognition | Source FPS | Recognition FPS
Watchd og Parking entrance 1 | Connecting Ok Waiting 0 0
Parking entrance 2 | Connecting Ok Waiting 0 0
XProtect

Figure 24: Error indication: Example 1

Wit Analytic Server Manager

Analytic Server | [ .. Configuration Update: 4/11/2016 3:39:23 PM
LPR ; » ~ :
Alias Source Target | Recognition Scurce FPS Recognition FPS  Resolution
Watchd g Parking entrance 1 Disconnected | Error Processing 0O 6 1920x108C
Parking entrance 2  Disconnected | Error Processing O ] Ba0x480
XProtect

Figure 25: Error indication: Example 2

This section does not provide any recommendations on improving the quality of videostream and license

plate images. Such recommendations may be found in ‘License Plate Recognition Cameras Selection, Setup
and Installation Guide' document.

The checklists provided in this section are useful for detecting configuration errors and licensing problems.

A special tool located in VIT Analytic Service parent object may be used for troubleshooting.
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sers
. Services

G Servers
B alarms
=+ MIP Plug-ins

=
g Wideo source servers
iy Targek servers
= Recognition servers
[ vitMLzP Gateway

When the object is opened, switch to Configuration checking tab. If the tool is opened for the first time (or after
the Management Application was rebooted) it will not show any data. Click the Check "onfiguration button to

analyze the settings of all channels in the system and display the possible configuration errors.

Please wait until all the channels are checked @

Currently checking channel:  Parking entrance 1

l Cancel |

If the settings are correct, the Status field of a specific channel line would turn green and the Description field

would contain no records of errors.

VIT Analytic Service

Ahoyt | Configuration checking |

To start the process, click "Check configuration'.

Status  Channel Channel type Description
. Parking entrance 1| VitLpr | -
. Parking entrance 2 | VitLpr | -

If present settings may cause issues during recognition or the results may not be sent to the event server, the

Status field of a specific channel line would turn yellow and the Description field would contain the alert text.

Aboyt | Configuration checking

To ztart the process, click "Check configuration',

Status  Channel Channel type Description
Parking entrance 1| Vitl pr |\Warning: The Source Server has IP-address "localhost”.... -
Parking entrance 2 | Vitl pr |\Warning: The Source Server has IP-address "localhost”.... -

If present settings make recognition impossible, the Status field of the channel would turn red. The Description

field would contain description of what caused the issue as well as troubleshooting recommendations.
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Ahoyt | Configuration checking

To start the process, chick "Check configuration'.

Status  Channel Channel type Description
B Parking entrance 1| Vitl pr |Error: Failed to connect to the specified source server... -
. Parkang entrance 2| Vitl pr |Ermr: Failed to connect to the specified source server.. v

Additionally, it is recommended to perform a manual check using the checklists provided further.

recognition sub-system settings: checklist

e AutoCode XProtect modules have been installed in correct order (J

If Analytic Server and LPR modules were installed in incorrect order, the errors of connection to
XProtect may not be displayed. Additionally, both LPR and Watchdog tabs in Analytic Server
Manager would not display information about connected channels. The LPR tab may not be displayed

as well.

e The video source servers are enabled. The correct host IP-address, port, password and login are inserted.
During the configuration, video source server connection was successful (the ‘Connected’ value is shown
after the Test button is clicked) UJ

e The target servers are enabled. Correct host IP-address and port for receiving events are inserted [

e Correct IP-addresses are inserted into parameters that require host IP-addresses. If some parameters are

set to default IP-addresses such as 'localhost’ or '127.0.0.1', the correct addresses are to be inserted [J

o If XProtect event server and Analytic Server are located on different hosts, the Configurator module
must be installed on a host that contains XProtect event server (without the mandatory installation of
Management Application) [

e XProtect event server is enabled [J

e The usage of analytics events in XProtect is activated. Plate detected, Car detected, Car lost events are
created [

e The specified recognition server is activated [
e The specified channels are active [

e Correct sources of video stream (video source server, camera) and target servers are specified in channels

configuration UJ

e Each channel has license plate templates selected that correspond to the type and issuer-state of license

plates found in frames to be processed [

e The size of the frame for maximum possible image of a license plate in frame (specified when configuring
the channel of Recognition settings window) is set to 110-200% of the average actual size of the license
plate [
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e Correct directions are set for vehicles in frame using the direction filter when configuring the channel in

Recognition settings window []
e Recognition zones are specified when configuring the channel in Recognition settings window [
Often, the incorrectly specified direction can be located quickly if the host has multiple recognition channels.
In such cases, the issues occur on one or more specific channels. Direction filter settings may not correspond

to the actual direction of vehicles in frames received from a new camera if, for example, the equipment used

on the channel was replaced.

license: checklist

e The license key is connected to a computer if hardware protection is used [
e Recognition server has Sentinel LDK (Sentinel Runtime) license key driver installed [

e Service software (Windows Firewall, anti-virus software) does not block the license key (hasplms.exe)
and Port 1947 J

I C:\WINDOWS\system32\ hasplms.exe and Port 1947 may be added to the list of exceptions blocking.
e The feature-set specified in the license matches the list of features required [
e The license key is not installed on a computer with terminal software [J
e License has not expired [J

e System time was not changed on recognition server (if a software key is used) [J



MESSAGES

events

Event is a message generated after specific actions in the system. In XProtect system, the events are mainly

classified by their source. In its relation to the system, an event may be either internal or external.

Events are used for:

e exchanging information between XProtect components and third-party applications/devices.
e creating system reactions to be triggered as a response to events.

Event Server is a service within XProtect used for:
e recording events to the database.

e providing access to events.

XProtect Event Server allows MIP-Plug-ins' (including AutoCode XProtect recognition sub-system) and third-

party applications to communicate with XProtect system. The following event types are used:

1. Analytics events
Messages generated by MIP-Plug-ins such as external third-party video content analysis (VCA) providers.

They are sent to XProtect system as a result of plug-ins operation (e.g. along with video processing data

in real time). It is possible to:

e enable/disable receiving analytics events in XProtect;

e specify the port for receiving analytics events;

o allow receiving events from all network addresses or specify trusted addresses’.

Instructions for setting up analytics events:

o XProtect administrator’s manual:®

— Add and edit an analytics event

— Test analytics event

— Control events reception using Options window (Options dialog box, Analytics Events tab)

e This administrator's manual (see ?7?):

— Determining analytics events (Plate detected, Car detected, Car lost) generated by LPR
module when processing the video as well as their dependence on selected recognition
settings

— Registering the events

" Third-party software integrated into XProtect to expand the feature-set of the system. The plug-ins are created using Milestone
Integration Platform (MIP SDK) software development tool.
2 Options window of Management Application
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“ Hereinafter, the manuals for the versions of the system that support third-party MIP-products integration: Express, Profes-
sional, Enterprise, Expert, Corporate

2. Generic events
Represent the conditions that the strings received via TCP- and UDP-ports (from sources that are third-
party in relation to XProtect) must satisfy. Generic events enable messages to be received from external

devices/applications (e.g. access control systems, emergency alarms).

The system analyzes incoming strings on the subject of satisfying the condition created when the generic
event was created. If the condition is met, the system generates a reaction to the event. A respective

event is the source of the generated reaction.

Instructions for setting up generic events:

e XProtect adminisrator’s manual:
— Adding a generic event and configuring it (see 'Add a generic event’ and 'Generic event
(properties)’)
— see "Test a generic event”
e This administrator's manual (see ?7?):

— Setting up the reception of generic events from third-party sources’ via Analytic Server

module to be used in AutoCode XProtect and/or later redirected to XProtect system.

“as well as sending analytics events generated based on received generic events to XProtect system. This occurs for tasks
that require more precise time measurements (less than seconds) when generic events are generated by XProtect system.

Reactions to events (including alarms) are set with the help of rules. A rule is a set of system actions to be

performed under specific conditions (e.g. start video recording on Camera 1 if it registered movement in frame).

alarms

Alarms management functionality is a component of XProtect event server. Both alarms and events are stored
in the same database.

Alarms can be generated based on the following:
e system (internal) events such as 'Not enough disk space’, '"Movement detected’ or 'Server not responding’;
e external events such as analytic events from LPR and Gateway modules.
On the client side, the alarms are processed and delegated in XProtect Smart Client.
Instructions for configuring alarms:
e XProtect adminisrator’s manual:

— Adding and configuring rules (see 'Rules’)
— Enabling alarms processing based on user roles (see 'About alarm configuration’)
— Adding and configuring a new alarm (see 'Alarm Definitions’)

— Configuring metadata (e.g. priority level) and processing properties of the alarm (see ‘Alarm Data
Settings’)
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— Configuring sound notifications (see 'Sound Settings’)

list of autocode xprotect analytics events

1.

Plate detected
The fact of receiving the best possible recognition result. Source: LPR module.

Depends on Send event while car in frame setting of the Channel object:

If this setting is deactivated, the event is generated after the vehicle has left the frame (along with

the Car lost event).

If the setting is activated, the event is generated when the vehicle enters the frame (along with the

Car detected event).

Car detected

The fact of receiving the first recognition result registering a vehicle entered the frame. Source: LPR

module.

It depends on Result Delay (msec) setting of the Channel object. The event is generated after the time
specified in the setting.

Car lost

The fact of the license plate leaving the recognition zone. Source: LPR module.

Depends on Check license plate overlap (sec) setting. If the license plate does not reappear in the frame
within the time period specified in the setting, it is considered to not be overlapped, so the vehicle has
left the frame.

Plate corrected

Recognized license plate was manually edited in XProtect Smart Client. Source: Viewer module.

. Plate added

An event with the following information was created manually in XProtect Smart Client:

license plate;

event source.

Source: Viewer module.

PASS
Registering a vehicle entering/exiting the parking zone. Source: Gateway module.

Generated by Entry\ Exit_ParkingPASS script.

. DOWNTIME

Calculating the time vehicle spent on the parking. Event contains the name of the parking zone, en-

trance/exit time and time spent in it. Source: Gateway module.

Generated by Entry\ Exit_ParkingDOWNTIME script.
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11.

12.

13.

14.
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vitml.error.acs.pass_{flap

Error message. The time spent on parking is less than the specified minimum time (a duplicate recognition

event is possible). Source: Gateway module.

May be generated by either Entry\ Exit_ParkingPASS and Entry\Exit_ParkingDOWNTIME scripts.

vitml.error.acs.port_incorrect

Error message. Registering a vehicle entering the zone that was not specified in property list settings.

Source: Gateway module.

May be generated by either Entry\ Exit_ParkingPASS and Entry\ Exit_ParkingDOWNTIME scripts.

vitml.error.acs.lost_inpass

Error message. A vehicle with the license plate that was not registered when entering the parking zone

is exiting the parking. Source: Gateway module.

May be generated by either Entry\Exit_ParkingPASS and Entry\ Exit_ParkingDOWNTIME scripts.

vitml.error.acs.lost_outpass

Error message. The maximum allowed time on parking is exceeded (entrance registered, exit not regis-

tered). Source: Gateway module.

May be generated by either Entry\ Exit_ParkingPASS and Entry\ Exit_ParkingDOWNTIME scripts.

[List name] result
Recognized license plate found in [list name] list. Source: Gateway module.

Generated by either ScriptForList_Owner or ScriptForCSV scripts.

[List name] no result
Recognized license plate not found in [list name] list. Source: Gateway module.

Generated by either ScriptForList_Owner or ScriptForCSV scripts.

Unlisted license plate
Recognized license plate not found in all associated lists. Source: Gateway module.

Generated by either ScriptForList_Owner or ScriptForCSV scripts.



