Brivo Access Control
Module for XProtect
Installation, Setup, and User Guide

Brivo and Milestone have developed this integration to allow our mutual customers to benefit from closer
communication between our systems. Below is a step-by-step guide for dealers detailing the pre-requisites for
enabling this integration.
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Pre-Requisites

Software and Licensing

*  Microsoft® Windows® 10 Pro (64 bit)

*  Microsoft® Windows® 10 Enterprise (64 bit)

*  Microsoft® Windows® 10 Enterprise LTSB 2016 (version 1607 or later)

*  Microsoft® Windows® 10 |oT Enterprise, version 1803 or later (64 bit), IoT Core

*  Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard, and Datacenter

*  Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard, and Datacenter

Milestone XProtect System Requirements

*  Must be a Licensed Milestone Dealer
+  XProtect Express+, Professional+, Expert, Corporate 2020 R1 (20.1a) or above

* Milestone Event Server - The Event Server is included as part of your Milestone installation

Note - If this component has not been installed with your version, follow steps found in troubleshooting at
the end of this document.

+  Milestone Access Licenses applied to your XProtect base license - XProtect Access does not run as a trial
license by default. If you want to add a trial license to your XProtect license, you must consult Milestone
Sales Support at purchase@milestonesys.com or create a sales request on the Milestone website. Otherwise,
purchase from a Milestone partner as below.

Licenses

SKU ID Name MSRP (EUR)
XPABL XProtect Access Base License (BL) 129.00
XPADL XProtect Access Door License (DL) 39.00

Open the Milestone Management Client and ensure that you have XProtect Access Licenses associated with the
installed Milestone version before installation of a ORBNET trial system. If nothing is listed here then you will not be
able to use the ORBNET Systems Plugin as XProtect Access is not enabled as part of the trial version of the ORBNET
installation, you must request a trial license or purchase beforehand from Milestone.
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Licensed to: Milestone Care
NA Your current level: Basic
United Kingdom
NA

Software License Code Expiration Date Milestone Care Plus Milestone Care Premium
XProtect Corporate 2020 R3 Test MO01-C01-203-02-6C4FF6  20/03/2022 N/A N/A
ilestone XP, Smar W 01.P03-100-02-6C9A73 _Unlimil olimit

M01-P01-100-02-6C4476  06/04/2022 06/04/2022

Brivo Access

+  Super Administrator account access to Brivo Access

« Administrator created for Brivo Access with correct role and door access for integration
*  API Key which needs to be requested from Brivo

+ Application API Client ID and Client Secret generated via Brivo Onair

+  Brivo Access subscription for Milestone XProtect Access Integration

Orbnet Systems

+ Installer - ‘Brivo Access for XProtect Setup.msi’

Download links will be provided by Brivo with your API key

+ Installer - ‘Brivo Event Proxy Setup.msi’

Download links will be provided by Brivo with your API key

PUB-Brivo Access Control Module for XProtect
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Installation of Brivo for XProtect Access

Begin with the server/machine running the XProtect Management and Event Server. Close any open Milestone
Smart or Management Clients first. Place the ‘Brivo Access for XProtect Setup.msi' in a folder on the desktop and
double click to start the Install.

# Brivo Access Control Module for XProtect - > 8 # Brivo Access Control Module for XProtect - X
Welcome to the Brivo Access Control Module for Select Installation Folder
XProtect Setup Wizard
The installer will guide you through the steps required to instal the Brivo Access Control Module for The installer will install Brivo Access Control Module for }Protect to the following folder.
KProtect by ORBNET myou.leotrow.ev Please run this installer on all Management Sesvers and
Smait Clients where the plugin will be used. Toinstall in this folder, click "Next". To install to a diferent foldes, enter it below or click "Browse".
Folder:
IC:\Progmn Fles\Milestone\MIPPligns\ORBNE T\Brivo\BriveACMY ’ Browse... |
WARNING: This ter program i dby ight law and i ional treaties. Install Brivo Access Control Module for XProtect for yourseF, or for anyone who uses this computer:
Ur'sat_:ti_\v:uizetrl-‘iI pb X o chstrib ke -oﬂi\is, ar cuanyponmds may result in severe civi
or crminal penalties, and will be to the extent under the law. ©£mm
Odustme
cBack  [THets ]| cancel <Back | [Het> ]| Cancel
8 Brivo Access Control Module for XProtect - X % Brivo Access Control Module for XProtect - X
Confirm Installation Installation Complete
The installer i ready to mstall Brvo Access Control Module for XProtect on your computer, Brivo Access Control Module for XProtect has been successhuly nstalled,
Clck "Next" to stast the instaliation. Clck "Close” to exit
Please restart Management Client and Smart Chent to finish the installation
<ok [ Hed> || Conce cBack | [ Cose ] | Concel

© 2022 Brivo Systems LLC. All rights reserved. PUB-Brivo Access Control Module for XProtect
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Once complete run the ‘Brivo Event ProxySetup.msi’ installer to complete the event proxy connection setup. As
default the installation is completed using NT AUTHORITY\Network Service. If the Milestone system does not have
access to the internet, please install this on an accessible server with internet access.

49 Brivo Event Proxy - p 4 49 Brivo Event Proxy - X
Welcome to the Brivo Event Proxy Setup Wizard % Select Installation Folder %
The installer will quide you theough the steps required to install Biivo Event Prosy on your computer. The installer wil instal Biivo Event Prosy 1o the following folder.

To install in this folder, click “Next™. To install to a different folder, enter it below or click “Browse™.

Eolder:

[C\Program Fies\ORBNET\Biivo Event Prow\ | Browse..
WARNING: Thes computer program is protected by copynght law and intemational reaties. Instal Bivo Event Proxy for yourse¥, or for anyone who uses this computer:
Unauthorzed dupbcabion o Mdhmnampﬂdlmm‘nmcﬂ
of crmnal penabes, and will be prosecuted 1o the masmum extent possible under the law.

@ Everyone

OJustme

Gk [Reo ][ comce | R TN T

49 Brivo Event Proxy - X 9 Brivo Event Proxy - X
Confirm Installation % Installation Complete %
The installer is ready to instal Brivo Event Proxy on your computer. Brvo Event Proxy has been successiully nstaled
Chick "Neat™ to start the installation. Cick "Close™ to et

Please use Windows Update 1o check for any cribcal updates to the NET Fi ok

| (b | o | T e

© 2022 Brivo Systems LLC. All rights reserved. PUB-Brivo Access Control Module for XProtect
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It is recommended to create a new user account within Brivo for the connection to the Milestone Access module.
This will allow better management of the doors to be included and controlled.

In this example, a user was created called ‘Milestone ORBNET' with access to all doors intended to be included
in Milestone. The user was assigned as an Administrator. This is the lowest level of administrator account
recommended for this integration.

To create a new Administrator account, select Administrators from the main menu. From the page that lists the
current Administrators user details, find the Create Administrator button and select it.

brivo Administrator Management

® -
oY Administrators 5
Events

Devices

Video

Reports

Users

Credentials

Administrators
&Q Administrators

Roles
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Under Administrator Management, add the relevant details for this new account.

Administrator Management

_E Administrators 5

Profile

= - .
8= Profile
Roles

Assignments

Show Site Time column on Event Tracker

For the Roles section, we recommend the default Administrator profile. A custom role will be covered in the next
section, if required.

[2] Administrator %
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For the Assignments section, please select all Sites and Groups relevant to the Milestone integration.

Assignments

Selected

Selected

Click Create Administrator at the bottom of the page to finish.

An email will be sent to the email address used to set the password for this account.

Select GET STARTED.

Your Brivo login is ready nbox X &

customercare@brivo.com 1 f te b d -

brivo

Hi Joe,

Your Brivo administrator login has been created for the account Orbnet Systems
Sandbox. Please click Get Started to verify your email address and create your
password

® Email
-

[ ]
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This will take you to a webpage to set the password for this user.

Take a note of the user Password for the next step of installation.

brivo

Enter a new password for

New Password

Confirm Password

Copyright 2001-2022 Brivo Inc. All Rights Reserved

Privacy and Security | Terms of Use | Release Notes | Contact Us

Once setup you will need to login with this account so to access the account Admin ID. At the bottom left of the
Brivo Access page, press the three dots for more account options. Here the Admin ID will be shown.

Take a note of the Admin ID for the next step of installation.

Activate Lockdown Admin ID; s, i

Switch To Light Theme

Change Password
Log Out
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This step is optional, for Roles we recommend the default Administrator profile. If you would prefer to have a
custom role to limit access, please follow the below to provide the minimum level of account access.

In Brivo Access, select Roles under the Administrators tab. Next, select Create Role from the bottom right.

brivo Administrator Management

Administrators
Events

Devices * New Name

Video
Default Roles

Reports

Administrator Super Administrator

Users

Credentials

Administrators
Administrators
Roles

Configuration

Custom Roles
Onair Classic

Add a Name and Description for this new Role.

Administrator Management

Administrators [£] Roles 2

Create Role

Milestone Role

Administrator user role for Milestone XProtect

Permissions
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Update the Permissions for this role as below. Create Role and apply to the new Administrator account.

Permissions Access

Onair Classic Full

Event Tracker Table Full

Journal Full

Snapshot Log [No Access]

Device Status Full

Live Video [No Access]

Classic Reports Full

Users Full

Groups Full

Badging [No Access]

Card Bank Full

Notifications Full

Configuration [No Access]

Roles [No Access]

Lockdown Full

Manage Account Settings [No Access]
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Currently some settings for this module are only available from Brivo Onair. For Brivo Access users select Onair
Classic to access this section from the menu.

Within Onair as a Primary or Senior Administrator go to Setup > Account > Account Settings then select
Application Management.

HOME ACTIVITY VIDEQO ¥ USERS ¥ REPORTS ¥ SETUP ¥ JOURNAL LOCKDOWN

onair

ACCOUNT SETTINGS Administrators

Company Info
General Settings bile Pass Application Mana

Account Settings
el Control

Permissions
Create users as suspended

¥ Enable self-serve password reset

Enable soft lockout

Soft Lockout Timeout Period minutes

Save Account Settings

From Application Management, use the Create a New Application section, Add an Application Name and
Description and select Password for the Authentication Type. Next press the Create Application button.

HOME ACTIVITY VIDEO ¥ USERS ~ REPORT: JOURNAL LOCKDOWN m Milestone ORBNET

onair

ACCOUNT SETTINGS

Create a New Application

Application Name XProtect

Description Access
Authentication Type @ 3-Legged © Password @ Invitation

Redirect URI

Create Application

Account Owned Applications

Application Name Description Application Detail Delete
M e [, ] -

ORBNET TEST_LOGIN L -
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The new application will be added to the list, then select the Application Details icon.

Take a note of the Client ID and the Client Secret for the next step of installation.

Application Details

XProtect
Client ID
Client Secret

ik
Redirect URI

APl Key

Please complete an APl Account Access Agreement Form from your Brivo dealer to gain access to this API key.

PUB-Brivo Access Control Module for XProtect
Installation, Setup, and User Guide_v1.0
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Event Callback External Access

Network Schematic

In a standard installation, both the Brivo Event Proxy (Used for Brivo Event Callback) and Milestone Management
would reside on the same server. This would be for a system where the Milestone server is internet facing.

Brivo Access Control Module for XProtect

Customers Site!

(port 43323 top)

Events Callback (Public IP and Port, 43323 default)
https (port 443) Brivo AP| Events and Staus

@

https:fauth.brivo.com (Port 443)
User, Password, Access Control Information

https:/iapi.brivo.com/v1/api/ (Port 443)
API Commands

Milestone

Brivo Controller

For an installation where the Milestone server has no access to the internet, a secondary machine would be used to
bridge the connection to the internet. Generally, this would be in the demilitarized zone (DMZ) but would depend on
the site network installation. This would be where the Brivo Event Proxy would be installed.

hitps (port 443)

Brivo Access Control Module for XProtect
Network DMZ Model

Customers Site] B Hosted AWS Service]
DMZ Brivo

» Main LAN|

3 top)

Events Callback (Public IP and Port, 43323 default)
Brivo API Events and Staus

s

https:iauth.brivo.com (Port 443)
User, Password, Access Control Information

hittps.//api.brivo.com/v1api/ (Port 443)
Pl Commands

Milestone

https {port 443}
Brivo Controller

=
hitps (port 443)

PUB-Brivo Access Control Module for XProtect
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Windows Security

Please seek permission from the organization before implementing any security changes. The IT Security team may
wish to complete this or a similar task on a centrally managed system.

This example uses the default Windows Defender software firewall interface. The features of software firewalls
differ so the setup will likely be different for the software firewall used in your installation. Please refer to the user
guide of your firewall for further information.

This integration requires an external internet-based service to communicate with the Milestone server on a
Transmission Control Protocol (TCP) port. This will communicate directly to the Brivo Event Proxy installed on the
server or bridged to a server in a Demilitarized Zone (DMZ). Both methods will require an inbound TCP port to be
set up to allow access on one or both servers.

Navigate to Windows Defender Firewall or Windows Security then select Advanced Settings.

W Windows Defender Frewall - o X Windows Security - (=] x
- v T - A Wnd v B SeachCont p

PT— Help protect your PC with Windows Defender Firewall

B Domain network

Firewall is on.

Windaws Defender Fieewall can help to prevent hackers or makcious softwaie from gaineg access 10 you PC
Allow an app o festure through the Internet or a network.
thucugh Windows Detender

[~
Foowal
% (’M " l 9 Private networks Connected
harge riotification settngs o
L5 :‘,m v;"-m‘,‘p‘«mm Networks at horme or work where you know and trust the people and devices on the network %8 Private network (active)
wewall 06 o
je3

® Festore defaks Windows. Defender Fieewall state: On Firewall is on.
oo copacios ok conmctons o spkcatons ot e ot ™
the list of allowed applications

Troubleshoot my network

Active e Petworks: N -
e F Nevwocs (=] 3 Public network (active)
Notitcation state Notify me when Windows Defender Frewsll blodks & Firewnll is on.
new app
I @ Guest or public networks Connected @
Networks in public places such as snperts or cafés & Allow an app through the firewall
N [ leshy
F— o jetwork and Internet troubleshooter
Incoming connections: Block 8l connections 1o applcations that are not on Firewall notification settings
the lat of sllowed appixations
Advanced settings
Active public networks: - Underaified network
Restore firewalls to default
Notéation state Notify e when Windows Defender Fiewall blocks a
Sacurity and Maintenance e
Network and Sharing Centre. @

Windewe Comeminity vidsne

Select Inbound Rules then right click to select New Rule.

& Windows Defender Firewall with Advanced Security
File Action View Help
% nm =

ﬂ Windows Defender Firewall wiﬂ-’
[—

3 Inbound Rules

B3 Outbound Rule New Rule...
¥ Connection Sec ) )
, Monitoring Filter by Profile 2
Filter by State > nyk
Filter by Group > el
pl
View > pl
Refresh P!
Export List... PP
op!
Help

TR AR R saniaa
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Rule Type = Port

Protocol and Ports = TCP, 43323

P New Inbound Rule Wizard & Mews Inbound Rule Wizard %
Rule Type Protocol and Ports
Selact the type of frewal rule to croate. Specify the protocals and ports to which this rules apples.
Steps: Steps.
o Rule Type Whattype of i would you ke to craate? o Fuie Tyoe Doesthis e apply to TCP or UDP?
@ Protocol and Podts. @ Protocol and Ports @® 1CP
@ Action O Brogram @ Action O wop
& Piiia Rule that controis connections for a pragram . & it
@ Hame ® Port @ Name 5
Pl tha cortrots cornections or s TCP ar UDP pos. Does this rule apply to all local ports or speciic local ports?
O Predefined: © Al local ports
I (@ Specific local ports: 43323
| @FrowallaP! di 80200 - |
e . Example: 80, 443, 50005010
O Custom
Custom rle.
= - - o
Action = Allow the connection Profile = Select all that apply
W New Inbound Rule Wizard o New Inbound Rule Wizard X
Action Profile
Spocity the action to be taken when a connoction matches the conditions spacfied in the rule. Spocty the profias far which this s applies.
Stepa: Stepa:
@ Rule Type What action should be taken when a connection matches the specified condtions ? @ Fule Type When does this e apply?
@ Protocol and Pots @ Bonthe e @ Protocol and Ports.
i This includes connections that are protected wih [Psec as wel a3 those are nat. @ ok R
@ Profie 5 w @ Profile R
@ Name o :"'g?’ o R e woc T @ Name [ Private
- : g e e OOt aET e
vlbe s 93 propeties e R
Customize... | [ Public
) HAophes when a computer i3 connected 10 3 public netwark location.
© Block the connection
e oo - oo

Name = Brivo Events Callback (43323)

o New Inbound Rule Wizard

Name
Specity the name and description of this ruls

Stegss.
@ Rule Type
@ Protocol and Pots
@ Acton
@ Profie lame:
Brivo Events Callback (43323
@ Name
Description {optional):
Servicn used for B i the Missione XPro This
provides events from the eennected Biv system.
< o
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Network Firewall Setup

Please seek permission from the organization before implementing any security changes. The IT Security team may
wish to complete this or a similar task on a centrally managed system.

This example uses a standard basic router/firewall interface from a well-known manufacturer. The features of
firewalls differ so the setup will likely be different for the firewall used in your installation. Please refer to the user
guide of your firewall for further information.

Add an inbound IP restriction (Optional but recommended).

Go to Object Settings > IP Object and click on the first available index number:

Dashboard IP Object Profiles: | Setto Factory Default |
gif'mdssun Index Name Index Name
niine us .
1 17.
WAN 2. 18.
LAN
Load-Balance/Route Policy 1‘ 4k
NAT 4 20.
Firewall 5. 2.
User Management
Objects Setting & z
IP Object L 2.
8 24.
9 25.
10. 26.
n. 27.
12 28.
13. 29.
14 30.
CsM L. i
Bandwidth Management 16. 32.
Applications << 132 | 33-64 | 6596 | 97-128 | 129-160 | 161192 >> Next >>

VPN and Remote Access

Set a name for this service and leave the Interface default unless your setup requires this to be changed.
In the IP Object, there are three Address Type settings:
Single Address, Range Address and Subnet Address.

For this example, Subnet Address would be selected. The Brivo services span several IP address ranges and
subnets, depending on where this site installation is in the world and the server running the service at the time will
depend on what IP communicates with your Milestone XProtect system.

This service will fall into 64.35.160.0/24 registered to Brivo Systems, LLC (Listed in ARIN).

REF: https://rdap.arin.net/registry/entity/BRIVO-1

REF: https://who.is/whois-ip/ip-address/64.35.166.0

PUB-Brivo Access Control Module for XProtect
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As this is a /24 subnet there are 256 usable IP addresses. The first usable IP address is 64.35.160.1 with the subnet
added as 255.255.255.0.

Profile Index : 1

Name: Brivo APl

Interface: Any v
Address Type: ‘SubnetAddress v

Mac address: ‘@@@Ei@‘
Start IP Address: 64.35.160.1

End IP Address: |D.U.U.0 |
Subnet Mask: 255.255.255.0

Invert Selection: 0

Add a Port Redirection / Port Forwarding (Required).

To configure a Port Redirection NAT rule on the router, go to NAT > Port Redirection and click on the first available
Index number:

Auto Lw - NAT »> Port Redirection

Dashboard Port Redirection | Setto Factory Default |
Wizards WaN
Online Status Index Service Name Protocol Public Port Source IP Private IP Status
Interface
al x
2. All %
Load-Balance/Route Policy
NAT 3 All R
Port Redirection 4. All ®
3. All ®
6. All X
Hardware Acceleration it All X
Firewall
User Management & & )
Objects Setting 9 Al X
CSM 10. All ®
Bandwidth Management
Applications << 1410 | 11-20 | 21-30 | 3140 >> Next >>

In the Port Redirection entry, configure these settings:

- Mode: Set this to Single to open a single port

- Service Name: This is used for display purposes to identify the NAT rule

- Protocol: Select TCP

- WAN Interface: The Internet connection that the port will be opened to

- Public Port: This is the external port. In this example, the port forwarded is the same externally as internally
- Source IP: If setup select the IP Object created for the Brivo API, otherwise select Any

- Private IP: This is the LAN IP of the server that will respond (E.g. Milestone or DMZ Server)

- Private Port: This is the port number for the service that the router will send to the LAN IP

PUB-Brivo Access Control Module for XProtect
Installation, Setup, and User Guide_v1.0

© 2022 Brivo Systems LLC. All rights reserved.




g

Brivo Access Control Module for XProtect [Rlialus

@ b rivo. Installation, Setup, and User Guide [

Auto L ;v NAT >> Port Redirection

Dashboard Index No. 1
Wizards Enable
Online Status
Mode Single ~
m‘: Service Name Brivo to Milestone
Load-Balance/Route Policy Protocol TCP ~
NAT WAN Interface AL v
Port Redirection _
Public Port 43323
Source 1P Brivo APl  ~ IP Object
Hardware Acceleration Private IP <Mi lestone-1P>
e Private Port 43323
User Management
Objects Setting
- [ ok | [ cear | [ cancel

Bandwidth Management

Click OK to save the rule, this will show in the rule list as enabled. The router/firewall will now forward requests
received on that port to the internal server if the IP address matches the Source IP.

If configured, the Source IP will display with the created Brivo service, otherwise this will show as Any.

NAT >> Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name Intv: :f:ce Protocol Public Port Source IP Private IP Status
1.  Brivo to Milestone all TCP 43323 Brivo API| <Milestone-IP> v
2. all x
3 all X
4. all %

o all X
6. all %

I All %

8. all %

9. all X
10. All X
<< 110 | 11-20 | 21-30 | 3140 >> Next ==

Use a test service like https://www.whatismyip.com/port-scanner/ to confirm the port is accessible. The Source IP
will need to be set to Any to use this tool, so be sure to change back once completed.

Take a note of the Public IP and External Port used for the next step of installation.

PUB-Brivo Access Control Module for XProtect
Installation, Setup, and User Guide_v1.0
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Before you get underway with the Milestone Management setup, please go through this list, and check off each item
to ensure everything is ready to get the integration module working right away. Links to the relevant sections have

been provided.

Step Link
Make a note of the number of doors to be used with Milestone n/a
List the doors with the associated camera(s) in Milestone n/a

Milestone Access License purchased or demo

Milestone Access

Milestone Access License applied to your Milestone server

Milestone Access

Brivo Access Control Module for XProtect purchased

Brivo Access

New Brivo Senior Administrator account created

Brivo Administrator Setup

Brivo Admin ID and Password noted for new account

Brivo Administrator Setup

Brivo API Application created

APl Application

Brivo API Client ID and Client Secret noted

APl Application

Brivo API key created or requested

API Key

Brivo API key noted

API Key

Windows Firewall rule setup for Brivo Event Proxy

Windows Security

Network Firewall rule setup for Brivo Event Proxy

Network Security

Make a note of the public IP and port used to access

Network Security

Installation of Brivo Event Proxy and Module for XProtect

Module Installation

© 2022 Brivo Systems LLC. All rights reserved.
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Access Control Setup

This integration allows for XProtect Access to connect your access control system directly to Milestone’s XProtect
VMS. It is designed to fit perfectly with any XProtect product. No matter your installation size, with XProtect access
you can control your video cameras and access your control system from a central interface.

Select the Access Control entry in the Milestone Management Client tree

= P Metadata Use
&, Metadata Search
(R Access Control

Right-Click Access Control and select Create new....

Create new...
= Refresh F

Define a Name for your Access Control System. Select the Brivo ACM V2 from the drop-down.

Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Brivo Demo

Integration plug-in: v
[Ervo Ack ]

_ Next |[ Cancel |

This will present the default configuration page for this access integration module.
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Create Access Control System Integration B

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: IBrivo Tesll l

Integration plug-in: l Brivo ACM

Brivo Authentication URL: | https/auth.brivo.com/

\
Brivo AP URL: |https://api.brivo.com/v1/api/ |
Brivo Event Callback URL: [http'J/pubIicIPAB323/orb-briv-proxy/eventscallback/ |
Error E-mail: lerrors@company.com |
Event Proxy Address: lhttps://localhost:43 324/orb-briv-proxy/ \
User: John Doe |
Password: (sese |
API Key: [ |
API Client ID: [ |

|

API Client Secret: [

Brivo Authentication URL: https://auth.brivo.com/ no requirement to change

Brivo API URL: https://api.brivo.com/v1/api/ no requirement to change

Brivo Event Callback URL: Update with the external/public IP and port used for this service
Error E-mail: Emails sent from the Brivo cloud service related to errors

Event Proxy Address: Local IP address, port used for the Event Proxy (Event Callback)
User: Brivo Access user account ID (not the email address)

Password: Brivo Access user password (Used with email address login)

API Key: From Brivo developer account or requested (24 characters)

API Client ID: From API application created in Onair Account

API Client Secret: From API application created in Onair Account

Connection to the system will now be completed and the permitted configuration will be received.
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Connecting to the access control system...

Collecting configuration data...

e —
Configuration successfully received from access control system.

Added:
Doors (3)
Units  (5)
Servers (1)
Events (18)
Commands (4)
States (15)

4 4 4 4 4 4

| Previous || Next || Cancel |

Expand the available Milestone cameras and drag and drop the associated camera to the access doors.

Create Access Control System Integration

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors:

Name Enabled License =
Hastings Door Pending | |
bwiss Door Pending

Fest Door Pending

Access point: Reader of Test Door
Drop camera here to associate it with the access point.

Cameras:
B
4 () Video Loops
W Access Control Camera 2
D StableFPS (127.0.0.1) - Camera 1

Once added, click Next.

© 2022 Brivo Systems LLC. All rights reserved.
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Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors: Cameras:
« U oresve-4
4 ) Video Loops

Name | Evabled Lcerse |

§ ] -
Hastings Door Pending| ¥ StableFPS (127.0.0.1) - Camera 1
Swiss Door Pending| VI
Test Door Pending| [vI

Access point: Reader of Test Door
Access Control Camera 2 Remow
Drop camera here to associate it with the access poin|

[ Previous || Next || Cancel |

The initial configuration is now complete. Additional setting can be changed via the Milestone Management
Client.

Create Access Control System Integration n

You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events. See the help system for how to optimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
control system.
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Access Control Information/Other Settings

VERIFIED

This integration provides the below configuration tabs.

General Settings

|Bccess Control = & [J Access Control Information
5 §J Access Control

)

Enable:
Name:

Description:

Integration plug-in:
Last configuration refresh:

Brivo Authentication URL:
Brivo APl URL:

Error E-mail:

Event Proxy Address:
User:

Password:

API Key:

API Client ID:

API Client Secret:
Door relock time (ms):

8 General Settings “®

Refresh Configuration:

Enter current password:

Door relock time (ms):

Hours before user cache invalidation:

© 2022 Brivo Systems LLC. All rights reserved.

Brivo Event Callback URL:

Hours before user cache invalidation: |1

General settings

[Brivo Orbnet Test

[Brivo ACM (Version: 1.0.0.0, 1.0)
(2872022 2:44 PM

[ https://auth.brivo.com/

[hitps:/fapi brivo.comivi/api/

[hitp /%% % 17743323 orb-briv-proxy’e —
[hitps:/localhost 43324/orb-briv-proxy/
e e

[Aeehae B-STG Eae AN TR
(R S R R R P 7 1 im0
(2500

Doors and Associated Cameras . Access Control Everts (i Access Request Notfications L Cardholders

When a new door is added or removed from the Brivo Access system,
use refresh configuration to update the doors within Milestone.

If the account password is changed, use this button to update. Also
use to input the password before refreshing the configuration if
troubleshooting a connection issue.

When open door commands are sent from Milestone, this is the time
used before relocking the door. Default (2500ms).

This is the time frame used for updating user information in
Milestone (E.g. names, pictures). If a user information change is made
in Brivo, this could take up to the time specified to show in the
Milestone events. Default (1h), Minimum 1h, Maximum 24h.
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Doors and Associated Cameras

[Access Control v 0 [JAccess Control Information e
& &J Access Control
5] Brivo Demo Doors and associated cameras
Drag and drop to associate cameras with door access points.
Doors: Cameras:
e 4 |) ORBSVR-44
= 4 () Video Loops
Name Enabled License = 2 Access Control Camera 2
Hmow| IEm'minSdavsI I T StableFPS (127.0.0.1) - Camera 1
Access Reader of

point: Hastings Door
Drop camera here to associate it with the access point.
Swiss Door Expires in 9 days
Test Door Expires in 9 days

3 General Settings b Doors and Associated Cameras & Access Control Events (12 Access Request Notfications L, Cardholders [« [

Access Control Events

|Access Control ~+ 1§ [JAccess Control Information - B
B'E]hcm:(:aﬁml
£] Erivo Demo Access control events
Enable the events you want to monitor in XProtect Smart Chent. Use categones to simplify the use of triggering events.
Enabled Access Control Event. Source Type Event Category
Admin Follow Schedule Door Warmning -
(] | Admin Unlocked Early Door \Waming v
Administrator Pulse Output Access Point Access granted v
Door Ajar Resolved Door \n/aming 5
Door Locked Door v
Door Locked Via Schedule Door \/aming v
[+ | Door Open Too Long Door \w/arning v
Door State Unknown Door \w/arning v
Door Unlocked Door v
Door Unlocked Via Schedule Door \Warning v
Failed Access Invalid Credential Type Access Point Access denied v
[¥] | Failed Access Unknown Credential Access Point Alarm -
Invalid Credential Type by Unknown User | Access Point Access denied v
Open Access Point Access granted v
Server connected Brivo Net2 Server >,
Server connection lost Brivo Net2 Server Error v
& | ized (check event for details) | Access Point -
Uncategorized (check event for details) Door -
b General Settings ™ Doors and Associated Cameras ¥, Access Control Events (2 Access Request Notfications L, Cardholders [+ [+ |

PUB-Brivo Access Control Module for XProtect
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Access Request Notifications (Not currently supported in Brivo Access)

Access Control

a -9] Access Control
5] Brivo Demo

Access request notifications

Specify the settings for each acoess request notification you define.

Built-in Access Request Notification (read only)

| Add Access Request Notification |

Access request notification details
Configure the access request notification behavior.
Camera: Related camera

Speaker: Camera speaker

Microphone: Camera microphone

Sound alert:

Commands:

Command
Related access request commands

i‘ Add Command |

&% General Settings < Doors and Associated Cameras (.. Access Control Events (I Access Request Notfications Ju Cardholders [«

Cardholders

| Access Control

-

& & Access Control
5] Brivo Demo

Cardholders

Search
event has been reg:

for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect Smart Chent. when an access control

Q
Name - Type
Eric Bourque

Gigel Cormel

Mareel Anonim

Mircea Stefanescu

i General Settings <0 Doors and Associated Cameras T Access Control Events (1> Access Request Notfications  § Carcholders [« |+

© 2022 Brivo Systems LLC. All rights reserved.
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In the Milestone Management, alarms can be created from Access Control Events.

The below alarm shows an easy method to create an access denied event on all doors in the system, and then have
that event auto display an alarm in the Milestone Smart Client showing a specified map view.

Trigger
Triggenng evert:

Activation period
(® Time profie:
O Event based:

Map

© A0 slam only sppeans on the smat map f at

least one source of the alam is 8

L

Smart map
® Mo
| Car Showroom and Lot

© 2022 Brivo Systems LLC. All rights reserved.
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Below shows the Alarm being triggered within the Smart Client. This will display a red flashing ring around the door
that has triggered the event.

OB 11ARI0 — O X
-9 f -
]

2 Tme o
[=RRTETETE - - |
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Rules and Events

To access the Access Control events in Milestone, select the Rules and Events > Rules section in the Management
Client and then right click in the center column to add a new rule.

*  Perform an action on Event

Select an Event X

&-{ffe Access Control A
=& Access Control Categories
3 Access denied (Access Control Categories)

Access granted (Access Control Categories)

Alarm (Access Control Categories)

Error (Access Control Categories)

Warning (Access Control Categories)

= & Access Control Events
; 2nd Factor Not Given (Access Control Events)

Admin Follow Schedule (Access Control Events)
Admin Locked Early (Access Control Events)
Admin Unlocked Early (Access Control Events)
Administrator Pulse Output (Access Control Events)
Board battery failure cleared (Access Control Events)
Board battery failure set (Access Control Events)
Board chip reset (Access Control Events)
Board communication Failed (A Control Events)
Board communication regained (Access Control Events)
Board tamper cleared (Access Control Events)
Board tamper set (Access Control Events)
Brivo APl Connected (Access Control Events)
Brivo APl Disconnected (Access Control Events)
Brivo Proxy Connected (Access Control Events)
Brivo Proxy Disconnected (Access Control Events)
Device wire cut (Access Control Events)
Device wire cut cleared (Access Control Events)
Door Ajar Resolved (Access Control Events)
Door Locked (Access Control Events)
Door Locked Via Schedule (Access Control Events)
Door Open Too Long (Access Control Events)
Door State Unknown (Access Control Events)
Door Unlocked (Access Control Events)
Door Unlocked Via Schedule (Access Control Events)
Exit Switch Pressed (Access Control Events)
Failed Access Deleted User (Access Control Events)
Failed Access Invalid Credential Type (Access Control Events)
Failed Access Old Credential (Access Control Events)
Failed Access Out Of Schedule (Access Control Events)
Failed Access Panel Comm Fail (Access Control Events)
Failed Access Unassigned Card (Access Control Events)
Failed Access Unauthorized Door (Access Control Events)
Failed Access Unkown Credential (Access Control Events)
Failed Access User Deactivated (Access Control Events)
Failed Access User Not Enabled (Access Control Events)
Invalid 2nd Factor (Access Control Events)
Invalid Credential Threshold Passed (Access Control Events)
Invalid Credential Type by Unknown User (Access Control Events)
No Permission Threat Access (Access Control Events)
Offline Access (Access Control Events)
Offline Access: Unknown Credential (Access Control Events)
Open (Access Control Events)
Unauthorized Door Open (Access Control Events)
Uncategorized (check event for details) (Access Control Events)
Uncategorized (check event for details) (Access Control Events)
Wire short (Access Control Events)
Wire short cleared (Access Control Events) v

[ 0K || concel
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With Milestone Rules and Events, it is possible to enable an event from the Access Control System to trigger an
additional event or action in XProtect. The rule below is a simple example of how to record a specific camera when
an Access Denied event is received.

Manage Rule - O X
Name: [ Access Rule ]
Description: [ |
Active: %]
Step 3: Actions
Select actions to perform
[] Retrieve and store remote recordings from <devices> A

[[] Retrieve and store remote recordings between <start and end time> from <devices>

[[] Save attached images

[] Activate archiving on <archives>

[[] On <site> trigger <user-defined event>

4] Open <DoorAccess Point>

[] Show <access request notification>

[4) Override Lock <DoorAccess Point>

[/] Override Unlock <DoorAccess Point>

[#] Override Cancel <DoorAccess Point> v

Edit the rule description (click an underlined item)
|Perform an action on Cyber Attack
from All

| Geeel || <Bk || Ne> || Fmsh
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User-defined Events

Often overlooked, the User-defined Event allows easy access to the control of an out-bound action from Milestone
and the Smart Client. The initial setup of the User-defined event is as a placeholder for a Rule.

Under Rules and Events select User-defined Events, right click and Add User-defined Event.

This provides just a name field. Fill this with a name relevant to the action you intend to add. Remember that this is
the name of the event shown in the Smart Client.

User-defined Events + 1 JJUser-defined Event Information
=]
testeEv Name:
Trigger Output |
Add User-defined Event X
Enter name for user-defined event:
| Open Door 1
[ ok ] [ Cancel

Back in Rules, create a new rule and select the User-defined Event that was created.
Perform an action on Event
- Events > External Events > User-defined Events

- Click Next and select the relevant action to be performed on the Brivo panel by selecting the checkbox(es).

Select an Event X

Rules —
21 Rules Name: | New Rule 001
[3) Default Goto Preset when PTZ is don D S
5] Default Play Audio on Request Rule ) ‘
(5] Default Record on Bookmark Rule Acuve: %] -
=] Default Record on Motion Rule = 1} -
=] Default Record on Request Rule ) # )l Recording Servers
omsrm.a:ssm.snm Select actons to perform BN System Mositor
(5] Defoult Start Audio Feed Rule [ Rerieve and store remote recordings from <devi |+ - OO
2] Default Start Feed Rule [JRetrieve and store remote recordings between <t e Access Contrdl
=] Default Start Metadats Feed Rule
v Co <Dt P I
[J Override Cancel <DoorAccess Point> —
Edit the rule description (click an underlined item)
Perform an action on Open Door 1
from Extemal
Open Orbnet Door One
Help Cancel < Back Next > Firash
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Installation, Setup, and User Guide_v1.0

© 2022 Brivo Systems LLC. All rights reserved.




g

Brivo Access Control Module for XProtect [Rlialus
@ b rivo. Installation, Setup, and User Guide [

User access for Smart Client

There are many options for the display and management of Access Control data in the Milestone Smart Client. The
ORBNET Systems for Brivo integration seeks to enable many of these.

To begin, log into the Smart Client with a user who is a member of a role with Access Control Settings enabled in the
Milestone Management Client.

Roles ~  |JRole Settings

Name Access control management
“Ad'rilisﬂah’s (Administrators have co 7} -
“ ORBNET

Security seftings Milestone XProtect Access
A Use access control

IReceive notifications

© 2022 Brivo Systems LLC. All rights reserved. PUB-Brivo Access Control Module for XProtect
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Once logged into the Smart Client, enter Setup mode via the right-hand site menu. This allows access to the setup
of the features that follow. The menu bars will show in orange to indicate setup is enabled.

24/04/202108:43:04 — O x
- e ? v

Drag the Access Monitor into the window tile and select the source door. Now choose the events to be received
from a specific door. It is recommended to select a door for the Access Monitor instead of the reader as it will
provide more events.

1]

» Alarms
» £ ORB-826-3F9

Access Monitor

© Access Monitor Settings X € Access monitor settings X

Specify the settings for the Access Monitor Specify the settings for the access monitor

Door: All doors ~ Door: Orbnet Door One, ORBNET PANEL, Brive ~

All doors
» i 6000 Home
§ ORBNET PANEL
Camera: Camera: K Orbnet Door One
®2 Reader of Orbnet Door One
E Orbnet Door Two
PDS/PCS 100

Sources: Sources:

Events: Events:

»
' u
Commands: Commands: » § PDS/PCS 300
» i PDS/PCS 6000

Order: Order:
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The below example is of a door with one reader. Here there is door / 2 readers and 2 cameras. The same door is
associated with both windows in the Smart Client and individual readers per door.

View shown in Smart Client where the related or select camera feed is shown with door events shown to the right

of the tile. When an event is clicked, you will be taken back to playback within the tile showing the time the event
occurred.

2BV e - O X

-0 7

© 2022 Brivo Systems LLC. All rights reserved. PUB-Brivo Access Control Module for XProtect

Installation, Setup, and User Guide_v1.0




&

Brivo Access Control Module for XProtect [RulleEds
@ b I‘ | VO® Installation, Setup, and User Guide

VERIFIED

Smart Client Maps

All the Brivo components can be added to a map created within the Milestone Smart Client.

Icons for the Doors and Readers can be added to the Milestone Maps. Note that in the screenshot below the
reader icon will change color depending on the credential result.
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Doors will show Red when locked, an Open door when unlocked. For the override states these show with bars on
the door to indicate a fixed state of Locked (Red) or Unlocked Green). Readers will flash green or red depending on
the badge presented and be in the normal state otherwise.

When a device is offline or there is a connection issue the device icon with a cross will be shown.

Door States

g b N &

Reader States

e e

Under Setup mode, create a new view layout (Recommended 1x1), and drag the Map component into the blank tile.
Select a floor plan image representing your site layout.

Alarms © Setup map
826-3
ORB-826-3E9 ] Create new map

Access Monitor
Name

| Use existing map

Camera Navigator
Carousel
Hotspot
HTML Page » BY Car Showroom and Lot

Image » MY Paxton

# Matrix
24l Smart map
= Smart Wall
Text

Transact

PUB-Brivo Access Control Module for XProtect
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From the Tools menu, select Access Control. From the drop-down list, you will now see Brivo devices that have
been enabled within Milestone.

PUB-Brivo Access Control Module for XProtect
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The Access Control Tab in the Milestone Smart Client can be used as the central monitoring interface for the access

control system. Events can be searched by Event type, specific doors and or cardholders. There is also an option to
have the list update live.

Once an event is selected, as shown in the below screenshot - additional information is shown from the door,
cardholder, or event type.

#  Midcwtame XProtect Saart Client

JBL2021 1136 = O X
Playbick Search Alarm Manager Transact -0 -

s Control In - 30/04/2021 11:18:52.408

The Doors tab shows the list of doors in the system allowing control of the door from Milestone.

The controls shown are Open, Override Lock, Override Unlock, and Override Cancel.

Open Ovemride Lok~ Override Unlock | Override Cancel

300 Door Two
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The Cardholders tab allows the test search of users and the single click search of all events for a specific user. It is
then possible to create a report complete with a screenshot thumbnail for every event for the cardholder.

Jeff Kilington

P
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VERIFIED

User-defined Event

From a layout that is already created, find Overlay Buttons > Device > {Server-Name} > Events > All Event Types
> {User Created User-Defined Event}.

NOTE: See User-Defined Events section under Milestone Rules and Alarms in this document for more information.

Drag and drop this onto a tile, this will show as a push button over the camera tile.

Application

Camera
PTZ
Device
ORBSVR-39
Event
All event types
User-defined Event
’ Output
’ PTZ Presets

Access Control

When out of setup in Live mode, you will see the Overlay Button only when the mouse is hovered over the camera
tile. These can only be used in a camera tile.

As shown below, Open Door 1 and Trigger Output.

© 2022 Brivo Systems LLC. All rights reserved. PUB-Brivo Access Control Module for XProtect

Installation, Setup, and User Guide_v1.0



g

Brivo Access Control Module for XProtect [RulleEds
@ b ri Vo@ Installation, Setup, and User Guide [GEEES

Troubleshooting

Event Server Installation

If Milestone was installed via a custom installation, the Event service may not have been included as it is not always
required.

From the server/machine with the Milestone Management service follow to http://localhost/installation/admin/

This will provide a Milestone installation page where you will be about to run the installer for the Event Server. This
must be installed so the ORBNET plugin can communicate with Milestone.

Unable to receive configuration from the access control system

If Milestone is unable to communicate with brivo please check your access to the below site. A firewall rule will need
to be implemented to allow this connection.

https://<ipOrHostname>:<port>/orb-briv-proxy/eventscallback/

Use your external IP and the Port used for this service and remove eventscallback/ from the end of this URL. You
should be able to access the below webpage with your external IP and port 43323 [default internal port].

= m} X
G [ @ hitpsy//ipanm43324/orb-briv-prory ~ @ Certficateerror & | Search... B ~ 20
[ @ wemma: x

0

ORBNET BRIVQO EVENT PROXY MODULE - v1.0.1.0
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Changing Default Proxy Port

To update the default port a manual change is needed in the config file. Stop the Proxy service first, before changing
and saving this. Ensure this is updated in the Milestone Management Application general settings for the brivo
connection.

For Service Accounts;
C:\Users\<user>\AppData\Local\Brivo Events Proxy\Brivo Events Proxy\
For Network Service Accounts;

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Brivo Events Proxy\Brivo Events Proxy\

BrivoEventsProxyService.xml

| BrivoEventsProxyService - Notepad - a X
File Edit Format View Help
«2xml version="1.8" encoding="utf-8"2> A
<BrivoEventProxyServiceConfiguration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"” xmlns:xsd="http://wnw.w3.0org/2001/XMLSchema">
<IPvdAddresses>
<string>192.168.1.158</string>
</IPv4Addresses>
<ConnectionSettings>
<Hostname>0ORBSVR-44</Hostname>
<ConnectToMilestone>true</ConnectToMilestone>
<MilestoneManagementServerIP>127.0.0.1</MilestoneManagementServerIP>
<ManagementPort>43323</ManagementPort>
</ConnectionSettings>
(jBPivoEventProxySer'viceConFiguration>|

Ln 12, Col 39 100%  Windows (CRLF) UTF-8

PUB-Brivo Access Control Module for XProtect
Installation, Setup, and User Guide_v1.0

© 2022 Brivo Systems LLC. All rights reserved.




g

Brivo Access Control Module for XProtect [Rlialus

@ b rivo. Installation, Setup, and User Guide [

Revision List

Version Author Description

March 10, 2022 1.0 Initial Draft

PUB-Brivo Access Control Module for XProtect
Installation, Setup, and User Guide_v1.0

© 2022 Brivo Systems LLC. All rights reserved.




