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[bookmark: _Toc27405485]Document revision

[bookmark: _Toc27405486]Introduction 

Integrating TIL Technologies MICRO-SESAME acces control system in Milestone NVRs enables you to associate the camera images provided by Milestone with access control information from MICRO-SESAME in a single client user interface.
The standard display of  people information, such as name, department or photos as well as controls like door lock and unlock will help to optimize work processes, improve control over premises and increase the global security level of buildings.
This is an installation and configuration guide showing how to install and configure the integration of a TIL Technologies MICRO-SESAME Access Control system in Milestone XProtect NVRs. 

[bookmark: _Toc27405487]Copyright, trademarks & disclaimer 
Copyright 
© 2019 TIL Technologies www.til-technologies.fr 

Trademarks 
XProtect is a registered trademark of Milestone Systems. 
Microsoft and Windows are registered trademarks of Microsoft Corporation. 
All other brands and trademarks mentioned are trademarks registered by their respective owners.
 Disclaimer 
The information in this manual is subject to change without notice.
The information given in this document as examples, can not in any case commit the
responsibility of TIL TECHNOLOGIES. The companies, names and data used in the examples are fictitious, unless otherwise notified.
All the brands mentioned are trademarks registered by their respective owners.
No part of this document may be altered, reproduced or transmitted in any form and
any means whatsoever without the express permission of TIL TECHNOLOGIES.
[bookmark: _Toc27405488]Targuet audience
This installation guide is aimed at Installers and System Administrators

[bookmark: _Toc27405489]Solution overview 
This solution is a joined project between TIL Technologies and Milestone System.
[bookmark: _Toc27405490]Prerequisites

TIL Technologies Access Control System, MICRO-SESAME MS 2018.4 and over, with Milestone compatible Door model objects description (JSON Milestone Door model available).


Supported Microsoft Windows Operating Systems and Database Management Systems for Micro-Sésame (for Milestone refer to Milestone support documentation)

· Windows 10 Pro or Entreprise 64 bits
· Windows Server 2019 Standard or Essential Edition
· Windows Server 2016 Standard or Essential Edition
· Windows Server 2012 R2 Standard or Foundation Edition

Microsoft SQL Server 2017, 2016, 2014, Oracle 12.1c

Supported Milestone Systems: 
Milestone 2018, 2019: 
· XProtect Corporate 
· XProtect Expert 
· XProtect Professional+ 
· XProtect Express+ 

A Milestone ‘Access control door’ license corresponding to the number of doors to control, is required.




[bookmark: _Toc27405491]Installing

Ask TIL Technologies support team support@til-technologies.fr, for the files needed for Milestone Access Control plugin connectivity.

Connect to Milestone Server :

[image: ]Click to Stop Event Server Service (you must have sufficient rights to do this)


[image: ]Milestone Event Server Service stopped

Copy files for Milestone Access Control Plugin
Directory path to install files
On the Milestone NVR, directory
C:\Program Files\Milestone\XProtect Event Server\MIPPlugins\_MIPMicroSesameAccessControlPlugin 
[image: ]Copy TIL Technologies files here



Re-Start Event Service
[image: ]Start Event Server Service


[image: ]
Event Server Service running


Run the Milestone Management Client and create a new Access Control system integration 



Click next when all information is completed
API Key generated on MICRO-SESAME Server
IP identity of the MICRO-SESAME Server
MICRO-SESAME operateur with access rights to manage MICRO-SESAME data
Name of this connection

· Name: The name of the connection
· Integration Plugin: Select the TIL Technologies Access integration
· Address: MICRO-SESAME Server name or IP address
· Port: Port number of the MICRO-SESAME https service (default 443 or other) 
· Username: MICRO-SESAME operator name with management access rights 
· Password: MICRO-SESAME operator password
· Api Key: API Key generated on MICRO-SESAME, for security purposes (see appendix)
When the connection succeeds , the synchronisation between MICRO-SESAME and Milestone is updated



Click next to finish
Details about MICRO-SESAME access control system

If connection fails, see Troubleshooting appendix
[bookmark: _Toc27405492]Associating Cameras with Doors 

It is possible to associate Cameras and Doors, in order to display images while someone accesses Doors, no, one or more cameras can be associated with each door

When all cameras have been associated, click next to continue
Click on doors and drag  and drop available cameras to associate them to the door



Job done

[bookmark: _Toc27405493]Access Control properties

After a successful integration, the access control properties can be accessed by right clicking on the configured access control node, in the Milestone Management Client. 
Access control properties are available on 5 panes of the access control node: 

· General Settings: 
The access control name and connection properties can be checked updated here
· Doors and Associated Cameras: 
Door and camera associations can be checked and modified here. See: Associate Cameras 
· Access Control Events: 
All kinds of available events from MICRO-SESAME, are listed here. These different kinds can be activated or de-activated and assigned to Milestone event categories. 
Categories can also be created and assigned to an event kind. 
· Access Request Notifications: 
You can specify access request notifications that appear on the XProtect Smart Client screen when a given event occurs. Refer to Milestone Administration manual.
· Cardholders: 
Cardholder information can be viewed, and cardholders can be searched for here.

General Settings: 





Doors and Associated Cameras: 




Access Control Events: 





Access Request Notifications: 



Cardholders: 




[bookmark: _Toc27405494]Milestone Xprotect Smart Client configuration

Start Xprotect Smart Client and click on Setup to configure operator’s interface


Declare one or several maps



Drag Doors on the maps


Drag Cameras  on the maps




[bookmark: _Toc27405495]Monitoring installation with Xprotect Smart Client


Doors status






Access control Doors pane

Doors can be Locked or Unlocked from Smart client

Access control Events pane



Reports can be printed





Access control Cardholders pane

Manage MICRO-SESAME users




[bookmark: _Toc27405496]APPENDIX

Troubleshooting
· “No Access Control Plugins Are Available . . .” Message, when attempting to add MICRO-SESAME plugin in the Milestone Management Client. 

[image: ]
· If this warning appears, then the Milestone Event Server Service may need to be started for the plugin to be recognised. Starting/Restarting event server can be done from tray icon. 
· Check that the MICRO-SESAME plugin package is installed on the Milestone Management Server. 
• Connection to MICRO-SESAME server fails while attempting to configure the plugin: 
· Ensure that MICRO-SESAME can be reached on the network (use a “Ping” test) and that the local Firewall allows communications.
· Check data consistency, plugin Name, MICRO-SESAME Server name / IP address, Https Port number, Username/Password, Api Key.
· Ensure that MICRO-SESAME server is running and that API network services are reachable. 

	


MICRO-SESAME API Key generation

This key is necessary to access MICRO-SESAME data from Milestone plugin, in a secured mode.








16/12/2019		2

image3.png




image4.png
L

R ARTDOE




image5.png
| _MIPMicroSesameAccessControlPlugin - o x
il e ~ t
s X [ T Nowe étément - Hown - [ séectionnertout
) | B Copier e chemin diaccas | L £7] Accés rapice Y Moditier | 38 Aucun
pingier dans Copier Coller Déplacer Copier  Supprimer Renommer  Noweau propriétés
s [ coltr e raccourci e e I8 e P @ Historiaue B inverser ta sélection
Presse-papiers Organiser Nowveau ourir Sétectionner
€« ~ a0 v|® | Rechercher dans: _MiPMicro... £
z OneDrive Nom Modifié e Type Taille
acplugin.def 1370972019 Fichier DEF ko
. cerc [ acplug /09
8 MIPMicroSesameAccessControPluginll  27/03/2013 Extension de lapp. T2k
0 Bureau 4] Newtonsoftzon.di T3/0972019 Extension de Iapp. ko
Documents NewtonsoftJson 13/09/2019 1217 Document XML 59K0
(=] Images. 5] VideoOS Platform.AccessControl.dil 24/05/201909:58  Extension de I'app. 58Ko
b Musique [5] VideoOS Platform.dil 24/05/201909:56  Extension de I'app. 369 Ko
 Objets 3D
& Téléchargements
B videos
. Disque local (C)
= Dtz D)
= Dtz 0)
[ confi
1| MediaDatabase v
6 lément(s)





image6.png
ABETEE




image7.png
& Milestone XProtect Management Client 2019 R3
Fle Edit View Action Tools Help

H9|@ e @ Ao
St Navigsion - a ]

5§ DESKTOP-5MAHINE - (13.33)

© 10 Basics

] Licerse nformston

Ste Informtion
8 Remote Comnect Senvices

{55 s One-click Camers Comection
@ Senvers

) Recording Servers

&) Failover Servers

0] Mobie Servers
5% Devices

<o Camerss

# Microphones

View Groups

© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
@ System Meriter
[ System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
B Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions
£ 8 Aarms
& Alarm Definitons
) Alorm Data Setings
) Sound Setings

Site Navigation  Federated Site Hierarchy






image8.png
@ Milestone XProtect Management Client 2019 R3
Fle Edit View Action Tools Help

H9/oen
Sie Novigion < B X e Corl < [ e Conil
5G9 DESKTOP-SMAHINE - (133a)
EH{Z3 Basics.
&) License Information
[ Site Information
& Remote Connect Services
[ Axis One-click Camera Connection
& Servers
1) Recording Servers
) Failover Servers
AU Mobile Servers
5% Devices
@ Caners
& Microphones.

Access Control:

Fnable Name  Gratus fomation

Create Access Control System Inegration a

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: [MIDRO-SESAVE ]

Integaton plg-in: | MPMicroSesameccessControilugin |
View Groups

Address [DESKTOP-5WAHINE ]

Port: ]

User ]

Password: ]
© Time Frofles ApiKey: [108b63a-8c2F-47c3-b547-bca32calab1) ]

£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Events
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
@ System Meriter
[ System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
B Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions

& Aiams

Site Navigation  Federated Site Hierarchy





image9.png
® Milestone XProtect Management Client 2
File Edit View Acton Tools Help

H9|0en o

Site Navigation ~ & X |JAcoess Contidl ~ & JAccess Control Information
9 DESKTOP SUAHINE - (133)
B0 Basics Access Control:
& License Information
Site Information
= Remote Connect Services Enable Name gy Information

&) Axis One-click Camers Connection
@ Senvers

) Recording Servers

&) Failover Servers

Creste Access Control System Integration a

0] Mobie Servers
5% Devices Connecting to the access control system...
<o Camerss
Py Colecting configuration dsts.
e
@ Speskers
 Metscats Configuration successfuly received from sccess controlsystem.
o Input
7 ot
& Client Added:
B St vl Doors (5) >
View Groups Units (6 -
£2 SmartClent Profles Servers (1) -
42 Vanagement Client Profies Erents (12) -
Commands @) >
States (@) -

© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
@ System Meriter
[ System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
B Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions
& Harms

‘Site Navigation  Federated Site Hierarchy





image10.png
® Milestone XProtect Management Client 2019 R3
g

File Edit View Action Tools Help

H9|@ e @ Ao

Site Navigation

= 7 [ Access Control Information

= @ DESKTOP SMAHINE - (13.33)
{0 Basics
& License Information
Site Information
& Remote Connect Services

@ Senvers
) Recording Servers
&) Failover Servers
0] Mobie Servers
5% Devices
> Comerss
# Victophones

3 View Groups
£2 SmartClent Profles
2 Mansgement Client Frofles
g Marix

& B Rules and Events

© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
System Montor
‘System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions
& Harms

Site Navigation | Federated Site Hierarchy.

{5 Ais One-click Camera Connecton

Collecting configuration data,
N

Configuration successfully received from access control system.

) Create Access Control System Integration

Connecting to the access control system...

Added:

Doors (5)
Car Park.
‘Sensitive_Exit_Door
Sensitive_Entry_Door
Site_Entry_Door
Site_Bxit_Door

Units (6)
UTLNG AccesControl
03 _Car_Park - Entry.
05_Sensitiv_AreaX - Entry
04 Sensitiv_AreaE - Entry.
02.Site_Entry - Entry
07 Site_Exit - Entry

Servers (1)

MICRO-SESAME System on DESKTOP-SMAHINE

Events (12)
System connected
‘System disconnected
Door Opened
Door Closed
Door Locked
Door Unlocked
Door Forced Open Alarm
Door Open Too Long Alarm
Access Granted (Credential)
Access Denied (Credential Not Found)
Access Denied (Credential)
Access Denied (No access)
Commands (2)
o Lock Door
o Unlock Door
States (8)
Dooris Open
Dooris Closed
Dooris Locked
Dooris Unlocked
Unknown Physical State
Systemis Not Connected
System is Connected
Systemis Unknowed






image11.png
@ Milestone XProtect Management Client 2019 R3
Fle Edit View Action Tools Help

H9|@ e @ Ao

Site Navigation ~ & X |JAcoess Contidl ~ & JAccess Control Information
= @ DESKTOP SMAHINE - (13.33)
B0 Basics Access Control:
& License Information
Site Information
= Remote Connect Services Enable Name gy Information

&) Axis One-click Camers Connection
@ Senvers

) Recording Servers

&) Failover Servers

0] Mobie Servers
5% Devices

<o Camerss

# Microphones

View Groups
£2 Smart Clent Profies
£ Vanagemen Cient Profes
Metrix
6 Rules and Events
Rules
© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
@ System Meriter
‘System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
B Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions
& Harms

Site Navigation Federated Site Hierarchy

Create Access Control System Integration

Associate cameras

Drag cameras to the access points for each door in the st The associat
control events related to one of the door's access points are triggered.

Doors:

Name Enabled License @
Car Park. Pending
Sensitive_Entry_Door Pending

Access point: 04_Sensitiv_Area - Entry
"Drop camera here to associate it with the access point.

‘Sensitive_Exit_Door Pending
Site_Entry_Door Pending
Site_Bxit_Door Pending

ted cameras are used in the XProtect Smart Client when access:

Cameras:

< [ DESKTOP-SMAHINE
4 ) ShonRoom AX
= AIX Door Camera (192.168.10.211) - Camera 1
b E 0) - Comers 1
= AIX Window Camera (192.168.10.212) - Camera 1






image12.png
© Milestone XProtect Management Client 2019 R3
Fle Edit View Action Tools Help

H9/oen

Site Navigation ~ 7 x [JAccess Control

= 7 [ Access Control Information

= @ DESKTOP SMAHINE - (13.33)
{0 Basics
& License Information
Site Information
& Remote Connect Services
B A One-clck Camera Connection
5 Serers
1) Recording Servers
8] Failover Servers
] Mobile Servers
5% Devices
o Cameras
& Microphones.
@ Speakers
& Vetadata
ofo Input
Q Output
& Client
B Smart Wall
View Groups
£2 Smart Clent Profies
£ Vanagemen Cient Profes
Metrix
6 Rules and Events
Rules
Time Profes
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
@ System Meriter
‘System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
B Server Logs
[Pl Access Cortrol
©EL Transact
] Transacton sources
9 Transacton definiions
& Harms

Site Navigation Federated Site Hierarchy

Access Control:
Connection Connecton
Ernatle | Name Status rfomaton
Create Access Control System Integration a

You have successfully completed the access control system integration
Your XProtect Smar Cint users can now moritr acess contrl vent,Ses the hlp ystem fo how to optimize the
XorotectSmrt Clent for accesscontrol system inegration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
control system.






image13.png
< Milestone XProtect Management Client 2019 R3.
Fle Edit View Action Tools Help

H9/oen
St Novigaton 8 Jaccess Conl
5G9 DESKTOP-SMAHINE - (133a) 58] Access Control
© 10 Basics ] MIDRO-SESAME
&) License Information

Ste Informtion
8 Remote Comnect Senvices

{55 s One-click Camers Comection
@ Senvers

) Recording Servers

&) Failover Servers

0] Mobie Servers
5% Devices

<o Camerss

# Microphones

@ Speakers

 Metscats

o Input

Q Output
& Cient

B St il

£ View Groups

3 St Client Profies

48 Vanagement Client Profes

© Time Profes
00 Noification Frofles
R User-defned Events
R Analytics Events
R Generic Events
& e Securty
B Roles
8 Basic Users
=@ System Dashboard
] Curent Tasks
System Monitor
C

System Monitor Thesholds
& Evidence Lock
7] Configuration Reports
B ServerLogs
[P Access Cortrol
5B Transact
) Transsction sources
5 Transsction cefiniions
& Aams

Site Navigation Federated Site Hierarchy

General settings
Enable:

ApiKey: [{087B632-8c2F47c3-b547-boa32caTab8 ]

Name: [MIDRO-SESAME

Descripton:

Integraton phg-i: |MIPMicroSesameAcoessConirolPlugin (Version: 2018 360, 20183) ]

Last configuration refresh: [12/12/2019 10:50 |

Refresh Configuraton

Operator login required: ]

Address: [DESKTOP-5MAHINE ]

Port: laas ]

User: [cmin ]

Passiord: [ssen ]
]
]

Eventpoling period (s[5

554 Gamees Seings) < Doors and Assooited Camerss S, Acosss Conto Everts (3 Acoess RecuestNotfcatons _J Carchlders





image14.png
© Milestone XProtect Management Client 2019 R3.
Fle Edit View Action Tools Help

H9|@ e @ Ao

Site Navigation < # % JHccess Control -
5§ DESKTOP-SMAHINE - (1332) 5] Access Contral
© 10 Basics ] MICRO-SESAME Doors and associated cameras
E;%Mnﬂ S
) st on
& Remote Connect Services Do Cameras:
B A One-clck Camera Connection # [ DESKTOPSMAHINE
: = 4 ) ShowRoom AIX
&0 Servers Name Enabled_License = b AIX Door Camera (152.168.10211)
o) Recording Servers Car Park Expires n 23 days b AIX Outside Camera (192.163.10.212)
Failover Servers —
g Vot Somvers ‘Sensitive_Entry_Door| Expires in 29 days| ¥
&% Devices ‘Acoess point: 04_Sensiti AreaE - Entry
- ‘AIX PTZ Dome (192.168:10.210) Remove
5 C"“MW "Drop camers here o associste t withthe access point.
@ Speskers Sensiive_Exi_Door Epresin 2 days
& Meadata Se_Entry_Door Epresin25days|_ W)
oo Input Ste_Exit_Door Expiresin 29 days
Q Ouput
& Client
B Smart Wall
View Groups

£2 Smart Clent Profies
£ Vanagemen Cient Profes
Metrix

6 Rules and Events
Rules

Time Profes
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts

S e Secuity
B Roles
8 Basic Users

=@ System Dashboard

] Curret Tasks

@ System Meriter

‘System Monitor Thresholds
& Evidence Lock
7] Configuration Reports

B Server Logs
[Pl Access Cortrol

©EL Transact
] Transaction sources
9 Transacton definiions

& Harms

Site Navigation Federated Site Hierarchy

b General Setings | = Doors and Associated Cameras &, Access Control Events (3> Access Request Notfications . Cardholders






image15.png
< Milestone XProtect Management Client 2019 R3.
Fle Edit View Action Tools Help

H9 @ean
Ste Navigation < # % JHccess Control
= @ DESKTOP SMAHINE - (13.33) & Access Cortrol
{0 Basics 5] MIDRO-SESAME
& License Information
Site Information

5 Remote Connect Services
&) Axis One-click Camers Connection
@ Senvers
) Recording Servers
&) Failover Servers
0] Mobie Servers
5% Devices
<o Camerss
# Microphones

o Input
7 ot
& Cient
£ St vl
View Groups
3 Smant Client Profiles
48 Vanagement Client Profes

© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
System Montor
‘System Monitor Thresholds
& Evidence Lock
7] Configuration Reports
Server Logs
[Pl Access Cortrol
©EL Transact
] Transaction sources
9 Transacton definiions
& Harms

‘Site Navigation  Federated Site Hierarchy

Access control events

Enable the events you want to monitorin XProtect Smart Client. Use categories to simplify the use of iggering events.

Erabed Acoss Cont Evert S e Euen Catesry
DoorClosed Vidoo0S Piatorn AcvosConol ool AcoosConolElements AccossConbolUnType
Door Forced Open Alarm VideoOS Platform AccessControl.Internal AccessControlElements. AccessControlUnitType | Alarm
DoorLoced Vids00S Piatom AcvesCorol ot AcocsCorolElements AcocssCorolUniType
Door Open Too Long Alarm VideoOS Platform AccessControl.Internal AccessControlElements. AccessControlUnitType | Alarm
Door Opened VideoOS Platform AccessControl.Intemnal AccessControlElements AccessControlUnitType
Door Uniodeed V42005 Piatom AcoesCarol ol AcocssCorolElements AcocssConolUniType
System connected VideoOS Platform AccessControl Internal AccessControlElements AccessControlServerT._
System disconnected 'VideoOS Platiorm AccessControl.Internal AcoessControlElements AccessControlServerT_ | Error
Userdeined Catgors

B Generl Seings | <0 Doorsand Associted Cameras | . oessCorrolEvents | (19 Access Request Notications . Cardhoders






image16.png
€ Milestone XProtect Management Client 2019 R3
e Edit View Action Tools Help

H9 oen
Ste Navigation
= @ DESKTOP SMAHINE - (13.33)
{0 Basics
& License Information
Site Information
& Remote Connect Services
B A One-clck Camera Connection
& Severs
) Recording Servers
] Failover Servers
U Mobile Servers
& Devices
o Cameras
2 Microphones
@ Speakers
& Vetadata
ofo Input
Q Output
&3 Client
B Smart Wall
View Groups
£2 Smart Clent Profies
£ Vanagemen Client Profes
Matrix
6 Rules and Events
Rules
© Time Profles
£ Notifcation Profiles
R User-defined Events
® Analyics Events
R Generic Events
& Security
B Roles
8 Basic Users
=@ System Dashboard
] Current Tasks
System Montor
C

& T Acosss Contrl
] MIDRO-SESAME

‘System Monitor Thresholds
8 Evidence Lock
7] Configuration Reports
) Server Logs
[P Access Conral
S 6], Transact
] Transaction sources
[E4 Transaction defrtons
& Hams

‘Site Navigation  Federated Site Hierarchy

H P Taper ici pour rechercher

~ 2 |[Access ControlInformation

Access request notifications

‘Specify the settings for each acoess request notfication you define.

Name
Builtin Access Request Nofficaton (read only)

‘Add Access Request Notiication

Access request noification details
Canfiure the scoes request ntfcton behvir

Camera:
Speaker.
Microphone:  Camera microphone
‘Sound alert:

Related camera
Camers speaker

Commands:

Command

Related access request commands

'Add Command





image17.png
< Milestone XProtect Management Client 2019 R3.
File Edit View Action Tools Help

H9|@ e aton
Sie Navigaton < 8 X JAcosss Contal -
5§ DESKTOP-5MAHINE - (13.33) 58] Access Control
O Bovicn ] MICRO-SESHNE Cardholders
] License nformaicn ‘Seatchfor cardholders o view,add ordelete = picture o the cardholder. Th cardholde icture i used i the XProtect SmartClent when 3n 30088 control vt has been registered
Ste Informtion e
£ Remote Connect Services [ al
{55 s One-click Camers Comection T
& Servers Name
5 Feoring Sevrs ADMINISTRATEUR -
 Fotorer Semers ALPHAND - Ferve
0] Mobie Servers FRAZAO - Emidio
5% Devices LEMEUR - Hené
o Cameras MILESTONE -
# Microphones

FRAZAO - Emidio
Permanent
:

Delete picure

-
)

& Vet Manage cardholder:htps:/deskiop Smahine444/app/GestionPermanentindex .

View Groups
£2 SmartClent Profles
2 Mansgement Client Frofles

© Time Frofles
£ Notifcation Profiles
R User-defined Everts
® Analyics Events
R Generic Everts
S e Secuity
B Roles
8 Basic Users
=@ System Dashboard
] Curret Tasks
System Montor
‘System Monitor Thresholds
& Evidence Lock
7] Configuration Reports
Server Logs
[Pl Access Cortrol
©EL Transact
] Transaction sources
9 Transacton definiions
& Harms

Site Novigaton | Federated St Hiearchy 5 Geners Setings < Doorsand Assooited Camerss S, Acosss Conto Everts (5 Acoess RecuestNotfcatons_§ Cardelders






image18.png
Milestone XProtect Smart Client 12/12/2019 162247 = B X

Live Playback search [N lanager Access Control System Monitor -0 9 v
XProtect < TSewp

Rename Map Name:
Change Background e

> elements

Allow pan & z00m
0] Auto masimize map
Timeout

[ seconds

oK Cancel

(o s ok 0
o
] Use defauit display settings Y New(©) e done AT
[ Title bar 'Y In progress (0) o §
Y Onhold 0) =
Srearm ¥ Closed @)
Sz
e
s
s el s s

DESKTOP-SMAHINE
View zones and PTZ presets

] Only show on hover
G i
e






image19.png
4 Milestone XProtect Smart Client

XProtect <

Live Playback

System Monitor

< @ TIL Technologies

& O » ol Car_Park e
Qi » Jl Sensitive_Exit_ Door
Allow pan & zo » dll Sensitive_Entry_Door| I
[ Auto maximize. » dil Site_Entry_Door
ez » il Site_Exit Door

Live video preview

Quick Fiters Marms  Nofiter .

On mouse aver

[E[TRe— Y New(@ @ Time
0] Tt bar Y i progress (0)
Y Onhold @)
Status on map Y Closed (0)
Statusvisualization
[ —
Aarms
e —— e
DESKTOP-SMAHINE

View zones and PTZ presets
] Onlyshow on hover

Priory Lovel | StateLevel | StateName  Message Source

12/12/20191625:53 = O
-0 9

x





image20.png
€ Milestone XProtect Smart Client

Live Playback
XProtect <

{KTOP-SMAHINE
‘ShowRoom AIX

A AIX Door Camera (192.168.10.
A AIX Outside Camera (192.168.1

Allow pan & zod® AlX PTZ Dome (192.168.10.210

[ Auto maximize
Timeout:

System Monitor

< @ TIL Technologies

Live video preview

On mouse aver

] Use defauit isplay settings
] it bar

Status on map
Status visualization

Enable status details support

Alarms.

Automatically change map on alarm

View zones and PTZ presets
] Onlyshow on hover

Quick Fiters
Y New (0)
'Y In progress (0)
'Y Onhold (0)
'Y Closed (0)

Servers
'DESKTOP-SMAHINE

Marms  Nofiter .

&= Time

Priory Lovel | StateLevel | StateName  Message Source

12/12/2019162731 — O
-0 9

x






image21.png
@ Milestone XProtect Smart Client

T T = T )

173411 @) Tk you oo sl ense o demonstrte o vkt he YProtet ido managementsofvare. The

12/12/20191736:12 = O

Setup

10/2020.To fuly lcense the product, piease contact your eseller o ind one on wwwiie...

@ TIL Technologies

Quick Fiters Marms  Nofiter .

Y New(@) &= Time
Y In progress (0)

'Y Onhold (0)

'Y Closed (0)

Servers
'DESKTOP-SMAHINE

Priory Lovel | StateLevel | StateName  Message Source Owner 1D

x

x






image22.png
@ Milestone XProtect Smart Client 12/12/201917:3729 — O X

e R e .0~

Setup o
173411 @) Thank you for using this tial license to demonstrate or evaluate the XProtect video management software. The tial license expires on 20/10/2020. o fully license the product, please contact your reseller or find one on wwwmile... x
@ TiL Technologies 3
3%
Acknowledge Alarms
Disable Alarms
Ignore Status
To Lock Door
To Unlock Door
Center Map Here
Zoom In
@ Zoomout
L4 Alerms o fter Zoom to Standard Size e °
Y New (@ = Time o sme | Message  Source Owner |ID
Y In progress (0) .
Y Onhold (0)
Y Closed (0)
Status Details
Servers

'DESKTOP-SMAHINE






image23.png
@ Milestone XProtect Smart Client 13/12/2019 150458 — O

e e e T e .0~

Access control administration

Erons [ Corvaicers

Name - State. RO Door Camera (192 163.10271)

CarPark 1 Door s Closed, Doors Unlocked
Sensitive EntryDoor B Door s Closed, Door i Unlocked
Sensitive_Exit Door Bl Dooris Closed, Door is Unlocked
I

Site_Exit_Door ' Door is Closed, Door is Unlocked

Site_Entry Door

Type:

Door

Categories:

Door

Stte:

[ —

State updated:
13/12/2019 150447






image24.png
€ Milestone XProtect Smart Client

Live Playback

B o Conhoien

Time ~

12/12/2019 17:06:56
12/12/2019 17:0431
12/12/2019 17:0426
12/12/2019 17:03:52
12/12/2019 17:0247
12/12/2019 17:01:54
12/12/2019 17:01:48
12/12/2019 17:0139
12/12/2019 170132
12/12/2019 17:0120
12/12/2019 170115
12/12/2019 17:0038
12/12/2019 17:0020
12/12/2019 16:5944
12/12/2019 16:5918
12/12/2019 16:5808
12/12/2019 1655755
12/12/2019 16:5736
12/12/2019 1655718
12/12/2019 16:56:58
12/12/2019 165508
12/12/2019 1655107
12/12/2019 16:5052
12/12/2019 16:5034
12/12/2019 16:4940
12/12/2019 16:4720
12/12/2019 16:47:11
12/12/2019 16:47:08
12/12/2019 16:46:57

Event Source Cardholder
Access Denied (Credential) 04 Sensitiy Arca - Entry  FRAZAO - Emidio
Door Forced Open Alam  Site_Exit Door

Door Forced Open Alarm  Site_Entry Door

Door Forced Open Alarm  Sensitive_Exit Door

Door Forced Open Alarm  Car_Park

Door Opened Site_Bxit Door
Door Closed Site_Bxit Door

Door Opened Site_Entry_Door
Door Closed Site_Entry Door
Door Opened Sensitive_Exit Door
Door Closed Sensitive_Exit Door
Door Opened Sensitive_Entry Door
Door Closed Sensitive_Entry Door
Door Closed Car_Park

Door Opened Car_Park

'Door Open Too Long Alarm Site Exit Door
'Door Open Too Long Alarm Site_Entry_ Door

Door Open Too Long Alarm Sensitive_Exit Door

'Door Open Too Long Alarm Sensitive Entry_Door

Door Open Too Long Alarm Car Park

'Door Open Too Long Alarm Car Park

Access Denied (Credential) 04 Sensitiy Arca - Entry  FRAZAO - Emidio
Access Denied (Credential) 02 Site Entry-Entry ~ FRAZAO - Emidio
Door Opened Sensitive Entry_Door

Access Granted (Credential) 04 Sensiti Arca - Entry  ALPHAND - Hervé
Access Granted (Credential) 04 Sensiti Arca - Entry  ALPHAND - Hervé
Access Denied (Credential) 04 Sensitiy Arca - Entry  FRAZAO - Emidio
Access Denied (Credentil) 02.Site_Entry - Entry

Access Granted (Credential) 04_Sensitiv_Areak - Entry ALPHAND - Hervé

=

12/12/201917:13:07 — O X

-0 ¢ v

e

@ Notifcations - Miestone XProtect & - x
Access request - 02 Site_Entry - Entry 17149

Access Denied (Credential)

RO Door Camera (192 163.10271)

[P Untock Door | [ To tack Daor |

dl Unknown PhysicalState, Door is Open

FRAZAO - Emidio
[—

b Manage cardholder

=13

Close request






image25.png
# Milestone XProtect Smart Client

Live Playback

B o Conhoien

Lasthour v  Allevents v Al doors v

Time ~

12/12/2019 17:1522
12/12/2019 17:14:44
12/12/2019 17:11:49
12/12/2019 17:11:12
12/12/2019 17:10:40
12/12/2019 17:08:58
12/12/2019 17:08:58
12/12/2019 170817
12/12/2019 170817
12/12/2019 17:07:58
12/12/2019 17:06:56
12/12/2019 17:0431
12/12/2019 17:0426
12/12/2019 17:03:52
12/12/2019 17:0247
12/12/2019 17:01:54
12/12/2019 17:01:48
12/12/2019 17:0139
12/12/2019 170132
12/12/2019 17:0120
12/12/2019 170115
12/12/2019 17:0038
12/12/2019 17:0020
12/12/2019 16:5944
12/12/2019 16:5918
12/12/2019 16:5808
12/12/2019 1655755

o
Event Source Cardholder
Access Granted (Credential) 02 Site Entry ~Entry  LEMEUR - Hervé
Access Denied (Credentil) 02.Site_Entry - Entry
Access Denied (Credential) 02 Site Entry-Entry ~ FRAZAO - Emidio
Access Granted (Credential) 02 Site Entry - Entry  ALPHAND - Hervé
System connected MICRO-SESAME System on
Access Granted (Credential) 02 Site Entry - Entry  ALPHAND - Hervé
Access Granted (Credential) 02 Site Entry - Entry  ALPHAND - Hervé
Access Denied (Credentil) 02.Site_Entry - Entry FRAZAO - Emidio
Access Denied (Credential) 02 Site Entry-Entry ~ FRAZAO - Emidio
Access Granted (Credential) 02 Site Entry - Entry  ALPHAND - Hervé

Access Denied (Credential) 04 Sensiti Arca - Entry  FRAZAO - Emidio
Door Forced Open Alarm  Site.Exit Door

Door Forced Open Alarm  Site_Entry_ Door

Door Forced Open Alarm  SensitiveExit Door

Door Forced Open Alarm  Car_Park

Door Opened Site_Bxit_Door
Door Closed Site_Bxit_Door
Door Opened Site_Entry_Door
Door Closed Site_Entry_Door
Door Opened Sensitive_Exit_ Door
Door Closed Sensitive_Exit_ Door
Door Opened Sensitive_Entry_Door
Door Closed Sensitive_Entry_Door
Door Closed Car Park.

Door Opened Car Park.

Door Open Too Long Alarm Site_Bxit_Door
Door Open Too Long Alarm Site.Entry_Door

12/12/2019 16:57:18

'Door Open Too Long Alarm Sensitive Entry_Door

Time:
12/12)

Sensity

12/12/2019172026 — O X

-0 ¢ v

e

@ Notifcations - Miestone XProtect & - x
Access request - 02 Site_Entry - Entry 17941

Access Granted (Credential)

RO Door Camera (192 163.10271)

To Unlock Door || To Lock Door

il Unknown PhysicalState, Door is Open
LE MEUR - Hervé

Permanent
Company:
TiL Technologies

Service:
Commercial

Manage cardholder

Close request





image26.png
@ Milestone XProtect Smart Client 13/12/20191505:58 — O X

e e e T e .0~

Access control administration

a——

R -
ALPHAND - Hervé
Permanent
Company:
TiL Technologies.
Name Tyve Service:
ADMINISTRATEUR - Permanent Commercial
Manage cardholder
FRAZAO - Emidio, [e— (R ——
LEMEUR - Hervé Permanent

MILESTONE - Permanent






image27.png
s Permanent users

<« c @

& https://desktop-5mahine:444/app/GestionPermanent/indexphpZsearch 0%

Permanent users

Manage permanent users in the access control system.

] Gotor kCreate HMsme Gbpot Dimpot  @Derte  SRefresh

IDENTITY

Title
e
Last name
ALPHAND
First name.
Hervé
Company Department
TiL Technologies Commercial
Nationality Date of birth
El
Country of birth Place of birth
Identity card Identity card type
Status.
Normal -

H P Taper ici pour rechercher






image28.emf

image29.png
[E3 APIREST - General setup - ShowRoom TIL - se_config.exe

- a X
A APl 9
¢ zHB oot
pea O [ 2 osenons D‘ P— o
= B
e 0 it satrrastion - Genet - S T e x

" Access control
Access cassfcation
Appointments &...
Attendsnce times
Biometry
Card templates
Classes
Clesrance
Criss Acton System
Diog
0s
Mustering (intern..
Rest priod monit..
Site ptroling
Users

~ Monitoring
Alsrms
Category
Graphs /Curves
Monitoring progr..
Property change ...
Totalzers
Transmitter

~ Hordware
Applets
Ciient
Lines
Remote modules
Server

e
Apply changes
Atachments
Authenticstion

Lot £ Darts

i External spplicatons can be nterfaced)
An 491 (Appication Programming Inter
REST (REpresentatonal State Transfer]
J50N (JavaScrpt Object Notation) is &
s technology is used by WEB-SESAM

An external appiicaton needs a key in
‘confidential o prevent any non-author}

Internal applications

MICRO-SESAME Reserved for MICRO-SE

MOBILIS Reserved for MOBILIS apj
RESTAPI CLIENT Demonstration and deve|
WEB-SESAME  Reserved for WEB-SESAI

1 sty s et olators e i o T,
‘The appiication name is used by MICRO-SESAME to audit changes.

Application name

==

Application description
Miestone Access Conrol Pugin

API access key

Active {08fob63a-8C2F-47c3b547-bea3dca 1ab8 1}

Operator authentication

(23 The appiication must provide a login, a password as well as an operator profil to access to the ressources

External applications autl

P search for

orized to Use the AFT

{08fbbb3a-8c2f-47c3-b547-bea32calab8l} yes






image1.jpeg




image2.png
< Milestone XProtect Management Client 2019 R3.
File it View Acton Tods Help
B9 0en
St Novigaton - x
5G9 DESKTOP-SMAHINE - (133a)
EH{Z3 Basics.
&) License Information

@ milestone | XProtect

8 Remote Comnect Senvices
6 Ais One-lick Camers Connection
@ Senvers
) Recording Servers
&) Failover Servers

e
] Mobile Servers
5% Devices e
il
@ Metadata
p nstald Froduc
Q Ot Product Version T—— Milestone Care Plus | Miestone Care Premium
=53 Client XProtect Corporate 2019 R3 Test M01-C01-133-02-6C4E87 | 20/10/2020 NA NA
{8 Smart Wall Milestone XProtect Smart Wall ‘M01-P03-100-02-6CE4ED Unlimited Unlimited
View Groups Milestone XProtect Access MO1-P01-100-02-6C403A | 21/10/2020 2171012020
3 Smant Client Profiles
£ Vanagemen Cient Profes
@ e Lcense Ovendon- Al s e D15
5B Roles and Everts
e
B e e EPTeES
e e’ S

B0 Notification Profiles
R User-defined Everts
 Analyics Events

License Details - Current Site: DESKTOP-SMAHINE

R, Generic Events
& e Secui =
v o i
8 Besic Users Hardware Device 0outof 10
=@ System Dashboard Access control door 5 NiA 0 0 0
] Curent Tasks
@ System Meriter
‘System Monitor Thresholds O Enable automatic icense activation
8 Evidence Lock
B cotaen s
ServerLogs
[B Access Contral
S 6] Transact 3 3
Lot ettt mrcred 11 décemtre 013 165155 ot eeshe: morcred 11 dbconbre 2019 165505 |23

) Transsction sources
5 Transsction cefiniions

& Aiams





image30.png
TECHNOLOGIES




