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1 Introduction

One of the key advantages of the IONODES PERCEPT Body Camera compared to other body worn
video surveillance solutions is its versatile integration with Milestone XProtect VMS. It uses
extensive features from ONVIF profiles G, S and T, along with flexible network configurations (LAN
via docking station, Wi-Fi) for live video and edge recording retrieval.

This integration is supported as of IONODES PERCEPT firmware 10.3.0.12 and has been validated
with Milestone XProtect 2021 R2 and higher. This document shows steps required for a simple
integration scenario. Integrators shall adjust to their specific system.

2 Typical Deployment

Local VMS via Onvif
Wi-Fi to LAN ((@ »))
LAN
% I ]
{ ‘\ 1 I

Wi-Fi Access Point

o

Ethernet to LAN from
Docking Station

A typical deployment scenario includes the PERCEPT Body Camera, a Docking Station , a Wi-Fi
access point, the LAN infrastructure and the local VMS (Milestone XProtect in this case). The
PERCEPT Body Camera can record data either directly to the local VMS through Wi-Fi or to its
internal memory and then use the wired Ethernet via the Docking Station to offload the contents
to the local VMS.
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3 Configuring the body camera before integration

Note: As a best practice before proceeding, please consider performing a reset to default factory
settings and reinitialization of the PERCEPT Body Camera. This will remove any unwanted
configuration left over from past usage of the device. Make sure to set it up on the same subnet
as the Milestone server. For more details, please consult the PERCEPT User Manual and/or
PERCEPT Quick Start Guide.

3.1 Create a new dedicated ONVIF user (recommended)

= 1|0 NODES PERCEFTEWC v10.30.12 @) adminisirator
SECURITY
USER ACCOUNTS
Users:
NEW USER

Username: onvif-user
Password:

Confim:

User

Power user
Super user
Administrator

[ ‘ Create User | | Cancel |

Once logged into the PERCEPT's Web GUI, go to the Security page
Click on the Create User button

In the New User pop-up window, enter Username

Enter Password and repeat it to confirm

Select Super user role

Click on Create User

o vk wnh =
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s

Note:

The default administrator account could also be used for integrating the body camera to the

VMS. However, it is considered good practice from a security perspective to create a dedicated
ONVIF user account, specifically for this purpose. The role “Superuser” gives the account
permissions for almost everything (the only exception is managing other users on the device).
This role is required to perform firmware upgrades from the VMS.

3.2 Configure video profiles

The PERCEPT Body Camera supports two (2) H.264/265 video encoder profiles and one (1) MJPEG
profile. Each profile enabled in the PERCEPT web GUI will be accessible by Milestone for

configurable usage.

o Configuration 1

= IO NODES

System  Network  Video

CONFIGURATION

Microphone  Speaker  Recorder

¥ GENERAL

¥ PROFILE 1
H264, 2.3 MP, 2000 KBPS, 15 FPS

Enable Encoder
Encoder Type: v
Resolution: v
Frame Rate: 15 v s
Target Bit Rate: 2000

(10- 20000) Kbps

| Set Optimal Target Bit Rate

Show Advanced Settings |

¥ PROFILE 2
1265, 8.3 MP, 4096 KBPS, 30 FPS§

¥ PROFILE 3
MJPEG, 2.3 MP, 2 FPS, 85 %

1. From the Configuration page

2. Select the Video tab

3. Enable and configure each video Profile as required

Integration

PERCEPT-BWC v10.3.0.12
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Note: The Encoder Type (codec) and enabled profiles are detected by the VMS when adding the device.
These settings must therefore be configured in the PERCEPT Body Camera before adding the
device to the VMS. Changing Encoder Type will reboot the device.

Note: Once added, modifications should only be done from within the VMS and not from the device's
web interface.

3.3 Setup local recording on the body camera

= IO NODES PERCEPT-BWC v10.3.0.12

CONFIGURATION

2

O Configuration 1 System Network Video Microphone Speaker Recorder Integration

3

General Media Recording Image Recording

> GENERAL

¥ VIDEO RECORDING

Video Profile: Profile 1 (H.264)

Enable Pre-Recording

Video Profile: Profile1(t v
Duration: 60 (30 - 120)sec

*The pre-recording duration may be shorter than that
configured if the video video bit rate is high

Enable Post-Recording

Duration:

B Mute Audio

From the Configuration page

Select the Recorder tab

Select the Media Recording subtab

Select the Video Profile for edge/onboard storage recording.

A wn =
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Note: Profile #3 (MJPEG) is not supported for edge/onboard storage recording. To use local recording
on the PERCEPT, Profile #1 or Profile #2 must be enabled.

Note: The profile configured for local recording on the PERCEPT is not required to be the same as the
stream profile used for recording within Milestone VMS.

Note: Advanced recording configurations, such as grooming, pre-recording and post-recording, are

outside the scope of this integration guide. Refer to the PERCEPT User Manual for advanced
configuration.

3.4 Setup time synchronization on the body camera

|O N O D ES PERCEPT-BWC v103.0.12 g administrator

CONFIGURATION

o] Configuration 1 2 System Network Video Microphone Speaker Recorder Integration

2 GENERAL
¥ NTP CONFIGURATION

NTP Server Address: 128.138.140.50

9 SECURITY
? DEVICE
9 DOCKING STATION

9 FLASHLIGHT

1. From the Configuration page
2. Select the System tab

3. In the NTP Configuration section, enter the IP address of the same network time server
used by Milestone VMS to synchronize time

Note: It is possible to use an Internet-based NTP server if the body camera is connected to a network
that has Internet access.

www.ionodes.com | support@ionodes.com
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3.5 Enable data transfer mode on Docking Station

When using a PERCEPT-DCK docking station for offloading data to the VMS, the user will need to
ensure that Online Mode (data transfer via Ethernet) is enabled for the docking station.

= |0 NODES PERCEPTBWC v1030.12 ¢ onviuser

CONFIGURATION

Configuration 1 System Network Video Microphone Speaker Recorder Integration

¥ GENERAL
¥ NTP CONFIGURATION
» SECURITY

¥ DEVICE

“ DOCKING STATION 3

Enable Online Mode

et connection is activated when thresholds are

Minimum Battery Level: 20 (20 - 50) %
Minimum battery level to allow the online mode.

Starting Online Mode 20 (10 - 30) %
Offset

Online mode will be activated y when the battery reaches the
minimum battery level plus this offset

Network Transfer 300 (120 - 600) sec
Inactivity Timeout

Timeout to switch in charging mode if no playback activity is
running

Charging Timeout: 1800 (600 - 2700) sec
Timeout in charging mode to switch in online mode

B Allow Live Media Streaming When Docked

I Allow Recorded Playback and Clip Download Over WIFI When Docked

1. From the Configuration page
2. Select the System tab
3. Select the Docking Station subtab and make sure that “Enable Online Mode" is checked

Note: If the edge retrieval is enabled, it can create a bandwidth surge of more than 200Mbps when
the body camera starts offloading data to the VMS. Please ensure that the network can handle
the increased traffic.

For configuring advanced settings related to the behavior of the Docking Station please refer to
the PERCEPT Docking Station User Manual.

www.ionodes.com | support@ionodes.com
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4 Configuring the VMS before integration

4.1 Configure the time synchronization on the VMS

&« v :\v > Control Panel » Clock and Region v 0 Search Control Panel P

Control Panel Home Date and Time

= Setthetimeand date | Changethetimezone | Add clocks for different time zones
System and Security

Region
Change date, time, or number formats

Network and Internet
Hardware and Sound
Programs

User Accounts
Appearance and
Personalization

Date and Time ~ Additional Clocks  Internet Time 6
e Clockand Regiono

Ease of Access This computer is set to automatically synchronize with '128.138.140.50'.
Next synchronization: 4/7/2022 at 2:58 PM

The clock was successfully synchronized with 128.138.140.50 on 4/7/2022 at
9:00 AM.

&) Change settings...

Internet Time Settings X
Configure Internet time settings:

Synchronize with an Internet time server

OServer:[128.138.140‘50 v| [ Updatenow |

The clock was successfully synchronized with 128,138.140.50 on 4/7/2022 at
10:17 AM.

oK Cancel

The Milestone Recording Server uses by default the time that is set on the workstation PC
used to host it.

To change the time settings on the host PC of the Milestone Recording Server:

1. From the Control Panel > Clock and Region

2. Select the Set the time and date tab

3. Select the Internet Time and then go to Change settings...

4. Select the Synchronize with an Internet time server and make sure to use a valid online
time server

www.ionodes.com | support@ionodes.com
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5 Adding the PERCEPT Body Camera to Milestone XProtect VMS

Now that the basics are covered on the PERCEPT Body Camera, it's time to add it to the Milestone

XProtect VMS.

File View Action Maintenance Tools Help

4 Milestone XPratect Management Client 2021 R2

EHI] Basics
E License Information
; ' Site Information

e Servers
-} Recording Servers
ﬁ Mobile Servers

& @ Devices
B Cameras
# Microphones
g Q Spezkers
- Metadata
oo Input
= ‘v Output
=+E3 Client
E View Groups
: {‘; Smart Client Profiles
i Matrix
- Rules and Events
Fules
(&) Time Profiles
[ Neotification Profiles
R User-defined Events
@ Analytics Events
WY Generic Events
=] @ Security
i % Foles
8 Basic Users
E+@) System Dashboard
i |:| Current Tasks
i D Configuration Reports

<

“- ) Open Network Bridge Servers

>

v

= i) EES Ay
=g HikVision DS-2C
[+ IONODES ATO
F-{am Panascnic WW-5
[#-{I2 Samsung Wiseng

H9 @emn
Site Nawvigation + 1 X ||Recording Server -
- G@ DESKTOP-KAV3204 - (21.23) - B-Efﬂ Recording Servers 9

Collapse
Add Hardware... o Ctrl+N
Move Hardware...
Delete All Hardware
(# Change Hardware Password...
Rename Recording Server F2
Eg Remove Recording Server
= Refresh F5

Properties

Recording server information

MName:

DESKTOP-KAV3204

Dy

Host name:

[DESKTOP-KAV3204

Local web server address:

|ttp://desktop-av3204:7563/

Web server address:

Time zone

|{UTC+1]1 :00) Brussels, Copenhagen, Madrid, Paris

o nfo [J Storage 2 Network

1. In the Milestone XProtect Management Client, click on Recording Servers

2. Right-click on the recording server where you want to add the PERCEPT Body Camera
3. Choose Add Hardware from the pop-up menu

www.ionodes.com | support@ionodes.com
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& wie
File View Action Maintenance Tools Help

HY @oemn
Site Navigation « 1 X JRecording Server ~ 1 Properties v 7
1§ DESKTOP-KAV3204 - (21.23) N E :ﬂ] Recording Servers

=-{I] Basics =}

&l License Inform p4q Hardware o X E
Site Informati

=@ Servers Add Hardware
1)) Recording
) Mobile Server This wizard helps you detect and set up hardware.
) Open Network]

%P Devices Hardware detection method:

< Cameras O Express fec ded)
9 ress {recommende
& Microphones Automatically detects hardware on the recording server's local network

§ e —

P Metadata

o Input (O Address range scanning

Q) Output Scans defined network address ranges and detects hardware models ]
=53 Client

3 View Groups @® Manual

£2 Smart Client Detects hardware models for manually entered IP addresses and host names
Matrix
5 @ Rules and vens  —
Rules
Time Profiles
1] Notification Pr
R User-defined
R Analytics Eve
Ry Generic Ever Help ‘ Bac Next > Cancel
el Security b : o
P Roles

& Basic Users

Recording server information

=@ System Dashboard
[] Current Tasks
[® Configuration Reports v
< 2 € info (3 Storage 5 Network

4. Select Manual

@ Milestone XProtect Management Client 2021 R2 = ) p 4
File Wiew Acticn Maintenance Tocls Help
H9| Qean |
Site Navigation + 3 X |Recording Server « B |[Properties - R
(=) @ DESKTOP-KAV3204 - (21.22) ~ |l = f)) Recording Servers o s M
{1 Basics =820 DESK 20
(& Lcense nforn) aqq Hardware O o
E Site Informatiaf
@ Servers
A5 Recording Sef Opti y. specify additional user o connect with if the: hardware is not using the factory defaults.
ﬁ Mobile Serve milestone
) Open Network| .
= &P Devices | Include  User name Password Add
-2 Cameras
(Factory defautt) .
onvif-user
e I
- Metadate
e Input

) Output
B Client

B3 View Groups

£2 Smart Client Pl
-G Matrix
£ & Rules and Events —
Rules
(@) Time Profiles
Notification Pré
- R Userdefined
~® Analytics Eves
Y Generic Event Help < Back Next > Cancel
& Security
T Roles
“ 8 Basic Users
@ System Dashboard
 [] Current Tasks
* /™ Configuration Reports &

@ info (3 Storage 5T Network

5. Select Add to create a new user for communicating with the body camera
6. Input the credentials for this user (use the ONVIF account created on the body camera)
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@ Mile a ent 2021 R2 - O X
File View Action Maintenance Tools Help
H2 @emn
Site Navigation ~ 1 % ||Recording Server + 1 ||Properties R
5 DESKTOP-KAVI204 - (2123) ~ | = &F Recording Servers e e T
{1} Basics ELEp] DESkTO
e E X ]
i Site Informatiof
e-{J Servers ichdri h e e .
1) Recording Ser|  The more drivers selecied. the slower the scanning.
i . milestone
] Mobile Serves
“-4%) Open Networld
&2 Devices EAremnt Select All
B Cameras AXIS
P Microphones ng" Clear All
@ Speskers L] Canon
P-4 [ Hamwha
%P Metadata [] Hikvision
o Input [Jinfinova
¢ Oupe Have 1
=63 Client [ Milestone

B3 View Groups [[] Mebeotix o

3 Smart Client P

gl Matrix
B e cventa] | & L] Semeung 1
“-[B] Rules
@) Time Profiles
[ Notification Pr
R User-defined
% Analytics Ever
W Generic Event Help <Back Next > Cancel
= el Security

P Roles

£ Basic Users

[ Universal
[] Other

=@ System Dashboard
~[] Current Tasks
“[™ Configuration Reports v
< BNl > O info (J Storage | 5 Network

Protect R - o x
File View Action Maintenance Tools Help
H'9 o<
Site Navigation + 1 % |Recording Senver ~ 1 [|Properties -1
=GB DESKTOP-KAV3204 - (2123) ~ || 587 Recording Servers e
10 Basics & H G B
] License Inform pdd Hardware oox ]
Site Informatiol
EHJJ Servers Enter the network address and port of the hardware you want to add. ‘
1)) Recording Serl  Optionally. select the hardware model to speed up detection.
] Mobile Serve milestone
#) Open Network
=50 Devices | Address Port Use HTTPS HTTPS pott Hardware model Add
& Cameras » 19216817838 |80 | O |43 | (Auto-detect) ~ :
# Vicroprores O . cmave
8= B ]
B Metadatz
o Input
: ) Output
=3 Client

{3 View Groups
£2 Smart Client P
Matrix
- Rules and Events I
! Rules
Time Profiles
[=] Notification Pr
R/ Userdefined
* Analytics Ever
T Generic Evenl Help < Back Next > Cancel
Eheffl Security

P Roles

£ Basic Users

=@ System Dashboard
[] Current Tasks
[® Configuration Reports v
<BRiE 5 @ o (3 Storage 5 Network

8. Input the IP address of the body camera

www.ionodes.com | support@ionodes.com
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@)

File View Action Maintenance Teols Help

H 9 | wen

Site Navigation >~ B X g Server ~ 1 JProperties

£ §% DESKTOP-KAV3204 - (2123) ~ |l = Recording Servers e
= {I] Basics ]

& License Inform
Site Informatio
@ Servers
4l Metile Serve
*- @) Open Metwork
%P Devices

= Cameras

Add Hardware

Waitwhile your hardware is being detected.
0 i select which

Detected hardware

a

*

milestone

X

P
@) Speskers
P Metadata
~a’e Input
;) Output
3 Client
~ 3 View Groups
-8 Smart Client P
-Gl Matrixc
(5 Rules and Events
~[E] Rules
@ Time Profiles
[ Nofification Pr

Add  Address

Port

Hardware model Status

[192.168 178.88

80

! IONODES PERCEPT-BWC-EM (ONVIF)

| success e

- B User-defined E
% Analytics Ever

Generic Event|
= &l Security

< Back Next >

Cancel

T4 Roles

- 8 Basic Users
@ System Dashboard
[] Current Tasks

[® Configuration Reports

O nfo (J Storage ¥ Network

9. Milestone will show a successful connection to the body camera

credentials are ok

File View Action Maintenance Tools Help
H9 oei
Site Navigation « 8 X [JRecording Server < 0 [|Properties
5 4P DESKTOP-KAV3204 - (2123) ~ 5 8 Recording Servers . ”
Al O e Recoringsevrfomaton
&l License Informationl 244 Hardware o X
Site Information
8 D%ﬂ:w -l Ll d cam default Manually enable additional devices to be used. ’
ecording Servers|  Th t. will be assi ively. enter names manualy.
) Mobile Servers milestone
) Open Network Brid|
%0 Devices Hardware name template: Device name template:
o Cameras Defaut v|  [Defaut v
& Microphones
g;‘::::": Hardware Camera [ Microphone @ Speaker [ Metadata Input [ Output
o 'é“’“‘ Hardware to Add Enabled Name
c@ L JONODES PERCEPT-BWC-EM - 192.168.178.38
£ View Groups (2 Hardware: IONODES PERCEPT-BWC-EM (152.168.178.88)
2 Smart Client Profild | <0 Camera port 1: IONODES PERCEPT-BWC-EM (152.168.178.88) - Camera 1
& Matrix & Microphone pott 1: IONODES PERCEPT-BWC-EM (152.168.178.88) - Microphone 1
=@ E‘Jf": Ia"d Eveots @ Speakerport 1: JONODES PERCEPT-BWC-EM (192.168.178.88) - Speaker 1
iz] Rules = T = oy = 7= =
© Time Prfies S Metadata pot 1 |IONODES PERCEPT-BWC-EM (192.163.178.89) - Metadata 1
[ Notfication Profile | < Input port 1: |IONODES PERCEPT-BWC-EM (192.168.178.8) - Input 1
R User-defined Event | oo Input port 2 IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2
T Analytics Events o Input port 3: IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 3
o Ecjrem Evers o Input port 4: JONODES PERCEPT-BWC-EM (192.168.178.88) - Input 4
= Y
 Roles oo Input pot 5: IONODES PERCEPT-BWC-EM (152.168.178.88) - Input 5
& Basic Users ofo Input pot 6: IONODES PERCEPT-BWC-EM (152.168.178.88) - Input 6
@ System Dashboard
[] Current Tasks
[® Configuration Repol Help <Back Next > Cancel
<

if

the IP address and

-

10. Select which sub-components of the body camera should be enabled within Milestone

www.ionodes.com | support@ionodes.com
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File View Action Maintenance Tools Help
H9 oeil
Site Navigation ~ 2% [JRecording Server ~ 1 [|Properties —
g% DESKTOP-KAV320 - (21.28) A |l 5 1) Recording Servers ) ;
& (1) Basics EL =] DESicTOP-KAV3204 5ecord|ng serverinformation
& License nformation 444 Hardware = S
Site Information
= servers Selecta default group for all devices types. ‘
1)) Recording Servers i i indivi for each de
4 Mobile Servers L]
0 OpenNetwork Bid) - pefaut camera group: Devices Add to Group
B Devices Camera Group 1 =]
< Cameras
& Microphones Defauit microphone group: D IONODES PERCEPT-BWC-EM (152.163.1... | Defaut Group v
@ Speakers Microphone Group 1 £ | | Microphones
¥ Metadata | %
Faiey Defaut speaker group: & IONODES PERCEPT-BWC-EM (192.168.1... | Defauit Group
Q) Output Speaker Group 1 £ Speakers !
& E IONODES PERCEPT-BWC-EM (192.168.1... |Defauk Group v
- Clert Defaut metadata group: L !
View Groups = Metadata
3 Smart Client Profid | Metadata Group 1 =]
&8 Smart Client Profile 3’ IONODES PERCEPT-BWC-EM (152.168.1... | Defauit Group v
Matrix Defautt input group: ot - -
@ Rules and Events retiCrons] =]
8] Rules o IONODES PERCEPT-BWC-EM (192.168.1... | Default Group v
@) Time Profiles Defautt output group: o ONODES PERCEPT-BWC-EM (192.168.1... | Defaut Group v
[ Notification Profiles | No group selected... o IONODES PERCEPT-BWC-EM (192.168.1.... | Defauit Group v
R User-defined Even o IONODES PERCEPT-BWC-EM (192.168.1... | Defaut Group v
# Analytics Events
: o BWC ... | Defaut Group v
R Generic Everts o IONODES PERCEPT-BWC-EM (192.168.1... | Defaut Gro
S Security oo IONODES PERCEPT-BWC-EM (192.168.1... | Defaut Group v
P Roles
& Basic Users
= @) System Dashboard
[] Current Tasks J
[® Configuration Repd Help <Back Finish Cancel
<

11. Assign each sub-component of the body camera to a group (the group needs to be
created inside Milestone VMS if not done already)

€ Milestone XProtect Management Client 2021 R2 - o X
File View Action Maintenance Tools Help
HY9 @enn
Site Navigation + 1 X ||Recording Server ~ 1 |Properties v B
= @ DESKTOP-KAV3204 - (21.23) N E :ﬁ Recording Servers 3 3

& [Z] Basics = 5] DESKTOP-KAV3204 Hardviare information

(@3 HikVision DS-2CD2122F\D-IS (192.168.178.121)
(- IONODES ATOMAS-MICRO-HTC (192.168.178.162)

2N =] (ONODES PERCEPT-BWC-EM (192.168.178.88)

Name:
IONODES PERCEPT-BWC-EM (192.168.178.88)

& License Information
Site Information
=) Servers

& () Panasonic WV-S1570L (192.168.178.131) Description:
1) Recording Servers (3 Samsung Wisenet Cameras (152.168.172.122)
) Mobile Servers
) Open Network Bridge Servers
%P Devices
< Cameras
& Microphones
@ Speakers Model:
QP Metadata IONODES PERCEPT-BWC-EM
oo Input
) Output Serial number:
S Client P520-3211-5540-0062

View Groups

£2 Smart Client Profiles Bover.
Matrix ONVIF Conformant Device
=@ Rules and Events Address:
Rules hitp://192.168.178.88/ e
@ Time Profiles
MAC address:

[ Notification Profiles
R User-defined Events
¥ Analytics Events
By Generic Events
=6} Security
$ Roles
8 Basic Users
= @) System Dashboard
[] Current Tasks
[® Configuration Reports v
<l > € nfo §HSetings < PTZ | Events

12. The Body camera should appear just as a regular IP security camera inside Milestone

C4:41:37:1CEEE3
Password last changed:
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6 Configuring the PERCEPT Body Camera inside Milestone VMS

4.1 Change the configuration of the profiles on the body camera

< Milestone XProtect Management Client 2021 R2 = [m] X
File View Action Maintenance Tools Help
HY e
Site Navigation + I X JRecording Server - I IPrope’hﬁ v 2
(= g DESKTOP-KAV3204 - (21.23) Ny IE :ﬁ] Recording Servers
& (T} Basics =-E]) DESKTOP-KAV3204 e
(& License information (@ HikVision DS-2CD2122FWD-IS (192.168.178.121) v General |
Site Information [#-(Z) IONODES ATOMAS-MICRO-HTC (192.168.178.162) OSD Date And Time Disabled |
a D S =z IONODES PERCEPT-BWC-EM (152.168.178.88) OSD Date And Time X 50 |
<%p IONODES PERCEPT-BW(C-EM (192.168.178.88) - Camera 1 0SD Date And Time Y 50 |
HJ) Recording Servers IONODES PERCEPT-BI/C-EM (182.168.178.88) - Microphone 1 PTZ Zoom Step 10 ‘
10 Mobile Servers ﬁ IONODES PERCEPT-BI/C-EM (192.168.178.88) - Speaker 1 v Video stream 1
#R) Open Network Bridge Servers ¥ IONODES PERCEPT-BWC-EM (192.168.178.88) - Metadata 1 - Media profile mediaprofile.1:0.h264_1 |
= % Devices oy IONODES PERCEPT-B/C-EM (192.168.178.88) - Input 1 Codec H.264 Main Profile |
o Cameras o’p IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2 Frames per second 30 |
A Microphones op IONODES PERCEPT-BV/C-EM (192.162.178.88) - Input 3 Keep Alive type Default |
@ Speskers o’p IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 4 Max. frames between keyframes | 30 |
* Motadais (9 IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 5 Max. frames between keyframes mc Default (determined by driver) |
o’p IONODES PERCEPT-BW/C-EM (192.168.178.88) - Input 6 Maximum bit rate (kbit/s) 6000 |
(? Input (@ Panasonic WV-S1570L (192.168.178.131) Quality 0 |
'\ Output [-() Samsung Wisenet Cameras (192.168.178.122) Resolution 20482048 |
=3 Client | Streaming method RTP/RTSP/TCP |
B3 View Groups v Video stream 2 |
£2 Smart Client Profiles - Media profile mediaprofile.1:0. h264_2 |
@ Matrix Codec H.264 Main Profile |
e Frames per second 10 |
=G liules and Events Keop Aivo s Defadt ‘
[;] R.ules Max. frames between keyframes | 30 |
@ Time Profiles Max. frames between keyframes mc Default (determined by driver) |
[ Notification Profiles Maximum bit rate (kbit/s) |
R User-defined Events Qualty 0 |
ﬁ Analytics Events Resolution 1536x1536 |
% Generic Events | Streaming method RTP/RTSP/TCP |
E»@ Security v Video stream 3
P Roles - Media profile mediaprofile.1:0.mjpeg_3 |
8 : Codec JPEG |
i 8 Basic Users Frames per second 3 |
@) System Dashboard Keep Alive type Defautt |
D Current Tasks Maximum bit rate (bit/s) 2000 |
[® Configuration Reports Qualiy 50 |
[ Server Logs Resolution 1536x1536 |
[ Access Control | Streaming method RTP/RTSP/TCP |
=i, Transact L
[ Transaction sources
ransaction definitions v
<

The Settings tab from the Camera sub-component inside Milestone allows the user to modify the
configuration of each video profile that is exposed by the PERCEPT Body Camera. The following
parameters can be changed:

e Codec type (only for Profiles 1 and 2, as Profile 3 is always using MJPEG)

e Frame rate

e Maximum bit rate

e Quality (only for the MJPEG codec)

e Resolution

e Streaming method
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4.2 Assign different profiles for different tasks

€ Milestone XProtect Management Client 2021 R2 - (m] X
File View Action Maintenance Tools Help
HY oemn
Site Navigation ~ B X JRecording Server v R IW - ‘F
=G DESKTOP-KAV3204 - (21.23) M2 @ Recording Servers 0 y

={7] Basics = H] DESKTOP-KAV3204 Stream information

& License information (@ HikVision DS-2CD2122FWD-IS (192.168.178.121)

Site Information E 8 ;g:gggg ﬁ;g?ﬁ”&\fzoém%z‘ ?2681 ?B_B‘ 7383)1 62) Stream Name Live | Record | Remote Recor
Rl Servers: <p IONODES PERCEPT-BW/C-EM (192.168.178.88) - Camera 1 Yideo stream 1 [ Video sifoem] [
HJ) Recording Servers |ONODES PERCEPT-BWC-EM (192,168.178.88) - Microphone 1 p Videostream2 [ | Video stream 2 ]
10 Mobile Servers % IONODES PERCEPT-BW/C-EM (192.168.178.88) - Speaker 1
#R) Open Network Bridge Servers ¥ IONODES PERCEPT-BWC-EM (152.162.178.82) - Metadata 1 Video stream 2
5% Devices op IONODES PERCEPT-BIC-EM (192.168.178.88) - Input 1
B Cameras op IONODES PERCEPT-BIC-EM (192.168.178.88) - Input 2
& Microphones op IONODES PERCEPT-BIC-EM (192.168.178.88) - Input 3
@ Speskers op IONODES PERCEPT-BIWC-EM (192.168.178.88) - Input &
@ Metadata op IONODES PERCEPT-BIC-EM (192.168.178.88) - Input 5
op IONODES PERCEPT-BIC-EM (192.168.178.88) - Input 6
oo lnpin (3 Panasonic /\-S1570L (192.168.178.191)
\/ Output #-(Z Samsung Wisenet Cameras (192.168.178.122)
=5 Client
View Groups
£2 Smart Client Profiles Add Delete
Matrix
(& Rules and Events
[£] Rules
@ Time Profiles

[ Notification Profiles
‘ User-defined Events
¥ Analytics Events
Generic Events
e} Security
g% Roles
g Basic Users
= @) System Dashboard
[] Current Tasks
[® Configuration Reports
ﬁ Server Logs
Fﬂo Access Control
-, Transact

=3

| Transaction sources

ransaction definitions ¥

< - > €Y Info 3 Settings [ Streams @ Record - Motion @) Fisheyelens § < 3

The Streams page from the Camera sub-component inside Milestone allows the user to assign
different streams (from the ones already exposed to Milestone) for different purposes. For
example, the user can have a higher quality stream for recording and a lower quality stream
for live viewing.
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4.3 Enable the recording to the VMS + edge storage retrieval

< Milestone XProtect Management Client 2021 R2

[5)] Transaction sources
E Transaction definitions
-8 Alarms
- % MIP Plug-ins
={[8) IONODES Plug-in
[[g] IONODES Secure Display Sta

< >

<

<

> | @ Info ¢ Settings [ Streams @ Record A Motion (@) Fisheyelens ¥ Events L Client EHF < -3

Remote recordings

Automatically retrieve remote recordings when connection is restored

& a X
File View Action Maintenance Tools Help
H9 ©oei
Site Navigation + 3 X JRecording Server + 1 ||Properties v R
-G DESKTOP-KAV3204 - (21.23) =] [fl) Recording Servers g : A
£{T3 Basics = Ef}] DESKTOP-KAV3204 Recording settings
&) License Information (3 HikVision DS-2CD2122FWD-IS (192.162.178.121) Recording
Site Information (@ IONODES ATOMAS-MICRO-HTC (192.16%.1.“8.152) )
& Sarvas =& IONODES PERCEPT-BW/C-EM (192.168.178.88) Record on related devices
T . < IONODES PERCEPT-BWC-EM (152.168.178.88) - Camera 1
@ Recording Servers IONODES PERCEPT-BW(C-EM (152.168.178.88) - Microphone Stop manual recording after: 5151 minutes
ﬂ Mobile Servers @ IONODES PERCEPT-BWC-EM (192.168.178.88) - Speaker 1
i #R) Open Network Bridge Servers % |IONODES PERCEPT-BWC-EM (192 168. 1?8 88) - Metadata 1 Pre-buffer
%P Devices op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 1
o Cameras op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2 Location: Memory 2t
A Microphones o IONODES PERCEPT-BVIC-EM (192.162.172.82) - Input 3 sy Py 3
@ Speskers fp IONODES PERCEPT-BV/C-EM (192.168.178.88) - Input 4 e e
@ Metadata op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 5
& op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 6 Recording frame rate
© Input (3 Panasonic WV-S1570L (192.168.178.191) JPEG: 5t&i| FPS
\/ Output (#-(@ Samsung Wisenet Cameras (192.168.178.122)
=5 Client MPEG-4/H.264/H.265: [ Record keyframes only
£3 View Groups
£2 Smart Client Profiles B
@ Matrix Local default Select
=8 Eules and Events Status: Active
(&) Rules
@ Time Profiles Status Database Location Used space
[ Notification Profiles OK Local default D:\MediaDatabase 1.39KB
Q User-defined Events
¥ Analytics Events
% Generic Events
=} @ Security
PA Roles
g Basic Users
=+@) System Dashboard
[] Current Tasks
D Configuration Reports
{3 Server Logs Total used space: 1.39KB Delete all recordings
E‘i Access Control
&, Transact

>

v

The Record page from the Camera sub-component inside Milestone allows the user to enable
or disable recording to the VMS. This setting only affects the VMS, so recording to the body
camera’s internal memory can still be performed by using its onboard function buttons or by
triggering the recording manually from the body camera’s web interface Live View section, just
as explained in the PERCEPT Quick Start Guide and User Manual.

Retrieval of remote video (clips stored on the body camera’s internal memory) can be enabled
via the option Automatically retrieve remote recordings when connection is restored on
the bottom of the page.
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How does the trickling process (retrieving edge recordings) work?

e When the network connection between the body camera and the Milestone Recording
server is restored, the VMS will automatically query the body camera for new recordings
and start trickling only the clips from the interval where the connection was down

e There is no way to control the trickling process from within Milestone and there is no
indication on the current progress

e Any clips recorded to the internal memory of the body camera while the connection to
the Milestone Recording server was still active (for instance the user manually triggered
a recording by pressing the buttons on the body camera) will not be synchronized to the
VMS

e Any clips recorded to the internal memory body camera dating from before the body
camera was added to the VMS will also not the synchronized to the VMS

e Once the trickling is done, you'll be able to see the clips in the Milestone Smart Client,
Playback section (same as for the clips recorded by Milestone VMS directly)

Note: Please note that availability of edge storage feature is dependant on Milestone VMS licensing
(XProtect Professional+ or higher version is required).

www.ionodes.com | support@ionodes.com



PERCEPT

4.4 Configure the recording rules

‘9 )
File View Action Maintenance Tools Help

HY ©oeih
Site Navigation » B X JRules « [ JRule Information v B
- G DESKTOP-KAV3204 - (21.23) ~l=E
= {1} Basics [Li Default Goto Preset when PTZ is done Rule Name:
E License Information |iZ] Default Play Audio on Request Rule
[T] Site Information [BJ Default Record on Bookmark Rule
= [ Servers [_ Default Record on Motion Rule Description:
@ Rasoniig Savers |5] Default Record on Request Rule
) Mobile Servers Manage Rule
#) Open Network Bridge Servers
= ? Devices Name: Record on PERCEPT body camera during 2 specific ime interval
= Cameras
& Microphones
Q Speakers Active: M
¥ Metadata
oo Input
W Output

Description:

Step 1: Type of rule
Select the rule type you want to create
| O Perform an action on <event>

= 8 Clen B3 Peiorn an sction n 3 e nterval |
View Groups | Perform an action on a <recurring time>
£2 Smant Client Profiles ‘
Matrix

= Rules and Events
[Z] Rules
@ Time Profiles
24 Notification Profiles — - — —
R User-defined Events Edit the rule description (click an underlined item)
¥ Analytics Events Perform an action in a time interval
¥, Generic Events

= &} Security
95 Roles
£ Basic Users

= @) System Dashboard
-] Current Tasks
[*™ Configuration Reporis v

_ Help = <Back R Finish —

Recording to the Milestone VMS is governed by rules. Since the PERCEPT Body Camera behaves
just like a regular IP camera (with regards to recording to the VMYS), it is subject to these rules.
The Rules page from the Rules & Events section inside Milestone allows the user to create

various rules and assign them to devices. For example, the user can define a rule to record
from a body camera only during a specific time interval.

Note: Please consult Milestone XProtect VMS Administrator Manual for more information on Rules &
Events.
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4.5 Configure motion detection

€ Milestone XProtect Management Client 2021 R2 - [m] X
File View Action Maintenance Teols Help
H9 ©ei
Site Navigation ~ 1 % JJRecording Server + 1 ||Properties v R
1§ DESKTOP-KAV3204 - (21.23) Al = @ Recording Servers " 5 ~
£{Z] Basics =] DESKTOP-KAV3204
& License Information £ (@ HikVision DS-2CD2122FWD-IS (192.168.178.121) S e R
Site Information i (2 IONODES ATOMAS-MICRO-HTC (192.168.178.162)
LR e £ @ IONODES PERCEPT-BV/C-EM (192.168.178.88)
<% IONODES PERCEPT-BV/C-EM (192.168.178.88) - Camera 1
] Recording Servers IONODES PERCEPT-BU/C-EM (192.168.178.88) - Microphone 1
10 Mobile Servers ﬁ IONODES PERCEPT-BWC-EM (192.168.178.88) - Speaker 1 Motion preview
#) Open Network Bridge Servers 2P IONODES PERCEPT-BWC-EM (192.168.178.88) - Metadata 1
£ Devices p IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 1
= Cameras p IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2
A Microphones /p IONODES PERCEPT-BW/C-EM (192.168.178.88) - Input 3
@ Speskers op IONODES PERCEPT-BV/C-EM (192.168.172.88) - Input 4
@ Metadats o’p IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 5
op IONODES PERCEPT-BV/C-EM (192.168.172.88) - Input 6
o Input (-3 Panasonic W\V-S1570L (192.168.178.191)
A \/ Output (& Samsung Wisenet Cameras (192.168.178.122)
= Client
E View Groups
£2 Smart Client Profiles
Matrix
=-(3 Rules and Events
[E] Rules
Time Profiles

(= Notification Profiles
‘ User-defined Events
¥ Analytics Events
% Generic Events

=] Q@ Security Show privacy masks
% Roles [ I
£ Basic Users

= ° System Dashboard Manual sensitivity

D Current Tasks
D Configuration Reports
E:‘] Server Logs
Eﬂ Access Control
&, Transact Keyframes only (MPEG-4/H 264/H 265)
[£]] Transaction sources ¥
55| Transaction definitions € Info &3 Settings |3 Streams @ Record | 2 @ FisheyeLens T Events [ < -3

The Motion Detection page from the Camera sub-component inside Milestone allows the
user to enable or disable motion detection performed by the VMS. As the PERCEPT Body
Camera is a mobile device intended to always be on the move, it is recommended to disable
motion detection.

Note: Enabling Motion Detection also means that the PERCEPT Body Camera is always streaming
video to the Milestone XProtect (the VMS requires the video stream in order to perform the
motion detection analysis) .
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4.6 Configure dewarping for the body camera’s Panomorph lens

€ Milestone XProtect Management Client 2021 R2 - [} X
File View Action Maintenance Tools Help
HY oef
Site Navigation + 1 X JRecording Server v 7 lPropeﬂiu - 2
g DESKTOP-KAV3204 - (21.23) ~ || &) Recording Servers i
{1 Basics & K] DESKTOP-KAV3204 St
e e
e, @ -HTC (1 78.162) >
o0 Pse': AR @ IONODES PERCEPT-BWC-EM (192.168.178.88) Lens type: Immer\Vision Enables®panomorph v
T 2 . <p IONODES PERCEPT-BW/C-EM (192.168.178.88) - Camera 1 i
f% L @ IONODES PERCEPT-BV/C-EM (192.168.178.88) - Microphone Camera posion/orientation: Wall mount 2
Mobile Servers IONODES PERCEPT-BW/C-EM (192.168.178.82) - Speaker 1
: S ! i ImmerVision Enables® h RPL number: 1
) Open Network Bridge Servers Q¥ IONODES PERCEPT-B/C-EM (192.168.178.88) - Metadata 1 PATSEERRG. TRDER  PAROTORh 2 S D8 Eleay ¥
&% Devices op IDNODES PERCEPT-BWC-EM (192.168.178.82) - Input 1 g 20 s
< Cameras op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2
& Microphones op IONODES PERCEPT-BWC-EM (192.168.178.82) - Input 3
@ Speskers op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 4
@ Metadota op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 5
s op IONODES PERCEPT-BW/C-EM (192.168.178.88) - Input 6
fo:Input &) (& Panasonic WV-S1570L (192.168.178.191)
\/ Output - Samsung Wisenet Cameras (192.168.178.122)
=53 Client
B3 View Groups
£2 Smart Client Profiles
Matrix
=B Rules and Events
EE_] Rules
Time Profiles
[ Notification Profiles
R User-defined Events < >
» tirs Fu ¥
< Anslfics Fuents > < > ﬂ Info @Seﬂmgs EStreams @ Record *Moﬁon o Fisheye Lens “:(\ Events ;CIient EBF< >

The Fisheye Lens page from the Camera sub-component inside Milestone allows the user to
configure the dewarping of the video received from the body camera.

In order to do that, please select the following:
e Lens type: ImmerVision Enables Panomorph
e Camera position/orientation: Wall mount
e ImmerVision Enables Panomorph RPL number: C1ZZV

Note: If the user does not enable the Panomorph lens support, the image presented by the Milestone
Smart Client will be the full hemisphere (187 x 187 degrees, Horizontal x Vertical).

www.ionodes.com | support@ionodes.com




°cRCePT 22

4.7 Configure the sub-components for Milestone Smart Client usage

€ Milestone XProtect Management Client 2021 R2 - [m] X
File View Action Maintenance Tools Help
HY9 @oen
Site Navigation + 1 X |Recording Server ~ 1 ||Properties v 1
=] DESKTOP-KAV3204 - (21.23) Al B Recording Servers 4
?D Basics d?wla] DESKTOP-KAV3204 e
& License Information (@ HikVision DS-2CD2122FWD-IS (192.168.178.121) Related microphone:
Site Information & (23 IONODES ATOMAS-MICRO-HTC (192.168.178.162) [loNODES PERCEPT-BWC-EM (192.168.178.88) - Microphone 1 Clear
& Servers () IONODES PERCEPT-BW(C-EM (192.168.178.88) S ]
. <p IONODES PERCEPT-BWC-EM (192.168.178.88) - Camera 1 elated speaker:
HJ) Recording Servers IONODES PERCEPT-BW/C-EM (192.168.178.88) - Microphone [lONODES PERCEPT-BWC-EM (192.168.178.88) - Speaker 1 Clear
{1J Mobile Servers 3 IONODES PERCEPT-BWC-EM (192.168.178.88) - Speaker 1
) Open Network Bridge Servers 2 IONODES PERCEPT-BW/C-EM (192.168.178.88) - Metadata 1 Related metadata:
E-% Devices op IONODES PERCEPT-BV/C-EM (192.168.178.88) - Input 1 IONODES PERCEPT-BWC-EM (192.168.178.88) - Metadata 1 Clear
< Cameras op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 2
A Microphones op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 3
@ Speskers op IONODES PERCEPT-BV/C-EM (192.168.178.88) - Input 4
@ Metadts op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 5
op IONODES PERCEPT-BWC-EM (192.168.178.88) - Input 6
o Input (@ Panasonic WV-S1570L (192.168.178.191)
\/ Output [ (@ Samsung Wisenet Cameras (152.168.178.122)
=63 Client
3 View Groups Shorteut:
£2 Smart Client Profiles s
Matrix
= Rules and Events
Rules
Time Profiles
[ Notification Profiles
R User-defined Events
¥ Analytics Events
¥y Generic Events
e} Security
P\ Roles
£ Basic Users
=@ System Dashboard
[] Current Tasks
[¥ Configuration Reports vil < > | @ info §3Settings [J Streams @ Record 2 Motion (@) Fisheye Lens ' Events B Privacy < 3

The Client page from the Camera sub-component inside Milestone allows the user to
configure the related sub-components of the device (microphone, speaker and metadata
engine) so that they can be used inside the Milestone Smart Client in addition to the video.
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7 Viewing live and recorded video from the PERCEPT Body
Camera inside the VMS

# Milestone XProtect Smart Client 3/3/2022 10:01:13AM — O X

Playback Search Alarm Manager - O ¢ v

XProtect € | NewView (1x 1) v ) 7Y
=2 Views A [' IONODES PERCEPT-BWC-EM (192.168.178.88) - Camera 1

{Frames per second: 0.83
|Video codec H264
{Video resolution: 1536x1536
4 [@ Default group
» [ Default view group
4 [@ New Group
New View (1 + 2)
New View (1 + 3)
New View (1 + 5)
New View (2 x 1)
4 New View (2x 2)

New View (2 x 3)

» [@ ONVIF Access Users

» [ Operators

» [ Private

B Cameras
4 £ DESKTOP-KAV3204
4 [ Camera Group 1

M, HikVision DS-2CD2122FWD-IS (192.16
;. IONODES ATOMAS-MICRO-HTC (192.1

M IONODES PERCEPT-BWC-EM (192.168

A, Panasonic WV-S1570L (192.168.178.19
M. Samsung Wisenet Cameras (192.168.1:

®  Output
) Audio
3 MIP plug-ins

The user can view live and recorded footage from the body camera using the Milestone Smart
Client.

When the Panomorph dewarping is enabled, the user will be able to navigate (zoom in/out and
move) inside the image using the virtual PTZ controls that appear in the bottom left-hand side.
While doing so, the presented image will be dewarped.
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% Milestone XProtect Smart Client 3/3/202211:59:04AM — O X

Playback Search Alarm Manager -0 9 v

XProtect € | NewView (1x1) ) T Setup

= Views ERCEPT-B 9 .1'77_éi.§éu)—7c>amera 1

4 [ Default group
» [@¥ Default view group
4 [@ New Group
New View (1 + 2)
New View (1 + 3)
New View (1 + 5)
New View (2 x 1)
4" New View (2x 2)
New View (2 x 3)
» [@r ONVIF Access Users
* [@w Operators

*» [&¥ Private
B Cameras

4 % DESKTOP-KAV3204
4 [ Camera Group 1

% HikVision DS-2CD2122FWD-IS (192.16

A, IONODES ATOMAS-MICRO-HTC (192.1

;. Panasonic WV-51570L (192.168.178.19

M. Samsung Wisenet Cameras (192.168.1:

®  Output
) Audio
¢  MIP plug-ins

When Panomorph support is disabled, the user will see the full hemisphere captured by the
camera (along with the QR Codes in the corners). A digital zoom is still possible, but the presented
image will not be dewarped.
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8 Using two-way audio functionality inside the VMS

# Milestone XProtect Smart Client 3/31/20221:0457PM — O X

Playback Search Alarm Manager -0 Y v

XProtect & NewView (1x1) v ) [ 7Y Setup
A |™ JONODES PERCEPT-BWC-EM (192.168.178.88) - Camera 1 |

[ ONVIF Access Users
* [@ Operators
» & Private

B Cameras

4 & DESKTOP-KAV3204
4 [ Camera Group 1
% HikVision DS-2CD2122FWD-IS (192.16
. IONODES ATOMAS-MICRO-HTC (192.1
M. Panasonic WV-S1570L (192.168.178.19
A Samsung Wisenet Cameras (192.168.1 1

®  Output
) Audio

Microphones
Listen to

SeIeCt the bOdy IONODES PERCEPT-BWC-EM (192.168.178.88) - ~
camera's microphone NS

Speakers

Select the body falkto

IONODES PERCEPT-BWC-EM (192.168.178. ~

camera's speaker
Level meter

[ Lock to selected audio devices

[7] List only devices from current view

#  MIP plug-ins

The PERCEPT Body Camera'’s two-way audio functionality can be accessed from the Milestone
Smart Client. In the Audio section, the user will need to select the body camera’s microphone (in
order to listen to it) and speaker (in order to talk to it).
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