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Summary

This document provides a basic overview, plus installation and operating instructions for the Hanwha Wisenet Road Al License Plate
Recognition (LPR) analytics integration with Milestone XProtect.
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1. Hanwha Wisenet RoadAI LPR Analytics — Integration with Milestone XProtect

1.1. Product Summary

Hanwha Vision's edge-based LPR camera solution, Wisenet Road Al uses Al camera technology to help identify vehicles on the road.
These License Plate Recognition (LPR) cameras, featuring Make, Model, and Color Recognition (MMCR), can accurately capture vehicle
information in various traffic conditions ranging from low-speed parking situations to free-flowing fast-moving highway scenarios.

Bridge-to-XProtect (“BTX”) enhances the capabilities of Road Al cameras by generating XProtect alarms in REAL-TIME when “plates-
of-interest” (e.g. stolen vehicle, unauthorized personnel) are detected. Key integration features include:

e CREATE and MANAGE any number of user-defined license plate lists with BTX.

e  TRIGGER XProtect alarms, notifications, and other security actions in real-time based on a positive plate list match.
RECEIVE and CLASSIFY detections from any number of Road Al cameras, no need to manage whitelist/blacklist per device.
AUTOMATE security responses with list-specific security actions in XProtect.

REVIEW Road Al detection snapshots and video bookmarks in the XProtect Smart Client.

SEARCH license plate detection metadata — plate #, list, make, model, region, color - directly in the XProtect Smart Client.
SIMPLIFY. XProtect Management Client and XProtect Smart Client Workstation plug-ins are not required. Configuration of
driver-based events is not required.

BTX informs you NOW ... immediately ... when a plate-of-interest is detected, which improves situational awareness and allows you to
respond faster.

1.2. Basic Data Flow

BTX uses a sub-system called the BTX HTTP Webhook Listener (“BWL”) to listen for license plate detections from any number of
Hanwha Wisenet Road Al cameras.

The BWL receives plate detection data in real-time. User-defined license plate lists are used to filter and classify detections. Qualifying
alarms are forwarded to BTX. Non-qualifying alarms are logged as “received” and discarded.

In BTX, qualifying alarms are associated with XProtect cameras and forwarded to XProtect as event and/or alarm records with Video
Bookmarks. XProtect alarms records include the camera’s native detection snapshot (which is received and parsed by the BWL).

BTX provides additional features to activate PTZ presets, display live matrix views, and fire XProtect user-defined events with minimal
configuration required in the XProtect Management Client.

The result ... a detection matching a plate list entry triggers immediate security action in the Milestone XProtect Smart Client.
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1.3. Data Flow Diagram
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2. Installation
BTX and the BWL are typically installed on the Milestone XProtect Management Server.

After installing BTX, the BWL can be found in the following directory:
- C:\App-Techs\BTX\Third-party\HttpBTXWebhookListener

To configure, run the executable below.
- (Besure to RUN AS ADMINISTRATOR.)
- “HttpBTXWebhookListener.exe” (BTX HTTP Webhook Listener) as a desktop application.

The BWL itself does not require licensing. However, BTX requires a valid license to receive Hanwha Road Al alarms and send them to
Milestone XProtect.

2.1. Run the BWL as a Windows Scheduled Task

Once devices are configured, “HttpBTXWebhookListener” (BWL) may be run in the background as a Scheduled Task. To set up as a
schedule task, follow the directions below.

- Open the Task Scheduler on the system that will be running the HttpBTXWebhookListener.exe application.
- Inthe Actions pane on the right, click Import Task.

- Navigate to the following file and select it:
o C:\App-Techs \BTX\Third-party\Ht tpBTXWebhookListener \HttpBTXWebhookListener TaskScheduler.xml

- Select the Change User or Group ... button.
o  Specify the user that you wish to run this task and click “Check Names” to verify the user and then click OK to close
the selection.
o Ifyou have located the application in the default location, no other modifications should be necessary.
- Click OK to finish creating the task and supply the password for the user specified.

The scheduled task will run at start-up or it can be manually run by clicking the “Run” button in the Actions pane. Optionally, start and
stop the scheduled service from a command line:

Run Task
schtasks /run /TN "HttpBTXWebhookListener TaskScheduler.xml"

End Task
schtasks /end /TN "HttpBTXWebhookListener TaskScheduler.xml"
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3. BTX HTTP Webhook Listener (“BWL”) Setup and Configuration

The BWL is a sub-system that receives Hanwha Road Al license plate detection data as in the form of HTTP posts. BWL receives,
classifies, and formats the incoming detection data.

Based on user-defined settings and user-created license plate lists, qualifying plate detections are forwarded to BTX. Non-qualifying
alarms are logged as “received” and then discarded. BTX provides the user-interface to associate Hanwha Road Al cameras with XProtect
cameras.

3.1. Configure the BWL to receive Hanwha Road Al device data

Open the BWL as a Desktop application (RUN AS ADMINISTRATOR).
- C:\App-Techs\BTX\Third-party\HttpBTXWebhookListener\HttpBTXWebhookListener.exe

Go to the “Settings” tab.
Enter the preferred device listening port and URI “tail”. The default port is 2234 followed by “/BTX/”.

Check your IP network settings, firewall, and subnets to make sure data sent from the camera can be received by the BWL.

/1 BTX Http Plate Recognizer — O X

Hitp Listener Configuration Settings History About html message

Save Settings . Auto Start Send to TCP Output Require Uri Match |Process 'ParkPOW'and JSON v l

HTTP Listener Prefix: [nttp:R(+:2234/8Tx/ ) |
S —

Click “Save Settings.”
3.2. Configure connection to the BTX (Bridge-to-XProtect)

In the “Output to BTX” section, enter the IP address of the server where BTX is installed (typically 127.0.0.1. Default BTX port is 7227).

TCP Qus

s 'Reader:' should be set to "ReadLine (CRLF)"

Click Save Settings.
The BWL is now configured to receive Road Al plate detections and pass formatted detection data to BTX.
3.3. Configure License Plate Lists
Go to the BWL “Configuration” tab.
Users have three options to enter or select which plate detections will be forwarded to BTX.
1)  Use the table to manually enter license plates of interest.

a.  Use the “Plate Number” column to enter the plate number. Enter the license plate number as a simple character string;
do not include any dashes or spaces. The “Plate Number” field is not case-sensitive, so use either upper or lower cases.
Use the “Description” column to define a plate list.

b.  Use the “Import ‘blacklist.in’ button to import a csv file with a pre-configured list of license plates. To import, modify
the BlacklistPlates.csv file with a list of plates, located in the directory: c: \app-techs\BTX\Third-
party\HttpBTXWebhookListener.

c.  Check the “AllPlatesAsActive” checkbox to send ALL detections to BTX. Plates not on the list will be reported as:
“not_in_list”.
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/] BTX Http Plate Recognizer

P

reqnmvehdemakecolor
thuhonzed_vmde | regioMmyehicle make color
e region vehicle make color
" & |idg5840 Employee_Vehicle | region.vehicie make color
B2 |hws2ss Employee_Vehide |region.vehicie make color
"2 nas Employee_Vehice | region.vehicle make color
"B |kye79% Employee_Vehicle |region.vehicle make color
B2 |bo7539 Employee_Vehicle region.venicie make colo
M |mcbss24 Employee_Vehicle region.vehicle make color
" |hb2sie Employee_Vehicle [ region.vehiciemake.coke
"2 512 Employee_Vehicle [region.vehicie make.color
| M ‘&6009 d&ployee_Vdido | region.vehicle make color
. O

Click Save “Settings”.
3.4. Run the BTX HTTP Webhook Listener (“BWL)”

After configuration, you can begin listening for license plate messages by going to the “Http Listener” tab and clicking the “Http Listener:
Start Button”.

/1 87X Hittp Plate Recognizer
W History About html message
@ Fplstener Star | ) savedustipg |
.

D —

The === Listening...” message in the log window will indicate if the BWL if your configuration is correct, and that the software is
listening for incoming messages.

[ Logtofie | View | Logdays:[30 |[CDatatoBTXfrotlog) ~| [ Clearlogon Stat

- iniFile OPENING: "C:\App-Techs\BTX\Third-party\Http BTXWebhook Listener\Plate Recognizer.ini"
Erates ATTENTION “*** JSee_ConfigTab, NEEDS.TO.BE.ZEROJis now 0]: ... Send 200 /XTimes

g //+2234/BTX)
: === Listening...

If you receive an error message, check your firewall settings and permissions to make sure the BWL can listen on the configured port.
3.5. Auto-start the “BWL” Listener to run as a Scheduled Task

To automatically begin listening for incoming message when the BWL program starts, go to the “Settings” tab and check the “Auto Start”
checkbox. Click “Save Settings”.

The BWL will now automatically start listening for incoming messages when the desktop application is open, or when the Windows
Scheduled Task is executed (such as when the server / system starts).
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4. Configure Hanwha Road Al Cameras

Individual devices require a one-time configuration to send plate detection data to the “BWL”. Log-in to the camera web UI and access the
Road AI Open Platform software.

Go to:
a. Camera “Settings”.
b. Choose “Open platform”.
c. Choose “Go App”.
d. (Make sure the Road Al software is activated / running).
e. Navigate to Road Al "SETTINGS” tab.
f.  Scroll down to “Integration options”.
g.  Check the “JSON via HTTP(S) integration” checkbox.
h.  Enter the http address for the “WBL” listener. The IP address is where the “WBL” resides. Be sure to include the port and tail.
i.  Choose the image type that will embedded in the XProtect Smart Client alarm record.
j-  Indicate a Camera ID. This will be used in BTX to associate this camera camera with Milestone XProtect devices. Each Road Al
device should have its own distinct name entered in this field.
k. Be sure to “Save Settings”
(= C O 8 w ® & =
WiseNeT ! a. PNB-AS001LP admin (D
= Baic ¢ Open platform
+ rrz <
= video & Audio < Version : 3.60_210106
& Network ¢ Application manager
A Eyent < No. © Application name o Status * Setup %
O Analytics < Priority
[ system < d

. @ Low Medium
WisenetRoadAl
Installed date : 2023-01-31 T 16:55:41 High

Version :7.2.7.§ Auto start
Health
Uninstall Go App ,
H C. [v] Enable
Apply

Total: 1

WISEeNEeT Road Al EVENTS  NOTIFICATIONS  SEARCH  STATISTICS
Integration options

¥ JSCN via HTTP(s) integration

Destination LIRL: Geo Latitude:

http://10.16.1.134:2234/BTX/ 0

Send frame to cloud:

Camera ID: Geo Longitude: Send mode:

Wilow Ln PR 0 =
3 ]
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5. Test Camera Connectivity

Go to the “BWL” Configuration tab and check the “AllPlatesAsActive” checkbox. Click “Save Settings”. This will ensure that a camera

detection is sent, regardless of the detection read accuracy.

/1 BTX Hittp Plate Recognizer

Hitp Listener Configuration Settings History About html message
Blacklist Plates that are sent to Milestone

Import blacklist.in' | Expott blackistout'’{ | [ AlPlatesAsActive Js
Active Plate Number Description region,ve

» ABC-123 plate description region,vel
[ |htm5766 Unauthorized_Vehicle region.vet
=10 ane - — 2 .

Go to the “Http Listener” tab to view incoming detections.

Run a test detection to confirm network connectivity between the camera and the “BWL”.

A successful test will display the image snapshot from the camera, confirmation of data received, and an outbound message to BTX.

If unsuccessful, check your firewall settings and permissions, and rerun the test.

/1 BTX Hitp Plate Recognizer - [m] X
Http Listener  Configuration ~Settings History About html message
' HitpListener: Stop | | Savelustipg |

Image received

from camera

[ logtofie | View | Llogdays:[30 | [CDatatoBTXfotlog) v| [ ClearlogonStat [ Cre:

11:25:38: iniFile OPENING: "C:\App-Techs\BTX\Third-party\HttpBTXWebhook Listener\Plate Recognizer.ini"
11:25:38: **** ATTENTION **** [_]See_ConfigTab, NEEDS.TO.BE.ZERO[is now 0J: ... Send 200 /XTimes
11:25:38: Prefixes watting for ...

11:25:38: //+:2234/BTX/

aning,

11:26:34: i Client data content length: 107245 = 1
112554 eates otk T oo bordone———————21issssasyrs Data received
11:26:3;: [28]: rS)lerldi‘;}gi‘l;!lgl?;‘%o_;'lssg(Stauchx‘Je = 200): processed hook f
11:26:37: E s

2637 [A0] Plateld: HTMS766 : rom camera

1:26:37: [AQ]: Sent+o-BTX: <DATE><TIME><RoadAl_not_in_list><Willow Ln LPR><XP:Tag:US-PA,.SUV,Subaru-
orester, SILVER><XP:Location:HTM5766><XP:CategoryName not_in_list><[picture sent to BTX as CDATA]>|

WDetection data relayed to BTX
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6. HTTP BTX Webhook Listener “BWL” Deployment

With a successful test, configure all Road Al cameras to send data to the BWL. Based on preferences, update your license plate list as
specified in Section 3.3.

Optionally choose to enable / disable the “AllPlatesAsActive” checkbox.

e When enabled, the BWL will send ALL license plate detections to BTX. Plates not included on the “Configuration” tab table
will be sent to BTX as “not_in_list”.
e When disabled, the BWL will only send confirmed license plate matches to BTX.

Click “Save Settings”.

To run as a scheduled task, close the “BWL” desktop application. Start the Windows Scheduled Task.

To confirm the BWL listener is running and receiving detections, optionally check the log file(s) located in the following directory:
C:\App-Techs\BTX\Third-party\HttpBTXWebhookListener\

7| *BTXHttp-2023-09-25.log - Notepad - [m} X
File Edit Format View Help

11:25:32: StackTrace: at System.Net.HttpListener.AddAl1Prefixes()
at System.Net.HttpListener.Start()
at BTXHttp.MyHttpListener.do_HttpListener_Work(Object data) in C:
\VCS2019\BTXHttpPlateRecognizer\BTXHttp\MyHttpListener.cs:1ine 83

11:25:38: === Prefixes waiting for ...

11:25:38: http://+:2234/BTX/

11:25:38: === Listening...

11:26:34: [A0]: ======== Client data content length: 107245 ========

11:26:34: request.ContentType: multipart/form-data; boundary=--
21184998133775b5

11:26:37: [A0]: Sending.Response(StatusCode = 200): processed hook

11:26:37: [A0]: PlateId: HTM5766

11:26:37: ***** StartsWith: { (char)OxFF, (char)OxD8 } ##*#¥¥¥¥¥*[DEBUG.MESSAGE_2]
11:26:37: [A0]: Sent-to-BTX: <DATE><TIME><RoadAI_not_in_list><Willow Ln LPR><XP:Tag:US-
PA,SUV, Subaru-Forester,SILVER><XP:Location:HTM5766><XP:CategoryName:not_in_list><[picture
sent to BTX as CDATA]>|

7. Configure Bridge-to-XProtect (“BTX”) to Integrate Road Al detections with Milestone XProtect

Refer to the BTX User Manual for instructions on associating Hanwha Road Al detection events with XProtect cameras and sending events
and alarms to Milestone XProtect.

The BTX User Manual can be found in the following directory:

- C:\App-Techs\BTX\doc
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8. Software Settings

8.1. Http Listener Tab

Http Listener: Start / Stop (Toggle) — Start and stop the BWL from actively
listening to incoming messages.

HttpListener: Start Savelust)pg
SaveJust.Jpg Button — Export current on-screen jpg as a file, saved in the
BTXHttpWebhook List.
Log to file View Log to file (checkbox) — Default is checked. Log data transactions into the log

files. If unchecked, log files will not be created for diagnostic purposes.

View (Button) — View today’s log file.

Log days (text) — Set archive duration for BTX log files.

Log days: |30

[ e

_Data to BTX (not Log)

Datato BTX {not Log)
CDatato BETX and Log

CDATA to BTX (not log) — Default setting is “CData to BTX (not log)”.
CDATA is base64 image data. Choose “CDATA (ignored)” to not send image
CDatato Log {not BTX) data to XProtect. Unless running diagnostic tests on a temporary basis, it is NOT
CData recommended to LOG CDATA, since it results is very large log files and can
IGToE ======== slow integration performance.

data content length:

|:| Clear |.;:.g on Start Clear log on Start (checkbox) — Default is unchecked. This will delete previous
data collected in the log file prior to the start of the program. Uncommon; used in
certain testing situations.

8.2. Configuration Tab

Import ‘blacklist.in’ (Button) — Import *.csv file with pre-populated plate
numbers and list.

Import blacklist.in® Export blacklist out”
Export ‘blacklist.out’ (Button) — Export current plate lists as a *.csv file.

] AllPlatesAsActive (checkbox) — Default is unchecked. Optionally choose to
AllPlatesAsfctive I:l Json to Notepad send ALL plate detects to BTX. Plates not currently assigned to a list will be
reported as “not_in_list”

Json to Notepad (checkbox) — Default is unchecked. Optionally save incoming
detection data as a JSON file. For diagnostic purposes only.

Active  Plate Mumber Description region, wvehicle make color
b Im5 766 Unauthorzed_Vehicle region wehicle make color

Active Toggle (checkbox) — Toggle a plate number entry row on or off. Inactive rows will not be sent to BTX.
Plate Number (text field) — Enter license plate number here as a text string. Case sensitivity not required. Remove any spaces or dashes.
Description (text field) — Define the license plate List Name in this field.

Region,vehicle,make,model (text field) — Control which metadata fields are sent to BTX. Default is all fields.
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8.3. Settings Tab

Save Settings Save Settings (button) — Save current configuration.

Auto-start (checkbox) — Default is checked. Auto-start listener for license plate
detections. If running as a Task, this box MUST be checked to receive plate

Auto Start Send to TCP Output

detections.

Require U Match Send to TCP Output (checkbox) — Default is checked. A checked button
enables detected events to be sent to BTX. If unchecked, detections will not be
forwarded.

HTTP Listener Prefix: |http://+:2234/BTX/

HTTP Listener Prefix: Specify receiving address for incoming plate detection

data.

TCP Output to BTX
TCP Output to BTX — Specific BTX network address.

IP Address: |10.11.11.150 P P

Part: 7227
BT Aam date: | LUse BT p BTX Alarm Date — Choose which time to send to BTX. Option is to forward

X Alam date: | se BTX system date > event time as reported by the device; or, optionally choose to ignore device time
and substitute system time.

Markup (bounding boxes) inthe snapshot  [ll| Color | Pen Width: Markup (bounding boxes) in the snapshot (checkbox) — Default is checked.
BWL includes the option to draw a bounding box around the detected license
plate. Optionally select to include or omit bounding boxes in the snapshot image
sent to Milestone XProtect.
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9. Legal

9.1. Surveillance Privacy

Always use discretion when installing video and / or surveillance equipment especially when there is perceived privacy, or an expectation
of privacy. Inquire regarding federal, state and / or local regulation applicable to the lawful installation of video and / or audio recording or
surveillance equipment. Party consent may be required.

9.2. Disclaimer

Copyright © 2023 App-Techs Corp., First Edition, First Printing: September 2023.

All rights reserved. No part of this publication may be stored in a retrieval system, transmitted in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise without the prior written permission of App-Techs, Corp. This document is printed in

the United States of America.

Spotlight™, BTX™, BIX™, Latest Alarm™, and the App-Techs are trademarks of App-Techs, Corp. All other trademarks, trade names,
company names and product names contained in this document are registered trademarks or trademarks of their respective owners.

App-Techs has made every effort to provide accurate and reliable information. However, App-Techs does not warrant that the contents of
this document will meet your requirements; or that the operation of your system will be uninterrupted or error free before, during or after
execution of any instructions; or that the content itself is in fact accurate or reliable.

In no event will App-Techs be liable to you for any damages, including any lost profits, lost savings or other incidental or consequential
damages arising out of the use or inability to use the contents of this document, even if App-Techs has been advised of the possibility of

such damages, or for any claim by any other party.

App-Techs Corp. reserves the right to make adjustments to this document without prior notification.
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