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1 Introduction
1.1 Purpose
This installation manual explains how to configure Milestone XProtect Corporate for T.react
CIP installations.
1.2 Scope
This manual is part of the overall T.react CIP system installation flow described in the main
installation manual (see [INMMAIN] or [INMENTR] depending on the T.react CIP system to
install).
This document describes the basic configuration of Milestone XProtect Corporate 2020 R1 in
a T.react CIP installation.
The procedures described in this document apply to both virtual and physical server
installations.
It is assumed that the reader has a basic knowledge of Milestone XProtect Corporate and
Windows operating systems.
Note: The steps in this manual are describing the configuration of Milestone XProtect
Corporate 2017 R3 but apply also to Milestone XProtect Corporate 2020 R1.
1.3 Application
This document is intended for T.react CIP installation personnel.
2 References
Ref. Doc. No. Title
[INMMAIN] 751606-HI T.react CIP Single-Server Installation Manual
[INMENTR] 1410438-HI  T.react CIP Entry-Level Installation Manual
[INMO7] 1034668-HI  T.react CIP Installation Manual 07 - Milestone XProtect
Corporate Management Server (Redundant)
[INMOS8] 1034669-HI  T.react CIP Installation Manual 08 - Milestone XProtect
Corporate Recording Server (Redundant)
[INMO9] 1086404-HI  T.react CIP Installation Manual 09 - Milestone XProtect
Corporate Single Server
[MILESTONE] 768221-QD MilestoneXProtectCorporate_Administrators_Manual_en
-Us
3 Definitions
Term Definition
AD Active Directory (Microsoft)
CIP Critical Infrastructure Protection
CPU Central Processing Unit

The use and/or disclosure, etc. of the contents of this document (or any part thereof) is subject to the restrictions referenced on the front page.
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Term Definition
fps frame per second
VMS Video Management System

4  Structures

All illustrations in this document are associated with the numbered bullet above the

illustration.

The following writing styles are used in the document:

Text in program

Text found in program being described (typically shown on related
illustration) — bold text

Button Button in program being described (typically shown on related
illustration) — bold + italic text
Key Keyboard key to be entered — italic text

User entry

Text to entered by the operator — bold + Courier New text

5 Prerequisites

¢ Milestone XProtect Corporate Management Server(s) and Recording Server(s) installed
on one or several Windows Servers (see [INM09] or [INMO7] and [INMO08]).

e Cameras added to the desired Recording Server(s) in Milestone XProtect VMS

The use and/or disclosure, etc. of the contents of this document (or any part thereof) is subject to the restrictions referenced on the front page.
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6 Configuration of cameras in Milestone

1. Open the Milestone Management Client and connect to the Milestone Management
server (here SRVMGT)

Milestone XProtect®
MANAGEMENT CLIENT 2017 R3

Computer:

|3wrngt |v|

Authentication:

IWinduws authentication (current user) - ]

Domain: TREACTCIP

Llzer name:
TREACTCIP\cipdomainadmin

Password:

Remember passwaord

Connect

6.1 Motion detection (optional)

Motion detection on the cameras is not relevant in Milestone since recording is controlled by
events sent from T.react CIP to Milestone (see chapter 7), and to improve server (CPU)
performance, motion detection should be disabled for all cameras.

The use and/or disclosure, etc. of the contents of this document (or any part thereof) is subject to the restrictions referenced on the front page.
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2. Disable Motion detection. Select Recording Servers on left pane, expand Recording
Server (here placed in a Windows Controller domain and called
SRVREC.treactcip.com), expand camera on which motion detection should be disabled,
select Motion tab on Properties pane (right) and uncheck Motion detection.

@ Milestone XProtect Management Client 2017 R3 - a x

File Edit View Action Tools Help

H 9 g ® B} Action-

Site Navigation + # % ||Recording Server ~ 1 [|Properties -7
E G SRVCLT- (1133) ~ || & AF Recording Servers

= {3 Basics = ] SRVREC treacteip.com [ Motion detection
] License Information {3 %0Vision HD_PREDATOR (10.0.0.124) Hardware acceleration
I st e -

=275 Remote Connect Services S AAR - 138 - A0S Q6044
(55 Axis One-click Camera Connection g AXIS QE044-E PTZ Dome Network Camera (10.0.0.138) - Metadata 1

=) Servers {3 AXIS Q6T14-E PTZ Dome Network Camera (10.0.0.140) Mation preview
£ Recording Servers {3 AXIS Q7424-R Mk Il Video Encoder (10.0.0.151)
] Failover Servers (D SightSensor NSS0 Camera (10.0.0.141)
1] Mobile Servers (D SightSensor NS195-600 Camera (10.0.0.142)

5P Devices {3 VIVOTEK SD83X3 (10.0.0.130)
% Cameras
# Microphones R v
Q@ Speakers < > | @ nfo § Settings [3 Streams @ Record - Mation +§* Fresets §¥ Patrollir < -2
B Metadata
o Input Preview -~ B X
) Output Recording: 1280x720 6K3

=53 Client
FH Smart \wall
£ View Groups
£2 Smant Client Profiles
£ Management Client Profiles s s
3 Matrix

(B Rules and Events
[E] Rules
Time Profiles

Netification Profiles
R User-defined Events
¥ Analytics Events
Wy Generic Events
B efgl Security
LN v
< >

Site Navigation | Federated Site Hierarchy

AAR - 138 - AXIS Q8044

3. Repeat step 2 for all cameras

6.2 Recording framerate

The live framerate (as presented in the Milestone Smart Client) is the framerate provided by
the camera. Changing framerate on the camera will change live framerate. Recording
framerate differs from live framerate and depends on the stream format. For MJPEG
streams, it is possible to set recording framerate to any value equal to or lower than the live
framerate, while it for MPEG4/H.264/H.265 streams is only possible to set recording
framerate to either live framerate or keyframes (typically 1 fps). Here it is important to
observe the difference in MJPEG video streams and MPEG4/H.264/H.265 video streams.
Where in general, an MJPEG camera will be able to initiate a new stream with a different
frame rate very fast, this is not the case with MPEG4/H.264/H.265 cameras — a change in
the live frame rate of a MPEG4/H.264/H.265 camera will result in a pause in live images and
recording. l.e. for MJPEG cameras, recording framerate can be increased by increasing the
live framerate, while this is not a viable option for MPEG4/H.264/H.265 cameras where
recording framerate will be either the current live framerate or keyframes.

In the T.react CIP system, videos will always be presented at full framerate (as configured in
Milestone), while recording framerate will be controlled by T.react CIP, by use of Milestone
events. Default live and recording framerates are configured as described next, while change
of framerate is configured as presented in Section 7.

The use and/or disclosure, etc. of the contents of this document (or any part thereof) is subject to the restrictions referenced on the front page.
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6.2.1 JPEG video stream

4. Expand camera on which to set JPEG video stream, select Settings tab on Properties
pane (right), find JPEG Video Stream and set default Frames per second (here 25).
Save.

< Milestone XProtect Management Client 2018 R3 - [m] X

File Edit View Action Iools Help

H9eef
Site Navigation ~ ® X ||Recording Server + 1 ||Properties -
= § SRVCIP-(12.39) || =) Recording Servers
{1 Basics =H] srvREC
& icense Information () 360Vision HD_PREDATOR (10.0.0.134) Resolution 1920x1080 ~
Site Information {3 360Vision HD_PREDATOR (10.0.0.135) Strearming method RTP/RTSP/TCP
= L} Remete Connect Ser (I 360Vision HD_PREDATOR (10.0.0.136) v Video stream 3
& “emate D"”" f kg"‘”‘ . (23 AXIS Q6114-E PTZ Dome Network Camera (10.0.0.140) - Media profile JPEG_L1S3
B /s One-clckc Carmera Co {2 AXIS Q7424-R Mk Il Video Encoder (10.0.0.151) Codec JPEG
20 servers 3 BOSCH VIP X1 XF E (10.00.161) | Famssparsscord __________________EJ]
1)) Recording Servers {3 DirectShow Virtual Video Server (0.0.0.1) Keep Alive type Defaut
& Failover Servers {2 SightLogix SightSensor NS9O Intelligent Ne (10.0.0.141) Mandmum bt rate (kbit/s) 20000
] Mobile Servers (@) SightLogix SightSensor NS195-600 Intellige (10.0.0.142) WMutticast address 0000
5T Deviees () Silent Sentinel - BOSCH DINION IP starlight 000 MP {10.0.0.160) Muficast force PIM-SSM No
@ C &% SSL Daylight 500 (.160) Muficast port 60030
) Mamer:s BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Microphone 1 Mutticast time to live 64
feraphones BOSCH DINION IP starlight 8000 MP {10.0.0.160) - Speaker 1 Qualty 100
Q Speakers g, Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Metadata Resolution 19201080
& Metadata o BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 1 Streaming method RTP/RTSP/TCP -
o Input «ofg BOSCH DINION IP sterlight 000 MP (10.0.0.160) - Input 2
¢ Output </ BOSCH DINION IP stzrlight 8000 MP (10.0.0.160) - Input 3 M e e AT .
=22 Client g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input & v
B Smert Wall < > [ @ nfo g3 setiings [F Sreams @ Record & Motion @) FisheyeLens T Events L Client B Privacy masking
3 View Groups Preview - R X
&2 Smart Client Profiles Live: 1920x1080 245KB
§2 Management Client Profile
i) Matrixc
- Rules and Events K=
Rules ade
®) Time Profiles

[ Netification Profiles
R User-defined Events
W Analytics Events
By Generic Events
Eeffl Security
P Roles
£ Basic Users
=@ System Dashboard
[] Current Tasks

< >

Site Mavigation

SSL Daylight 500 (160)

5. Select Streams tab and set Stream to JPEG Video Stream from bullit 4. Ensure that
Live Mode is set to Always, and Default and Record are checked. Save.

& Milestone XProtect Management Client 2018 R3 - [m] X

File Edit View Action Tools Help

H9 Qe
Site Navigation ~ & X [|Recording Server « 2 |Properties - e
g SRVCIP- (12.3) ~ || =57 Recording Servers
o0 Basics £ 5] SRVREC Stream information
{E] License Information (3 360Vision HO_PREDATOR (10.00.134)
Site Information g ;gg&s"’” :g—zgggﬁg; E:g g g Eg Stresm Name Live Mode Default | Record | Remote Recordi
. ) i ision HD_PREDA 1 —
78 Fema CDcrmec‘.t iegnces . XI5 G 1.£ P12 Dome Hetwork Camere (100.0.120) y Videostream3 || Video stream 3 Avys 5
(B Ads One-dlick Camera Co (33 AXIS Q7424-R Mk Il Video Encoder (10.0.0.151) yg‘mt@"‘;
S Servers {0 BOSCH VIP X1 XF E (10.0.0.161) e
1)) Recording Servers (&) DirectShow Virtual Video Server (0.0.0.1)
%] Failover Servers {3 SightLogix SightSensor NS90 Intelligent Ne (10.0.0.141)
@] Mobile Servers {2 SightLogix SightSensor NS195-600 Intellige (10.0.0.142)
TP Devices () Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160)
= Camerss & S5 Do SO0 160)
P Mirophores BOSCH DINION IP sterlight 8000 MP (10.0.0.160) - Microphone 1
P BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Speaker 1
@ Spesters g Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Metadata
& Metaats /g BOSCH DINION IP starlight 2000 MP (10.0.0.160) - Input 1
oo Input t{* BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 2
Q Ouput ofg BOSCH DINION IP starlight 000 MP (10.0.0.160) - Input 3
= Client ofg BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 4 v ek Delete v
Smart Wall < > &) info €7 Settings [ sweams @ Record & Motion (@) Fisheye Lens & Events ] Client [ Privacy masking
£3 View Groups Preview = - x
£ Smart Client Profiles Live: 18201080 243K5
2 Management Client Profile
Matrix
- Rules and Events
Rules
Time Profiles

[ Neification Profiles
R User-defined Events
® Analytics Events
B Generic Events
=) Security
P Roles
£ Basic Users
= @) System Dashboard
] Current Tasks

< >

v

Site Navigation  Fed Site Hierarchy 5L Daylight 500 (160)
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6. Select Record and set default JPEG recording framerate in Recording frame rate |
JPEG: (here 5 FPS). Save.

File Edit View Action Tools Help

HY o=a

Site Navigation -3 x

4 Milestone XProtect Management Client 2018 R2

Recording Server

g3 SRVCIP- (1232)
{13 Basics
[ License Information
Site Information
{54 Remote Connect Services
[ Axis One-click Camera Co
[0 servers
1)) Recording Servers
%] Failover Servers
0 Mobile Servers
%P Devices
< Cameras
# Micraphones
- @ Speakers
@ Metadata
oo Input
Q) Output
- Client
Smart Wall
View Groups
2 Smart Client Profiles
§2 Management Client Profile
-G Matrix
(B Rules and Events
Rules
() Time Profiles
-] Neification Prafiles
R User-defined Events
¥ Analytics Events
T Generic Events
ol Security
@ Roles
8 Basic Users
® System Dashboard
[] Current Tasks
< = - >

~ | =AY Recording Servers

= H]J sRVREC

{3 380Visien HD_PREDATOR (10.0.0.134)
() 360Vision HD_PREDATOR (10.0.0.135)
(G 60Vision HD_PREDATOR (10.0.0.136)
{3 AXIS Q6114-E PTZ Dome Network Camera (10.0.0.140)
() AXIS Q7424-R Mk Il Video Encoder (10.0.0.151)

{2 BOSCH VIP X1 XF E (10.0.0.167)

(&) DirectShow Virtual Video Server (0.0.0.1)
s} (2 SightLogix SightSensor NS0 Intelligent Ne (10.0.0.141)

{D) SightLogix SightSensor NS195-600 Intellige (10.0.0.142)

E1{Z Silent Sentinel - BOSCH DINION IP starlight 2000 MP (10.0.0.160)

% SSL Daylioht 500 (.1€0)

BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Microphone 1
é BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Speaker 1
Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Metadata
‘e BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 1
+ofg BOSCH DINION IF starlight 8000 MF (10.0.0.160) - Input 2
o’g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 3
‘e BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 4

>

Properties
Recording settings
Recordng
Record on related devices

‘Stop manual recording after

Pre-buffer

Location Memory

Time:

Recordng frame rate
JPEG

MPEG-4/H.264/H.265:

<
@ info B Settings [ Strezms @ Record ¢ Motion (@) Fisheye Lens & Events 53 Client &8 Privacy masking

53 minutes

314 seconds

W Frs
Record keyframes only

v
>

Preview

~

Site Navigation F Site Hierarchy

Live: 1920x1080 248KE

SSL Daybght 500  150)

-3 X

L |
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6.2.2 MPEG4/H.264/H.265 video stream

7. Expand camera on which to set MPEG4/H.264/H.265 video stream, select Settings tab
on Properties pane (right), find MPEG4/H.264/H.265 Video Stream and set default
Frames per second (here 25). Save.

4 Milestone XProtect Management Client 2018 R3 o X
File Edit View Action Tools Help
H92 gef
Site Navigation + & X |Recording Server + 7 ||Properties - q
£ §) SRVCIP- (1232) ~ | © B Recording Servers
{10 Basics £ SRVREC
] License Information (3 360Vision HD_PREDATOR (10.0.0.134) v General -
Sits Information (3 260Vision HO_PREDATOR (1000.135) Brightness 50
[} Rermote Connect Servies 51 (5 360Vision HD_PREDATOR (10.0.0.135) Contrast 50
I s One-click C c (23 AXIS Q6114-E PTZ Dome Network Camera (10.0.0.140) Saturation 50
(55 Axis One-click Camerz Co [#() AXIS Q7424-R Mk Il Videa Encoder (10.0.0.151) ~ Video stream 1
= Servers (2 BOSCH VIP X1 XF E (10.0.0.161) - Media profile H264_L1S1
Recording Servers {2 DirectShow Virtual Video Server (0.0.0.1) Codec H264 Main Profile
&) Failover Servers (= SightLogix SightSensor NS90 Intelligent Ne (10.0.0.141) 25
] Mobile Servers (s} (2) SightLogix SightSensor NS195-600 Intellige (10.0.0.142) Keep Aive type. Defauit
52 Devices E1 (3 Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) Mascframes between keyframes %
@ Cameras 5% SSL Daylight 500 (.160) Maxcframes between keyframes mode Default (dstemined by drver)
P Microphones BOSCH DINION IP sterlight 8000 MP (10.0.0.160) - Microphone 1 Mascmum bt rate (kbit/s) 12000
o ¢ BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Speaker 1 Muticast address 0.0.00
@ speskers %% Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Metadats Muticast force PIM-SSM No
& Metadats o BOSCH DINION IP starlight 3000 MP (10.0.0.160) - Input 1 Muticast port 60010 ¥
oo Input 3 BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 2
Q Output o3 BOSCH DINION IP starlight 8000 MF (10.0.0.160) - Input 3 e e TR R .
=52 Client g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input £ v
BB Smert Vel < > | @ info §B setiings [J Sreams @ Record : Motion @ FisheyeLens T Events L Client B Privacy masking
3 View Groups Preview ~ax

£2 Smart Client Profiles
£ Manzgement Client Profile
3 matrize

-3 Rules and Events
Rules
@) Time Profiles
[ Netification Profiles
R User-defined Events
¥ Analytics Events
R Generic Events

el Security
P Roles
8 Basic Users

1@ System Dashboard
[] Current Tasks

< = - >

Live: 1920x1080 249KB

Site Navigation S5L Dayligh: 500 {160)

8. Select Streams tab and set Stream to MPEG4/H.264/H.265 Video Stream from bullit 7.
Ensure that Live Mode is set to Always, and Default and Record are checked. Save.

4 Milestone XProtect Management Client 2012 R3

o X
File Edit View Action Tools Help
HY go*H
Site Navigation ~ @ X ||Recording Server ~ 1 ||Properties -1
£ g2 SRVCIP- (1232) ~ || & & Recording Servers
& D Basics =) [:!j SRVREC Stream information
&) License Information (3 360ision HO_PREDATOR (100.0.13¢)
Site Information 8 o E:g o 133 Stream Neme Live Mode Default | Record | Remote Recordi
. = ision HD_PREDA .00. —
=1 Remote CDunnec‘.t iegﬂoes . XIS 1.6 P12 Dome Netwerk Camers (100.0.120) vy Videostream 1 |v | Video stream 1 Hvys v
(B Axis One-click Camera Co () AXIS Q7424-R Mk Il Vides Encoder (10.0.0.151)
2 Servers {22 BOSCH VIP X1 XF E (100.0.161)
Recording Servers {2 DirectShow Virtual Video Server (0.0.0.1)
] Failover Servers (3 SightLogix SightSensor NS0 Intelligent Ne (10.0.0.141)
@] Mobile Servers {2 SiohtLogix SightSensor NS195-600 Intellige (10.0.0.142)
5% Devices () Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160)
0 Cameras &7 SSL. Daylight 500 ( 160)
P Microphones BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Microphone 1
v BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Speaker 1
@ Speskers & Silent Sentinel - BOSCH DINION IP starlight 2000 MP (10.0.0.160) - Metadata
& Metadats g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Inpct 1
oo Input g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 2
) Output o BOSCH DINION IF starlight 8000 MP (10.0.0.160) - Input 3
= Client g BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 4 v A Nelete v
Smart Wall < > €D info &3 Settings [ sieams @ Record 7 Motion (@) Fisheye Lens ¢ Events [J Client [HE Privacy masking
3 View Groups Preview - %X

£2 Smart Client Profiles
2 Management Client Profile
Matrix

=Bk Rules and Events -y, -
Rules ’
Time Profiles
[ Neification Profiles
R User-defined Events
® Analytics Events
B Generic Events

=) Security
P Roles
£ Basic Users

@) System Dashboard
] Current Tasks

< = - >

Live: 19201080 251KB

-

Site Mavigation  F: Site Hierarchy

SSL Daylight 500 .160)
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9. Select Record and check Record Keyframes only in Recording frame rate | MPEG-
4/H.264/H.265:. Save.

@ Milestone XProtect Management Client 2018 R3 - o X
File Edit View Action Tools Help
HY o=a
Site Navigation ~ & x ||Recording Server « & ||Properties -z
5§ SAVCIP- (1233) ~ | =AY Recording Servers ~
“g Basics Egal] SRVREC Recording settings
[ License Information (T 360Visien HD_PREDATOR (10.0.0.134) Recording
Site Information © (3 360Wision HD_PREDATOR (10.00135) )
{5, Remots Connect Services (G 60Vision HD_PREDATOR (10.0.0.136) Record on related devices
" i (23 AXIS Q6114-E PTZ Dome Network Camera (10.0.0.140)
8 #ois Onedlick Camora Co () AXIS QT424-R ik || Video Encoder (10.0.0.151) Stop manual recording afer 52| minutes
@ Servers {3 BOSCH VIP X1 XF E (10.0.0.167)
1fJ) Recording Servers {3 DirectShow Virtual Video Server (0.0.0.1) Prebuffer
-] Failover Servers () SightLogix SightSensor NSS0 Intelligent Ne (10.0.0.141)
@] Mobile Servers () SightLogix SightSensor NS195-600 Intellige (10.0.0.142) Location Memary i
E1{Z Silent Sentinel - BOSCH DINION IP starlight 2000 MP (10.0.0.160) =
@:’r:smas T B Time: 31%] seconds
P Micrshores é BOSCH DINION IP steriight 8000 MP (10.0.0.160) - Microphone 1
BOSCH DINIOH IP stariight 8000 MP (10.0.0.160) - Speker 1 Recording frame rate
<@ Speakers % Silent Sentinel - BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Metadata JPEG | 50052
& Metsdata ol BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 1
oo Input g BOSCH DINION IF starlight 8000 MP (10.0.0.160) - Input 2 RUEE LA Tl T
) Output o BOSCH DINION IP starlight 8000 MP (10.0.0.160) - Input 3 v
-8 Client e BOSCH DINION IP stzriight 8000 MP (10.0.0.160) - Input 4 e >
Smart all < > || @ info §BSettings [ Stresms @ Record 7 Motion @ Fisheyelens § Events G Client [ Privacy masking
View Groups Preview -3 X
{3 Smart Client Profiles Live: 1920x1080 248KE
§2 Management Client Profile
-G Matrix
(B Rules and Events
Rules
() Time Profiles
-] Neification Prafiles
R User-defined Events
¥ Analytics Events
T Generic Events
ol Security
@ Roles
8 Basic Users
® System Dashboard
[ Current Tasks v
< = - >
Site Navigation F Site Hierarchy SSL Daylght 500 (160)

L |
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7 Milestone Rules and Events — Always Record configuration

NB. For a system with a large number of cameras or off-shore where it is unlikely the camera
record anything of interest unless assigned to event, see chapter 8.

Milestone events and rules may be used to control Milestone recording settings from external
software (e.g. the T.react CIP system).

In the following sections, Milestone XProtect VMS is set up to continuously record on all
cameras at low framerate by default and to increase the framerate when an external event is
received (from the T.react CIP system, when an offending object is detected and followed by
a camera).

7.1 Always record rule

The Always Record rule will force all cameras to continuously record video.

1. Open the Milestone Management Client and connect to the Milestone Management
server (here SRVMGT)

Milestone XProtect®
MANAGEMENT CLIENT 2017 R3

Computer:

‘ srvmgt | - |

Authentication:

[Windcws authentication (current user) ]

Domain: TREACTCIP

User name:
TREACTCIP\cipdomainadmin

Password:

Remember password

Connect
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2. Right-click Rules in Site Navigation pane and select Add Rule ...

ﬂ Failover Servers

----- ﬂ Mokbile Servers
%2 Devices

-5 Cameras

- & Microphones
@ Speakers
* Metadata

o Input

(: Output

=+ Client

B Smart Wall
B3 View Groups
Q Smart Client Profiles

Matrix
[ Rules and Events

E Management Client Profiles

@ Time (B Add Rule.

Ctrl+N —|

B Notifid 2 it Rule...

Ll .
‘Q == @ Delete Rule

E ,-:mam
Gene Fename Rule

=) Copy Rule...
< (5l Validate Rule

Del

Site Navigation Fed 8 yijidate All Rules <

ol _____F .

-

@
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3. Name the new rule Always Record, select Perform an action in atime interval and

click Next

Manage Rule

MName: Always Record

Description:

Active:

Select the rule type you want to create

Step 1: Type of rule

() Perform an action on <event>
[O) Perform an action in a time interval

Edit the rule description (click an underlined item)

Perform an action in a time interval

Help Cancel

Einish

4. Select Always and click Next

Manage Rule

Name: Always Record
Description:

Active:

Select conditions to apply

Step 2: Conditions

['within selected time in <time profile=
[]Outside selected time in <time profile>

[ Day of week is <day>

[]\wfithin the time peried <start time to <end time=

Edit the rule description (click an underlined item)

Perform an action in a time interval
always

Help

2

ncel

Finish
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5. Select Start recording on <devices> and click recording device

Manage Rule - O X
Mame: Always Record
Description:
Active:
Step 3: Actions
Select actions to perform
Start recording on <devices> ~

[] Start feed on <devices>

[ Set <Smart Wall» to <preset=

[] Set <Smart Wall> <menitor> to show <cameras>

[ Set <Smart \wall> <monitor> to show text '*message>’

[[] Remaove <cameras > from <Smart \/all= monitor <monitor:

[ Set live frame rate on <devices>

[] Set recording frame rate on <devices:

[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>

[] Start patrolling on <device: using <profile> with PTZ <priority> W

Edit the rule description (click an underlined item)

Perform an action in a time interval
always

start recording immediately on recording device

Help Cancel < Back Next > Finish

6. Select all cameras, click Add and click OK

Select devices and groups .
Device Groups  Recording Servers Selected:
E1-0 Cameras m

L3 All cameras
L) AAR cameras
& Microphones
@ All Microphones
- e Speakers
Al Speskers
= ?%adata Add ’
g Al Metadata

4 Remove
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7. Click Next

Manage Rule

MName: Always Record
Descripticn:
Active:

Step 3 Actions
Select actions to perform

|| Start recording on <

[] Start feed on <devices>

[ Set <Smart Wall> to <preset>
[[] Set <Smart ‘Wall> <manitor> to show <cameras>

[[] Set <Smart Wall> <manitor> to show text '<message>’

[[] Remove <cameras: from <Smart WWall= monitor <menitors

[ Set live frame rate on <devices>

[] Set recording frame rate on <devices>

[ Set recording frame rate to all frames for MPEG-4/H.264/H 265 on <devices>
[ Start patrolling on <device= using <profilex with FTZ <priority>

Edit the rule description (click an underlined item)

Perform an action in a time interval
always
start reconding immediately on All cameras

Help Cancel = Back

Finish

8. Click Next

Manage Rule

Name: Always Record
Description:
Active:

Step 4: Stop criteria
Select stop criteria

(O Perform stop action when time interval ends
ions performed on rule end

Edit the rule description (click an underlined item)

Perform an action in a time interval
always
start recording immediately on All cameras

Perform an action when time interval ends

Help Cancel < Back

Finish

@
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9. Click Finish to create Always Record rule (recording should now start on all cameras)

Manage Rule — O *
Name: Always Record

Description:

Active:

Step 5: Stop actions
Select stop action to perform

Stop recording S
Stop feed

[ Set <Smart Wall> to <preset>

[] Set <Smart \wall> <monitor> to show <cameras>

[ Set <Smart Wall= <monitor: to show text <message:’

[ Remave <cameras: from <Smart Wall> monitor <monitor=
Restore default live frame rate

R ault recording frame rate

R ault recording frame rate of keyframes for MPEG-4/H.264/H 265

Resume patrolling W

Edit the rule description (click an underlined item)

Perform an action in a time interval

always
start recording immediately on All cameras

Perform an action when time interval ends
stop recording immediatehy

Help Cancel < Back Next >

7.2 Create framerate change events and rule

This section is based on the assumption that video streams are configured at full/max frame
rate for live viewing and a lower frame rate when recording (e.g. keyframes — typically 1 fps —
for H.264/H.265). A rule (and corresponding events) is created to set the recording video
framerate to full/max frame rate based on external input (from the T.react CIP system, when
the camera is allocated to an event). It is important to spell the events correctly as described
in this section.

Note: If for some reason a change in recording framerate is not desired, it is possible to
deactivate the corresponding rules(s) or simply not define these rules and events in
Milestone.
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7.2.1 Create events

1. To create new events, right-click User-defined Events in the Site Navigation pane and

select Add User-defined Event ...
Yy Yutput
=HEE Client
BR Smart wall
3 View Groups
{_‘? Smart Client Profiles
E Management Client Profiles
Matrizx
=@ Rules and Events
Fules
Time Profiles

9 Metification Profiles

A @ User-defined Events

% Analytics| ¥ Add User-defined Event..  Ctrl+N
Generic § % Delete User-defined Event Del
= Securit
E@ &, nﬂlip Rename User-defined Event F2
L4
o Refresh F5

Site Mavigation Fed EFE%

2. Enter the name (Normal recording) of this user-defined event and click OK

Add User-defined Event >

Enter name for user-defined event:

Mormal recondingl

| 0K | Cancel
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Create an additional event: High recordina
€ Milestone XProtect Management Client 2020 R1

File Edit View Action Tools Help

H9 oemn
Site Nawvigation » O X ||lser-defined Events - 1
=l SRVCIP - (20.1a) Events

(] Basics

§ High recording

E} Remote Connect Services Mormal recording

L:] Servers

@ Devices

@53 Client

E}[ﬁ Rules and Events
Rules

@) Time Profiles

[ Maotification Profiles
ﬂ Uszer-defined Events

7.2.2  Create High recording rule and bind it to High recording event

1. Create anew rule (see 7.1) called High recording rule

Manage Rule

Name: High recording rule|
Description:

Active:

Step 1: Type of rule

Select the rule type you want to create
[O)] Perform an action on <event>
() Perform an action in a time interval
() Perform an action on a <recurring time:

Edit the rule description (click an underlined item)

Perform an action on event
from devices/reconding server/management server

Help Cancel < Back Mext = Finish

@
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2. Select Perform an action on <event>, click event and select High recording user-
defined event

e — O *
| Name: High recording rule

Description;

Active:

Step 1: Type of rule
Select the rule type you want to create
()] Perform an action on <event>
() Perform an acticn in a time inte:
() Perform an acticn on a <recurri

Select an Event X

=3} Events
=) Hardware
%0 Devices

-\ Bxternal Events

. B8 Predefined Events

. Wy Generic Events

. % User-defined Events

Edit the rule description (click an uj Mermal recording

Perform an action on event ' Recording Sq.awers
from devices/recording serl | 1 X System Manitor
-3 Other

Cace
Help Cance < Back Text = Fiish
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3. Click OK and Next and select Day of week is <day>

Manage Rule — O *

Name: High recording rule

Description:

Active:

Step 2: Conditions
Select conditions to apply
['within selected time in <time profile>
[] Outside selected time in <time profile=
[J'within the time period <start time> to <end time>
Day of week is <day>
[ Eventis from <mation windaw:

Edit the rule description (click an underlined item)

Perform an action on High recording
from Extemal

day of week is days

Help Cancel < Back MNext = Finish

4. Click days and select all days

Name: High recording rule

Description;

Active:

Step 2: Conditions
Select conditions to apply
[J'within selected time in <time profile>
[[] Outside selected time in <{
[ within the time period <sta
Day of week is <day>
[[] Event is from <meticn wind

Select Days x

] Wednesday
Thursday
Friday
Saturday
Sunday

Edit the rule description (click

Perform an action on High reco Cancel

from Extemal
day of week is days

Help Cancel < Back Next > Finish
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5. Click OK and Next and select Set recording frame rate on <devices>

Manage Rule = O X
MName: High recording rule
Description:
Active:
Step 3: Actions

Select actions to perform

[ Start recording on <devices> "
[[] Start feed on <devices=

[ Set <Smart \Wall= to <preset>

[] Set <Smart Wall> <monitor: to show <cameras>

[ Set <Smart \wall> <monitor> to show text '<message>’

[] Remawe <cameras from <Smart \wWall> monitor <monitors

[] Set live frame rate on <devices>

Set recording frame rate on <devices>

[] Set recerding frame rate to all frames for MPEG-4/H.264/H.265 on <devices>

[] Start patrolling on <device> using <profile> with PTZ <priority= W

Edit the rule description (click an underlined item)

Perform an action on High recording

from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
=et recording frame rate on devices

to frames per second

Help Cancel < Back Mext = Finizh
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6. Click devices, select Use devices from metadata and click OK

Manage Rule

MName: High recording rule
Description:
Active:

- m}

s

Step 3: Actions
Select actions to perform

[] Start recording on <devices>
[] Start feed on <devices>
[] Set <Smart Wall= to <preset=
[ Set <Smart Wall> <maonitor> to show <cameras>
[ Set <Smart Wall> <maonitor> to show text '<message:"
[ Remove <cameras> from <Smart \Wall> monitor <monitor:
[ Set live frame rate on <devices=
et recording frame rate on >
[] Set recording frame rate to all frames for MREG-AiH T84 I0E an -d

[[] Start patralling on <device> using <profile> | Select Triggering Devices

Ede:the rule::lascrip‘til_c;nh[clickr:ln underlined itg ® Use devices from
Qrm an action on nigh recording .
e (D) Select devices

day of week is Monday, Tuesday, Wednesday, T|
set recording frame rate on devices

to frames per second

Cancel

Help Cancel < Back Next =

Finish

@

Page 22 of 46

7. Click frames per second, select recording framerate (here 25) and click OK

Manage Rule

MName: High recording rule

Description:
Active:

— O

X

Step 3: Actions
Select actions to perform

[[] Start recording on <devices>

[[] Start feed on <devices>

[ Set <Smart Wall» to <preset=

[ Set <Smart Wall> <monitor> to show <cameras>

[ 5et <Smart Wall> <monitor> to show text <message>’

[ Remove <cameras: from <Smart Wall> menitor <menitor>
[ Set live frame rate on <devices>

|| Set recording frame rate on <devices>

[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>
[ Start patrolling on <device> using <profilex with FTZ <priority>

Edit the rule description (click an underlined item)

Perform an action on High recording
P Frame Rate
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Satu

to frames per second

set reconding frame rate on the devices from metadata Select frame rate:

p5.00}%

Cancel

Help Cancel < Back Next =

Finish
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8. Select Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <recording

devices
Manage Rule — O it
Name: High recaording rule
Description:
Active:
Step 3: Actions
Select actions to perform
[] Start recording on <devices=> A
[] Start feed on <devices=
[] Set <Smart Wall= to <preset=
[ Set <Smart Wall> <monitor to show <cameras>
[] Set <Smart \iall= <monitor to show text '<message>’
[] Remave <cameras: from <Smart Wall> monitor <monitors
[] Set live frame rate on <devices>
Set recording frame rate on <devices>
Set recording frame rate to all frames for MPEG-4/H.264/H 265 ol
[] Start patrolling on <device> using <profile> with PTZ <priority> W
Edit the rule description (click an underlined item)
Perform an action on High recording
from Bxdemal
day of weelk is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H.264/H 265 on recording device
Help Cancel = Back Mext = Finish

9. Click recording device, select Use devices from metadata and click OK

MName: High recording rule

Description:

Active:

O X

Select Triggering Devices
Step 3: ggenng

Select actions to perform

[ Start recerding on <devices=

[] Start feed on <devices=>

[] Set <Smart Wall> to <preset>

[ Set <Smart \all> <monitor> to show <cameras>

[ Set <Smart Wall> <monitor> to show text "<message>’
[ Remave <cameras:= from <Smart WWall> menitor <maoni

(®) Use devices from metadata
(O Select devices

Cancel

[] Set live frame rate on <devices>

Set recording frame rate on <devices>

et recording frame rate to all frames for MPEG-4/
[[] Start patrolling on <device> using <profile= with PTZ <priority>

Edit the rule description (click an underlined item)

Perform an action on High recording
from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H.264/H 265 on recording device

Help Cancel

Finish
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10. Click OK and select Make new <log entry> (scroll down on action list)

Manage Rule = O X
Mame: High recording rule
Description:
Active:
Step 3: Actions

Select actions to perform

[] Start patrolling on <device> using <profile> with PTZ <pricrity> s

[] Pause patrolling on <devices>

[] Mawve <device: to <preset> position with PTZ <priority>

[ Mawve to default preset on <devices> with PTZ <priority>

[] Set device cutput to <state>

[] Create bockmark on <devices:

[] Play audio <message> on <devices> with <priority>

[] Send notification to <profile>

[] Start plug-in on <devices> v

Edit the rule description (click an underlined item)

Perform an action on High recording

from Extemal
day of weelk is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H 264/H.265 on the devices from metadata
and Create log entry: Tog entry’
Help Cancel < Back et = Finish

@
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11. Click ‘log entry’ and create log entry using e.g. Rule name Triggering time Event
name and Device name resulting in a Text to log entry looking like $RuleName$
$TriggerTime$ $EventName$ $DeviceName$ (this log will be displayed in T.react CIP
when the High recording rule is triggered in Milestone). Click OK.

— O
Mame: High recording rule
Description:
Active: Select a Log Entry X
Text ta log: ]
Select actions to perform SRuleNames $TrggerTimes SEventMames SDeviceMames|

[] Start patrolling on <device> 1 agq system information (click links to insert variables in log text)
[ Pause patrolling on <devices

[1Mave <device: to <preset>p{  Device name

[ Mave to default preset on <del  Eyent name

[[] Set device output to <state> Triggering time

[[] Creste bookmark on <devices  Bule name

[] Play audic <message> on <dé Recording server name
[1 Send netification to <profile>
[] Start plug-in on <devices> Lares

Edit the rule description (click an umoeErmmeT TEmy]

Perform an action on High recording
from Extemal
day of week iz Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H.264/H 265 on the devices from metadata
and Create log entry: Tog entry’

Help Cancel < Back Text = Finish
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12. Click Next, and select Perform stop action on <event>

Manage Rule — m} s
Name: High recording rule
Description:
Active:
Step 4: Stop criteria
Select stop criteria
(O] Perform stop action on =
() Perform stop action after <time
Mo actions performed on rule end
Edit the rule description (click an underlined item)
Perform an action on High reconding
from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H.264/H.265 on the devices from metadata
and Create log entry: "SRuleMames $TriggerTimes SEventNames SDevice Names'
Perform stop action on event
from devices/recording server/management server
Help Cancel < Back Finish

13. Click event, expand External Event, expand User-defined Events and select Normal

recording. Click OK.

| Manage Rule - a X
| MName: High recording rule
Description:
Active: Select an Event X
. =- Q Events

Select stop critg -3 Hardware
m -5 Devices
@] F'erforrp stop =% External Events

Mo actions p i & Predefined Events

N Generic Events
=% User-defined Events
% High recording
; B Mormal recording
[ Recording Servers
-~ System Monitor

Edit the rule des
Perform an actio

from EnLrnag
day of weel is
set recording fra

to 25 frames |

and set record
and Create log Cancel

Perform stop action on event

from devices/reconding server, server

Help Cancel < Back Mext = Finish
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14. Click Next and use default setting (restore default recording frame rate immediately
and restore default recording frame rate of keyframes for MPEG-4/H.264/H.265

immediately)

Manage Rule — O X
MName: High recording rule
Description:
Active:
Step 5 Stop actions
Select stop action to perform
Stop recording -~
Stop feed
[ Set <Smart Wall> to <preset=
[] Set <Smart Wall> <monitor> to show <cameras>
[ Set <Smart Wall: <monitor: to show text '<message:’
[ Remove <cameras> from <Smart \Wall> monitor <manitor>
Restore default live frame rate
Restore default recording frame rate
Restory ault recording frame rate of keyframes for MPEG-4/H 264/H 265
Resume patrolling W
Edit the rule description (click an underlined item)
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday [
set recording frame rate on the devices from metadata
to 25 frames per second
and set recording frame rate to all frames for MPEG-4/H 264./H.265 on the devices from metadata
and Create log entry: "$RuleName$ $Trigger Times SEventName$ $DeviceNames'
Perform stop action on MNomal recording
from Extemal
restore default recording frame rate immediately
and restore default recording frame rate of keyframes for MPEG-4/H.264/H.265 immediatehy
]
Help Cancel < Back Mext =
15. Click Finish to create the rule
Rules « 1 ||Rule Information
E-[E] Rules
Always record - all cameras Name:
|3} Default Goto Preset when PTZ is don High recording rule
Default Play Audio on Request Rule
Default Record on Bockmark Rule Description:
Default Record on Mation Rule
Default Record on Request Rule
[i=] Default Start Audio Feed Rule
[i=] Default Start Feed Rule
[i=] Default Start Metadatz Feed Rule
[=] Event1Trigger
iz Event2Trigger 21 i
iz Event2Trigger e
iz} High live rule Definition:
@ b Dpe Perform an action on High recording
[zl Mew Rule 001 from Exd
[t New Rule 002 day of week is Monday, T W Friday Sunday
set recording frame rate on the devices from metadata
to 25 frames per
and set recording frame rate to all frames for MPEG-4/H.264/H.265 on the devices from metadata
and Create log entry: "$Rul i i
Perform stop action on Normal recording
from Excte
restore defautt recording frame rate immediately
and restore default recording frame rate of keyframes for MPEG-4/H 264/H 265 immediately
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8 Milestone Rules and Events — Record Event Only configuration
(optional)
On some sites at which T.react CIP is deployed, it is preferable not to record video all the

time, but instead limit recording to periods when a given camera is allocated to an event.
Reasons for this limitation include:

e Large number of cameras in system, which implies that excessive storage space is
required on the recording server

o Site is off-shore and therefore cameras are unlikely to record anything of interest
unless allocated to an event

This section describes how to configure Milestone to only record during events. It is
presumed that the standard ‘Always Record’ configuration, described in Section 7, has been
configured and the present section only describes subsequent changes to the configuration
required to limit recording to times when events are present.

8.1 Add Rule ‘EventStartRecording’

1. Deactivate the existing Rule ‘Always Record’ by unchecking the Active checkbox

Rules « 13 JFRule Information
=-[iZ] Rules
Name:
[él Default Goto Preset when PTZ is don Always Record
[é] Default Play Audio on Reguest Rule
LEJ Default Record on Bookmark Rule Description:

Default Record on Mation Rule
Default Record on Request Rule
Default Start Audio Feed Rule
Default Start Feed Rule

Default Start Metadata Feed Rule
| High recording rule

i

Active

Definition:

Perform an action in a time interval
always
start recording immediately on All cameras

Perform an action when time interval ends
stop recording immediately

2. Add Rule by right clicking on the Rules element under Rules an Events.
3. In the Name edit box, enter EventStartRecording

4. Click event
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5. Navigate to ‘External Events’ / ‘User Defined Events’ and select ‘High Recording’
fanage Rule - o0 X
* Name: EventStartRecording
Description
Active: Select an Event X
Select the rule 1 B @ Hardware
Devices
OPerformang | 5% Exernal Events
O Ferforman 3 Predefined Events
T Generic Events
=% User-defined Events
§ High recording
Normal recording
Recording Servers
e
Edit the rule des
Perform an actio 7
from device
Conce
Help Cancel < Back Mext > Finish
6. Click Next
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7. Select ‘Day of week is <day>’ and click on days

Manage Rule — O

Mame: EventStartRecording

Description:
Active:

Select conditions to apply

i Step 2: Conditions
=
ry|

[]'wiithin selected time in <time profile>

[[] Outside selected time in <time profile>
[]'wiithin the time period <start time> to <end time>
4in Day of week is <day>
rl | |[]Eventis from <motion window:

Edit the rule description (click an underlined item)

Perform an action on High recording
from Extemal

day of week is days

Help Cancel < Back Mext = Finish
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8. Select Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday and click OK

Manage Rule O *
Mame: EventStartRecording
—— Description: e
on |
Active:
ﬁ Step 2: Conditions
T Select conditions to apply
ntry | | Within selected time in <time profile>
[] Qutside selected time in <1
Select D >
1o | ] within the fime period <sta -
Jrdit a',' 1wk |1,r::- _d Monday
it vent is from <mation win [ Tuesday
[ Wiednesday
Friday
Saturday
Sunday
Edit the rule description (click] o —
Perform an action on High reco _ nes
from Extemal
day of week is days
Help Cancel < Back Mext = Finish
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9. Click Next and select “Start recording on <devices>"

@
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Manage Rule

Name: EventStartRecording

Description:

1 Active:

Step 3: Actions
Select actions to perform

Start recording on <de
[] Start feed on <devices=

[] Set <Smart Wall» to <preset=

[] Set <Smart Wwall> <monitors to show <cameras>

[] Set <Smart Wwiall> <monitor: to show text "=messages’

[[] Remove scameras:= from <Smart Wall= meonitor <monitor:=

[] et live frame rate on <devices=

[] Set recording frame rate on <devices>

[] et recording frame rate to zll frames for MPEG-4/H.264/H 265 on <devices>
[] Start patrolling on <device: using <profile> with PTZ <priority>

Edit the rule description (click an underlined item)

Perform an action on High recording

from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
|start reconding immediately on recording device

Help Cancel < Back Mext =

Einish

10. Select ‘recording device’
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11. Select ‘Use devices from metadata’ and then click OK

of 1S B[k

Manage Rule

Name: BEventStartRecording

Description:

1 Active:

@
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Step 3: Actions
Select actions to perform

Start recording on <devices>
[] Start feed on <devices>
[[]5et <Smart Wall> to <pres]
[] Set <Smart Wall> <menitg Select Triggering Devices X
[] Set <Smart Wall> <monitq|
[ Remawve <cameras> from| (@) Use devices from metadata
[] Set live frame rate on <de| () Select devices

[] St recording frame rate g
[] Set recording frame rate t
[] Start patrelling on <device

Cancel

Edit the rule description (clicl

Perform an action on High recording

from Extemal
day of week is Monday, Tuesday,Wednesday, Thursday, Friday, Saturday, Sunday
start recarding immediately on recording device

Help Cancel < Back Mext =

Finish

12. Click Next
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13. Select Perform stop action on event

@
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Manage Rule

MName: EventStartRecording
= Descripton:
Active:

Select stop criteria

3 Step 4: Stop critena
3
Y|

()] Perform stop action on <event>
() Perform stop action after <time=
Mo actions performed on rule end

Edit the rule description (click an underlined item)

Perform an action on High recording
from Extemal

day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
start recording immediately on the devices from metadata

Perform stop action an event
from devices/recording server/management server

Help Cancel = Back

Finish
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14. Click event and select ‘External Events’ and then ‘User-defined Events’

Manage Rule - o -
| Name: EventStartRecording
Description:
Active: Select an Event X
NELES Q Events
Select stop critg ) Hardware
%P Devices
O Perform steq =% External Events
No actions p : =8 Predefined Events
Mg Generic Events
. BN User-defined Events
High recording
B\ W Normal recording
- Recording Servers
(% System Menitor
ﬁ\ Other
Edit the rule des
Perform an action
Corce
Help Cancel < Back Mext = Finish
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15. Select ‘Normal recording’ and click OK

Manage Rule — O *
Name: BEventStartRecording
Description: e
onon |
nal Active:
ame Féi Step 5 Stop actions
d-T:g rm Select stop action to perfarm
g entry Stop recording ~
Stop feed
;t";n N | |[] Set <Smart Wall> to <preset>
o ] Set <Smart Wall> <monitor> to show <cameras>
efault i ] Set <Smart Wall> <monitor> to show text '<message>’

[ ] Remove scameras> from <Smart Wall> monitor <monitor>

rding frame rate
It recording frame rate of keyframes for MPEG-4/H 264/H.265
ume patrolling W

Edit the rule descniption (click an underlined item)

Perform an action on High recording

from Extemal
day of week is Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
start recording immediately on the devices from metadata

Perform stop action on Momal recording
from Extemnal
stop recording immediately

Help Cancel < Back Next > e B

16. Click Finish

Finally, T.react CIP has to be configured to execute the High Recording event in Milestone
for all values of event severity.

This is done by adding to the config.properties file, which is located in the “treact-
cip\<...>\windows-x64\server” folder:
com.terma.treactcip.application.milestonemanagement.increasefps=1

(The default value required to execute the High Recording event is 10)

After the described configuration changes:

e High recording and High live Milestone events are sent to Milestone, when a camera
is allocated to an event with severity >=1, i.e. when a camera is allocated to and
event, then the High recording event is executed by Milestone.

¢ Normal recording and Normal live Milestone events are sent to Milestone when a
camera is deallocated from an event, i.e. the recording stops.
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9 Updating Milestone license

Licensing in Milestone relates to the cameras registered in the system. After changes in the
camera composition, the license needs to be re-activated (there is a 30-day grace period
when a camera is added to the system).

Depending on whether the Milestone XProtect Corporate Management Server has online
access or not, the license can be activated online or offline.

See [MILESTONE] for details about how to import and activate a Milestone XProtect license.
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10 Storage configuration

Before the Milestone storage configuration is performed, a storage plan should be defined
(the storage plan is customer specific).

10.1 Default storage configuration plan
The default storage configuration plan is as follows:

a. Primary storage: recordings are stored at originally recorded framerate for 24
hours.

b. First archive: after 24 hours recordings are moved from the Primary storage to the
First archive, still at originally recorded framerate. It is stored here for 6 days (until
recordings are 7 days old total).

c. Second archive: after 6 days in the First archive, recordings are moved from the
First archive to the Second archive down sampling the framerate to 1 fps. It is
stored here for 83 days (until recordings are 90 days old total).

d. When recordings are 90 days old, they are deleted from storage.

10.2 Setting up storage configuration

The following setting describes how storage is configured (here according to the default
storage configuration plan as described in 10.1.

NB. the schedule for when moving recordings from one storage location to another, has not
been considered here. All schedules are configured to be at 00:00. Generally archiving
should be performed when load on the system is low — this will be installation site specific.
See [MILESTONE] for details. Furthermore, storage sizes of primary and archive storages
(see 10.1) will depend on factors specific to a given installation. E.g. the number of cameras
(video streams) connected to Milestone, the resolution of the configured video streams,
codecs used, the number of days to store the recordings in the storage, etc. l.e. schedule
and storage sizes needs to be evaluated for each specific installation.
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1. Select Servers on the Site Navigation pane, the relevant Recording Server on the
Recording Server pane and finally the Storage tab on the Properties pane.

- [m] X

€ Milestone XProtect Management Client 2018 R3
File Edit View Action Tools Help

H2 oei
Site Navigation + 2 X [|Recording Server + & ||Properiies -1
=-§2 CIPSERVERTI - (12.32 ~ || = & Recording Servers
W. 0 Bocien (1233 ] GPSERVER“ Storage configuration
] Lizerse Iformation [ Stop the recording server f 2 recording storage is unavailable
Site Information Name
{7y Remote Connect Services
[ Auis One-click Camera Connection
[0 servers
) Recording Servers
-] Failover Servers
] Mobile Servers -
T Devices &
- Cameras
& Microphones Recording and archiving canfiguration
@ Seeskers
- Metadata
“efo Input
) Output
A Client
- Smart Wall
{3 View Groups
£2 Smart Client Profiles
&8 Management Client Profiles
Matrix
(5 Rules and Events
Rules
(%) Time Profiles
[ Notifieation Profiles
R User-defined Events
- % Analytics Events
W Generic Events
o Security v

< >
@ Info ] Sorage | Bl Failover ¢ Multicast £ Network

Site Navigation | Federated Site Hierarchy

~ Device Usage Defautt

1000 GB (39.0 GB used)

Recording
E\MediaDatabase

Dekte when recordings are 7 day(s) old

€~

(1]

S| & =

2. Select the default storage (here Recording configured to E:\MediaDatabase) and click
Edit Recording Storage button (~_7|))

Properties

- R

Storage configuration
[] Stop the recording server f @ recording storage is unavalable

+ Device Usage Defaut

Name

4 &

Recording and archiving configuration

Recording
1000 GE (38.0 GB used)
E'\MediaDatabase

Delete when recordings are 7 day(s) old

€U

(4]

S S

D info [J Storsge T Failover s Multicast 5 Network
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3. The Storage and Recordings Settings window is opened.

Select storage path and folder (here E:\MediaDatabase — create new folder if needed)
and set retention time (1 Day (s) according to 9.a) and maximum size (here 500 GB)
and click OK

Storage and Recording Settings *

Storage

Name: |I.ou:a| defautt |

Recording
Path: |E:"-.MediaDatabase | =
Retention time: 15| | Dayls) w
Maximum size: B0l GB
Signing: []
Encryption: | None w
Password:
Help Cancel

a. If the recording server storage (database) is moved to a new location, a warning
is displayed — click Yes

Move Recording Database

The recording database is about to be moved to a new location,

! . As aresul all recordings within the recording database will be maved ta the new location which patentially
may take along time ko complete. It will nat be possible ta make changes to the recording settings during
the mavement,

Are wou sure you wank ko move the recording database?

o
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b. Moving of storage starts

~ Storage configuration

Mame 4| Device Uszage

Fecaording and archiving configuration

Recording
500 GB (743 bytes used)
Moving recordings to E\LiveMediaDatabse. 0% done

Delete when recordings are 7 day(s) old

=5 =] 2|

o Info lj Storage |@ Failowver |¢b Multicast |‘§T Metwark |
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c. If move status doesn’t change try refreshing view (e.g. select the Info tab and
then the Storage tab again)

-~ Storage configuration

Mame 4| Device Usage

d

Fecarding and archiving configuration

Recording
500 GB (748 bytes used)
E:LiveMediaDatabse

Delete when recordings are 7 day(=) old

€~

3| 9| =] 2|
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4. Add archive according to storage policy (see b) by clicking Add Archive button (%)

Properties
Storage configuration

[] Stop the recording server f a recording storage is unavailable

-

Name #  Device Usage Default

F g and archiving g

. Recording
500 GB (39.0 GB used)

E:\MedizDatabase

L
—
‘ Delete when recordings are 1 day(s) old

w| =
olnfo lj Storage @Fa\lw&r &Mult\cast ;‘fNetwnrk

0

o

5. The Archive Settings window is opened.

Select storage path and select (or create) storage folder (here E:\Archivel), set retention
time (6 Day (s) according to 9.b) and maximum size (here 1000 GB) and click OK

Archive Settings X
Archive
Name: |Archive 1 |
Path:  [Ei\Archivel (=5
Retention time: &+ Dayis) ~
Mandmum size: 100012 GB
Schedule:  |Occurs every day at 00:00 &)
Reduce frame rate: [] | 5.00000 2 | Frames per second
Note:
MPEG-4/H 264/H.265 will be reduced to keyframes.
Audio recordings will not be reduced.
Help QK Cancel
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6. Add archive according to storage policy (see 9.c) by clicking Add Archive button (%)
Properties >~ 1

Storage configuration
[] Stop the recording server if a recording storage is unavaiable

Name 4 Device Usage Default

R ing and archiving

500 GB (10.0 GB used)

Recording
E:\MediaDatabase

Archive recordings older than 1 day(s) at the next archive schedule

Archive 1
1000 GB (970 bytes used)
E\Archivel

Delete when recardings are & day(s) old

€- 0 « «

S| [ % =

1]

Info [ Storage Failover Multicast %% Network
i) ¥

7. The Archive Settings window is opened.

Select storage path and select (or create) storage folder (here E:\Archive2), set retention
time (83 Day (s) according to 9.c), check Reduce frame rate checkbox and set frames
per second to 1, and set maximum size (here 1000 GB) and click OK

Archive Settings X

Archive

Name: |Archive 2 |

Path:  |E:\Archive2 | =

Retertion time: 835 Dayls) v
Maimum size: 1000 = GB
Schedule:  |Occurs every day at p0:0D (2]

Reduce frame rate: 1.00000 = Frames per second

Note:
MPEG-4./H.264./H.265 will be reduced to keyframes.
Audio recordings will not be reduced.

Help Cancel
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8. The final storage configuration will be as follows. Note that recordings are deleted after
83 days in Archive 2 — i.e. after a total of 90 days as stated in 9.d.

Properties -~ 1
Storage configuration
[] Stop the recording server if a recording storage is unavaiable
Mame 4 Device Usage Default
&) [ \&
R ding and archiving config
o Recording
"__';’ 500 GB (10.0 GB used)
E\MediaDatabase
‘ Archive recordings older than 1 day(s) at the next archive schedule
) Archive 1
: 1000 GB (1.28 KB used)
E:\Archivel
‘ Archive recordings older than B day(s) at the next archive schedule
) Archive 2
: 1000 GB (372 bytes used)
E:\Archive2
‘ Delete when recordings are 83 day(s) old
9 |5 = =
o Info lj Storage ﬂ Failover «f» Multicast “ Network
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11 User configuration

The following must be configured in Milestone XProtect Corporate VMS according to the
customer user policy:

o Smart Client profiles if the Milestone Smart Client is used in the T.react CIP
installation.

¢ Management Client Profiles
¢ Milestone roles
¢ Milestone users
See [MILESTONE] for further details.
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