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Acronym Description
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1. Introduction

This document contains the configuration details for the VISuite Milestone integration. Wherever
necessary, references with other documents and material are made throughout the document. This
document is categorized into 3 sections based on the context and functionality.

a) (Camera Configuration & Video Streaming — Video from Milestone XProtect server or
directly from the camera will be analysed by Ipsotek’s hardware & software.

b) Alarm Configuration & Alarm Linking — One of the integration’s aims is to notify alarms in
Milestone Management client interface. To achieve these alarms in both systems, Milestone
and VISuite must be linked.

c) Plugins — Software components developed by Ipsotek which can be hosted in Milestone’s
Management client interface.

’ Milestone/lpsotek Integration

milestone

Milestone XProtect ( Ipsotek VISuite >
I

Camera List
Alarm Camera > Camera > Alarm

Configuration Configuration

Configuration <+ Configuration

Alarm Name +
Configuration

Integrated
Alarms

Camera Names used to link alarms in
Milestone XProtect

Alarms
+
Metadata

Figure 1: Block Diagram Describing Integration
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1.1

Integration with Milestone XProtect supports the following functionality:

Integration Features

e Decode and analyse the IP Video in real-time.
e Raise alarms in XProtect viewing client.
e Display real time tracking and event metadata in viewing client.

1.2 Prerequisites

This integration requires the following components from both the systems.

e Milestone XProtect Corporate 2019/2020 Server.

¢ Milestone XProtect Management Client 2019/2020.
e Milestone XProtect Smart Client 2019/2020.
e AIVA server. Ipsotek’s AIVA hardware server.

e Ipsotek VISuite AIVA 11.4 software, or above.

e Milestone Proxy IpsotekMilestoneProxy11.0.0.2.
e Milestone device pack 8.4 or later
o Administrator privileged windows account

1.3 Video Streaming

It is assumed that both Milestone server, AIVA server and IP cameras are on the same network.
It is recommended that the network guarantees a consistent frame rate without any packet drops.

1.4 Feature Compatibility

The table below depicts the supported Ipsotek features on the various Milestone editions.

Integration Features

XProtect Corporate

XProtect Expert

XProtect Enterprise

XProtect Smart
Client
(32-bit)

XProtect Smart
Client
(64-bit)

VMS Video Streaming

v

v

v

v

v

Raise XProtect Alarms

v

v

v

v

v

Display Metadata

v

v

v

v

1 Versions tested within QA test environment. Earlier versions may work but have not been fully validated.
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2. Milestone Licensing

2.1 Required Licences

There is a simple method of integration supported by the Ipsotek platform as described below. The
Milestone licencing model requires the procurement of device license keys (DLK) to support
individual devices. The licenses that are required are as follows:

Method: AIVA (Ipsotek) server to receive video streams from Milestone.
Licences Required: One Milestone DLK per metadata channel

" /

/\‘

Cameras
\Lﬁd@\

Ipsotek AlIVA

Al Wideo Analytics Server

-a—C onfiguratio n=—

0apIA J—

~——jEpElajy

i
¢

milestone

Milestone XProtect

Admin

Ipsotek VIConfigure
Alarm Configuration GUI

)(Prutect Smart Cllent
Alarm Frontend

Milestone XProtect

Figure 2: Milestone Metadata Integration System Diagram
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2.2 Checking Milestone Licensing

The correct licenses should be acquired prior to any installation/configuration. Licenses and their
guantities can be checked in the Milestone XProtect management client by navigating to the
“License Information” under “Basics” on the left hand side tree menu and clicking on the “License
Overview” button as shown below:

9 Mistone Protect Maragement Cirt 202082
File Ed% View Action Tool: Help

otl
Inkomation skaul Misine Care

Changes withoul acivabon  In Grace Peviod |

Tasks
@ SptemMerioe

Syetem Merioe Thesshalds
£ =

Last acivated Wednesday Ju 1. 0020 101424H  Inkcameion sheshend Tusaday, Seghember 8, 2000 122009PM |22

Shs Navigaton | Fedesaied Site Hisrachy

Figure 3: Milestone Licensing
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3. Milestone Cameras

RECOGAISE ANALYSE RIALEE

In order to perform event detection and overlay metadata, it is assumed that both Milestone server
and VIS server are on the same network. It is recommended that the network guarantees a
consistent frame rate without any packet drops.

3.1 Camera Name Limitations

Character Limit (Ipsotek Limitation)

250

Allowed Characters

0123456789
abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ

PHSS () *+, - ;=>2Q@[]1"~ (I}~

3.2 Camera Setup

This section provides the steps required for setting up a camera in the Milestone XProtect

Corporate/Enterprise Management Client. Cameras should be added to the Milestone platform

before seeking to create connections to the Ipsotek AIVA server. Follow the steps below

Step 1:

Add camera by selecting
Recording Servers from
the left-hand tree. Right
click on the
required/displayed server
and select “Add Hardware”
from the drop-down menu.

Step 2:
From the wizard select
“Manual”

File Edit Wiew Action Tools Help

H 9 @ € 8 Adonr

Site Navigation ~ # % ||Recarding Server
= G WINZKTEMLE19R 14, - (20.23) ~ || =] Recording Servers
0] Basics = ] eI
[ License Information Collspse
__ [if] site rfomation B3 Add Hardware... Chl+H
=125 Femate Connect Services "
[ s Orsecick Camers Convsction Move Harchiare. .
=+ Servers Delete All Hardware 1

1)) Recording Servers
£ Fallover Servers
1 Mabile Servers
=+%0 Devices
T Cameras
# Microphones
@ Speakers

SC3 @ Change Hardware Passward..,
Rename Recording Server  F2

B Rermove Recording Server

2 Refresh F5

Add Hardware o x

Add Hardware

This wizard helps you detect and set up hardware

O Address a
s

nge scanring
cans defined netwoik addess 1anges and detects hardinare models
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Step 3:

Add camera authentication
credentials and enable via
the check box.

Step 4:
Select camera
manufacturer and model.

Please Note: Selecting a
manufacturer will select
all subsequent models.
You may select the specific
model number if known.

Step 5:
Enter IP address of camera.

Please Note: You may add
multiple device IP’s by
clicking on “Add”.

Step 6:
Acknowledge addition of
camera to system.

Step 7A:

Select any additional
hardware functions
required.

Add Hardware o x
Optionally, specif it i jithil i o ‘
milestone
Protocot
® HTTPS (Secue] O HTTP Unsecure] )
Include  U; z Add
"
Heip <Back Concel
Add Hardware o x

Waitwhile your hardwareis being detected.

” hd

1 or
Add_Addess Fort Hardware rodel Status -
1921661179 80 Peico fived cameras of Suceess
1521682221 80 415 07401 Video Encoder of Success
19216814172 80 15 M7011 Video Encoder of Success
1921662236 80 415 P3ZZ5LVE MK Il Network Camera of Success
1921682275 20 418 03517 Fived Dome Network Camera f Suecess
[ 1521681191 8554 ONVIF Conformant Device (216 channels) (ONV... €3 Faied
[ 1321682060 8555 ONVIF Conformant Device (216 channels) (ONV... €3 Faied
[ 1321681175 8555 ONVIF Corformant Device (218 channels) (ONV... €3 Faied
19216822145 a0 Sons 66 PTZ Sees o suecess .

Enter!
Oplionally, select the hardware model to specd u detecon.

Aches Fail Use HTTFS HTTFS pot Kaidhware model hdd
» 192168.11.79 0 o 4 [Sunedetact] =
el < Back et > Cancel
Aidd Hardware o x
- vk o - ’
Succezshully collected hardwan wll be added

Fon [T ;
[EICRE) ) Peicn fud comesos o Success
sk N> Corcel
Add Hardwar o x

Altemative .

Dievica name bergise
Defat.

[ Spesker [0 Metadaia (] gt 0] Outpt

T Cameis pait 1

# Micioghane pon 1
oo Ingut o 1:
 Ousutpat1
 Ouputpot 2

poooo®&o

Ouiput port

Hebs <Back [E Concel

Page 8 of 31
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Step 7B:

Select camera group by
clicking on the highlighted
folder. You may also create
new groups through this
dialogue.

Please Note: It is highly
recommended that groups
are used to keep cameras
in a manageable order.

Step 8:
Confirm camera feed via
preview pane as shown.

Step 9:

Select supported camera
stream from the options by
expanding the camera tree
and selecting the camera
hardware. Navigate to the
streams tab in the right-
hand pane and select the
required stream from the
dropdown menu.

Supported Streams:
H.263
H.264
MPEG

Add Hardware

Select a defoullgroup for alldevices
A matvely, scTootSavicontous besdety s sech darice

Delanil camers group:
Delanl camera guoup
Delanit micropihone roup:
Ho group selected

Delanil xtpul prove:
Hogroup selected

e

<Back Finsh Cance

Select a default group for all devices

Alleanativedy, selee! devicegroun ndvidss o cach device.
Salect Group

Dielaul camess proup:

Deltauk canera g

Delsul missophone groue:
Mo group selecied

Distaul metdsls group:
Ho gioup selected.

Distaul ingad gicuss
Ho gioup selected.

Ho gioup selected

Detauh o g 4 a Concel

«Back Frzh Coredl

RECOGAISE ANALYSE RIALEE
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3.3 Ipsotek Camera Configuration

The final step in the camera configuration is to name the cameras in VIConfigure to match the
camera names configured in Milestone. Refer to the VIConfigure manual for configuration of rules

setup in VISuite.
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4. Milestone Users

4.1 Create Basic User

In order for the integrated alarms to be viewed at the end of the integration, a basic user must be
created and assigned to a corresponding group.

correct permissions are required for Windows based accounts.

° This step can be skipped if a Windows based account is being used for authentication. The

Step 1: =-effl Security
‘?\\, Roles
. o q FRE S
Create a new user by navigating to Security from the oS ;’;SmDashb@ Create Basic User, CtrloN
left hand menu tree. Right click on the “Basic Users” E] Curent T4 | Change Password..
. . . System M . .
item and “Create Basic Users” from the drop down = System ] Delete Basic User Del
& Evidence |2 Refresh F5
menu. I _ e .
Step 2: New Basic User ==
User name:
Create a new user by filling out the form provided. Dovaa |
Demonstration Operator |
Password:
Repeat password:
[ omea |

4.2 Create Basic User Roles

In order for the integrated alarms to be viewed at the end of the integration, roles must be created

and assigned to a corresponding user.

Step 1: = (2? Security
2 Files
Create a new role by navigating to Security from the ° Sel BaSi;| Add Rale..
. . . = ystem
left hand menu tree. Right click on the “Roles” item 0] Cure] | CoRele D
“ ” ® syt Effective Roles.,
and “Add Role” from the drop down menu. —
s Syste Renarme Role,. F2
ar =
@ Ewd? Copy Role..,
j Config
[ Server Lo{ | Refresh F5
= =
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Step 2:

Create a new role by filling out the form provided.

4.3 Assign Basic User to Role

Basic users must be assigned to a corresponding role.

Add Role

MHame:
Operators
Description:
Demonstration Operators Rold

118 ] ‘ Cancel

Step 1:

Navigate to Security from the left hand menu
tree. Select “Roles” and the corresponding role
“Operators” from the list in the middle tree. e

Navigate to “Users and Groups” located in the ‘
bottom tabs as shown in the diagram. o

Step 2:

Select “Add” and “Basic User”.

Step 3:

Select created basic user.

Add - Remave

8 windows user

e @ Usersand Groups (7 Overall Secury &P Device e PTZ ¢ Speech

Select Basic Users to add to Role ==

Select user.

Step 4:
Navigate to the Alarms tab and select “Alarms”

Select and Tick the following items:
- Manage
- View
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Step 5:
Navigate to the Device tab and select Cameras.

Select the associated cameras which will display
analytic events.

Step 6:

Enable Camera “Read” on the corresponding
cameras to receive analytic events.

Step 7:
Navigate to the View Group tab.

Select View Groups in which the operators will
be able to see the AIVA alarms in the “View
Group” tab.

Set security constraints for view groups as
shown.
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5. Video Streaming Options

The integration between Milestone XProtect and Ipsotek VISuite 11.4 can operate as follows:
- AIVA (Ipsotek) server to receive unicast or multicast video stream directly from IP cameras

- Upon the receipt of video, analysis in real time occurs and events will be raised into
Milestone XProtect Smart Client as live analytics events.

- Metadata is provided by Ipsotek to Milestone via the proxy as a MIP’s Stream. This can then
be used as an overlay within milestone that highlights the cause of the alarm via bounding
boxes drawn on the image.

5.1 System Schematic

The proxy integration has been improved to only send metadata overlay information to Milestone
Management server. The Milestone Proxy Server uses the concept of a centralized proxy where the
Ipsotek’s VIS servers will connect to Milestone VMS. Milestone Proxy then will be responsible to
maintain the communication to the Milestone VMS, trigger alarms and transmitting metadata
through the MIP Message communication service.

It is assumed that both Milestone, VIS server and cameras are on the same network. It is
recommended that the network guarantees a consistent frame rate without any packet drops.
It is also assumed that all servers and cameras are synchronised to the same NTP time source.

Events and metadata are handled by the Ipsotek XProtect Proxy Service. The proxy provides the
integration with the Milestone system through the MIP Message Communication driver.

This proxy is a centralised service that can receive analytic metadata from several Video Analytics
severs and parsed it to Milestone Management Server for event detections and metadata overlay to
be consumed by Milestone Smart Client.

Trigger Analytic Events

Send alarm evidence snapshot
Overlay bounding bax on alarm
Overlay metadata on live stream

Alarm

_Configuration+
iden > ‘ B U CE ’
milestone | ——Metadatz—a-| milestone
Milestone XProtect Milestone XProtect
Man agement Smart Client

ide o

Ipsotek
Al'A Server

- -
N P
- Ipsotek

- Al Server

Camera

I—Vlden—b Ipsotek - MiIE§tone
Proxy Service
-

Camera

1517
IENCR
BEET

sjuaag

Figure 4: System Schematic
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6. Ipsotek Server Configuration

6.1

Camera Setup

Before getting started with any configuration within VISuite, an entry to the windows “hosts” file
must be made to send alarm data to the named milestone server(s).

The file

is located at: C:\Windows\System32\drivers\etc

hosts - Motepad
le  Edit Faormat  Miew  Help

EHEEE EEEEEEEREEE R

Copyright (c) 1993-2009 Microsoft Corp.

This s a sample HOSTS file used by Microsoft TCR/IP for windows.

This file contains the mappings of IP addresses to host names. Each
entr¥ should be kept on an individual T1ine. The IP address should

be placed in the first column followed bg the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additiona11¥, cowments ¢such as these) may be inserted on individual
Tinesz or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino. acme. com # source server
38.25.63.10 X.acme. com # x client host

Tocalhost name resolution is handled within oS itself.

127.0.0.1 localhost
HEui Tocalhost
152.168.10.74 Milestone xProtect Server

Figure 5: Addition of Milestone IP Address
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6.2 Enabling XML Export

To establish a connection where alarms are sent with metadata overlay to Milestone Management,
an XML connection is required to be initiated from the AIVA server to the Milestone proxy. To create

this type of connection, follow the steps described below:

Step 1:

In the VIConfigure interface
navigate to:

Server Settings > Startup
Parameters > Alarm Export

Step 2:

Enter the relevant connection
details within the Alarm Export
Settings.

Ensure that the IP address is
pointing towards where the proxy
is installed and not to the VMS.

Key

s
-_* alarrn Export

ACK Enabled
ACK Retry Count
ACK Retry Period
Enable Metadata
Export Alarms

IP Address
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6.2.1 Alarm export parameters

Export Alarms via a primary and/or secondary XML source to a third party system.

Parameter

Description

ExportAlarms

Export alarms via TCP.
Set to 1 to enable exporting of alarms to export via specified IP
address and port number. Alarm will be sent with XML data.

IPAddress | Defines export IP address, this is to be set to the IP of the server
running the Milestone Proxy. It is recommended to use absolute
addresses.

PortNo | Defines export port number. Default 8088.
UseSSL | Force SSL connection if required. Default 0.
SocketTestPeriod | Interval period (seconds) used to send test message to every socket to
guarantee a stable connection to the server. Default 30.
ACK Enabled | Enable XML acknowledgment feedback. Default 0.
ACK Retry Count | XML acknowledgment feedback message retry count. Default 5.

ACK Retry Period

XML acknowledgment feedback message retry interval period. Default
15.

Enable Metadata

Include metadata information with XML export message. Setto 1 to
enable metadata export.
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6.3 Milestone Proxy Installation

Step 1:
Install MilestoneProxy.exe
The installer will install to

“C:\Program Files\Ipsotek\MilestoneProxy”

Step 2:

Edit
Run “Notepad” as Administrator

MilestoneProxy.ini

Navigate to my computer and press the alt key.
At the top of the window you will see a toolbar open.
Go onto Tools —> Folder options

A new window will open, navigate to the view tab and
ensure “Show hidden files, folders and drives” is selected.

Then
“C:\ProgramData\lpsotek\MilestoneProxy\MilestonePro
xy.ini” for editing.

Open file

Under [Server] input the IP address of the VMS server with
the relevant login details.

Page 18 of 31

‘Welcome to the Installshield Wizard for
MilestoneProxy

) Wizard wil install on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

| MilestoneProxy.ini - Notepad
File Edit Format View Help

; Milestone Proxy Configuration

tPery]

;Aalarm XML server Socket where the vIs server will cof
Serverport =8088

;Enable (1) /Disable(0) debug mode / verhose (v)
EnablepebugMode = 1

;Enable (1) /Disable(0) alarms mode
Enablealarms = 1

;Enable (1) /Disable(0) parsing metadata
EnableMetadata = 1

[server]
;Server hostname/IP and port user and password

; For Basic user, need to add '[Basic]\' in front of
5 uUser = [BASIC]\<USERNAME>, for example [BASI]
H

; For Tlocal account or different domain

: User = <HOSTNAME>\<USERMAME>, for example myo|
;
H

For user and wMs in the same domain
uUser = <USERNAME>, for example John smith

Server = 192.168.11.151
Port = 80

user = admin

Password = AES 128 hQsxy0IB+zMGTe6xgG300Zujxjin3cdild
+PHLG4 THMRETDSGUS 9T SR7ZMSs c20fv(I1680SRGRSGOGYPK

- Alarm Event
q otherwise - analytics Event
Triggermode = 0

sMilestone alarms trigger mode:
H R

;number of MIPs being loaded,

;the ini port start from 1 to forever?, use the "Port
[MIP Ports]

Portl 52123

Port2 52124
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6.3.1 MilestoneProxy.ini parameters

The following settings are available in the ini file, only the one highlighted green are required.

Parameter | Description
[Proxy]
ServerPort | The server port opened by the proxy. The alarm export port

configured in VIConfig should match this port number.

LogPath

Log storage path, if left blank defaults to

“C:\ProgramData\Ipsotek\MilestoneProxy”

EnableDebugMode

1 = Debug mode for verbose logging

0 = Normal mode for error logging

EnableAlarms

1 = Alarm Handling Enabled

0 = Alarm Handling Disabled

EnableMetadata

1 = Metadata Handling Enabled

0 = Metadata Handling Disabled

[Server]
Ip | IP Address of the Milestone server
Port | Control port of the Milestone server, default 80.
User | Milestone username
Password | Milestone password (Note: Password will be automatically encrypted
after first successful connection)
Trigger Mode | O for Analytics event by default; 1 for Alarm event.
MIP Port 1 | MIP port used
MIP Port 2 | MIP port used
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7. Metadata Integration

7.1 Milestone Metadata Streaming Setup

This integration now includes the ability to display metadata on live camera streams and recorded

RECOGAISE ANALYSE RIALEE

alarm footage. Metadata streams are required to be configured in order to enable this functionality.

Follow the steps below:

Step 1:
Add metadata stream by right clicking on
the server and selecting Add Hardware

Step 2:
From the wizard select Manual

Step 3:

Add server authentication credentials and
enable via the check box.

Username: root

Password: password

Step 4:
Under the Milestone category select MIP
Driver

Site Mavigation - 1

Recarding Server

5 G WINZKTEMLE13R 1A - (20.23]
= {3 Basics
| Licerse Information
[ Site Information
=% Remote Connent Services
[ Asis One-click Camera Cannection
= Servers
) Recording Servers
£ Failover Servers
1 Mabile Servers
=P Devices
= Cameizs
& Micropharies
@ Speakers
& Metadata

= f) Recording Servers

Collapse

5 Add Hardware..
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Step 5:

Enter IP address of server and specify
Port number. Select MIP Driver from drop
down list.

Please Note: Port is required to match
specified number set in VIConfigure.
Each camera will require its own port
number.

Step 6:
Acknowledge addition of metadata
stream to system

Step 7:
Select additional metadata port as
shown.

Step 8:

Select metadata group by clicking on the
highlighted folder. You may also create
new groups through this dialogue.

Please Note: It is highly recommended
that groups are used to keep metadata
feeds in a manageable order.

Wit while pous hardware i being detected
ey

Detected hachsare

o add .
Dptianally, sel
Acdess Fort Use HTTPS HTTFS port Harcare sl ied
1521881174 52126 ju] ¢ MIP Diiven
Heb Back bt LCancel
o

Add Addess
& [1:218801.77

Pert Hardvare model

28 WIE Diies f Sucoess

Add Hardeare

detoull Manually enable

Hardwere narme templale:

Device name empiste

Defauk Defavk
A Hardware £ Camesa [ Micwoghone [ speaker £ Metadata [ nput [ Dutput
e T e
MIP Deiver - 1921681177 (=}
) Haidmere: =) MIP Derver (192 16811.77)
 Metadsapai 1 R - v 52158 71 i
Help. « Back. Newt > Cancel

Dafauit ipesier giovs
Mo group selected..
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Metedsta Gieup 1

Defauit cutpus gy
Ho graup selected...

Heb

Select a defoultgroup for oll devices
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Select Group
B Metadats
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RECOGAISE ANALYSE RIALEE

Step 9:

Check metadata stream by observing the
icon in the preview pane. The icon should
be seen to receive the 0’s and 1's to .
confirm receipt of metadata information o1

FAIP Drriveer [192.165.11.77] - Metadats - COO2

Step 10:

Assign metadata channel to camera
Select supported camera stream from the
options by expanding the camera tree
and selecting the camera hardware.
Navigate to the Client tab in the right
hand pane and click on the highlighted

button to reveal the allocation options. RO LA
= [ ]
Select Devices (=)
Save settings by clicking on the BL_H icon T et
. = l.’! Metadata A" MIP Diriver (192168.10.73] - Metadata 1
or pressing ctrl+s. 5 5 esto 01

S MIF Driver (192168.10.73) - Metada

BT

[« FRemove |

oK ] Cancel

The screenshot below shows the completed Ipsotek metadata integration in Milestone Smart Client.
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Figure 6: Metadata in Smart Client
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8. Alarm Integration

With the input video source correctly set up, VISuite now analyses the video, generates alarms and

triggers the corresponding alarms in the Milestone system. The following section details the steps
required for creating alarms on both platforms.

8.1 Alarm Name Limitations

Character Limit (Milestone Limitation)

31

Allowed Characters

0123456789
abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXY Z

P#SS () F 4, -, =>2Q@ 01 ()~
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8.2 Enable Analytic and Generic Alarms

Step 1:
Open Milestone Management Server

Navigate to Tools > Options

Step 2:
Navigate to Analytics Events

Enable Analytic Events

Step 3:
Navigate to Generic Events

Enable Generic Events

Step 4:

Select “International” from data sources

Enable International Events

File Edit Wiew Action |Tools | Help

H LV o . i) ‘ﬁ Registered Services..
Site Navigation % Effective Roles...
=g

= {11 Basics
A

LE19R 1

E Options...

Crl +0

Options X
Bookmark  Liser Settings  Evidence Lock Access Control et Customer < 3
Analytics everts
Enabled
Part
030
Securty
Events alowed fiom
@ Al network addresses
O Spesifisd network addresses:

Addess
Import
Heb Concel
ptior x
2 ©  Anabiics Events  Customes Dashboad  Alame and Events | Geneis Everts L3
Selscted dala souce
Name: 4 Enabled Reast
Par [1234 TCP and UIDP [
[r—r—— Echa allbytes
Westem Euapesn (wirdaws] | (] Showal
Alowed extenal IPv4 ackiosses
v Delet
Hep Cancel

Options b

‘Access Control Seltings  Analytics Everts  Customen Dashboard  Alame and Events  Genenc Everts <>

[ -

Selected data souce
N 9 Ensbled Raset
Fot [1235 P 1Pt and 1P
Sepaisbytes 1310 Echo stattct
Uniceds (UTF-8) [ Showat
Bllowed ensod [Ped sbdiesses  Allowed sabeing [PV addhesie
[0 chie
Help [ Cancel
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8.3 Milestone Alarm Configuration

Step 1:

Navigate to User-defined Event under the Rules
and Events menu in the left hand tree.

Right click to reveal the menu

Add a new User-defined Event

Step 2:
Create event

Step 3:

Navigate to Analytic Events under the Rules and
Events menu in the left hand tree.

Right click to reveal the menu

Add a new Analytic Event

Step 4:
Create event in the right hand pane

Save settings by clicking on the E icon or
pressing ctrl+s

Step 5:

Navigate to Alarm Definitions under the Alarms
menu in the left hand tree.

Right click to reveal the menu

Add a new Alarm Definition

Step 6:
Complete alarm definition information.

Please Note: Alarm definitions should be
matched to their corresponding triggering event
camera as previously set.

(B Rules and Events T Add User-defined Event..  Ctrl+N
EJ Rules Delete User-defined Event Del
'\\j Tim?_ F'ro.files Rename User-defined Event F2
] |2 Refresh F5

T Analptics Events
{E Generic Events

Add User-defined Event

Enter name for uzer-defined event:

Ipsotek_| ntrusior|

=3 Rules and Events
[EJ Rules
l\‘:’) Time Profiles
Muotification Profiles

{E Uszer-defined Events

Wy Generic Events
= Ef‘ Security EEI Refresh F3
e =
Analytics Events |Ana\ytics Events Information
=% Analptics Events
£ Y Marne:
|pzotek
: Ipsotek_Intusion|
‘ Test Event
D escription:
- - Add Mew ... Ctrl+M
£ Alarm Data Settin
£ Sound Settings EE::] Refresh Fa
|

Server 132 16210.237) - Camena |
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8.3.1 Creating Milestone Alarm Events for Multiple Cameras

In the earlier integration stages with Milestone Management server in which Analytics Events, User-
defined Events & Alarm Definition were defined for each camera by a unique name for the

triggering of alarms pushed from IPSOTEK servers to the Milestone Smart Client.

Now Milestone have updated this feature in the Analytical and Alarm events since Milestone
Management 2016, in which the alarm type can be created once and linked to several cameras. This

feature will be shown in the steps below.

But before entering to new integration features, the requirements recommended for the integration

are:
°
°

Ipsotek VISuite 11.4.0 or later
Milestone Management Server 2020 R2
Milestone Smart Client 2020 R2 (64-bit)

8.3.1.1 Milestone User Defined Events

In the User-defined Events, an event can be created once instead of creating the same events
multiple times for different cameras as shown in the Figure 7 below:

Yellow highlight - One Abandoned Object event has been created.
No highlight — Abandoned Object events created for specific cameras.

&2 Smart Client Profiles ~MlE Events
£ Management Client Prof ¥ Abandoned Obejct_0119-ARRIVAL LOBBY (DOMESTI

@ M atrix

= Rules and Events
[Z] Rules
Time Profiles

[ Notification Profiles

\  User-defined

¥ Analytics Events

: Generic Events
E Q‘?’ Security
T4 Roles
& Basic Users
=@ System Dashboard

Abandoned Obejct_0174 - Paved Area
Abandoned Object

Abandoned Object_CCTY-087-KCN-9-CC-02
Abandoned Object_ CCTY-1534-KCN-3-CC-01
Abandoned Object_ CCTY-153B-KCN-3-CC-02
Abandoned Object_CCTY-287-KCN-9-CC-02
Abandoned Object_CCTY-358-KCN-9-CC-02
Abandoned Object_CCTY-388-KCN-9-CB-04
Abandoned Object_CCTY-388-KCN-9-CB-05
Abandoned Object_CCTY-467-KCN-9-CD-02
Abandoned Object_ CCTY-472-KCN-9-CD-01
Abandoned Object_ CCTY-472-KCN-9-CD-05
Abandoned Object_CCTY-603-KCN-9-CC-02
Q Abandoned DbiectiCCTV-D.&C-KCN-S-CD-1 2

s s s e e s e e s s e s

Figure 7: Milestone User Defined Event

Page 27 of 31



RECOGAISE ANALYSE RIALEE

8.3.1.2 Milestone Analytic Events

In the Analytics Events, an event can be created once instead of creating the same events multiple
times for different cameras as shown in the Figure 8 below:

o Yellow highlight - One Abandoned Object event has been created.
e No highlight — Abandoned Object event created for specific cameras.

~£2 Smart Client Profiles
:;;I Management Client Prof

@ b atrix

=- ¥ Analytics Events

E Abandoend Obejct
Abandoned Obejct_0113-4RRIVAL LOBEY (DOM
Abandoned Obejct_0174 - Paved Area

= Rules and Events
[Z] Rules
Time Profiles
[><] Motification Profiles
Q User-defined Events
Al &nalvtics Events
\ty Generic Events

=l Q@ Security
T Roles
2 Basic Users

=@ System Dashboard

!ﬁ-l'rl

=
2
=
=
=
=
=
4_“;
=
xr;
]
=
=
=
®

Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned
Abandoned

Object_CCTV-087-KCN-3-CC-02
Object_CCTY-1534-KCN-3-CC-01

Object_CCTV-153B-KCN-3-CC-02

Object_CCTY-287-KCN-3-CC-02
Object_CCTY-358-KCN-3-CC-02
Object_CCTV-388-KCN-3-CB-04
Object_CCTY-388-KCN-3-CB-05
Object_CCTY-467-KCN-3-CD-02
Object_CCTY-472-KCN-3-CD-01
Object_CCTV-472-KCN-3-CD-05
Object_CCTY-609-KCN-3-CC-02
Object_CCTV-DAC-KCN-3-CD-12

Figure 8: Milestone Analytic Events

8.3.1.3 Milestone Alarm Definition

In the Alarm Definition, an alarm can be created once instead of creating the same alarm 14 times
for the 14 cameras as shown in the Figure 9 below in Yellow highlight.

=& Alam Definitions ~
& Abandoned Obeict_0113ARRIVAL LOBEY (D
& Abandoned Obejct_0174 - Paved Area
2
& Abandoned Object_CCTV-087KCN-9-CC-02
& Abandoned Object_CCTV-1538.KCN-9CC-01
& Abandoned Object_CCTV-1538-KCN-SCC-02
& Abandoned Object_CCTV-287KCN-9-CC-02
& Abandoned Object_CCTV-358KCN-9CC-02
& Abandoned Object_CCTV-388KCN-9.CB-04
& Abandoned Object_CCTV-388KCN-9.CB-05
& Abandoned Object_CCTV-467-KCN-9CD-02
& Abandoned Object_CCTV-472KCN-9CD-01
& Abandoned Object_CCTV-472KCN-9CD-05
& Abandoned Object_CCTV-03KCN-9-CC-02
& Abandoned Object_CCTV-DACKCN-3CD-12
& Abandoned Vehicle_CCTV-DACKCN-3.CD-08
& Abandoned Vehicle_CCTV-DACKCN-3CD-11

& Apron Breach_CCTV-472KCN-8.CD-04
& Apron Breach_CCTV-472KCN-9.LD-05
% Camera Back Onine

& Camera Offine

& Counter Flow_CCTV-1534KCN-9-CC-01
J Counter Flow_CCTV-1538-KCN-9-CC-02
& Double Park

& Double Park_CCTV-DACKCN-9.CD-11

B Noble Dol CCTUV.NACKCNG.CN.12

Alarm definition
Enable:

Name:

Instructions:

Trigger

Triggering event:

Sources:

Activation period

Events trigaered:

Initial alarm owner:

Initial alam priority:

™

[&bandoned Object

[Analytics Events

| bandoend Obeict

[14 tems selected Il

@ : [
& Abandoned Vehicle_CCTV-DACKCN-9-CD-13 ® Time profile: |Always v]
\:! Abandoned Vehicle_CCTV-DAC-KCN-3-CD-15 O Evertbasd
& Abandoned Vehicle_CCTV-DACKCN-9CD-16 :
J Abandoned Vehicle_CCTV-DAC-KCN-9-CD-17
& Apron Breach
& Apron Breach_CCTV-383.KCN-9.CB-05 e e
& Apron Breach_CCTY-472-KCN-3-CD-01 - r
Time limit: |1 minute v]

I

I

Other
& Contiol CPA
& Contiol CP4_CCTV-467-KCN-3.CD-02 Related cameras: [14 tems selected ] [ |
& Counter Flow_CCTV-087KCN-9.CC-02

Related map: [ v

l

[High

Figure 9: Milestone Alarm Definition
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8.4 Ipsotek Alarm Configuration

The final step in the alarm configuration is linking the created alarm in VIConfigure to the alarms
configured in Milestone XProtect Management Client. Refer to the VIConfigure manual for
configuration of rules and actions in VISuite.

# et
@ ViConfigure | fiule

Figure 10: Rules page in VIConfigure with configured intrusion alarm

IMPORTANT NOTES

e Cameras and Alarms must have the same name in both the AIVA Server and Milestone
Server.

e Itis recommended that the Camera and Alarm names on the AIVA Server are reviewed to
check consistency with the Milestone Server.
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9. Example Interface Screenshots

9.1 Ipsotek Video Content Analysis Alarm in Smart Client

The images below show an Ipostek Video Content Analysis alarm being raised in Milesone XProtect
Corporate Smart Client 2020 R2.

Figure 11: Ipsotek Alarm in Smart Client 2020 R2 with Metadata
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Figure 12: Close up of alarm video - left and snapshot — right.
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10. Support

If you require technical support, please use the following details to contact us directly.

Support Telephone

+44 (0) 208 971 8301

Ipsotek Ltd Telephone +44 (0) 208 971 8300

Support Email

11. General Information

If you there any further questions non-specific to the VI software, please use the following details

below to contact one of our representatives.

Ipsotek Ltd Telephone
Ipsotek Ltd Fax
Email

Address

Registered Address

support@ipsotek.com

+44 (0) 208 971 8300
+44 (0) 20 8879 6031

sales@ipsotek.com

Ipsotek Itd,

PO Box 54055,
London,

SW19 4WE,
United Kingdom.

Acre House,

11-15 William Road,
London,

NW1 3ER,

United Kingdom.

Company registered in England and Wales. Number
4272419.
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