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1. Introduction

This document contains the configuration details for the VISuite Milestone integration. Wherever
necessary, references with other documents and material are made throughout the document. This
document is categorized into 3 sections based on the context and functionality

a) Camera Configuration & Video Streaming — Video from Milestone XProtect server or directly
from the camera will be analysed by Ipsotek’s hardware & software.

b) Alarm Configuration & Alarm Linking — One of the integration’s aims is to notify alarms in
Milestone Management client interface. To achieve these alarms in both systems, Milestone
and VISuite must be linked.

c) Plugins — Software components developed by Ipsotek which can be hosted in Milestone’s
Management client interface.

‘ Milestone/lpsotek Integration

milestone

Milestone XProtect ( Ipsotek VISuite >

—

Camera List

Alarm Camera
Configuration > Configuration > Configuration

Camera > Alarm
Configuration

Alarm Name +
Configuration

Integrated
Alarms

Camera Names used to link alarms in
Milestone XProtect

Alarms
+

Metadata

Figure 1: Block Diagram Describing Integration
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1.1 Integration Features

Integration with Milestone XProtect supports the following functionality:

e Decode and analyse the IP Video in real-time.
e Raise alarms in XProtect viewing client.
o Display real time tracking and event metadata in viewing client.

1.2 Prerequisites

This integration requires the following components from both the systems.

e .Net Framework 4.6.2

o Milestone device pack 8.4 or later

e Administrator privileged windows account

1.3 Video Streaming

It is assumed that both Milestone server, VIS server and IP cameras are on the same network.
It is recommended that the network guarantees a consistent frame rate without any packet drops.

1.4 Feature Compatibility

The table below depicts the supported Ipsotek features on the various Milestone editions.

Milestone XProtect Corporate/Expert 2016/2017/2018 Server.
Milestone XProtect Management Client 2016/2017/2018.
Milestone XProtect Smart Client 2016/2017/2018.
VCA server. Ipsotek’s Video Content analysis hardware server.
VISuite 10.1.114/115 Ipsotek’s Video Content analysis software.
Milestone Proxy 10.1.115

Integration Features

XProtect Corporate

XProtect Expert

XProtect Enterprise

XProtect Smart

XProtect Smart
Client
(64-bit)

VMS Video Streaming

v

v

v

Raise XProtect Alarms

v

v

v

Display Metadata

v

v

VIConfigure Plugin

VIZualisation Plugin

ANANANA NN
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2. Milestone Licensing

2.1 Required Licences

There is a simple method of integration supported by the Ipsotek platform as described below. The
Milestone licencing model requires the procurement of device license keys (DLK) to support individual
devices. The licenses that are required are as follows:

Method: VCA (Ipsotek) server to receive video streams from Milestone.
Licences Required: One Milestone DLK per metadata channel

Ipsotek VIS100-R
Analytics Server IS ™

fro—————
a—Configuration—— et @ &
- J

Adrrin

b
Ipsotek VIConfigure
Alairn Configuraticn SU

,/
T

- IF Nabtwork

Cameras
—
-\"\—\__\__ . .
_hl"":‘l?aq_,_
—
—

milestone

s gjliang
PR

XProtect Smart Client
Milestone XProtect Algrm Frontend

Milastone XProtect

Figure 2: Milestone Metadata Integration System Diagram
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2.2 Checking Milestone Licensing

The correct licenses should be acquired prior to any installation/configuration. Licenses and their
quantities can be checked in the Milestone XProtect management client by navigating to the “License
Information” under “Basics” on the left hand side Tree menu and clicking on the “License Overview”
button as shown below:

© Wilestone XProtect Management Clent 2016 R2
Fie Edt View Acton Tools Help

XProtect Corporate 2013 R2 Test c
Milestone XProtect Smart Vall MO1-P03-100-02.6C2784  Unlimitad Unfimited

v Dstaia -4 St
[ Activatod
Hardware Device Doutor 25

License Details - Curment Sde: SMKMILES2018R2

=
| = werugine
¢

Figure 3: Milestone Licensing
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3. Milestone Cameras

In order to perform event detection and overlay metadata, it is assumed that both Milestone server
and VIS server are on the same network. It is recommended that the network guarantees a consistent
frame rate without any packet drops.

3.1 Camera Name Limitations

e Character Limit (Ipsotek Limitation)

250

e Allowed Characters:

0123456789
abcdefghijklmnopgrstuvwyxz
ABCDEFGHIJKLMNOPQRSTUVWXY Z

PHSS () %+, —.0;=>2Q[]1"_{ I}~

3.2 Camera Setup

This section provides the steps required for setting up a camera in the Milestone XProtect
Corporate/Enterprise Management Client. Cameras should be added to the Milestone platform before
seeking to create connections to the Ipsotek VCA server. Follow the steps below

@ Milestone XProtect Management Client 2018 R2
File Edit View Action Tools Help

. H9lee
Step 1 Site Navigation ~ R X ||Recording Server
=G SMKMILES2018R2 - (12.25) ~ll = ;ﬁ Recording Servers
Add camera by selecting e biornsion T e
Recording Servers from the left- (5] e rformaicn Ui Acdrarduare.. Culn

hand tree. Right click on the (@} 4is One-dlick Camera Connecti g-:iaur:wa;em
required/displayed server and b ) Resording Servers

select “Add Hardware” from the
drop-down menu.

Step 2:

From the wizard select Manual

=15 Remote Connect Services

#] Failover Servers
1] Mobile Servers

=-&® Devices

B Cameras

Rename Recerding Server F2

B4 Remove Recording Server

Refresh F5
2

Add Hardware

Add Hardware

e

dware

The Open Platform Company

Help

Remote connect har
milestone ‘Add herdware connected via a e

m T ——
Har

ardware models on the recording server's local network.
855 ranges and detects hardware modsls

M.

Detects hardware models for manually entered IP addresses and host names

mote connect server
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Step 3:

Add camera authentication
credentials and enable via the
check box.

Step 4.

Select camera manufacturer and
model.

Please Note: Selecting a
manufacturer will select all
subsequent models. You may
select the specific model
number if known

Step 5:

Enter IP address of camera.
Please Note: You may add
multiple device IP’s by clicking
on “Add”

Step 6:
Acknowledge addition of camera to
system

Step 7A:
Select any additional hardware
functions required.

Add Hardware

= [= ]

Inclide UserName
(]| (Factor Defaul)

Passward Add

Help [ <Back ] | Hewt> ] | Cancel )|
Add Hardware ===
The more divers selected.the slowes the scaming.
Selctal
Cea &l
Help <Back Hed > Cencel
Add Hardware = o]
Enterintormation for hosdware you want 1 s
Opaiarally. select diver tppe o speed up detoctn.
e For Handvars Diver asd
13218810237 ER ¢oceiec =
) cBok e Concel
Aedd Hardware = o]
lmation.
Succoessullycallectod harware wallbe ackisd
Collcted handvare Hlormalion
s Fort Hardhare Difre Sa
19216810237 o Al 24157240 SAJZAZE 4350, [ Suocers
) Bk T Concel
Add Hardhware = o
Aematively,
Haidware nsme temlate: Device name tengials
Delauk Deisit
[
s 20350 Ve Senver (19216810, 23]
s ver (192.168.10.237] - Camesa |
# Misaghares pon 1 a5 24354 Videa Sarver [192.168.10.237 - Micsaghone 1
@ Speokerpat 9216810, 237)- Speske 1
it part 1 9216210.237) - Irgud 1
ofo gt pan 2 2162102371 Irews 2
s nput pt 3 peben Server (19216810237 - Irgad 3
o it pat 8 B & Videa 5
) Ouput o 1 05t 24358 Vides Sarver 192.169.10.237)- 0
) <Back Lancal
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Step 7B:

Select camera group by clicking on
the highlighted folder. You may
also create new groups through
this dialogue.

Please Note: It is highly
recommended that groups are
used to keep cameras in a
manageable order.

Step 8:

Confirm camera feed via preview
pane as shown.

Step 9:

Select supported camera stream
from the options by expanding the
camera tree and selecting the
camera hardware. Navigate to the
streams tab in the right-hand pane
and select the required stream
from the dropdown menu.

Supported Streams:
H.263
H.264
MPEG

Add Hardware

Select adefaull groupfor all dovices types.
Altematrvely,

Diafouit camesa group:
No roup selscted

Defoult mcsaphene groups
No group slcted

Dl spesker goups
Ho graup selected

Dl metadats grougx
No roup selected

Dislaudt input gices
No goup selected

Defait cutpud gioup:
Ho group selercted

(i e

Devices

Camenst

B i 24354 Video Serve (152168 10.297) .. [ Defaui Gitcup -

Ak o Geus

< fack

(A ot

Select a dofauk grouplor alldevices e
Ricinatseet, celec device

ot vy b sach device.

Dedat camea goup.

o o seected
Detat micsophane gove:
o o seected
Deladl spesker goup.
o group seected
Dol netsdats e
o g seected
Deladl rgut o

o g seected
Delait ot s Py
[ —

Select Group

= Canwias

SRF- YL omcia Groug 1]
) Iproesk_Offce

[
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2 Check 2024
ey

£ |

o
s Corcecsn

-
Wb,

a6 2556 o S a5 10277 ]

[Fecording Server

)[Fipeties

<l

= ) Recording Semvers
R WINPYME4MILESTD
55 (2 Avis 2435 Video Server [152.168.10.237)
S huls 24364 Video Server [192.168.10.237) - Camera 1

Auis 24354 Video Server (192.168.10.297) - Microphene 1

Auis 24354 Video Server (132.168.10.237) - Speaker 1
ofp Auis 24354 Video Server (132 168.10.237) - Input 1
ofg Auis 24354 Video Server (192.168.10.237) - Input 2
op uis 24354 Video Server (132.168.10.237) - Input 3
ofp Auis 24354 Video Server (132.168.10.237) - Input 4
(e s 24354 Video Server (192 168.10.237) - Output 1
(e Avis 24354 Video Server (152 168.10.237) - Duiput 2
(4 Avis 20354 Video Server (192 168.10.237) - Duiput 3
(ac s 24354 Video Server (192168.10.237) - Dutput 4

Stisam

Stream information

Name

LiveMode  Defaul  Fecod  Remole Rec

» HPEE

[=] MiPEE

e e

Add

Delee

@ Irfo |3 Setings | [ Sueams [@ Record |@ 360° Lens [ Events [ Clent B8 Pivi<lf3)
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3.3 Ipsotek Camera Configuration

The final step in the camera configuration is to name the cameras in VIConfigure to match the camera
names configured in Milestone. Refer to the VIConfigure manual for configuration of rules and actions
in VISuite.
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4. Milestone Users

4.1 Create Basic User

In order for the integrated alarms to be viewed at the end of the integration, a basic user must be
created and assigned to a corresponding group.

Note : This step can be skipped if a Windows based account is being used for
authentication. The correct permissions are required for Windows based

accounts.
Step 1: =-effl S;curit_l,l
?-k Roles
Create a new user by navigating to Security from the ° 8 EEEE er T ]
A : “ - » =B Syztem Dashbl| 4 +
left hand menu tree. Right click on the “Basic Users E] Curent T4 W] Change Passward.
i [ i ”
item and “Add Basic Users” from the drop down menu. @ g}ls:emm €| Delcte Basic User ool
- Spstem
E Evidence | o Refresh F3
[ T R R ey o g L
Step 2: New Basc User =)

User name:
Operator 1

Create a new user by filling out the form provided.

Desciiption

Demonstration Operator |

o
Repeat passward

4.2 Create Basic User Roles

In order for the integrated alarms to be viewed at the end of the integration, roles must be created and
assigned to a corresponding user.

Step 1: =l S;curit_l,l |
?ﬁ Fioles
Create a new role by navigating to Security from the 2 Basc|  AddRole.. |
left hand menu tree. Right click on the “Roles” item and 9 %S‘E"‘D Delete Role Del
3 LIrTed
“Add Role” from the drop down menu. @ Gyse| | Effective Roles.,
:Z§ Systel Rename Rale... F2
8 Evide
D Contid Copy Role...
=3 Server Lof > Refresh F5
Step 2: Add Rale |
- . Mame:
Create a new role by filling out the form provided. -
LDiescription:

Demonstration Operatars Fold

oK ] | Cancel
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4.3 Assign Basic User to Role

Basic users must be assigned to a corresponding role.

Step 1: e ——

Navigate to Security from the left hand menu tree.
Select “Roles” and the corresponding role
“Operators” from the list in the middle tree.

Navigate to “Users and Groups” located in the bottom
tabs as shown in the diagram.

Frrw—

] m—‘ T Sy [T [P e [ P el
. T T — -
Step 2: ppege s
[ o - et — 1
Select “Add” and “Basic User”.
I:
e DT oot [ Oty 28 Do [ 12 | S ] v i
Step 3. Select Basic Users to add to Role ==

Select user

Select

Select created basic user.

Step 4 @ Mo s 8 [

i rm dcion Tosl b

ot 1

Aorndamens

o
7o e
[N 4

Navigate to the Alarms tab and select “Alarms”

Select and Tick the following items:
- Manage
- View

g
2]
o
at -

T i | s TG 0 e [Pt [ | 5
—
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Step 5: PTG —
H v

.

e o e B 8

Navigate to the Device tab and select Cameras.

Select the associated cameras which will display
analytic events.

0| e i | G5 7 o (PP2 [ s [ R 5

[

Step 6:

Enable Camera “Read” on the corresponding
cameras to receive analytic events.

o [ i eoun |52 evce P2 | oot | 21 omos Foa €0

Step 7: e — ===

H? yem
== e kst

Navigate to the View Group tab.

Select View Groups in which the operators will be able
to see the IVA alarms in the “View Group” tab.

Set security constraints for view groups as shown.

& Gpesc | 1 Pane ety [ Svanirad Q[»e«w[-rem Swre
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5. Video Streaming Options

The integration between Milestone XProtect and Ipsotek VISuite 10.1 can operate as follows:
- VCA (Ipsotek) server to receive unicast or multicast video stream directly from IP cameras

- Upon the receipt of video, analysis in real time occurs and events will be raised into Milestone
XProtect Smart Client as live analytics events.

- Metada is provided by Ipsotek to Milestone via the proxy as a MIP’s Stream. This can then be
used as an overlay within milestone that highlights the cause of the alarm via bounding boxes
drawn on the image.

5.1 System Schematic

The proxy integration has been improved to only send metadata overlay information to Milestone
Management server. The Milestone Proxy Server uses the concept of a centralized proxy where the
Ipsotek’s VIS servers will connect to Milestone VMS. Milestone Proxy then will be responsible to
maintain the communication to the Milestone VMS, trigger alarms and transmitting metadata through
the MIP Message communication service.

It is assumed that both Milestone, VIS server and cameras are on the same network. It is
recommended that the network guarantees a consistent frame rate without any packet drops.

It is also assumed that all servers and cameras are synchronised to the same NTP time source.

Events and metadata are handled by the Ipsotek XProtect Proxy Service. The proxy provides the
integration with the Milestone system through the MIP Message Communication driver.

This proxy is a centralised service that can receive analytic metadata from several Video Analytics
severs and parsed it to Milestone Management Server for event detections and metadata overlay to
be consumed by Milestone Smart Client.

= Trigger Analytic Events

» Send alarm evidence shapshot
s Overlay bounding box on alarm
s Overlay metadata on live stream

Alarm

_Canfiguratiun+
ideor » ‘ Events—f- ‘
milestone | —Metadata—p| milestone
Milestone XProtect Milestone XProtect
Management Smart Client

fideor

Ipsotek Ca mera Events
Analytics Server List &

g’ " i Metadata
Camera I—Video_p I
- S Events
w» - ——p IPNetwork Ipsotek & —»
) Y < Analytics Server Metadata
Camera . o
I—Video—p Ipsotek - XProtect

Proxy Service

- -

Camera

Figure 4: System Schematic
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6. Ipsotek Server Configuration

6.1 Camera Setup

Before getting started with any configuration within VISuite, an entry to the windows “hosts” file must
be made to send alarm data to the named milestone server(s).
The file is located at: C:\Windows\System32\drivers\etc

Ir o |
| hosts - Matepad o ===
File Edit Format View Help

ﬁcnpyr“ight (c) 1953-2009 microsoft Corp.

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

# This file contains the mappings of IF addresses to host names. Each
# eﬂtr){ should be kept on an individual Tine. The IP address should
a

# be placed in the first column followed bij/ the corresponding_host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additinna11¥, comments (such as these) may be inserted on indiwvidual
# 1ines or following the machine name denoted by a '#' symbol.
For example:
102.54.54.97 rhino.acme. com # source serwvar
38.25.63.10 x. acme. com # x client host

Tocalhost name resolution s handled within ons itself.
127.0.0.1 Jocalhost

- REEEE

il Jocalhost
192.168.10.74 milastone xpProtect servar|

Figure 5: Addition of Milestone IP Address
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6.2 Enabling XML Export

To establish a connection where alarms are sent with metadata overlay to Milestone Management, an
XML connection is required to be initiated from the VA server to the Milestone proxy. To create this
type of connection, follow the steps described below:

Step 1: In the VIConfigure interface
navigate to: Server Settings >
Startup Parameters > Alarm

Export

Step 2: Enter the relevant
connection details within the Alarm
Export Settings

Ensure that the IP address is
pointing towards where the proxy is
installed and not to the VMS

6.2.1

3 ok

C-) VIC onﬁgure | Startup Parameters

neral COUNTING

wwwwwwwwwww

TCP_PROXY

Alarm Export

Parameter Yalue
Exportalarms 1

IPaddress 192.168.11....
PortMo 80883

UseS5L 0

SocketTestPeri,..30

ACK Enabled 0

ACK retry count &
ACK retry period 15
Enable Metadata 1
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6.2.2 Alarm export parameters

Export Alarms via a primary and/or secondary XML source to a third party system.

RECOGMISE ANALYSL RIAL

Parameter

Description

ExportAlarms

Export alarms via TCP.
Set to 1 to enable exporting of alarms to export via specified IP address and port
number. Alarm will be sent with XML data.

IPAddress | Defines export IP address, this is to be set to the IP of the server running the
Milestone Proxy, it is recommended to use absolute addresses.
PortNo | Defines export port number. Default 8088.
UseSSL | Force SSL connection if required. Default 0.

SocketTestPeriod

Interval period (seconds) used to send test message to every socket to
guarantee a stable connection to the server. Default 30.

ACK Enabled

Enable XML acknowledgment feedback. Default 0.

ACK Retry Count

XML acknowledgment feedback message retry count. Default 5.

ACK Retry Period

XML acknowledgment feedback message retry interval period. Default 15.

Enable Metadata

Include metadata information with XML export message. Set to 1 to enable
metadata export.
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6.3 Milestone Proxy Installation

Step 1: Install MilestoneProxy.exe
The installer will install to

“C:\Program Files\Ipsotek\MilestoneProxy”

Step 2: Edit MilestoneProxy.ini
Run “Notepad” as Administrator

Navigate to my computer and press the alt key.

At the top of the window you will see a toolbar
open.

Go onto Tools — Folder options

A new window will open, navigate to the view tab
and ensure “Show hidden files, foldersm and
drives” is selected.

Then Open file
“C:\ProgramData\lpsotek\MilestoneProxy\Miles
toneProxy.ini” for editing.

Under server input the IP address of the VMS
server with the relevant login details.

RECOGAISE ANALYSE RIALEE

Welcome to the InstallShield Wiza
MilestoneProxy

The InstallShield{R) Wizard will install Mileston
computer. To continue, dick Next.

WARNING: This program is protected by copy
international treaties.

| MilestoneProxy.ini - Notepad
File Edit Format View Help

I
3 Milestone Proxy Configuration

tproxy]

sAalarm xML server socket where the vIs Server will co
ServerPort =8088

;Enable (1) /Disable(0) debug mode / verbose (v)
Enahblebebugmode = 1

;Enable (1) /Disable(0) alarms mode
Enablealarms = 1

;Enable (1) /Disable(0) parsing metadata
Enablemetadata = 1

[server]
;Server hostname/IP and port user and password

! For Basic uUser, need to add '[Basic]y\' in front of
User = [BASIC]\<USERNAME>, for example [BASIC

H
H
H
; For local account or different domain

: user = <HOSTNAME>%\<USERNAME>, for example MYD
H

H

H

For user and vMS in the same domain A
User = <USERNAME>, for example John smith

H
Server = 192.168.11.151

Port = 80

uUser = admin

Password = AES 128 hQsxyoIB+2zMGLe6XgGR00zZujxjIN3cddlc
+PHLg4 THMRETDSGUS 9t SR7ZmSs cz0Tv1680SRGRSGOGYPK

sMilestone alarms trigger mode:

] k] - Alarm Event
otherwise - analytics Event

Triggermode = O

;humber of MIPs being loaded,

;the ini port start from 1 to forever?, use the "Port
[MIP PoOrts]

Portl 52123

Port2 52124
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6.3.1 MilestoneProxy.ini parameters

The following settings are available in the ini file, only the one highlighted green are required.

Parameter | Description
[Proxy]
ServerPort | Not used, must be set to 8088

LogPath

Log storage path, if left blank defaults to

1l

“C:\ProgramData\lpsotek\MilestoneProxy’

EnableDebugMode

1 = Debug mode for verbose logging

0 = Normal mode for error logging

EnableAlarms

1 = Alarm Handling Enabled
0 = Alarm Handling Disabled

EnableMetadata

1 = Metadata Handling Enabled
0 = Metadata Handling Disabled

[Server]
Ip | IP Address of the Milestone server
Port | Control port of the Milestone server
User | Milestone username
Password | Milestone password

Trigger Mode

0 for Analytics event by default; 1 for Alarm event.

MIP Port 1

MIP port used

MIP Port 2

MIP port used

Page 19 of 31




7. Metadata Integration

7.1 Milestone Metadata Streaming Setup

This integration now includes the ability to display metadata on live camera streams and recorded
alarm footage. Metadata streams are required to be configured in order to enable this functionality.

Follow the steps below:

Step 1:
Add metadata stream by right clicking on the
server and selecting Add Hardware

Step 2:
From the wizard select Manual

Step 3:

Add server authentication credentials and enable
via the check box.

Username: root

Password: password

Step 4:

Under the Other category select MIP Driver
Please Note: Selecting a manufacturer will
select all subsequent models. You may select
the specific model number if known

Step 5:

Enter IP address of server and specify Port
number. Select MIP Driver from drop down list.
Please Note: Port is required to match
specified number set in VIConfigure. Each
camera will require its own port number.

RECOGAISE ANALYSE RIALEE

< Milestone XProtect Management Client 2016
File Edit View Action Tools Help

9@ ® 8 acne

Site Navigation [Recarding Server

5§ WINTYMDEFAULT -[10.0a)
=1 Basics
[&&] License Information
[] Site Information
= {75 Remote Connect Services
() Avis Dne-click Camera Connection
= Servers

) Recording Servers

= A} Recording Servers

3 Add Hardware,.. Ctrl+M
Mave Hardware...
Delete All Hardware
Rename Recording Server  F2

Bl Remove Recording Server

] Failover Servers
Refresh F5
= &P Devices =
Add Hardware o 2=

Add Hardware

Tis wizard helps pou detect and set up hardware.

Hardware detection method

F

Express (recommended)
Automaticall discovers hr

Addess 1ange scarming
Seans defined netrork ad

© Marual
D.
Remole cornect haidware
Add hardware connected via a

milesione remote connect server

‘The Open Platform Company

rdware models an the recording server

tivork addhess ranges and detects hardhware

etects hardware madels o marualy entered [P addresse:

madels

Help Newt> Cancel
Add Hardware = (B )=
)
IncludeUser Name Add
(Facto Defaul) r-—
R oo
Help < Back ] [ Net> ] [ Carcel ]
Aidd Hardware = o ]
The more deivers salocled. e slowes the 2o
elect
Deadl
Heo <Bak bt > Cerce
Add Harcdesare = |
Enterinfomation fot hosdware pou want 1.
Optionally. select driver tppeto pecdup detecsion
Ao Fat Hahare Dive
1921581073 O e -]
Lop Bocx et Concal
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A Hai o = e
Step 6: R v i
Acknowledge addition of metadata stream to —
system S T Fom
Hep <Back. bt Lancel
Add Hardware o
Step 7: : bt

Haid

an Devics nams tamplale
Do

~|  [petaa =

Select additional metadata port as shown.

Handvrare 1o Ak Enablod  Name

v MIP Dirves (192 168.10.73)

BT 7 o 1521601073 e

Step 8: i
Select metadata group by clicking on the f‘“”"“'”z‘n""";f'f-f:';:"'"“ = N
highlighted folder. You may also create new o
groups through this dialogue.
Please Note: It is highly recommended that
groups are used to keep metadata feeds in a
manageable order. Tl —
[
Step 9:
Check metadata stream by observing the icon in
the preview pane. The icon should be seen to w
receive the 0’s and 1's to confirm receipt of
metadata information

tIP Driver (192 166 10 73) - Metadata 1

Step 10:
Assign metadata channel to camera =
|
Select supported camera stream from the
options by expanding the camera tree and
selecting the camera hardware. Navigate to the ]
Client tab in the right hand pane and click on the :
highlighted button to reveal the allocation
Optlons. T s | @ Fecod @ 50 Lem [0 Even| 7 Clent [EE sy ot
Select Devices =
m Selected
= v Metadata v MIP Driver [192.168.10.73) - Metadata 1
EHD Metadata Group 1
E & MIP Diver (192.16610.73) - Metada
Save settings by clicking on the icon or
- Add »
pressing ctrl+s.
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The screenshot below shows the completed Ipsotek metadata integration in Milestone Smart Client.

@ Milestone XProtect Smart Client 2016
@ Milestone XProtect Smart Client 2014 09/04/2015 14:14:29 — B[ X

Live m ack Sex e Explorer T age WorkSpace Plugin @  System Monitor - e 0O Y
XProtect 3 B

Camera 1 - (

Search

* MIP Plug-ins A

Figure 6: Metadata in Smart Client

Page 22 of 31



8. Alarm Integration

With the input video source correctly set up, VISuite now analyses the video, generates alarms and
triggers the corresponding alarms in the Milestone system. The following section details the steps
required for creating alarms on both platforms.

8.1 Alarm Name Limitations

e Character Limit (Milestone Limitation)
31

e Allowed Characters:

0123456789
abcdefghijklmnopgrstuvwyxz
ABCDEFGHIJKLMNOPQRSTUVWXY Z

PSS () *+,—.:;=>2@[]1" {I|}~
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8.2 Enable Analytic and Generic Alarms

Step 1 @ Milestone XProtect Management Client 2016

q File Edit Wi Acti Tools | Hel

Open Milestone Management Server —————— ) °°5|—,e'° -
. . H = | o * A} 1@ Registered Services...

Navigate to Tools > Options —

ite M avigation

= WINPMDEFAILT 1
?D Basics ?ﬁ Effective Roles...

E License Info

:QJ Enterprise Servers..

Options... Ctrl+0

Step 2: D:\':;k‘Bwtm'k User Semngs | Evidence Lock | Access Conuol Setings  Anshics Everts Cu!\wDa!‘bu(
Navigate to Analytics Events Py
Enable Analytic Events -

[ Cancel

Step 3:

Options ‘ ‘ ==l
Evidence Lock | Access Conirol Setiings | Analybics Evenis | Customer Dashbosd | Evert Server  Gerwiic Events | [¢] 75
Navigate to Generic Events v
Enable Generic Events hdos i e
S —
‘Westein Euopean (Windaws] = || Show dl
Alowed extemal IPv4 addresses:
= - =
Step 4: i
Select “International” from data sources
Enable International Events S — - T —
e N

Aliwed extzmal Py sdderser,  Allomed sntsensl V6 sdesses

73 Cancel
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8.3 Milestone Alarm Configuration

G-
Step 1. G ﬁes ard Everts B 2dd User-defined Bvent..  Ctrl+N
Navigate to User-defined Event under the Rules ?.“'ESP . R Delete User-defined Event - Del
and Events menu in the left hand tree I IRereiva Upetr-alaiias) B 2
. Matification Profiles

Right click to reveal the menu R il e Refresh i

0 Analwtics Events
Add a new User-defined Event Generic Events
Step 2: Add User-defined Event @

Enter name for uzer-defined event:

Create event

Ipsotek_lntrusion]

[ ak. ] I Cancel
Step 3: =& Rules and Events
. . [E] Rules
Navigate to Analytic Events under the Rules and Times Profiles

Events menu in the left hand tree. - .
Matification Prafiles

Right click to reveal the menu T Userdefined Events
k)

. ol Snalotics Events
Add a new Analytic Event Generi Add Mewr ...  Ctrl+h
i Genernic Events
= G@ Securty E_L:' Refresh F3
@ Dalan T—Tmr
Step 4 Analytics Events ___rllAnaIytics Events Infarmation
=% Analytics Everts Name
Cl’eate event |n the I’Ight hand pane v i Ipsotek_|nirusion
Test Event
g q a . Descripion:
Save settings by clicking on the E icon or ’
pressing ctrl+s
Step 5:
Navigate to Alarm Definitions under the Alarms & . # &lams I|
menu in the left hand tree. 2 .am-. Eir—.i.;.:: e Newr  Culal
Right click to reveal the menu £9 Alarm =@ aEtin
.'IB Sound Settings E?‘_—:I Refresh FS
Add a new Alarm Definition )

kv Deitioes | adsim Diefndion Infommaton

Step 6: e ||

Complete alarm definition information. '

Please Note: Alarm definitions should be e :
matched to their corresponding triggering =
event camera as previously set. = =

Indisl e cvener:

India b sty gk -
Indis s cbeon: =

Everss niggered by aisin: Sect
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8.3.1 Creating Milestone Alarm Events for Multiple Cameras

In the earlier integration stages with Milestone Management server in which Analytics Events, User-
defined Events & Alarm Definition were defined for each camera by a unique name for the triggering

the alarms pushed from IPSOTEK servers to the Milestone Smart Client.
Now Milestone have updated their feature in the Analytical and Alarm events in Milestone
Management 2016 which the alarm type can be created once and linked to several cameras. This

feature will be shown in the steps below.

But before entering to new integration features, the requirements needed for the integration are:

8.3.1.1 Milestone User Defined Events

In the User-defined Events, an event can be created once instead of creating the same events

Ipsotek VISuite 10.1.113.4 or later

Milestone Management Server 2016
Milestone Smart Client 2016 (64-bit)

multiple times for different cameras as shown in the Figure 7 below:
Yellow highlight - One Abandoned Object event has been created.
No highlight — Abandoned Object events created for specific cameras.

&2 Smart Client Profiles
£ Management Client Prof

@ M atrix

<[ Rules and Events
LCEJ Rules
Time Profiles

[ Naotification Profiles

¥ Analytics Events

Generic Events
E Q‘f?‘ Security

‘g% Roles

,&4} Basic Users
=@ System Dashboard

~

Events

‘Q Abandoned Obejct_0113-ARRIMAL LOEBY (DOMESTI
Abandoned Obejct_0174 - Paved Area
Abandoned Dbject

Abandoned Object_CCTY-087-KCN-9-CC-02
Abandoned Object_CCTY-1534-KCN-3-CC-01
Abandoned Object CCTY-153B-KCN-3-CC-02
Abandoned Object_CCTY-287-KCN-9-CC-02
Abandoned Object_CCTY-358-KCN-9-CC-02
Abandoned Object_CCTV-388-KCN-3-CB-04
Abandoned Object_CCTV-388-KCN-3-CB-05
Abandoned Object_CCTV-467-KCN-9-CD-02
Abandoned Object CCTY-472-KCN-9-CD-01
Abandoned Object CCTY-472-KCN-9-CD-05
Abandoned Object_ CCTY-603-KCN-9-CC-02
Q Abandoned DbiectiCCTV-DAC-KCN-S-CD-1 2

s I s e s s e e s e e s

Figure 7: Milestone User Defined Event
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8.3.1.2 Milestone Analytic Events

In the Analytics Events, an event can be created once instead of creating the same events multiple

times for different cameras as shown in the Figure 8 below:
¢ Yellow highlight - One Abandoned Object event has been created.
¢ No highlight — Abandoned Object event created for specific cameras.

__
£ Smart Client Profiles =1- % Analytics Events
‘fl‘;l kManagement Client Prof ¥ Abandoend Obeijct
@ W atrix ¥ Abandoned Obejct_0119-4RRIVAL LOBEY (DOM
3 LT* Eitlas i Events i‘ Abandoned Ocht_m 74 - Paved Area
E] Rules " Abandoned Db!ect_CCTV-UB?-KCN-S-CC-UZ
. , ¥ Abandoned Object_CCTY-1534-KCN-9-CC-01
Time Profiles ¥ Abandoned Object_CCTY-153B-KCN-3-CC-02
=1 Notification Profiles ¥ Abandoned Object_CCTY-287-KCN-3-CC-02
R/ Userdefined Events ¥ Abandoned Object_CCTV-358-KCN-9-CC-02
AW énalptics Events ¥ Abandoned Object_ CCTV-388-KCN-9-CB-04
Generic Events ¥ Abandoned Object_CCTY-388-KCN-9-CB-05
2} e Secuity ¥ Abandoned Dbject_CCTV-467-KCN-9-CD-02
P\ Roles ¥ Abandoned Object_CCTY-472-KCN--CD-01
d Basic Lsers ¥ Abandoned Object CCTV-472-KCN-3-CD-05
, ¥ Abandoned Object_CCTY-B09-KCN-3-CC-02
-9 Ssiem Desoad ¥ Abandoned Object_ CCTY-DAC-KCN-9-CD-12
it L T 1

Figure 8: Milestone Analytic Events

8.3.1.3 Milestone Alarm Definition

In the Alarm Definition, an alarm can be created once instead of creating the same alarm 14 times for

multiple times for the 14 cameras as shown in the Figure 9 below in Yellow shade.

=& Alam Definitions ~
& Abandoned Obejct_0119-4RRIVAL LOBBY (D
& Abandoned Obeict_0174 - Paved Area
2
& Abandoned Object_CCTV-087KCN-3-CC-02
& Abandoned Object_CCTV-1534-KCN-9-CC-01
& Abandoned Object_CCTY-1538-KCN-9CC-02
& Abandoned Object_CCTV-287-KCN-3.CC-02
& Abandoned Object_CCTY-358KCN-3.CC-02
& Abandoned Object_CCTV-3883KCN-3-CB-04
& Abandoned Object_CCTV-388KCN-9-CB-05
& Abandoned Object_CCTY-467-KCN-3.CD-02
& Abandoned Object_CCTV-472KCN-9-CD-01
& Abandoned Object_CCTY-472KCN-3.CD-05
& Abandoned Object_CCTV-609KCN-3.CC-02
& Abandoned Object_CCTV-DACKCN-3.CD-12
& Abandoned Vehicle_CCTV-DACKCN-3CD-08
& Abandoned Vehicle_CCTV-DACKCN-3CD-11
& Abandoned Vehicle_CCTV-DACKCN-3CD-13
& Abandoned Vehicle_CCTV-DACKCN-3CD-15
& Abandoned Vehicle_CCTV-DACKCN-3CD-16
& Abandoned Vehicle_CCTV-DACKCN-3-CD-17
& Apron Breach
& Apron Breach_CCTV-388KCN-3.CB-05
& Apron Breach_CCTV-472KCN-3.CD-01
& Apron Breach_CCTV-472KCN-3.CD-04
& Apron Breach_CCTV-472KCN-3.CD-05
& Camera Back Online
& Camera Offiine
& Control CPA
& Control CPA_CCTV-467-KCN-3CD-02
& Counter Flow_CCTV-087-KCN-9CC-02
& Counter Flow_CCTV-1534-KCN-8-CC-01
& Counter Flow_CCTV-1538-KCN-3-CC-02
2 Double Park
& Double Park_CCTY-DACKCN-9-CD-11
B Noble Dol CCTU.NACKCN.G.CN.12

Alarm definition
Enable:

Name:

Instructions:

Trigger

Triggering event:

Sources:
Activation period
@® Time profile:

O Event based:

Operator action required

Time liit:
Events trigaered:
Other

Related cameras:
Felated map:
Initial alarm owner:

Initial alarm priofity:

]

[&bandoned Object

[Analytics Events

|Abandoend Obeict

[14tems selected Il

[Always

11 minute

I I

[14tems selected ] [

[

[High

Figure 9: Milestone Alarm Definition
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8.4 Ipsotek Alarm Configuration

The final step in the alarm configuration is linking the created alarm in VIConfigure to the alarms
configured in Milestone XProtect Management Client. Refer to the VIConfigure manual for
configuration of rules and actions in VISuite.

VIConfigure | Rules

AR 200 SP 27

New
Create a new blank alert,
New from template Export Rulfe to File
Create a new alert by starting from a template. Save selected alert on client terminal.
Configure "
a Impoit Rule from File
Reconfigure selected alert.
Load an alert from the client terminal.
Delete
Delete selected alert,
Mame Cam Freset Filtering Fre  Post Priority Schedule Action
Instrusion Cod Preset 1 Off -5 5 MNormal 24 7 None

Figure 10: Rules page in VIConfigure with configured intrusion alarm

IMPORTANT NOTES

e Cameras and Alarms must have the same name in both the VCA Server and Milestone
Server.

e |tis recommended that the Camera and Alarm names on the VCA Server are reviewed to
check consistency with the Milestone Server.
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9. Example Interface Screenshots

9.1 Ipsotek Video Content Analysis Alarm in Smart Client

The images below show an ipostek Video Content Analysis alarm being raised in Milesone XProtect
Smart Client 2016 R2.

@ Milestone XProtect Smart Client 2016 R2 27/09/201617:28:30 — O X

Live Playback Sequence Explorer W System Monitor - O Y

ﬁ London N— — AxisQ7401 Cam1 - 26/09/2016 12:3... ®

| 12:35:51142 || » 1%

New (Filter Applied) Reports 13 Clearfiter  Filter Vv
Quick Filters = Time iori State Name  Message Source
14:33:38 22/09/2016 New Proxy_test2 AXIS M1145
14:40:30 2210972016 New Proxy_test2 AXIS M1145
Y In progress (0) B 12:35:22 26/09/72016 New Proxy2 AxisQ7401 Cam1
'Y On hold (0)
Y Closed (0)

Y New (3)

Figure 11: Ipsotek Alarm in Smart Client with Metadata

AxisQ7401 Cam1 - 26/09/2016 12:35:24.802

Rl
IR 8
;ﬁ i ‘\!h i‘j,(:b’ ;\" ;

F\\“’
|

| 12:35:24.790 » »

Figure 14 — Close up of alarm video — left and snapshot —right.
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9.2 Ipsotek Face Recognition Alarm in Smart Client

The images below shows an ipostek Face Recognition alarm being raised in Milesone XProtect Smart
Client 2016 R2.

Milestone XProtect Smart Client 2016 R2

27/09/201617:30:53 | — O3 | X
Live Playback Sequence Explorer m System Monitor E 0 N - IR - B

Setup
@ London ] E] AXIS M1145 - 22/09/2016 14:34

Person: moe
Camera : Cam0

1420 ux < <« 22/09/2016 14:34:49.250 1| »

S E— e I 0 Y B N N — I [ £ 1 [ Y § PR B
New (Filter Applied)

1500

Reports 13 Clearfiter | Fiter v
Quick Filters &= Time State Name ~ Message Source
Y New (3) 14:33:38 22/09/2016 New Proxy_test2 AXIS M1145

14:40:30 22/09/2016 New Proxy_test2 AXIS M1145
Y in progress (0) B 1235222602016 i Praxy2 AxisQ7401 Cam1
Y Onhold 0)

Y Closed (0)

Figure 15 - Face Recognition Alarm example.
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10. Support

If you require technical support, please use the following details to contact us directly;

Support Telephone +44 (0) 208 971 8301
Ipsotek Ltd Telephone +44 (0) 208 971 8300

Support Email support@ipsotek.com

11. General Information

If you there any further questions non-specific to the VI software, please use the following details
below to contact one of our representatives;

Ipsotek Ltd Telephone +44 (0) 208 971 8300
Ipsotek Ltd Fax +44 (0) 20 8879 6031

Email sales@ipsotek.com

Address Ipsotek Itd,
PO Box 54055,
London,
SW19 4WE,
United Kingdom.

Registered Address Acre House,
11-15 William Road,
London,
NW1 3ER,
United Kingdom.

Company registered in England and Wales. Number 4272419.
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