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Target audience for this document

The installation and configuration part of this document is aimed at system administrators of the
Evidence.com and Milestone XProtect.
The operation part of this document is aimed at system administrators and also system operators with
basic knowledge of Evindence.com and Milestone XProtect.
As this manual contains specific details about the integration, it is recommended for system
administrators to check the following sources of information:

e Evidence.com Help Center

e Milestone XProtect 2021R1 (XProtect Management Client and XProtect Smart Client) and newer
and for system operators to check at least:

e FEvidence.com Help Center

e Milestone XProtect (XProtect Smart Client)

https://www.milestonesys.com
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Copyright, trademarks & disclaimer

Copyright
© 2022 Milestone Systems A/S.

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This document is intended for general information purposes only, and due care has been taken in its
preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be
construed as constituting any kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior notification.

All names of people and organizations used in this document's examples are fictitious. Any resemblance
to any actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third party software for which specific terms and conditions may apply.
When  that is the case, you can find more information in the file
3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system installation
folder.

https://www.milestonesys.com
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General description

Introduction
The Axon Incident Manager is an integration, which supports number of features including:
e Exports video in AVI and XProtect format for a specified time interval
e Exports audio if needed
e Generate audit log for the activities being done
e Uploads the exported files to Evidence.com

Solution overview
The integration includes Axon Export Service, XProtect Management Client and XProtect Smart Client
plug-ins.

Axon Export Service
The service responds to requests generated by the XProtect Smart Client plug-in and returns status to
each client generating its requests. Check the Export job process subchapter below for more details.

Before starting the service, it must be configured by a user with administrator permissions. The steps
are described in the Axon Export Service configuration chapter.

The service is running by default using the Local System account. If this account does not have
read/write access to the export folder, change the service user account to an account with sufficient
permissions. The steps are described in Axon Export Service configuration > Windows service
subchapter.

XProtect Management Client plug-in
The plug-in includes the following features:
e Add/delete remote connection for Evidence.com which is needed for the upload of the exported
files
e Configuration for the file split size of the AVI and XProtect format exports
e Manage the current export jobs
e Gives information for the completed exports
e Gives basic status for the Axon Export Service

XProtect Smart Client plug-in
The plug-in provides a side panel in the Playback tab of the XProtect Smart Client which includes the
following features:
e C(Creating export by
l. Selecting the camera(s) in the current view or several cameras from the available
XProtect Recording Server(s), format of the export and a time interval for which to
export data
Il Selecting a remote connection

https://www.milestonesys.com



v

Milestone Axon Incident Manager v2.0 @ milestone

. Adding details for the export
Checking the current exports status

The plug-in can be installed on any computer where the XProtect Smart Client is installed. Each XProtect
Smart Client can start an export job which is then added to the queue.

Export job process

1.

w

The operator selects camera(s) from the current view or several cameras from the available
XProtect Recording Server(s), then specifies the format and the time interval in the side panel of
the XProtect Smart Client plug-in.

The operator selects remote connection for the export.

The operator adds details for the export.

The operator clicks the Export button. If the Axon Export Service is running, it confirms the
export with a message saying Job added to exports meaning that the export job is added to the
gueue.

The Axon Export Service gathers information for the cameras which has been selected.

The Axon Export Service calculates the size the export files based on the configured file split size
and starts the export. The service archives the export files in case of XProtect format export.
Also, a pdf file is generated for each export. It contains logs for the activities being done.

Take in mind that the export process has a retry logic. If an error occurs during the exporting
process, the export will be attempted up to 3 times after which, if there is no success state, they
will be moved to the Completed Exports tab in the XProtect Management Client and will be
market as Failed.

The Axon Export Service then utilizes the Evidence.com API to upload the exported files on
Evidence.com.

The service updates the XProtect Smart Client plug-in with progress and status information
received.

https://www.milestonesys.com
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Prerequisites

Requirements for use of Milestone Axon Incident Manager integration in Milestone XProtect.

Milestone XProtect

The Milestone Axon Incident Manager integration is compatible with XProtect Corporate 2021 R1 or
newer.

An active Milestone XProtect license is required.

Access to the XProtect Management Client is required for the configuration of the integration. VMS
Admin account.

Evidence.com API

To fully utilize the Milestone Axon Incident Manager within Milestone XProtect, you must have an
Evidence.com subscription that allows access to the partner APls and active metadata channel. Without
this level of access, the integration is not fully functional. For questions regarding your Evidence.com
subscription, please reach out to your Axon representative.

Codec

The integration operates with any codecs that are installed on the computer where the service is
installed. Xvid MPEG-4 Codec is recommended for use with the integration to compress and transfer
data from Milestone XProtect into Evidence.com in a timely manner. Intel IYUV codec and Microsoft
Video 1 codecs are not recommended as its use results in and larger export file size and significant data
transfer time.

Download: https://www.xvid.com/download/ (also included within the installer link below)

FAQ: https://www.xvid.com/fag/

https://www.milestonesys.com
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Installation

Download the installer for the integration from this link and follow the prompts for installation.
The link below contains both the installer and the Xvid MPEG-4 Codec.

Download: https://download.milestonesys.com/AxonIncidentManager/latest/

Plug-in and Service installer
The Milestone Axon Incident Manager integration consists of one installation file supporting Windows
64-bit only:

o MilestoneAxonincidentManager x64_2.x.xx.x

There are two components in the installer for the Milestone Axon Incident Manager integration — plug-in
and service.

The plug-in must be installed on the following computers:
¢ On the computer where the XProtect Management Client is installed

e On the computer where the XProtect Smart Client is installed

The service component must be installed on a computer, which has access to the XProtect Management
Server. The installer also includes a system tray application.

Only the plugin component installs by default. You must indicate to the installer if you would like to
install the service component on the same machine or elsewhere.

https://www.milestonesys.com
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Installation steps

1. Double click the installation package MilestoneAxonincidentManager_x64_2.X.xX.x
2. You will see the Milestone Axon Export Setup Wizard. Click Next.

ﬁ Milestone Axen Incident Manager Setup - ¥

Welcome to the Milestone Axon Incident
Manager Setup Wizard

The Setup Wizard will install Milestone Axon Incdent
Manager on your computer. Click Mext to continue or Cancel
to exit the Setup Wizard.

3. Read the license agreement carefully and select the | accept the terms in the License Agreement
box. Click Next.

ﬁ Milestene Axon Incident Manager Setup — *

@ milestone

Milestone End-user License Agreement

MOTE: If you are a Milestone Dealer, systems integrator or are otherwise
installing this Praduct an behalf of a third party, you shall ensure that you
have their acceptance of this End-user License Agreement and their
consentto provide end-user personal data for registration with Milestane
Systems if such voluntary option is applied.

This End-user License Agreement ("EULAT) is a legally binding agreement
between you (either an individual or a single legal entity) and Milestone W

[+11 accept the terms in the License Agreement:

Pint | | Back [ Mext | | Cancel

https://www.milestonesys.com
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4. The default setting for the Plugin is, “Will be installed on a local hard drive”. Use the default selection
in case you are installing the plug-in for XProtect Management Client and XProtect Smart Client.

Note: Select option Entire feature will be unavailable in case the plug-in installation should be skipped.

ﬂ Milestone Axon Incident Manager Setup — *

Click the icons in the tree below to change the way features will be installed.

=1 Will be installed on local hard drive

=18 Entire feature will be installed on local hard drive

=0 Feature will be installed when required IE on your

¥ Entire feature will be unavailable

Browse...

| Reset | Disk Usage | Back [ Next | cancel |

The default setting for the Service is “Entire feature will be unavailable”. Select option “Will be
installed on local hard drive” in case you wish to install the service on the same machine as the
plug-in.

Note: Select option “Entire feature will be unavailable” in case the service installation should be skipped.

ﬂ Milestone Axon Incident Manager Setup = X

4 milestone

Click the icons in the tree below to change the way features will be installed.

(= ~ | Plugin
orE
=1 Will be installed on local hard drive

8 Entire feature will be installed on local hard drive

on your
§=  Feature will be installed when required
¥ Entire feature will be unavailable
|
Browse...
Reset || Disk Usage | | Back || Next || Cancel

https://www.milestonesys.com
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5. Click Next.

ﬂ Milestone Axon Incident Manager Setup — hd

@ milestone

Click the icons in the tree below to change the way features will be installed.

=H|Plugn]

= ~ | Service

This feature requires 18ME on your

hard drive.
Browse...
| Reget | Disk Usage || Bak [ Next | cancel
6. Click Install.
ﬂ Milestone Axon Incident Manager Setup — )4

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Bak | ®mstal | | cancel

https://www.milestonesys.com
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5. Click Yes, in case the following message appears on the screen.

Milestone Axon Incident Manager

Verified publisher: Milestone Systems A/S
Fil2 origin: Hard drive on this computer

Show more details

6. The next actions are executed automatically.
7. Click Finish.

ﬂ Milestone Axon Incident Manager Setup — .

Completed the Milestone Axon Incident
Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.

https://www.milestonesys.com
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License
This solution does have a build-in MIP license check that is locked to the software license code (SLC) of
the XProtect installation of which it is a part.

It automatically comes with a 30-day grace period which starts from the date when the plug-in is
installed. After the grace period expires, a permanent MIP license is needed.

The permanent MIP licenses are provided by the distributor. To generate a permanent MIP license, the
distributor must know the SLC of the Milestone XProtect where the integration has been installed.
Collect the SLC and send it to the distributor, preferably via email.

When the permanent MIP license is acquired, the XProtect system must be reactivated, either online or
offline.

If MIP license check fails, the XProtect Smart Client / XProtect Management Client plug-in will issue error
messages and will have a reduced functionality.

The license information can also be checked in the XProtect Management Client > Site Navigation >
Basics > License Information > Installed Products > Milestone Axon Incident Manager v2.X.XX.X.

Licensed io:

Poland

Edit detzils. . Access Milestone Cares portal...
End-user license agreement Information about Milestone Care...

Installed Products
i Software Licenze Code Expiration Date

XProtect Corporate 2022 R3 Test

Milestone XProtect Smart Wall

Milestone XProtect Access
Milestone XProtect Incident Manager v22 3.0,

Milestone XProtect Transact

I
I
I
I
I
Milestone Axon Incident Manager v2.0.10.0 L

https://www.milestonesys.com
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Evidence.com and XProtect export elements
mapping

The table below contains the mapping between the elements in Evidence.com and the Milestone
XProtect exports:

Title Title entered during export creation.

ID ID entered during export creation.

Categories Categories selected during export creation.

Description Description entered during export creation.

Assigned to Owner Name selected during export creation.

Created on Date when the export is created on Evidence.com.
Notes NA

Recorded on Start time of the export.

Uploaded on The time when the export is uploaded on Evidence.com
Uploaded by The description of the specific API Access Client used for the upload.
Deletion scheduled for NA

File format The value is based on the file format. It can be:

e video/x-msvideo in case the export is in AVl format
e application/x-zip-compressed in case the export is in XProtect

format
e application/pdf in case of the generated Axon Export Audit Logs
file
File size Size of the file.
Evidence group NA
Custom metadata NA
Original file name e Name of the export file in case AVI or XProtect format export
e audit.pdf in case of the Axon Export Audit Logs file
Exported by The Windows username of the operator who initiated the export.
Cases CaselD entered or selected during export creation.
Tags NA

Note: The Milestone XProtect export files will be listed with the same Title in case of multiple export files (due to
file split size) or multiple formats selected. They will have also the following same properties: ID, Categories,
Description, Assigned to, Created on, Recorded on, Uploaded on, Uploaded by, Exported by, Cases.

https://www.milestonesys.com
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Evidence.com

API Access Client configuration
This section identifies how to create APl Access Client in Evidence.com and indicates the most restrictive

required permissions to successfully use the Milestone Axon Incident Manager integration.

1. Open an internet browser and navigate to https://evidence.com/
2. Enter your agency domain. Click Continue.

Set your agency

AGENCY DOMAIN *

.evidence.com

Don't know your domain?

CONTINUE

3. Enter email or username and password. Click Sign in.

NN nEGsTER

EMAR OR USESNAME
|

— THIS IS FLEET 3

The latest in in-car is here.

[ / DRIVE THE FUTURE I

Evidence com Octoder 2021 FIREFOX 94

© 2021 Ason Exterprise, Inc. Al gt Reserved

4. Navigate to Admin > System Administration > Security Settings > AP Settings.

https://www.milestonesys.com
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5. Click Create client.
6. Insert Client name and select the following permissions:

any.list Retrieve the case list Allowed
any.create Create Caseld Allowed

Create evidence

Attach file to evidence
Complete evidence
Complete file attachment

any.create Upload file by chunks Allowed
Create

managedmetadata.modify Update Custom Metadata Fields Allowed

managedmetadata.read Read Custom Metadata Fields Allowed

category.view Retrieve all categories Allowed

read Retrieve all users Allowed

Note: All headings are included, but only the permissions that are required for each heading are listed.
Listed permissions must be configured as Allowed. Any other listings must be listed as prohibited.

7. Click Save to save the APl Access Client.

https://www.milestonesys.com
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Copy all the generated data (Secret, Description, Partner ID, Client ID) as it will be used in the
XProtect Management Client configuration > Add Remote connection chapter.

EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

IP ADDRESS PASSWORD CONFIGURATION APl SETTINGS MFA SETTINGS

Create A New API Access Client

Use API clients for quick access to the Evidence.com API.

API access client created

Copy the secret string below immediately as it will not be shown again.

Secret
Description
Partner ID

Client ID

® 2021 Axon Enterprise, Inc. All Rights Reserved. Privacy Policy Evidence.com October 2021 FIREFOX 94

8. Click Done.

Manage Custom Metadata
1. Open an internet browser and navigate to https://evidence.com/
2. Enter your agency domain. Click Continue.

Set your agency

AGENCY DOMAIN *

.evidence.com

Don't know your domain?

CONTINUE

https://www.milestonesys.com
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3. Enter email or username and password. Click Sign in.

SN IN nEGISTER

EMAR OR USESNAME

THIS IS FLEET 3

The latest in in-car is here....

Forgot your usesr '
password?
/ DRIVE THE FUTURE

© 2021 Ason Exterpnse, Inc. AN gty Reserved "y Evidence com Octoder 2021 FIREFOX 94

4. Navigate to Admin > System Administration > Agency Settings > Custom Metadata.
Click Create metadata field.
6. Select/enter the following details:

Ul

Parameter Description

Field Type Select Freeform.

Field Activation Move the slide to Enabled.
Display Title Enter the display title.
Unique Field ID Enter the unique field id.
Field Settings

Always show on the Evidence Detail Page Check this option.

https://www.milestonesys.com
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FIELD TYPE

@ Freeform

FIELD ACTIVATION

- Enabled

DISPLAY TITLE *

Create Metadata Field

O Validated

O Drop-down List

Enter Display Title

UNIQUE FIELD ID *

Enter Unique Field ID

FIELD SETTINGS

D Always show on Evidence Detail Page

wes [0

Create two custom metadata fields with the following details:

Exported by

exportedByField

Original file name

originalFileNameField

7. Click Save to save the custom metadata field.

The following message appears if the custom metadata field is created successfully:

Metadata field created successfully

CLOSE

https://www.milestonesys.com
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Example:

EVIDENCE CASES INVENTORY REPORTS ADMIN ' Last lagin Mar

AGENCY PROFILE PARTNER AGENCIES RETENTION CATEGORIES FIELD VALIDATION EVIDENCE PLAYBACK SETTINGS

ROLES & PERMISSIONS RANKS CITIZEN SETTINGS DEVICE HOME CUSTOM METADATA HUMAN TRANSCRIPTION

REDACTION SETTINGS

Manage Custom Metadata

4 results
Display Name APIID Status Type Usages
Exported by exportedByField Aug 6, 2020 9:13 AM Enabled Freeform 1168 ,‘
Original file name originalFileNameField Oct 7, 2020 415 PM Enabled Freeform 1000 /‘

https://www.milestonesys.com
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Axon Export Service configuration

1. Start the Milestone Axon Incident Manager app from the shortcut in the Windows Start menu. You
will find it under the Milestone Axon heading.

2. Right-Click on the Milestone Axon Incident Manager tray icon

~ B % L o e 7 Q)

3. Select Server Connection... to configure the connection to the Milestone XProtect.

Start Milestone Axon Incident Manager
Stop Milestone Axon Incident Manager
Restart Milestone Axon Incident Manager

Server Connection...

Exit

4. Insert valid data in the following fields:
e Server Address: The IP address or hostname of the XProtect Management Server. Use the
format http://<address>:<port>

e UserName: Domain username which is added to the Administrators role in the Milestone
XProtect. The format must be Domain\Username where the Domain is the domain name, and

the Username is the name of the user in the domain.

Note: Insert the name of the computer (or localhost) where the XProtect Management Server is installed. If the
user is not a part of the active directory, then a user that is part of the local Windows accounts should be used.

e Password: The password for the account.
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5. Click Verify.

’ Milestone Server Connection Setup *

Server Address:
| http:/flocalhost |

User Mame:
MILESTONE\cddk1 |

Password:

Veerify Cancel || Ok |

6. If verification is authenticated the OK button will become active. Click OK to close the window.

’ Milestone Server Connection Setup >

Server Address:
| http://localhost |

Uzer Mame:
|MILESTONE\cddk1 |

Password:

Veerify | Cancel || ok |

e In case the credentials are not correct, you will see a red circle and error message. Click OK. In-
sert new credentials and click Verify again.

’ Milestone Server Connection Setup =

Server Address:
| http:/flocalhost |

Uzer Mame:
MILESTONE\cddk1 |

Password:

e @ e o |
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Milestone Axeon Incident Manager et

Server authentication failed.
Please verify the server address and credentials.

7. Start the service by selecting Start Milestone Axon Incident Manager.

Start Milestone Axon Incident Manager
Stop Milestone Axon Incident Manager
Restart Milestone Axon Incident Manager

Server Connection...

Exit

8. Press the Yes button in case the following message appears on the screen.

User Account Control X

Do you want to allow this app to make
changes to your device?

UACController

Verified publisher: Milestone Systems A/S
File origin: Hard drive on this computer

Show more details

Yes Mo

The Milestone Axon Incident Manager icon will darken the service is started successfully.

Note: The service must be restarted when new cameras are added or removed.
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Windows service

Follow these steps to change the account of the Windows service if it is needed:
1. Open Control Panel > All Control Panel Items > Administrative Tools > Services.
2. Right click on the Milestone Axon Incident Manager service and select Properties.
3. Open Log On tab and insert a valid credentials. Click OK.

Note: The specified account must be part of the Administrators role in the Milestone XProtect.

Milestone Axon Incident Manager Properties (Local Computer) >

General LoaOn  Recovery Dependencies

Log on as:

() Local System account

Allow service to interact with desktop

@ This account: |MILE5TONE‘»J:ddk1 | Browse.
Password: |illlilllilllill |
Confirm password: |-------------|| |

Concal | | roply

4. Restart the Milestone Axon Incident Manager service.
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XProtect Management Client configuration

Add camera to a recording server
1. Open XProtect Management Client > Site Navigation > Servers > Recording Servers.
2. Right click on the current recording server and select Add Hardware...
3. Follow the wizard to add all available cameras.

Note: For detailed description on how to add cameras to a recording server, see the Milestone XProtect
(XProtect Management Client) help.
Example:

Recording Server
EI--}:ED Recording Servers Y
o H]
= AXIS P1448-LE Network Camera (ip01)

QF AXIS P1448-LE Network Camera (1p01) - Camera 1

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera 2

Qﬁ AX]S P1448-LE Network Camera (1p01) - Camera 3

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera 4

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera &

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera &

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera 7

Qﬁ AXIS P1448-LE Network Camera (1p01) - Camera 8

----- ,5% AX]S P1448-LE Network Camera (1p01) - Microphone 1 W

Add microphone

Add separate microphone if it is needed:
1. Open XProtect Management Client > Site Navigation > Servers > Recording Servers.
2. Right click on the current recording server and select Add Hardware...
3. Follow the wizard to add all available microphones.

Note: For detailed description on how to add microphones to a recording server, see the Milestone XProtect
(XProtect Management Client) help.

Configure microphone
1. Open XProtect Management Client > Site Navigation > Servers > Recording Servers.
2. Select specific camera > Properties > Client tab.
Related microphone is listed under the Client Settings.
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Example:

AXIS P1448-LE Network Camera (ip01) - Microphone 1 is part from AXIS P1448-LE Network
Camera (ip01) hardware device and it is related by default.

Properties
Client settings
Related microphone:
|AXIS P1448-LE Metwork Camera lip01) - Microphone 1 | Clear

Related speaker:
| | Clear

Related metadata:
AX]S P1448-LE Metwork Camera (jp01) - Metadata 1 Clear

Shortcut:

-
-

[ Live multicast

EmPrivacy L

3. (Optional) Click Clear to remove the current related microphone.

4. Click browse button (...) and select microphone from Device groups or Recording servers tab in
the dialog window Select device.

5. Click OK.

6. Click Save in the toolbar to save the changes.

Add Remote connection
1. Open XProtect Management Client > Site Navigation > MIP Plug-ins > Milestone Axon Incident
Manager > Configuration tab.
2. The following connection details need to be specified in the Remote connection section:

Friendly Name Name for the connection.

Remote address | Remote address of the connection.

The format is <your agency>.evidence.com

Port The port number of the connection. It is usually 443 for https connection.
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Partnerld Partnerld string from the Evidence.com APl Access Client configuration
chapter.

Clientld Clientld string from the Evidence.com API Access Client configuration
chapter.

Secret Secret string from the Evidence.com API Access Client configuration
chapter.

3. Click Save in the toolbar to save the configuration.

Example:
Configuration - 2
Export List | Completed Exports | Configuration
Friendly Name Address Port Partner Id Client Id Secret
Frendyiar: | 443 A
Names Presentation: | [First name] [Last name] v
Codec: | Xvid MPEG-4 Codec v AVI Format Split File Size (MB): GH
Main foider: | C-Axon Exports XProtest Format Spiit Fike Size (ME): 512
Export Service
State Active
Disk space used 0 Bytes { Bytes)

Digk space available 24.4 GB (26,197,147 648 Bytes)

Delete Remote connection
1. Open XProtect Management Client > Site Navigation > MIP Plug-ins > Milestone Axon Incident
Manager > Configuration tab.
2. Click on a row from the grid and click Delete.
The following message is displayed:

Delete configuration

o Do you want to delete configuration for FriendlyMame?

Yas Mo

Click Yes to delete the selected Remote connection.
Note* Remote connection is the full row of information in the Configuration tab

3. C(lick Save in the toolbar to save the changes.
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Other plug-in configurations

1. Open XProtect Management Client > Site Navigation > MIP Plug-ins > Axon Incident Manager >

Configuration tab.

2. Change the following parameters based on your requirements:

Names
presentation

Changes the way names are displayed in the XProtect Smart Client >
Playback > MIP Plug-ins > Milestone Axon Incident Manager > Owner
name¥*.
The available options are [First name] [Last name] or [Last name] [First
name).

AVI Format Split
File Size (MB)

The file split size in MB for AVI format exports. The default value is 512
MB. The min value is 128 MB and max value is 2048 MB (2 GB).

The AVI format export is split into several files with the specified split file
size if the overall size of the export exceeds the specified file split size.
The naming convention is:

1 file - <Title of the export>.avi

2 file - <Title of the export>_0001.qvi

N file - <Title of the export>_n.avi

XProtect Format
Split File Size (MB)

The file split size in MB for XProtect format exports. The default value is
512 MB. The min value is 128 MB and max value is 262 144 MB (256 GB).

The XProtect format export is split to several files with the specified split
file size if the overall size of the export exceeds the specified file split size.

The naming convention is:
1 file - <Title of the export>.zip
2 file - <Title of the export>.z01

N file - <Title of the export>.zN

3. Click Save in the toolbar to save the configuration.
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XProtect Management Client operation

Export list

Open XProtect Management Client > Site Navigation > MIP Plug-ins > Milestone Axon Incident Manager
> Export list tab.

The Export list shows the status of the export(s) requested by all operators. The start order of exports is
from the top of the list to the bottom. The top export is either the currently running export, or the next
one to be started. If there are failed exports, they will be on the top.

The table contains the following parameters (columns):

Job timestamp Timestamp when the export job was initiated.

Start Time The start time for the export.

End Time The end time for the export.

Friendly Name The name of the remote connection used for the upload.

Title The name of the export.

Owner The user to whom the export belongs.

User The Windows username of the operator who initiated the export.

Format The format of the exported video/audio files. It could be AVI, XProtect, AVI +

XProtect, AVI + Audio, XProtect + Audio or AVI + XProtect + Audio depending

on the operator choice.

Status The status of the export can be:

e Queued: The export is added to the queue.

e Exporting: The files are being exported.

o Uploading: The export files are being uploaded to Evidence.com.

e Failed: The export has failed.

Action The action you could do depending on your purpose:

e retry: The export has failed and can be retried.

e cancel: The export is in status Queued, Exporting or Uploading and
can be cancelled.

Note* Export list is updated automatically.

If you cancel job which has already started, and some files are already uploaded - the newly created
temporary folder on the computer will be deleted but the already uploaded files remain on Evidence.com. The
Job will start from the beginning if you retry the canceled export.

You need to stop the Axon Export Service and manually delete the following file:
C:\ProgramData\Milestone\MilestoneAxonincidentManager\JobQueue.xm! if you want to clear the current
Export list.
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Completed exports

-
leted Exports | Configurati
Move Up Move Down Delete
Start Time End Time Friendly Name Title Owner User Format Status Action

12/5/2022 11:24:13 AM| 12/5/2022 11:24:19 AM | FriendlyName | bbbbbbb1 Nikifor Chernev | cddk1 AV + XProtect Queued | Cancel |

Export Service

State: Exporting

Disk space used: 0 Bytes ( Bytes)

Disk space available: ~ 20.25 GB (21,748.506.624 Bytes)

1. Open XProtect Management Client > Site Navigation > MIP Plug-ins > Milestone Axon Incident
Manager > Completed exports tab.

The Completed exports list shows all completed exports requested by all operators in a
specified time interval. By default, today's date is selected.

The table contains the following columns:

Job timestamp Timestamp when the export job was initiated.

Start Time The start time for the export.

End Time The end time for the export.

Friendly Name | The name of the remote connection used for the upload.

Title The name of the export.

Owner The user to whom the export belongs.

User The Windows username of the operator who initiated the export.

Format The format of the exported video/audio files. It could be AVI, XProtect, AVI
+ XProtect, AVI + Audio, XProtect + Audio or AVl + XProtect + Audio
depending on the operator choice.

Status The status of the export. It is always Completed.

2. Enter manually or select from the dropdown Start Date and End Date, and click Update to
refresh the Completed exports list with the results.
The Start Date and the End Date specify a whole day.

Note: You need to stop the Axon Export Service and manually delete the following file:
C:\ProgramData\Milestone\MilestoneAxonincidentManager\JobQueue.xm! if you want to clear the current

Completed exports list.
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The example below shows completed and uploading exports.

Configuration
Export List | Completed Exports | Configuration

From: |08/12/2022 00:00:00 = To: | 061272022 23:59:59 |Z|

Start Time End Time Friendly Name Title Owmer
12/5/2022 11:24:13 AM | 12/572022 11:24:13 AM | FriendlyName bbbbbbb Nikifor Chernev

cddkl

User

Farmat Status
AV + XProtect Uploading

12/5/2022 11:24:13 AM | 12572022 11:24:19 AM | FriendlyName bbbbbbb Nikifor Chernev

cddk

A\ + XProtect Uploading

12/5/2022 11:24:13 AM | 12/5/2022 11:24:13 AM | FriendlyName bbbbbbb1 Nikifor Chernev

cddkl

AV + XProtect Completed

Export Service

State: Exporting

Disk space used: 75.08 MB (78,723,611 Bytes)
Disk space available: 20.18 GB (21,665.542,144 Bytes)

Export service

Open XProtect Management Client > Site Navigation > MIP Plug-ins > Milestone Axon Incident Manager.
Export service section is visible in all three tabs - Export list, Completed exports, Configuration.

State: Shows the state of the Milestone Axon Incident Manager. If it is running the state is
indicated as Running, otherwise the state displays Stopped.

Note: The Milestone Axon Incident Manager must be running to process exports.

the Milestone Axon Incident Manager.

Disk space used: Indicates the amount of diskspace used by files in the Export Main Folder of

N/A could be displayed when the Milestone Axon Incident Manager is not running or while disk

space used is being calculated on disk with many files.

Disk space available: Indicates the amount of diskspace left on the drive currently being used for

exports. N/A could be displayed when the Milestone Axon Incident Manager is not running or if

the selected Export Main Folder is located on a shared drive.

Export service
State: Running /
Disk space used: 521 MB

Disk space available 5GB
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XProtect Smart Client operation

Create export

1. Open XProtect Smart Client > Playback tab. The plug-in is available in the MIP Plug-ins side panel
with the headline Milestone Axon Incident Manager.
2. Specify the following details:

Cameras (Selection)

Selected: Exports data from the selected camera only.
Current view: Exports data from all the cameras in the view.
Custom: Exports data from the cameras selected using the
Select... button.

Format

AVI: Exported data is created in AVI format. In case of multiple
AVI files export (from several cameras) in one export job -
separate evidence (record) is created on the site, but under
the same ID.

XProtect format: Exported data is created in XProtect format.
The file(s) are archived, and player is included in the zip. In
case of multiple XProtect format files export (from several
cameras) in one export job - files are grouped in one zip file
and appear as such on the site.

Include Audio: Exported data includes audio.

Export Time Interval

The start and stop time for the export. Values can be:

Entered manually

Selected from the dropdown

Dynamically adjusted when using Time Selection Mode of the
XProtect Smart Client

Remote service

Friendly Name: Select the remote connection you want to use
for the upload to Evidence.com. These connections are
configured in the XProtect Management Client.- mandatory
field

Category: Select one or multiple categories that have been
defined on Evidence.com.

Owner Name: Select the owner of the export. It is mandatory
field.

Title: Enter valid title for the export. It is mandatory field.
Description: Insert valid description for the export. It is
mandatory field.

Case ID: Insert valid case id for the export.

ID: Insert valid id for the export. Mandatory field




Milestone Axon Incident Manager v2.0 @ milestone

Notes: Asterisk is used for all fields that are mandatory.
The same Category, Owner Name, Title, Description, Case ID, ID are used on the Evindence.com in case
you export AVl + XProtect format files at the same time.

If no video is available in between the selected interval, a single static image is exported for the entire
duration.

If no video is available in the beginning or in the end of the selected interval, the exported video
contains only the part with the video.

Click Export.

Example:

The example export below includes AVI, XProtect format and audio.

Live Playback Exports Search Alarm Manager Incidents System Monitor 63313pM  Ha

XProtect < New View (1 + 1) ¥ 5 & Deselect all Setup
* MIP plug-ins o 6:02:28 PM Thank you for using this trial license to demonstrate or evaluate the XProtect video management soft...

[™ i-PRO/Panasonic WV-SFV130 (10.5.6.61) - Camera 1 - 12/1/2022 6:16:56.327 PM

Incidents

‘= Menus

/Dec/01/2022

Start incident project

Create empty incident project

Milestone Axon Incident Manager
Cameras

© Selected (-PRO/Panasonic WV-
SFV130(10.5.6.61) - Camera 1)

@ Current View

@ Custom

Format

] Avi V] XProtect Format
[V] Include Audio

Export Time Interval
01/12/2022 18:06:57 | w

01/12/2022 18:07:04 | v

Remote Service
Friendly Name* FriendlyName

Category Officer Injury:

Owner Name+ | Nikifor Chemev
Title Test1DC
Description” 123 T T ————————————————
Case ID 20R3-171121cid 602~ La 615 PM 6:16PM 2/1/2022 I 6:16:56.327 PM s12pM 619 PM
123 i-PRO/Panasonic WV-SFV130 (105...

All cameras in view

b Evidence lock v

EBo B -9 l > e b - @ ¥

Retrieve...
x 5 minutes
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Exports Status
1. Open XProtect Smart Client > Playback tab. The plug-in is available in the MIP Plug-ins side panel
with the headline Milestone Axon Incident Manager.
2. Click Export Status.
The Export list shows all exports requested by the current operator in a specified time interval.
By default, today's date is selected.

The table contains following parameters (columns):

Job timestamp Timestamp when the export job was initiated.

Start Time The start time for the export.

End Time The end time for the export.

Friendly Name The name of the remote connection used for the upload.

Title The name of the export.

Owner The user to whom the export belongs.

User The Windows username of the operator who initiated the export.

Format The format of the exported video/audio files. It could be AVI, XProtect, AVI

+ XProtect, AVI + Audio, XProtect + Audio or AVI + XProtect + Audio

depending on the operator choice.

Status The status of the export can be:

e Queued: The export is added to the queue.

e Exporting: The files are being exported.

e Uploading: The export files are being uploaded to Evidence.com.

e Failed: The export has failed.

Action The action you could do depending on your purpose:

e retry: The export has failed and can be retried.

e cancel: The export is in status Queued, Exporting or Uploading
and can be cancelled.

Note: Export list is not updated automatically.

3. Enter manually or select from the dropdown Start Date and End Date and click Update to
refresh the Export list with the results.
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Example:

The example below shows all exports between 12:00 AM, November 24, 2021 and 11:59.59 PM
November 24, 2021.

W Exports list - X
Friendly "
Job timestamp Start Time End Time Name Title Owner User Format Status Action
3 QAP R U 11/24/2021 43710 PM | 11/24/2021 43730 PM | TestRCO1 test24112021t-001 |P P AVl + XProtect + Audio | Exporting cancel

Start Date: |Wednesday, November 24, 2021 ~| End Date: [Wednesday, November 24, 2021

Update

View exported and uploaded files

1. Open an internet browser and navigate to https://evidence.com/
2. Enter your agency domain. Click Continue.

Set your agency

AGENCY DOMAIN *

evidence.com

Don't know your domain?

CONTINUE

3. Enter email or username and password. Click Sign in.

EMAR OR USESNAME

e THIS IS FLEET 3

The latest in in-car is here.

© 2021 Ason Extergise, e A1 Rigats Reserved

4. Navigate to Evidence > All evidence.

5. Refine the results using the search filters. You can use for example the Title filter and enter the
Title of the export.


https://evidence.com/
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Example:

EVIDENCE cases INVENTORY REPDATS AzN HeLe

Y

ALLEVIDENCE  MVEVIDENCE  SHARED EVIDENCE  EVIDEWCEMAP CITIZEN EVIDENCE

----- useR o8 cROUP bare caTesoRy s

eusTOM METADATA

SHOW ADVANCED SEARCH resererens |

Evidence MPORT EVIDENCE  EXFORT RESULTS  wae

15 results

Oe Time OmMER UPLOADEDEY ~ UPLOADEDON |  RECORDEDON CATEGORY starus
O eommneon g ot L MissonscOTeam  Nov24 2021 B0OFM  Nav24 2071 437 i Seming Aevien

O wenmzioon gy ez s MAITONCOTSNM  Nov 24,2021 GODPM  Nov 24, 2021 437 PM Penging Raves
[T pR—— s MiesoneCOTeam  No24 2021 BOOPM  No24M2)437PM 2 Pendimgfeven sctve

AVI format export

The AVI format exports are marked by this icon: m Click on the AVI format file (evidence) to open its
detailed properties and play the video/audio directly from the internet browser.

Example:

A s ToRY P "
A EVIDENCE CASES INVENTO REPORTS ADMIN

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP CITIZEN EVIDENCE

EDIT

e test24112021t-001
D test24112021id-001

CATEGORIES Pending Review

DOWNLOAD REASSIGN AUDIT TRAIL
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XProtect format export

The XProtect format exports are marked by this icon: u
1. Click on the XProtect format file (evidence) to open its detailed properties.

Example:
‘A\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP
ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP CITIZEN EVIDENCE
EDIT
e test24112021t-001
0 test24112021id-001
CATEGORIES Pending Review
DOWNLOAD FLAG REASSIGN AUDIT TRAIL DELETE
test24112021t-001.zip
Created On: Nov 24, 2021 8:00 PM +02:00
File Size: 7.2 MB
2. Click Download to download the archive.
3. Unzip the archive.
Example:
I = | test24112021t-001 - O >
Home Share View 0
+ <« Downloads » test24112021t-001 v O 2 Search test24112021t-001
~ Name Date modified Type Size
s Quick access
Client 12472021 %:43 PM File folder
@ OneDrive - Persor Data File folder
I This PC |=| Project.scp Text Document 21KB
A SCPlayerLauncher.exe 11/24/2021 12:41 PM Application 24 KB
§ 3D Objects
[ Desktop
|= Documents
* Downloads
J‘! Music
= Pictures
B videos

e System (T:) ~

4items =

4. Open SCPlayerLauncher.exe from the mail folder to play the video/audio.
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Example:

% Milestone XProtect Smart Client 2021 R1 - Player: Project.scp 11/24/20219:53:24PM — O X

>0 v

0% New View 2 » 7 Setup

™ AXIS P1448-LE Network Camera (ip01) - Camera 1 - 11/24/2021 4:37:14.949 PM

435PM 436PM
AXIS P1448-LE Network Camera (ip01) - C.
Al cameras in i

> > e 4 > oW

Axon Export Audit Logs

The generated audit file in pdf format is marked by this icon: E Click on the pdf file to open its detailed
properties and view the contents.

There are several parameters (rows) included in the table:

Export request Id: Unique id which is created for the export job.
Request Time: The time when the export job is
Created.

User: The Windows username of the operator
who initiated the export.

Video Start Time: Start time of the export.

Video End Time: End time of the export.

Camera IDs: The id(s) of the camera(s).
Categories: The selected categories.

Export video (local stored video files) Job ID: Unique id which is created for the export
job.

Camera IDs: The name(s) of the camera(s).
Video Start Time: Start time of the export.

Video End Time: End time of the export.

Upload start (uploading to remote ECOM service) | Job ID: Unique id which is created for the export
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job.

Example:

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

N

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP CITIZEN EVIDENCE

T test24112021t-001

CATEGORIES Pending Review

AUDIT TRAIL

Axcn Export Acdit Logs

Troubleshooting

This section provides information, which helps the administrator solve cases where the integration fails
working. For detailed troubleshooting Milestone Axon Incident Manager should be inspected.
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Failed Export Check Log files located in C:\ProgramData\Milestone\MIPSDK

Case: Milestone Axon Incident Manager integration is not working properly.

MIP License has expired or is not | First, consider re-activation of the license either online or
activated. offline. Check the license details in XProtect Management
Client.

Case: Export jobs are not created.

Milestone Axon Incident Manager is not | Check the configuration of the Milestone Axon Incident
configured or not running. Manager. Start the service if it is not running.

Case: AVI format exports have large size.

Intel IYUV codec and Microsoft Video 1 | It is recommended to use the Xvid MPEG-4 Codec.

codecs generate large size export files.

Milestone Axon Incident Manager logs

The log files are typically located in the following folder: C:\ProgramData\Milestone\MIPSDK

New log files are created daily for the plug-in, service, and tray manager. The content of the file can be
viewed using a simple text viewer such as Microsoft Notepad.

Limitations

The Axon Export Service must be restarted when new cameras are added or removed.
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Known issues

There are no known issues at the time of the release.



Milestone Systems is a leading provider of open platform
video management software; technology that helps the
world see how to ensure safety, protect assets and
increase business efficiency. Milestone enables an open
platform community that drives collaboration and

innovation in the development and use of network video
technology, with reliable and scalable solutions that are
proven in more than 150,000 sites worldwide. Founded
in 1998, Milestone is a stand-alone company in the
Canon Group.




