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Copyright, trademarks, and disclaimer

Copyright © 2023 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of Apple Inc.
Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed as
constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any actual
organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that is the
case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your Milestone
system installation folder.
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Introduction

Introduction

This document provides instructions of how to integrate Milestone XProtect VMS with Software House CCure 9000
Access Control System.

The purpose of the integration is to enable you to view live and recorded video from Milestone XProtect video
management system (VMS) from inside the CCure user interface. The integration blends CCure data and Milestone
video into a single, integrated application, instead of requiring two separate applications. This integration brings the
basic features of the Milestone VMS into the CCure system.

To access the comprehensive features of the Milestone VMS system, use the XProtect Smart Client.

Revision history

Rev Date Author Summary of changes
2012 Jan 12 SR Initial Version 1.21
Support CCure v2.10
2012 Oct 22 SR
Support v2.10 R2, and tri
2013 Nov 1 SR .ppo Y -andingger
Milestone Events.
2013 Nov 7 SR
Support v2.20
2015 Apr 8 JFM Support v2.30

Support v2.40, added support for all
2015 Oct 23 JFM Milestone camera and recorder
events and custom events.

2016 Dec 15 JFM Support v2.50

2017 May 31 JFM Added support for Analytic events.
Added support to acknowledge

2017 Sep 11 SRB ) )
Milestone alarms automatically.

2017 Oct 19 SRB Support v2.60

2017 Dec 12 SRB Added new troubleshooting
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subsection.

Updated Compatibility, Limitations,
2017 Dec 19 SRB and Feature Matrix sections, and
updated installation snapshots.

2018 Feb 15 SRB Updated all screenshots.
Enterprise support and version
2018 Apr 25 SRB .
compatibility.
2018 May 17 BHA Support v2.70 SP2.
Support for XProtect 2019 R1, with
2019 May 14 SRB .
encryption.
2020 May 28 SRB Support v2.80 SP2.
. Support v2.90, support XProtect
2021 April 30 MJT
2020 R3.
Support CCure version 3.0 and
XProtect version 2022 R2. Added
2022 August 11 MJT record on demand functionality.
Upgraded pre-requisites to include
2022 R1 MIP SDK.
Version compatibility

Milestone XProtect VMS has many different product levels. The integration with CCure 9000 is compatible with the
following XProtect VMS products:

e XProtect Corporate
e XProtect Expert
e XProtect Professional+

To find a list of supported versions of the following software components, please refer to the compatibility document
hosted at the download site where you obtain the plug-in.

e CCure 9000 access control software
» XProtect video management software

e CCure 9000 Video Push plug-in
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XProtect & CCure license requirements

One license file is associated to each unique Milestone XProtect Software License Code (SLC) used with the integrated
XProtect VMS. Contact Milestone sales for more information.

XProtect Integration License Details:

Milestone License Name Milestone Part Number MSRP Notes

Milestone CCure 9000 Plugin license | XPCOO9 $1500.00 One license per XProtect SLC

CCure Integration License Details:

CCure License Name CCure Part Number | MSRP Notes

Milestone XProtect Corporate = CC9-MSTVID+ Varies

The CC9-MSTVID+ license SKU will vary based on the size of the access control system
(number of doors). This will impact the final SKU and the price - however. Tyco only needs this
SKU in order to get the order processed.

Feature list
CCure min.
i Mark an “X” where . .
Video feature Special notes version
comply

supported
Live video X 2.70
Text overlay Not supported -
Pre-recorded video playback X 2.70
Status X 2.70
Export to AVI Not supported -
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Time synchronization

Record start (on demand)

Frame rate definition

Record stop (on demand)

PTZ (domes only)

Video alarms

Video tour

Video view up to 16 cameras

Presets & patterns

View live & recorded video from
more than one camera via popup in
single window

PTZ presets & presets based on
event, alarm input

Replay up to 4 cameras for same
time interval

Toggle video window size from 1X
to4X

Display up to 4 live video windows
based on event

Original recorded video is secured

Playback and recorded video in one
window
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Not supported

Not supported.

Not supported.

X

X

X

X (only presets)

Supported with live
video. Not support with
recorded video.

Supported (only
presets)

Not supported.

Not supported.

CCure journal entry "bookmark"
is created. Recording not
triggered in XProtect.

Configurable in XProtect
system.

Video loss, motion, recording
events in this version.

(patterns not supported)

With recorded video more than
one single window can run at the
same time.

(patterns not supported)

Playback from 1 camera only
with single command.

Use views for this.

2.70

2.70

2.70

2.70

2.70

2.70

2.70

2.70

2.70

2.70

2.70
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Bi-directional actions X

Support for all camera and recorder
events in CCure

Support for XProtect custom events

in CCure

Support for XProtect analytic X
events

Support for XProtect alarm X

acknowledgment

CCure Enterprise: Master
Application Server (MAS)/Satellite X
Application Server (SAS)

Support for Milestone XProtect
Recording Server data encryption

Integration components (explained)

The administration and configuration of the integration takes place in the CCure Administration Station and Server

Configuration Applications.

The solution requires that:

Please see Configuring CCure
9000 Enterprise
MAS/SAS scenario on page 57

Please see Integration
limitations (redundancy &
encryption) on page 10

¢ Integration server components are installed on the CCure server.

* Integration client components are installed on all required CCure client machines.

¢ The Milestone MIPSDK x86 redistributable is installed on all client machines.

If you remove earlier versions of the Milestone integration, you will not remove Milestone

objects from Cross Fire database.

2.70

2.70

2.70

2.70

2.70

2.70

2.70

NS
R4 This integration uses the same Milestone objects from earlier versions of the integration. When

you upgrade, all Milestone video servers and cameras set up with earlier versions of the

integration will continue to exist.
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Integration limitations (redundancy & encryption)

See the user manuals and documentation for CCure 9000 and Milestone XProtect for a comprehensive description of
the limitations of the respective systems.

* Milestone XProtect Corporate Video Management System

» Software House CCure 9000 Access Control System

This integration does not support the CCure 9000 Clustering/Redundancy solution. Traditional
clustered and redundant Milestone systems are supported by this integration.

The CCure 9000 Video Push integration is compatible with Milestone XProtect Recording Server data encryption. The
Recording Server data encryption feature introduced with XProtect 2019 R1 works with CCure 2.70 and up.

For CCure 2.70 and up, you must install the appropriate certificate and make sure it is trusted on the client machines
(where video is displayed) for this integration to work when the Recording Server data encryption feature is enabled.
See to the Milestone XProtect user manuals below for more details.

¢ XProtect Certificates Guide

¢ Milestone Systems Cybersecurity Hardening Guide

When data encryption is enabled, live and playback video cannot work with earlier versions of
CCure (2.60, 2.50, 2.40 and 2.30). The integration will work as expected if you turn off the
encrypted data feature and existing recording server data is not encrypted.

Integration architecture options

Single system installations, where Milestone XProtect consists of a single Management Server and a single Recording
Server, and the CCure 9000 system consists of a single CCure 9000 Server should have an architecture similar to the
diagram below.
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CCure 9000 ACS Milestone XProtect VMS

E Certificate

H—; Integration Client
t-u Components Event
. ven
H‘; MI.PSPK X86 | ae Server
t-u Redistributable

CCure 9000 Workstation I Management
TS
Server

|| o e Recording
H—; Integration Server Server

o
— t‘H Components

CCure 9000 Server

As systems scale in size, the two most important components in this integration are CCure 9000 workstations, and
Milestone XProtect Recording Servers. For each CCure 9000 workstation added to the system, it will need all three of
the components listed above, the certificate, the integration client components and the MIPSDK X86

Redistibutable. You must configure each Milestone XProtect Recording Server individually.

CCure 9000 ACS Milestone XProtect VMS

Event

: e Cile IEX7YD) !
e Ll Ll
E—E E-?l E.E || o @e Mar;ae?ve;:ent
Integrated CCure 9000

Workstations

Recording Servers

_° E'; Integration Server 1+ &
e Components

- g
CCure 9000 Server I

Scaling the number of cameras and Recording Servers can also include adding more Management Servers and Event
Servers. This is also explained in the Configure the Recording Server connection on page 23 section. The primary
complication in this particular scenario is the requirement for a specific certificate on each CCure 9000 workstation that

matches each individual XProtect VMS system.
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CCure 9000 ACS

Milestone XProtect
1

a Certificate(s)
H-; Integration Client
ttH Components

/RN H—J MIPSDK X86
t’“ Redistributable

CCure 9000 Workstation

_o° H-J Integration Server
— t-u Components

CCure 9000 Server
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Milestone XProtect
3
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Il o e

Milestone XProtect
5

Milestone XProtect

IKX7YE)
< 9O

Il e

’l )

&)

Milestone XProtect

1+ &
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- QS

ll )

&)

Many other architectural options are available. Please consult Milestone Systems if your desired option is not listed.
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Installation

Installing prerequisites

Before you install the integration:

* Make sure that CCure 9000 server and CCure clients are configured and working.

* Make sure that the Milestone XProtect VMS and cameras are installed, configured, and working.

* Make sure the .NET Framework 4.7.2 is installed if you are using version 2.70 or 2.80 of CCure 9000

When you integrate with the CCure 9000 2.70 or 2.80 versions, you must install Microsoft Windows .NET Framework

4.7.2. before you install the server and client integration components.

I v = | Prerequisites — O >
Home Share View 0
« v » » Prerequisites v | D pul
" Marne Date modified Type
7 Quick access
ﬁ'_:? MIPSDE_Redist_Installer_x286_2022R1 8/1/2022 11:38 AM Window
I Desktop = ) _
[ % MDP4T2-KB4054530-x86-x64-All05-.., k'l::_i__ 12:04 PM Applicat
{ Downloads
[z Documents
&= Pictures
R v £ >
2 itermns ==| &=

This prerequisite package is for all CCure 9000 client and server locations. You must install the .NET Framework 4.7.2

components and reboot each server or workstation prior to installation of the integration components. The runtime

installation application is available in the Prerequisites folder of the installation package, available at:

e CCure 9000 Video Push download site

2.90 and higher versions of CCure 9000 include the .NET components, so they don't need the

&
» - o o a
‘ . same prerequisites as earlier versions.

For more information, see the user manuals and documentation for CCure 9000 and Milestone XProtect for a

comprehensive description of the installation, configuration, and features of the respective systems.

CCure licenses

You can get the integration license from Software House and apply this license with CCure License Manager tool.
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¢ To apply the license, you must enable the “Milestone XProtect Corporate” license option which you can find in
the Licensed Features section of the CCure 9000 tab.

Unified | Status | victor | VideoEdge | C+CURE 9000 | victor Web

This tab details the available C-CURE 9000 license information

General Information

C-CURE 9000 version number: 3.00
System expiration date: Wednesday, July 26, 2023
Status: Valid License, Days Left: 358
Systern Wide Capacities
Online inputs: 800
Online outputs: 800
Online readers: 20000
Number of cardholders: 20000
Simultaneous badging stations: 3
Simultaneous clients: 10
Wireless/IP Locks: 0
Offline Locks: 0
C-CURE Go Readers: 0
Mobile Alerts: 5
Mobile Keys: 5
2 Factor Mobile Auth. Doors: 1

High Assurance Readers:

Licensed Features

Feature Name

| —

Milestone - XProtect Corporate - Integration I

This license does not have anything to do with the version of XProtect ( XProtect Professional+,
XProtect Expert, XProtect Corporate ...etc.) used with the integration. This name merely covers

A the name of the license that CCure has chosen to use. Also, the license name will look slightly
different between CCure version 3.0 and CCure versions 2.9 and lower. However, the name of
the license is still "Milestone XProtect Corporate.”

Installation process (explained)

The following sections describe the steps needed to install the different parts of the integration:
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e Server components on the CCure 9000 server machine.

¢ Client components on all CCure 9000 client machines.

Milestone MIPSDK x86 redistributable on all CCure 9000 client and server machines.

CCure 9000 ACS Milestone XProtect VMS

a Certificate

H-; Integration Client
t-u Components Event

ven

/FZESN- M MIPSDK X86 HERA £ 1=) o
t-u Redistributable

CCure 9000 Workstation Management
- Ok
Server
|| o Recording
cordir

H-; Integration Server
t-u Components

CCure 9000 Server

o

Install the Milestone MIP SDK

You must install the Milestone MIPSDK x86 redistributable on all CCure 9000 client and server machines that need
access to Milestone video. This component is included in the Prerequisites folder of the installation package which is

available at the CCure 9000 Video Push download site.

Note: Starting with CCure 2.70, version 2022 R1 of MIPSDK x86 Redistributable is required.

CCure 9000 @ MIPSDK x86 @ Filename

270andup @ 2022 R1 MIPSDK_Redist_Installer x86_ 2022R1.msi

1. Click MIPSDK_Redist_Installer_x86_2022R1.msi to start the installation.

2. Click Next as needed to complete the installation. There are no other options or settings in the installation

wizard. Complete the wizard to finish the installation.

Install the CCure server components

You must install integration software components on the CCure 9000 server.
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1. Double-click the XProtectVideoPush-v3_XX-CCure9k-vX-XX.msi file to start the installation.

2. Click Next to enter the component selection step. When you install on a CCure 9000 server that will not require
the client components, open the Client Components list and select the Entire feature will be unavailable
option.

3. Open the Server Components list and select the Will be installed on local hard drive option.

ﬁ KProtect C-Cure 3000 Integration Setup — >

Click the icons in the tree below to change the way features will be installed.

B IQ = | Common Files Install server-side components on
--------- ¥ ~| Client Components your system,
- Server Components

This feature requires 6513KE on
your hard drive,

Browse,..

Reset Disk Usage Back Cancel

4. Click Next to continue. If you need to change the installation directory, at the next step, click Back and then
select the Browse... button. The default installation location is: C:\Program Files (x86)\Tyco\

5. Click Install to complete the installation process.

Install CCure client components

1. Install the Client Components on all CCure client machines where you need the Milestone video integration.
2. Click XProtectVideoPush-v3_XX-CCure9k-vX-XX.msi to start installation.

3. Click Next to enter the component selection step. If you are installing the components on a client machine only,
open the Client Components list and select the Will be installed on local hard drive option. The Server
Components list should display a red X icon. If you need to, you can change the installation folder by clicking
the Browse button.
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E KProtect C-Cure 3000 Integration Setup — >

Click the icons in the tree below to change the way features will be installed.

Install dient-side components on
Client Components your system.

- ®¥ - | Server Components

This feature requires OKEB on your
hard drive.

Reset | Disk Usage | Bak [ mext | cancel

4. Click Next to continue. Click Install to start the installation process.

Uninstalling integration

You can uninstall the server and client software components by running the XProtectVideoPush-v3_XX-CCure9k-vX-
XX.msi installer and selecting Remove.
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ﬁ KProtect C-Cure 3000 Integration Setup — >

Lets you change the way features are installed.

| Repar |
Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

E %a'nc'ule i

Removes XProtect C-Cure 9000 Integration from your computer,
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Basic Configuration

Configure the CCure 9000 server

1. In Windows, go to the Start menu and select Server Configuration from the Tyco folder in the programs list.

2. Inthe Services tab, check the status of the two services CrossFire Framework Service and CrossFire Server
Component Framework Service. What you must do in the next step, depends on their status.

3. Depending on the status of the services, you have two options:

* If green status of Running: restart the services one by one by first stopping the service. Click the Stop
service button, and then start the service again by clicking Start service button.

* Ifred status of Stopped: start the services by clicking on the corresponding Start service button. Make
sure that the status changes to Running.

Framewaork Services

£% Server Configuration Application

Services | Server Components | Database | Settings | Backup/Restore | Journal Maintenance | Encryption

Stop

Stop

Name: CrossFire Framewark Service
Status: Running

Description Provides support for applications using the CrossFire Framework technology.

Location: C:\Program Files (x86)\Tyco\CrossFire
Version: 4.0.588.586

Name: CrossFire Server Component Framework Service
Status: Running

Description Provides Management of Server Components in the CrossFire Framewaork.

Location: C:\Program Files (x88)\Tyco\CrossFire
Version: 4.0.586.586

Extension Services

Stop

Name: Tyco Web Bridge

Status: Stopped

Enabled: []

Name: American Dynamics Tycodl Driver Service
Status: Mot Licensed

Enabled:

Name: American Dynamics Holis Driver Service
Status: Not Licensed

Enabled:

MName: SoftwareHouse CrossFire Global Search Compon
Status: Stopped

Enabled: [

MName: SoftwareHouse CrossFire Report Server
Status: Stopped

Enabled: []

MName: SoftwareHouse CrossFire iSTAR Driver Service
Status: Running

Enabled:

Description Tyco Web Bridge

Location: C\Program Files (x86)\Tyco\CrossFire\ServerC
Version: 4.0.586.586

Description Windows Service for Tycodl

Location: C:\Program Files (xB6)\Tyco\CrossFire\ServerC
Version: 22.0.585.586

Description Windows Service for Holis

Location: C:\Program Files (x86)\Tyco\CrossFire\ServerC
Version: 22.0.585.586

Description

Location: C:\Program Files (xB6)\Tyco\CrossFire\ServerC
Version: 3.0.586.586

Description Windows Service for CrossFire Report Serve
Location: C:\Program Files (xB6)\Tyco\CrossFire\ServerC
Version: 3.0.586.586

Description Windows Service for iISTAR driver
Location: C:\Program Files (x86)\Tyco\CrossFire\ServerC
Version: 3.0.586.586
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4. The Database tab displays the status of all connection strings. By default, the list is in alphabetical order by

Namespace. If the Status column indicates INVALID for the

Milestone.Swhintegration.Common.MiSwhVideoObjects item, edit the Connection String to point to the correct

path of the CCure Database, then restart the CrossFire services.

Check the Server Configuration Application and verify the connection string of another Namespace object that

uses the Initial Catalog variable similar to: Initial Catalog=ACVSCore

Status indicates VALID.

Next, make sure that the connection string for the Milestone integration component is identical. Make sure that

£ Server Configuration Application
Services | Server Components

Connection Strings

Database |Settings

Backup/Restore | Journal Maintenance | Encryption

O X

Connection Strings Encrypted

Milestone.Swhintegration.Common.MiSwhVid
SoftwareHouse CrossFire.Common.AuditDbOE

Mamespace Provider Connecticn String Status:
CCUREIDBadgeData System.Data.Sq/Client | Data Source=MJT-CCUREINSOQLEXPRESS;Initial Catalog=AC|VALID
ConnectedPro.Common HDVR.Objects System.Data.SqlClient | Data Source=MIT-CCURENSOLEXPRESS;Initial Catalog=AC|VALID
ConnectedPro.Common.VideoEdged.Objects | System.Data.5glClient| Data Source=MJT-CCURE3\SQLEXPRESS;Initial Catalog=AC|VALID
JCl.Unified.Common.DataServicelayer System.Data.5qlClient | Data Source=MJT-CCURENSOLEXPRESS;Initial Catalog=AC|VALID
JCLUnified.Common.Security System.Data.Sq|Client | Data Source=MIT-CCURENSOLEXPRESS;Initial Catalog=AC|VALID
JC1.Unified.Common.UnifiedObjects System.Data.5qIClient | Data Source=MJT-CCURERNSOLEXPRESS;Initial Catalog=AC|VA
JClVictor.Common. TycoAl.Objects System.Data.SqlClient| Data Source=MJT-CCURENSQLEXPRESS;Initial Catalog=AC|VA
JClwictor.Common.VicterObjects System.Data.Sq/Client | Data Source=MJT-CCURE3\SQLEXPRESS;Initial Catalog=AC|VA
JClvictor Server.DataServicelayer System.Data.5qlClient | Data Source =MJT-CCURERNSOLEXPRESS;Initial Catalog=AC|VA

System.Data.5qlClient

Data Source=MJT-CCURENSOLEXPRESSInitial Catalog=AL|VA

System.Data.5qlClient

Data Source=MJT-CCURENSQLEXPRESS;Initial Catalog=5w|\V

SoftwareHouse.CrossFire.Common.Clientinter!

System.Data.5qlClient

Data Source=MJT-CCURENSOLEXPRESS:Initial Catalog=AL|VA

SoftwareHouse.CrossFire.Common.Core

System.Data.5qlClient

Data Source=MIT-CCUREINSQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Common.DataServic

System.Data.5qlClient

Data Source=MJT-CCURE3\SQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Common.DataServic

System.Data.5qlClient

Data Source=MJT-CCURENSQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse CrossFire.Common.Objects

System.Data.5qlClient

Data Source=MJT-CCURENSOLEXPRESS:Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Common.Objects.Au

System.Data.5qIClient

Data Source=MJT-CCURE\SOLEXPRESS Initial Catalog="5w VA

SoftwareHouse.CrossFire.Common.Objects.Oc

System.Data.SqlClient

Data Source=MJT-CCURE3\SQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse CrossFire.Commeon.RuleManag

System.Data.5qlClient

Data Source=MJT-CCURENSOLEXPRESS:Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Common.Shared

System.Data.5qIClient

Data Source=MJT-CCURENSOLEXPRESSInitial Catalog=AL|VA

SoftwareHouse.CrossFire.Common.VideoObje

System.Data.5qlClient

Data Source=MJT-CCURENSQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Common.Waorkflow

System.Data.SqlClient

Data Source=MJT-CCURE\SQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse CrossFire DataServicelayer.5al

System.Data.5qlClient

Data Source=MIT-CCUREINSQLEXPRESS;Initial Catalog=AC|VA

SoftwareHouse.CrossFire.Server.Clientinterface

System.Data.5qlClient

Data Source=MJT-CCURE3\SQLEXPRESS;Initial Catalog=AC|VA
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6. On the Server Components tab, on the line indicating the Category: Video, observe the status for the
MiSwhHost server component. If the status indicates Stopped, select the Enabled checkbox and click the Start
button. This server component should indicate a status of Running.

£ Server Configuration Application - O >
Journal Maintenance Encryption
Services Server Components Database Settings Backup/Restore

Mame: MiSwhHost
Enabled:

Stop Status: Running
Version: 400,586,586
Category: Video
MName: EiDirectional Hardware Interface
Enabled:

Stop Status: Running

Version: 4,00.356.580
Category: Generic
Name: 5IP5erverComponent
Enabled:

Start Status: Stopped
Version: 4.00.586.536

Category: SIF

Configure a Recording Server in CCure 9000

1. To begin, start the CCure 9000 Administration Station application by selecting Administration Workstation
from the Tyco folder in the programs list of the Start menu. You can also search for Administration Station using
the Windows Search function, then open the application.

2. Select the Video tab from the bottom left menu of the application to display the video tree.
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C.CURE 9000 - Administration Station (MIJT-CCURE3\Administrator):[MIT-CCURE3] — O *
Operator Help C-+CURE 9000
Search Ol Newtab X |

¥

—~

O, Sear

Video «

e i C+CURE 9000

» [® Protocols O, search C Refresh

i+ 21 CompanyName
» [ Milestone

Recent Tabs >

4 4 & 4 4

5{ Options & Tools m @a & @

' General Purpose Interface

m

Personnel Clearance Event Operator Privilege
Configuration
kf Areas and Zones
[} C-CURE Portal
29 Personnel Recent Objects
!'i.- Video Your recently accessed objects will appear here...

Data Views

5? Hardware

:@ Card Formats and Keys

Thursday, July 28, 2022 1:22:49 PM A i

3. Right-click the Video Tree folder, expand the Video Folder option, and select New from the menu.

[ New ~ Video Folder w |

Video Tree l Search

b [ Refresh Tree

B EI|B Video Folder 3 | I Mew I

b | %8 CCTVProtocol  » Mew Template

4. Enter a Name and Description, then click Save and Close to create the new folder under Video.
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[ Video Folder - Milestone — -

g Save and Close E Save and Mew

Mame: | Milestone

Description: | ¥Protect Recording Servers |

Configure the Recording Server connection

To connect to a Milestone XProtect Management Server follow these steps:

1. Right-click the newly created folder, expand the Milestone VMS Recording Server object, and select New from

the shortcut menu.

= ~ Video Folder
Video Tree | Search
4 \ideo
[ k_g Protocols
b [ CompanyMame
i [ Milestone
= Edit
X Delete
[% Export selection... Recent Tabs
Find in Audit Leg...
Find in Journal... *
[——
5 . = exacqVision/HDVR Video Server 3
=L Options ]
= Intellex Video Server 3
n’ General f iz VideoEdge 4.0 Server r
Configur = Milestone VMS Recording Server  » | I Mew i
C:'I Axis P Camera 3 Mew Template
f Areas an @ CCTV Switch b
- B =
CoCURE | [ Video Tour 3
. W] Video View d Recent Obiects
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2. Enter a Name, Description, and select the Enabled option. See details for each options below these steps.

Name Name the connection to identify the Recording Server if there are more than one.
Description Add any description, useful details, or identifying information in this field.
Enabled Select this option to make the connected Recording Server available.

3. Next, fill out the required Server Info.

Domain The Domain of the Milestone XProtect Management Server.

User Name User credentials for an authorized XProtect VMS user.

Password / Re-enter Password = Password information for the user credentials entered above.

IP Address IP address for the Milestone XProtect Management Server.

4. Click the Connect Button. The system will connect to the Management Server and retrieve the list of Recording
Servers. This list is available below the Connect Button after successful connection.

5. Open the Recording Server list to select a Recording Server from the connected VMS.

* The first Recording Server found on the Management Server connects by default, choose the required server
from the list.

* Ifthe chosen Recording Server is online the Import Cameras button is active.

 If the Online check box does not show up as selected, edit the settings and click Connect again to re-attempt
connection to the Management Server.

6. Save and Close the window to complete the creation of the Recording Server.
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= Milestone VMS Recording Server - MIT-22R1 —

g Save and Cloze E Save and Mew

6 Mame: | |MJT-22R1

Description: | | Corporate 2022 R1 Test System| 2

Enabled

General &ams  User Defined Fields  Milestone Custom Events  State images

Server 1D

Cnline Connect
“ideo Protocol:  Milestone System
O5BOSWQPTD2MDLU w 5
Time Zone: | —_
Import Cameras
Server Info
Communication Port: | 7563 2 Domain: |custdev.u5 |
Live Video Port: {500 = ser Name: |administrator |
Alarm Port: (5003 2 F'assword:| """"" |
Re-enter Password: | """"" |
IP Address: |192.168.111.15 |
Event Action Info
Poll Pericd: 100 (- seconds Comm Fail Delay: |10 % | seconds
Per-second frame rate to use during recording: 10/08ips
Time Sync at: ooz0 -0 2 hhmmess

Configure Recording Server properties

1. Open the folder containing the connected Recording Server(s). Right-click the Recording Server object and

select Edit from the shortcut menu.

25 | Basic Configuration




Manual | Milestone CCure 9000 Video Push

= = | Milestone VMS Recording Server
. Video Tree | Search
4 \ideo
: l_ﬁ Protocols
+ 53 CompanyName
4 [ Milestons

‘ @EETE&&
Ex Delete

IIEEF Set property

II .Ej Add to group
| (> Export selection...
74 Options & Fingiin Audit Log..
t General F Find in Journal...

%  Set GIS Location...
¥ Associate Tag...

e Associations (1

2. Ifthe settings and credentials are correct, the system connects to the Milestone XProtect Recording Server. The
Online check box fills and becomes unavailable, and the Import Cameras button enables. Edit any of the

settings from this window.
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[i'_'. Milestone VM5 Recording Server - MIT-22R1

Q Save and Cloze @ Save and Mew

UEL . T-22R 1

Per-second frame rate to use during recording:

x|, |n
- |- U

Time Syne at: 0 00 2| hhemmss

1.0/0.8ips

Description:
Enabled
General &ams  User Defined Fields  Milestone Custom Events  State images
Server D )
Cnline Connect
“ideo Protocol:  Milestone System
OSBOSWQPTDI2MDL
Time Zone:
Import Cameras
Server Info
Communication Port: | 7563 2 Domain: |custdev.us |
Live Video Port: {500 = ser Name: |al:|ministrat|:|r |
Alarm Port: (5003 2 Password: | """"" |
Re-enter Password: | """"" |
IP Address: |192.168.111.15 |
Event Action Info
Poll Pericd: 100 (- seconds Comm Fail Delay: |10 % | seconds

3. Click on the Import Cameras button.

Connecting...

The camera import is complete. Click OK to continue.

4. Click Save and Close on the Edit screen to save the imported cameras into the system.

5. To integrate multiple Milestone XProtect Recording Server to the same CCure 9000 system, follow the steps
listed in the Configuring the Recording Server Connection section.

27 | Basic Configuration



Manual | Milestone CCure 9000 Video Push

View cameras live

1. Expand the Recording Server object to view the list of cameras.

Video &

= * | Milestone VM5 Recording Server
. Video Tres | Search
4 \ideo
; ‘_ﬁ Pratocols
+ 53 CompanyName
4 [ Milestons
4 = MIT-22R1
E,.‘, East Hallway
E" Front Door
¢ Gift Shop

g lab

41

2. To view video from Milestone cameras, right-click any camera on the list and select the View option from the
menu to start a live video pane in the main window of the CCure 9000 Administration Station application.

3. Select Popup View from the menu to view the video in a separate floating window.
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C.CURE 9000 - Administration Station (MIT-CCURE3\Administrator):[MJT-CCURE3] — ] X
C+CURE 9000

Search Bl newtab x| @@ EastHallway x4+ -

Ed

Operator Help

Video
MNew Milestone VMS Camera 2 =
Video Tree Search
4 Video
[ Protocols
55 CompanyName
4 [53 Milestone
4 = MIT-22R1
I'{" East Hallway

I'{’ Front Door

s G —
8 G ¢
! B Edit
5D View
fa  Popup view
_7{ Options & Tg A View in current tab
* General Purp| ) Delete
Configuratio [ setproperty
J:'D Add to group
f Areas and Zg C;. Export selection...
m C+CURE Port. Find in Audit Log...
m personnel Find in Journal...
W,- Set GIS Location...
 Video
B Associate Tag..
@ DIl Associations [
.;%;’-‘ Hardware Monitor w»
\gf Card Format SN D L}
= Video Server: MIT-22R1 3

Gift Shop on MJT-22R1

4. Cameras display live video by default.

Live video controls in CCure 9000

The following list of buttons and procedures include all options to control live video inside the CCure 9000 workstation
client. There are function buttons above each camera view window that displays live video.
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lIi Milestone VMS Camera -

Canon VB-M40 (192,168.101.64) - Ca...

ERS V=g

BEEUHEE += & + & 8 8 Presets -

= 4 = J £ L Presets ~

[ ] ()
» > : L] . 0 * .

Canon VB-M40 (192.168.101.64) - Carmera 1 on MIT-22R1

PTZ

Movement
4> 3 5B

PTZ Presets
Presets -

Show
Overlay E

Take
Snapshot

kd

Record Video

J

PTZ movement buttons for connected PTZ cameras. Up, down, left, right, zoom-in and zoom-out.

If the selected camera has programmed Preset positions, the Preset list is available. To move the
camera to the required Preset, choose the Preset from the list.

Not supported.

Captures a screenshot of the live video when selected. The snapshot saves in JPEG format at the
following location:

C:\camera_namel\time_date_stampLiveSnapshot.jpg.

The Record Video button generates a 30 second time stamp, or bookmark, in the CCure 9000
system, and creates a corresponding alarm in the monitoring station. From the monitoring station,
the user retrieves the recorded video by selecting the respective state image. Pressing the Record
Video button does not trigger recording in the XProtect VMS system. By default, recording in
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XProtect is configured to trigger based on video motion detection, it can easily be configured to
record continuously and on a schedule.

Reconnect
E Click this button to reconnect to the selected camera.
Camera
Click this button to take a snapshot and email it using the SMTP parameters configured in the
CCure 9000 system. Click the Email icon to send the message.
EE — 4
EFS|
From: || |
Email To: | |
Snapshot )
= Subject |E:‘*Lanc:n WB-5300 (152 168 2 53) - Camera 1\1}21221]15211}555Uu35nap5hu|
Message:
Retrieve
Recorded Enter video playback mode.

Video E
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All PTZ preset positions created in the XProtect VMS system should follow this naming
convention: “nn-XXXXXXXXX." The ‘n’ represents number characters and ‘X’ represents letter
characters.

For example “01-Best View” and “02-Full Zoom” follow this convention. While “North Door” does
not follow the recommended naming convention. If the Milestone system does not use this
convention, Preset lists in CCure 9000 are re-sorted and assigned new indexes when adding
Presets to existing cameras. This can cause CCure 9000 events to trigger the wrong

Preset. The CCure system automatically sorts all Presets by alphabetical order, adding a
numbered prefix keeps the preset positions in the chosen order.

l.q Milestone VMS Camera - Canon VB-530D (192.168.2.53) - Came... — O X

D G D Ef;: « 4 = 3§ B 5B Presets ~
~1@#$% " &*()_+<>?{0}[]]\/? Canon VB 01-Best View

02-Full Zoom

Viewing recorded video

The camera playback menu includes buttons and video browsing controls to perform various operations. The
Snapshot, Email Snapshot, and Reconnect Camera buttons are available on recorded video views and have the same
functions as on live video views.

d

The Go to live video button will return the selected camera to live video.
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l@ Milestone VMS Camera - East Hallway — O *

D@ = e

East Hallway - 7/30/2022 8:12:41.017 AM

Recorded
T 5 0 AM .5:-:'{' AM & 'I-:' Al .5:2::' Al & :L’:{' Al .5:4I{' Al
742 AM 302022 g:12:41 AM.OT73 242 AM
| S N O | I I O
v lo| 14 || ||| B |nl||m L
Tx 1 hour
Browse Mode: | Mo Skip w Time Range

East Hallway on MIT-22R1

The options for controlling video playback are all included at the bottom of the video playback window.

Time Range

(Button) Specify start time and end time for the video segment. This opens a new window:
utton
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Video
Playback
Controls

i

Speed
’

Tx

Timeline

Span
[ ]

1 hour

Browse
Mode

kr Retrieve Recorded Video o X

Start Date: E-"EDIEE‘ZZ e Start Time: | 8:16:2% AM -5 Get Video
End Date: | 7/30/2022 -~ End Time: | 8:16:4% AM 5

After making a time range selection, click the Get Video button, and the video time line immediately
begins at the start time and plays the recorded video.

These buttons control video playback: Skip to beginning of oldest recorded sequence, Skip to next
oldest sequence, Play backwards (changes to Pause when activated), Skip one image backwards |
Skip one image forwards, Play forwards (changes to Pause when activated), Skip to next sequence,
Skip to beginning of most recent recorded sequence.

Adjust the playback speed using this slider. Available options are 0.1x, 1/4x, 1/2x, 1x, 2x, 4x, 8x,
16x, and 32x.

Adjust the time duration displayed in the time line on the video playback window.

Select how the playback handles gaps in recordings. Select these options from the list: No Skip,
Skip Gaps, or Stop at sequence end.
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Advanced Configuration

CCure events (explained)

Anything that CCure 9000 can manage can generate an event, and the event can trigger any action.
There are three broad categories of events:

1. Time-based events - activated on a schedule

2. Industrial control events - activated by hardware inputs

3. Events that respond to error situations - Door Held, Door Forced...etc.

It's impossible to document a full list of all CCure events. The hardware connected to the system, the design and
configuration of the system itself, and the events added to the system through integrations make most systems unique
in their type and number of potential events. However, an example list of events that a CCure system has by default can
help illustrate the available events.
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The below list of events is from XProtect Access when it connects to a CCure 9000 system.
e ***Badge Message ***
* Application Server Activity
* Area Activity
* Audit Trigger Activity
e Card Admitted
¢ Card Rejected
e CCure Door Forced
e CCure Door Held
e CCure Server Offline
e CCure Server Online
* Device Activity
e Double Swipe
* Email Sent Failure
e Email Sent Failure with Issuer
* Event Assess Message
* Firmware Flash Activity
* General Messages Logged
* General Purpose Interface Activity
* Guard Tour Activity
* Incident Activity
* Intrusion Zone Activity
* Intrusion Zone Error
» Journal Trigger Activity
¢ Keypad Command Activity
* Log Message
* Log Migration Activity

e Manual Action
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* Network Video Activity
* Object Changed State
» Operator Activity

* Operator Login

* Point of Sale

e Push Update

e System Activity

e System Error

e Temporary Credential
* Video Activity

* Video Alarm

* Video Clip

* Video Device Configuration

* Visitor Management

Configure events with video in CCure 9000

1. Inthe Administration Station application, click the Configuration tab. Open the New list at the top of the
Configuration menu and select Event.
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Search ¢
Search (Ctrl+E
Configuration &
‘4 New - Event w
Audit Trigger
) Data Export
Quick Data Import
Document

Enabled: |Group

Holiday

Name: Journal Trigger

Manual Action
Template: |Operator

Partition

Predefined Log Message
Privilege

Recurring Schedule
Schedule

Schedule by Time Zones
Sound

Time Zone

User-defined Fields
Advanced | Workstation

J T

‘7'{ Options & Tools

m’ General Purpose Interface

ER configuration

2. Click the New button next to the list to open the Event configuration window. Enter a Name and Description for
the event. Select the Enabled checkbox. Check the Armed checkbox in the General tab.

Fd Event - OpenVideoViewerAndStreamVideo — O *
B Save and Close E Save and MNew Create Copy

Name: |OpenVideo\iewerAndStream Video

Description:

Enabled
[ ] Maintenance Mode
General  Acknowledgement Owverdue Messages Action  Assess Corfiguration  Predefined Log Messages  Groups  User Def 4 | ¥
Default state
Armed
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This process details the steps needed to create an event to open a camera window and stream
video. There are many other types of event triggered actions available. Open the Action list in
the Action tab to view all available actions. Multiple actions can be triggered by a single event.

3. Next, Select the Action tab. Click the Add button, and under the Action list, select Display Viewer.

£d Event - OpenVideoViewerAndStreamVideo — O x
ESEVE and Close @Sa\re and MNew E&]Create Copy

Mame: |Open\ﬁdeu\aﬁewerﬁnd StreamVideo |

Description:

Enabled
[] Maintenance Mode

General Acknowledgement Overdue Messages Action  Assess Corfiguration  Predefined Log Messages  Groups  User Def * | ¥
=3 Add = Remove

Action Details Resettable
b E Display Viewsr w |

4. With the Display Viewer action selected, at the bottom the event window, open the Type list and select
Milestone VMS Camera.
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General Acknowledgement Owverdue Messages Action  Assess Configuration  Predefined Log Messages  Groups  User Def * | *

*= Add =4 Remove

=

p |Display View elect type n

Drag columns to Group by here

Class B Description Tl
[w]

Intellex Video Camera This class 15 used to specify a Video Camera in the syst

Intellex Video Server This class 1s used to specify a Video Server in the syste

Legacy Maps This class 1s used to specify a Map in the system.

Maps This class is used to specify a Map in the system.

Milestons WMS Camera [ his class is used to specify a Milestone WVMS Camera in

Query Query used to filter list

Report Reports are created for a particular object type registere

Report Form Report Forms are to be used together with reports to allo

Report Result Report Results are generated by reports and contain a f

Video Tour This class 1s used to specify a Video Tour in the system.

Type: |Milestone VMS Camera | I I

5. Open the Object list and select a camera.
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Mame starts with:

Drag columns to Group by here

Mame iy Description Tl
o ol |
East Hallway
Front Door
Gift Shop
lab v
Object: Il ---|

General Acknowledgement Overdue Messages Action  Assess Configuration  Predefined Log Messages  Groups  User Defl 4 | *
*= Add = Remove
Action Details Rezettable
p |Display Viewer v | |
Marme Selection n
Object Selection
Select Type: |Milestone VMS Camera |

6. Click Save and Close to complete Event setup.
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You can test this event configuration:

Open the Monitoring Station application. Open the Configuration menu of the Administration
Station application. Select Event from the list and search for the name of the event. Select the
event from the Event tab, right click, expand the Action menu, and select Pulse from the
shortcut menu.

g B Edit
— . Delete ;
0 E‘Dpup"u" x Activate...
e Find in Audit Log... Deactivate..
Find in Journal... Arm...
Configuration 3 Disarm...
< Actions » Latch...
Tagale...
View , el LS
Pulse
Turn Maintenance Mode On

7. When the event is triggered, a Video Viewer window opens in the Monitoring Station and streams video from
the chosen camera.
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ﬂ C.CURE 9000 - Monitoring Station (MJT-CCURE\Administrator):[MJT-CCURE3] - | x

Operator Help C+-CURE 9000

&a View Preferences nTake Snapshot @ Record Screen

& Explorer Bar -
-

Mon Hardware Status

Doors Operator 'Administrator’ logged out on computer
"MIT-CCUREY using

B Reports SoftwareHouse MextGen Client Monitoring Station.
Dynamic Views ol o Manual action by "Administrator’: momentarily activate

@ Cooat Y 8/1/2022 9:38:45 AM Event 'PopupVideo'

a perstors MetVideo Activity: server record on server

& Manual Actions E 8/1/2022 5:38:54 AM "192.168.111.15 camera Gift Shop’ start at 8/1/2022

B Cvents 9:38:39 AM last for 30 seconds.

- e MetVideo Activity: server record end on

[ Maps E 8172022 3330 AM MiSwhVideoCamera Gift Shop'

i.l-' Groups

Eg _ [l Milestone VMS Camera - Gift Shop -

evators
- llepE0E&

Gift Shop

Gift Shop on MIT-22R1

Configure Milestone user-defined event triggers within CCure 9000

You can assign user-defined events in Milestone to actions for CCure 9000 events. When CCure 9000 events occur,
the Milestone user-defined events are triggered. Any alarms or rules configured in the Milestone system can be
triggered by a user-defined event.

The user-defined event must already exist in the Milestone XProtect VMS for this configuration to work. Follow these
steps to configure:
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1. Inthe CCure 9000 Administration Station application, select the Configuration tab, open the list and select
Event.

2. Click the New button to open the Event configuration window.

3. Enter a Name and Description for the event, select the Enabled checkbox.

4. Onthe General tab, select the Armed checkbox in the General tab.

5. On the Action tab, click Add, then select Milestone Event Action from the list.

6. Atthe bottom of the Event configuration window, open the Available Milestone Events list and select the
already existing user-defined event.

7. Next, click the arrow button to move the selected event to the Associated Event. The Event Server IP address
will be filled out if the user-defined event is available.

4 Event - UDE Test - O x

|l Save and Close [ Save and Mew 52 Create Copy

Name: |UDETest

Description

Enabled

[] Maintenance Mode
General Acknowledgement Owerdue Messages Action  Assess Corfiguration Predefined Log Messages  Groups  User Def ¥ | *
#= Add = Remove

Action Details Resettable
» |Milestone Event Action ~ O

Select required event from "Available Milestone Events” and click amow button to fill "Associated Event” .

Available Milestone Events Associated Event:
CCure Test UDE ~ —> | [coume Test UDE |

Event Server IP:
[192.168.111.15 |

8. Click on Save and Close.

9. To test the alarm setup: open the Configuration menu of the Administration Station application. Select Event
from the list and search for the name of the event.

10. Select the event from the Event tab, right click, expand the Action menu, and select Pulse from the menu.
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11. The selected user-defined event can trigger rules and alarms in Milestone XProtect. Check the Event log to
verify that the event was triggered.
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This image shows an example of a rule in XProtect that was triggered by a user-defined event:

Manage Rule — O *

Name: CCure Test UDE Log Event

Description:

Active:

Step 3: Actions
Select actions to perform
[] Start recarding on <devices> A
[[] Start feed on <devices>
[[] Set <Smart Wall> to <presets
[] Set <Smart Wall> <monitor> to show <cameras>
N [] Set <Smart Wall> <monitor= to show text '<messages’
, [[] Remove <cameras> from <Smart Wall> monitor <monitor=
[] Set live frame rate on <devices:
[15et recording frame rate on <devices> =

Edit the rule description (click an underlined item)
Perform an action on CCure Test UDE

from Extemnal
Create log entry: "$EventName $3RuleMame22 Trigger Times'

Help Cancel < Back Mext = Finish

This image shows an example of a log entry in XProtect for a triggered rule:
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< Milestone XProtect Management Client 2022 R1 — O *

File View Action Maintenance Tools Help

H9 oeil
Site Navigation - 3 X
= G Servers A
(7)) Recording S
ﬂ Failover Ser 3112022 1:28 PM - 8M1/2022 1.28 PM ~ Source name V Ever
ﬁ Meobile Serv
= E@ Devices Local tim  Message text Sourcer Ewventty] Rulenar Service
B0 Cameras 8172022 CCure Test UDECCure Test UDE Log Ev External CCure Te CCure Te K307WBI
& Microphone
Q Speskers
? Metadata
oo Input
\.- Output
E-EE Client
B Smart wall
Eg View Group
£2 Smart Client
zp Managemen
Matrix

o P Medee e d Faeee

< >

Systembogs  Auditlogs | Rule-inggered logs Export...

Site Navigati.. Federated Si.

XProtect analytics events as actions triggered by CCure 9000 events
(explained)

You can assign Milestone analytics events as actions triggered by CCure 9000 events. Then, when CCure events
occur, the assigned Milestone analytics event triggers, displaying any associated cameras. Any alarms or rules you
have configured to respond to the Milestone analytics event, are also triggered in the XProtect VMS. This means that
any event in CCure 9000, such as a door forced, can trigger an analytics event in XProtect, which can start recording,
display cameras on client workstations or send alarms and emails.

Associated cameras are only available from the XProtect VMS system with the analytic event.

¢ Recording servers from different XProtect VMS systems (different management servers and events servers)
cannot share one analytic event.

¢ Recording servers from the same XProtect VMS system (identical management servers and event servers) can
share the same analytic event.

Example:

There are two XProtect VMS systems in the diagram below. Both integrated to the same CCure 9000 server. All nine
cameras in this diagram would appear in the Available Cameras lists. To configure an event trigger that includes all
cameras marked with yellow circles, it would take just one analytic event. However, to configure an event trigger that
includes the two cameras marked with red circles, it would require two analytic events, one for each individual XProtect
VMS system.
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. Event
. | ee Server
Recording
Servers
* Management
Ll Qe Server
[] o ae Event
Server
Recording
Server
|| o Qe Management
Server

Configuring analytics events in XProtect

Milestone
XProtect
VMS 1

Milestone
XProtect
VMS 2

The CCure 9000 Video Push integration uses a feature of XProtect known as analytics events

to send real-time event data into the XProtect VMS. This feature is available through the

A MIP SDK, and allows CCure 9000 to easily send events into XProtect. This feature of the CCure
9000 Video Push integration does not provide intelligent video analysis, analytics metadata, or

any other video related information. Read more about this feature of the integration.

1. Inthe XProtect Management Client, go to the Tools menu and select Options.

2. Inthe Analytics Events tab of the Options window, select the Enabled option and verify the selection of port

9090 and All network addresses.
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Options ot

Access Control Settings  Analytics Events  Customer Dashboard  Alarms and Events  Generic Events £ >
Anahtics events

Enabled
Port:

5090

Security

Events allowed from:
(@ Al network addresses

() Specfiied network addresses:

Address

Import...

Help | 0K Cancel

3. Create an analytics event. In the Rules and Events section in the Site Navigation pane, click on the Analytics
Events menu, then right-click the Analytics Events on the Analytics Events tab, then select Add New. Add a
name for the analytics event, then save.

4. Create an alarm that the analytics event triggers. In the Alarms section in the Site Navigation pane, click on the
Alarm Definitions menu. Right-click Alarm Definitions in the Alarm Definitions window, then select Add New.

5. Name the alarm definition and select Analytics Events from the Triggering event list. Select the specific
analytics event as a trigger for the alarm. Select the sources of the triggering event.

6. Inthe Select Sources window on the Servers tab of the left-hand side, go to the All Cameras folder, then add
the All Cameras folder as the selected source.

The CCure Event Trigger includes each included camera’s FQID as the source. Because the
included camera can change, using the All Cameras group ensures the event triggers.
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Select Sources >
Type filter: All ~
Groups Senvers Selected:

----- . Access Control " ) All Cameras

..... [ Access Control Servers

..... 1 All Access Control

----- 1 All Access Control Servers
----- 1 All Access Control Units
----- i A1l Cameras|

..... 1 All Events

..... 1 All GIS map locations

..... 1 Al Inputs

..... 7 All Layout Groups

Cancel

7. Save the alarm definition.

Configuring analytics events in CCure 9000

The CCure 9000 Video Push integration uses a feature of XProtect known as analytics events
to send real-time event data into the XProtect VMS. This feature is available through the

A MIP SDK, and allows CCure 9000 to easily send events into XProtect. This feature of the CCure
9000 Video Push integration does not provide intelligent video analysis, analytics metadata, or
any other video related information. Read more about this feature of the integration.

1. Select an event to trigger a Milestone camera action. Search for an event in the Configuration menu of the
Administration Station application, then double-click the event in the event list to open the Event configuration
window.

2. On the Action tab, click the Add button to add a new action.
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£d Event - Milestone Analytics Event — O x
ESEVE and Close Eﬁave and MNew H;]Create Copy

MName: |I".-'Iilest|:|ne Analytics Event |

Description:
Enabled
[] Maintenance Mode
epeml Acknowledgement Overdue Messages Action  Assess Configurstion  Predefined Log Messages  Groups  User Def| 4 | *
o S
Action Details Resettable
b |Mi|estone Camera Event Action w | CCure Test Analytics event |

3. Next, select the Milestone Camera Event Action from the Action list. The Milestone camera action menu is
available at the bottom of the Event configuration window.

4. Open the Select Analytic Event to Fire: list and select the analytics event that you have configured in the
XProtect VMS. The selected analytics event name and event server IP information appears. If the list does not
contain the correct analytics event, you must edit the selected analytic event name and the event server IP.

To support alarm acknowledgment in all scenarios, Milestone recommends that you enable
automatic alarm acknowledgment by selecting the Auto-acknowledge alarms option. This
allows alarms acknowledged in the CCure Monitoring Station to be automatically

Ké acknowledged in the XProtect VMS.

Analytics alarms generated with this integration and acknowledged in XProtect Smart Client are
not automatically acknowledged in the CCure system.
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£d Event - Milestone Analytics Event — O >
LgSave and Close Eﬁave and MNew Create Copy

Mame: |Mi|estl:|ne Analytics Event |

Descriphion:

Enabled
[] Maintenance Mode

General MAcknowledgement Overdue Messages Action  Assess Corfiguration  Predefined Log Messages  Groups  User Def 4 | ¥

=3 Add . Remove

Action Details Resettable

k7 | Milestone Camera Event Action w | CCure Test Analytics event [
Select Analytic Event to Fire: Selected Analytic Event Mame:

152 168.111.15 - CCure Test Analytics event N |CCure Test Analytics event
Event Server [P Ewvent Server Port:

152.168.111.15 | 3030 1 Auto-acknowledge alarms
Awailable Cameras:

O5BOSWQFTD12MDU - Canon VEB-M40 (192.168.101.64) - Camera 1 ~

Add Selected From DropDown Associated Camerals) List: Remove Selected From List

05BOSWQPTD12MDU - East Hallway

5. The list of available cameras contains all cameras from all connected Milestone recording servers. You must
configure the Event Server IP with the IP address of an event server that can connect to the Management
Server of the selected available cameras.
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6. To add or remove selected cameras from the Available Cameras list, select the cameras from the Associated
Camera(s) list and click the Add/Remove button. When you have selected cameras, save the event by
pressing Save and Close or Save and New.

Viewing CCure 9000 events in Smart Client

The CCure 9000 Video Push integration uses a feature of XProtect known as analytics events
to send real-time event data into the XProtect VMS. This feature is available through the

A MIP SDK, and allows CCure 9000 to easily send events into XProtect. This feature of the CCure
9000 Video Push integration does not provide intelligent video analysis, analytics metadata, or
any other video related information. Read more about this feature of the integration.

To verify that the CCure 9000 to XProtect analytics event configuration is working as expected:
1. Go to the Configuration tab of the Administration Station application on the CCure 9000 server.

2. Search for your event. Right-click the event in the event list, then select Pulse from the Actions menu of the
shortcut menu. This triggers the alarm in the XProtect VMS associated to the selected cameras.

&  Milestone XProtect Smart Client 41972021 AT41PM — O X
Live Playback Search m xm Monitor -0t v

etup

@ No map has b

Chunck Filters A s Ce . v Clear filter

Priorty | Stale Lewe State Name  Message Source

Milestone camera and Recording Server alarms (explained)

You can use all camera and recorder alarms in the CCure 9000 system with the XProtect Video Push
integration. Alarms are available in the individual camera or recorder configuration windows in the Administration
Station application. To do this:
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1. From the Video menu. double click on any Recording Server or camera
2. Go to the Alarms tab in the configuration window, then open the Property list to view the full list of alarms.

3. There are 48 different recorder alarms and 115 different camera alarms.

C.CURE 3000 - Administration Station (MJT-CCURE3\Administrator):[MIT-CCURE3] — ] X
Operator  Help C+CURE 9000
Search Ol Newtab X 4 o

Video «
(=} - | Milestone VMS Recording Server < L i
—_— & Milestone VMS Recording Server - MIT-22R1 — X
Video Tree Search
\ideo gSaveand Close ESEVE and New
L@ Protocols
5 CompanyName Name: |M.JT-22H1
£ Milestone 1 Description:
= MJT-22R1
q.' Canon VE-M40 (152 168 101 64) - Camera
[ East Hallway 2 Enabled
‘g Front D
;. r.on oor General Alams  User Defined Fields ~Milestone Custom Events  State images
I3 Gift Shop
q.. 13b #3 Add =, Remove
Property Value Action Details Schedule
» [PulseRecorderCustomEy II" O |V'|den Camera Ac | | Record Camera | Always
2
Ao
Milestone VIMS Recording Server n

Drag columns to Group by here

5{ Options & Tools

Property iy Description T‘

!’ General Purpose Interface I here to Filter data =
Configuration PulseRecorderfrchivellot  Pulse Recorder Archive Mot Finished

PulseRecorderCustomEve  Pulse Recorder Custom Event 1
f Areas and Zones
J PulseRecorderCustomEve  Pulse Recorder Custom Event 10
m C-CURE Portal Camera | PulseRecorderCustomEve  Pulse Recorder Custom Event 2

FulseRecorderCustomEve  Pulse Recorder Custom Event 3
28 Personnel

PulseRecorderCustomEve  Pulse Recorder Custom Event 4 :| = |
FulseRecorderCustomEve  Pulse Recorder Custom Event 5 :| -
@ Data Views PulseRecorderCustomEve  Pulse Recorder Custom Event 6

FulseRecorderCustomEve  Pulse Recorder Custom Event 7

.;5" Hardware
PulseRecorderCustomEve  Pulse Recorder Custom Event 8

& Card Formats and Keys

Monday, August 1, 2022 2:08:26 PM " .:

Configure CCure 9000 alarms triggered with Milestone custom events

Using the Milestone Custom Events functionality, XProtect's user-defined events can trigger recorder and camera
alarms within CCure 9000.

1. Select the Milestone Custom Events tab from the configuration window of any recorder or camera.

2. There are 10 custom event slots per recorder or camera. Each custom event number corresponds to the same
Pulse Recorder/Device Custom Event number, which is available as an alarm on that recorder or camera.

3. Open the CustomEvent list and select a user-defined event to trigger the custom event.
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k= Milestone VMS Recording Server - MIT-22R1 — g

g Save and Close @ Save and Mew

Name: |[MJT-22R1

Description:

Enabled

General Alams User Defined Fields Milestone Custom Events  State images

CustomEventl:  [CCure Test UDE ~| CustomBvents: | Mone o
Mone _

CustomEvent?  [SeRrTIIpE CustomEvent?: | None v

CustomEvent® | None w| CustomEvent®: |MNone ~

CustomEventd: | None w| CustomBEvent®: |MNone ~

CustomEvents; | Nene ¥ | CustomEventin; |Mone b

4. Select the Alarms tab on the recorder or camera.

5. Click the Add button.

6. Open the Property list and select the Pulse Recorder/Device Custom Event with the matching number from the
custom event above.

7. Select the Value option to trigger the alarm in real-time.
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[:'"_'. Milestone VM5 Recording Server - MIT-22R1 —

Q Save and Cloze @ Save and Mew

Name: |MJT-22R1

Description:

Enabled
General Aams  User Defined Fields  Milestone Custom Events  State images

#= Add = Remove

Property Yalue Action Details Schedule
p | PulzeRecorderCustomEventl ‘ Activate Event ~ | PopupVideo Always
Event: |PopupVideo .| ¥

Configure CCure 9000 recorder and device alarm actions

You can configure actions to take place triggered by an alarm. Such actions include video camera actions, such as
video recording. Actions can also include activating events, both new events and predefined events. To do this:

1. Select an event you want to change, go to the Action tab, add a new action to the list, and select Activate
Event.

2. Click the down arrow button and select New.
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3. Inthe new Event configuration window, name the event, choose the enabled option, and in the
Acknowledgment tab, select the Send State Changes to Journal option, and the Send state changes to

Monitoring Station option.

Fd Event - test name
ESEUE and Close Eﬁave and MNew Create Copy

Mame: |test name |

Descrption:

Enabled
[] Maintenance Mode

General Acknowledgement Overdue Messages Action Assess Corfiguration  Predefined Log Messages  Groups  User Def !

Options

Send state changes to Journal

Send state changes to Monitoring Station

(]

4. Next, test the event. Go to the User Defined Event menu of the XProtect Management Client. Select the event

and click the Test Event button. Verify the event triggered in the CCure 9000 Monitoring Station.

a C.CURE 8000 - Monitoring Station (MJT-CCUREIAdministrator):[MIT-CCURES] — O

Operator Help
&3 View Preferences nTake Snapshot @ Record Screen

C-CURE 9000

X

=N .

= Expiorer o -
= T A Y - o
. T LA v E
Mon Hardware Status
Date - Time Activity
Doors MetVideo Activity: server record on server
.168.111.15 camera 'Gift Shop” start at
2] Reports /1/2022 2:45:13 PM last for 10 seconds.
14| Dynamic Views . MetVideo Activity: server record end on
gl 84120122 24535 PM MiSwhVideoCamera 'Gift Shop'.
il Operators
{Q Manual Actions
E4 Events
E{I Maps
qD Groups
Elevat
(8] Blevstors = [Count 2
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Configuring CCure 9000 Enterprise MAS/SAS scenario

In a CCure Enterprise setup, you must install the client and server components of the integration on every CCure server

(including the MAS and on every SAS).
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When you have installed the integration on a SAS, you must configure it as a regular CCure installation by following all

the steps described in the previous sections.

When you have installed the integration on a MAS, you should go through the following steps:

1. Install both the client and server components of the integration on the MAS.

2. Evenif you are required to install the server components of the integration on the MAS, there is no requirement
to have a license to run the server components on the MAS. The CCure Server Configuration Application will
display that the MiSwhVideoServerComponent is not licensed. However, this should not be a cause of
concern, because while you must install the component, it doesn't need to run on a MAS.

£5 Server Configuration Application

Services | Server Components | Database | Settings | Backup/Restore

Name: Milestone Swhintegration.Server.MiSwhVidecServerComponent
Enabled:

Status: Not Licensed

Version: 2.6.18115.00

Category: Video

58 | Advanced Configuration



Manual | Milestone CCure 9000 Video Push

3. Forthe integration to work correctly on the MAS, you must make some changes to its database. To prepare the

MAS database for the integration, open a Windows command prompt at the following path, then run the
following command:

Path: C:\Program Files (x86)\Tyco\CrossFire\ServerComponents
Command: MiSwhHost --setupDB
Bl Administrator: C\Windows\system32\cmd.exe — O X

with GUID

te with GUID:

Initial

.CrossFire\ omponents>»

When you run this command, make sure that the currently logged Windows user has
i access to the MAS database.

4. Close and re-open the CCure Server Configuration Application.

The Status column under the Database tab should now show VALID, in green, next to the
Milestone.Swhintegration.Common.MiSwhVideoObijects item.

Lonnectedrro.Lommon. Videotages.Unjects System.Lata.»qILIient | Uata dource=vM-ULUKEZDUMAY;INIAI Latalog=ALVILOTE INTEgrated decurty= Inue

Milestone Swhintegration.Common.MiSwhVideoObjects System.Data.SqlClient | Data Source=VYM-CCURE260MAS; Initial Catalog=A ore;Integrated Security=True

SrfhwaraHniice CrnesFire Cammon AuditNhDhiects Sustem Mata Salllient | Nata Sourca=\R-CCTIRF2ADMAS Initial Catalnn—SwhSuctembniditIntenrated Sacirit—Trie
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Troubleshooting

Database errors

Database errors can occur in the CCure Administration Station client after installing or upgrading the integration, and
they can prevent adding new servers or cameras to the system. The error messages indicate that the system cannot

access the SQL database, or that there is an error interacting with objects in the database. The exact error messages
we have documented in multiple support cases are listed below:

* A database object error occurred processing the current request. Please check the server's event log for
more information.

* Invalid object name.

These errors require different solutions, which are listed individually below.

Invalid object name

The invalid object name ACVSCore.Access.MiSwhVideoCamera error happens when trying to connect to Milestone
XProtect in the CCure Administration Station client, and it prevents adding a Recording Server to CCure. The error is
caused when two tables are not created in the AVCSCore SQL database during the installation of the integration. The
missing tables are MiSwhVideoCamera and MiSwhVideoServer. If these tables are missing, the Milestone Video
Driver service is designed to create them. However, without a connection, or the correct permissions, the service
cannot access the SQL database.

1. Verify the Milestone XProtect Corporate Video Driver Service is running under a Windows user account with
sysadmin privileges to the AVCSCore database. The required tables are created by this service, so it needs
permissions to do so.

2. Verify in the CCure Server Configuration Application database tab that the Connection String for
Milestone.Swhintegration.Common.MiSwhVideoObjects is correct and shown as VALID.

3. Open the Windows Registry Editor and navigate to: HKEY_LOCAL _
MACHINE\SOFTWARE\Wow6432Node\Sensormatic Electronics Corporation\SWHSystem\Setup

4. Modify the WixDBIsLocal value to 0

5. Onthe Server Components tab of the Server Configuration Application, stop the
Milestone.Swhintegration.Server.MiSwhVideoServerComponent, then start it again.

| Assuming this resolves the reported issue, modify the WixDBisLocal value back to 1.

A database object error occurred

General database object errors happen when the services on the CCure system cannot connect to the SQL database.
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This error can happen when trying to access cameras, add new cameras, change Recording Server configurations or
add new Recording Servers. To fix this error change the default service account (Local System) that is logged on and
running the following services to a Windows user account that has administrative access (sysadmin) to the SQL server
database used for CCure 9000.

» Milestone XProtect Corporate Video Driver Service

» CrossFire Framework Service CrossFire Server

¢ Component Framework Service
1. Open services.msc on the CCure 9000 host server. And find the three services on the list.
2. Right click on each service and select Properties from the shortcut menu.
3. Switch to the Log On tab and choose an account that has the proper privileges.

4. Restart the services after changing the service that they will “run-as.” It should be fixed.

H.265 video support

When you view Milestone cameras in the CCure 9000 client application, the following message appears when the
camera is streaming H.265 video:

o Milestone VMS Camera - AXIS P1375 Network Camera (1... = | O I3

HEUdHE
AXIS P1375 Network Camera (10.1.0.178) - Camera 1

Cannot display the video. A 32-bit
client that uses software decoding

does not support the H.265 video
codec.

AXIS P1375 Network Camera (10.1.
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The CCure 9000 client does not support H.265 video from the XProtect VMS. The client component of the CCure 9000
system is currently only available in a 32-bit option. Also, the 32-bit compatible MIP SDK from Milestone currently does

not support H.265.

MIP SDK upgrade error 2803

When you upgrade the integration from an older version to a newer version, one of the components that is required to
upgrade is the Milestone MIPSDK. During the upgrade process, the MIPSDK installation wizard can create an error if
services or applications that are using the MIPSDK files are still running because they are being upgraded.

o

Installing Milestone MIP SDK 2021 R1 - Redistributable (x86)

Please wait while the Setup Wizard installs Milestone MIP SDK 2021 R1 - Redistributable
(x86).

Status: Validating instal

Milestone MIP SDK 2021 R1 - Redistributable (x86) X

| . The installer has encountered an unexpected emor
= instaling this package. This may indicate a problem with
this package. The emor code is 2803

Milestone recommends that you continue the upgrade process, and restart all services and applications afterward to
ensure they are using the newest versions of the required MIPSDK files. Read the Milestone knowledge base

troubleshooting article for more information.

General troubleshooting of the XProtect integration with CCure 9000

* Isthe Milestone system licensed and are the cameras configured inside the Milestone system?
¢ Ensure your Milestone XProtect VMS is licensed, and all cameras are configured.
* Ensure you can view Milestone video within the Milestone XProtect Smart Client.

¢ Integration with CCure system should only be performed after the standalone Milestone system is

configured and running as required.
¢ Ensure the integration license from Software House is applied.

 If the problem is with video only (black tiles) and Recording Server data encryption is enabled in
XProtect, verify that the appropriate certificate is installed and trusted on every CCure client machine
where video is displayed (see Limitations section for more details).
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» Milestone VMS Recording Server does not show up for creating the Recording Server object in Administration
Station:

* Ensure Milestone.Swhintegration.Server.MiSwhVideoServerComponent is enabled and running in
Server Configuration Application under Server Components tab.

» Ensure Milestone integration Client Components are installed in the Client machine.
* Ensure Milestone SDK Redistributable is installed in the client machine.

* Online checkbox is not selected which indicates system is not online in the Milestone VMS Recording Server
object edit screen:

¢ Ensure IP address field has the IP address of the Milestone XProtect Management Server.

* Ensure Domain field has the domain value of the Milestone XProtect Management Server.

¢ Ensure correct values are entered for username and password.

» Ensure the appropriate Recording Server is selected in the drop down.

¢ Clicking the Connect button might give more details about what the connection problem is.
* Import Cameras button is not enabled in the Milestone VMS Recording Server object edit screen:

¢ Ensure cameras are available, configured, and streaming video within Milestone system. Use the
XProtect Smart Client to verify.

¢ Ensure online checkbox shows up as selected in the Edit screen which indicates system is online. See
the previous note about online checkbox.

¢ Milestone cameras do not show up after clicking Import Cameras.

» Ensure Save and Close button is clicked after Import Cameras process succeeds.

Ignoring repeated XProtect event notifications

This topic describes a method used to permanently remove unwanted event notifications from appearing in the CCure
9000 Video Push integration.

1. Goto the CCure 9000 server.

2. Open the following file with Notepad or a similar text editing application
C:\ProgramData\VideoOS\MiSwhHost\MiSwhHostSettings.json
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e

File Edit Format View Help

{

"Version": "1.1",

toettingst. {4
"IgnoreDeviceMotion": false,
"IgnoreleviceRecording”: false,

L bbb et dmstbeen— [ ],
"StatusPollingServerTimeoutMilliseconds™: 18688,
"StatusPostProcessingTimecutMilliseconds™: 58088,
"MonitoringEventlistChangesTimeoutMilliseconds”: 18664@,
"OnErrorRetryDelayMilliseconds": 5868

¥
Ln 1, Col1 100%  Windows (CRLF) UTF-8
3. Change the default false value to true on the following lines of code and save the file.
"IgnoreDeviceMotion" : false,
"IgnoreDeviceRecording" : false,

4. This will prevent the XProtect motion detection, and video recording events from displaying in the CCure 9000
alarm list.

Troubleshooting Milestone XProtect VMS video driver

Video Driver logs are controlled by the settings available in the following config file:
¢ ACVS.Enterprise.Server.Configuration.exe.config

The file location:
¢ C:\Program Files (x86) \Tyco\CrossFire

File location (in an upgraded system):
¢ C:\Program Files (x86)\Software House\SWHSystem\CrossFire

The config file can be edited to contain this setting:
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<appSettings>

<add key = “TraceViewer.Enable” value="true”/>

</appSettings>

The value parameter can be set to true or false to enable or disable logging.

¢ Open the Server Configuration Application in CCure 9000. Select the Diagnostics tab. Click on Connect.
Several modules appear. Select MileTraceSwitch and set the trace value.

* Red for Error
* Yellow for Warning
¢ Purple for Info

¢ Green for Verbose

Troubleshooting log file locations

Additional logs are created (and configured) under the %ProgramData%\VideoOS folder.

A subfolder is created for every CCure process that loads this integration.

Troubleshooting event acknowledgement in CCure

When a CCure event is marked as This event requires acknowledgment, under certain circumstances, it can be
impossible to acknowledge it (the acknowledge button remains disabled in the user interface). When this situation
occurs, follow the steps below:

1. Open the event Details dialog (from either the Administration Station or the Monitoring Station) by right-clicking
an event and selecting Details from the View menu:

Intrusion Zone Error Journal The default
Trigger Event Intrusion
Edit
Delete
".'u'._at{:hlist Check- ctive Armed
Trigger Event Find in Audit Log...
Find in Journal...
I Wiatchlist Assists Configuration ’ clive Armed
Tri Event
rigger Even Actions 2
View L Details [
Assistance Reguest Journal The default Ina Manitor 1l
Trigger Event Assistance -
?:Erlﬁslt Assess Event @t
Tni t
i o Associations gt
Watchlist Visitor Scheduled The default Ingcm= T
Tocoer oot Getodo bl
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2. Go to the Active Causes tab and make sure the event is not latched (Unlatch button should be disabled). Ifitis
latched, click the Unlatch button to unlatch it.

Ed Details - Intrusion Zone Error Journal Trigger Event O x

Acknowledge Clear Silence Reset Actions @ Log Message Display Map

L1

Status  Active Causes  Amed Causes  Activity

Status Information

Current State: Active, Armed, Requires Ack (Enabled)

Cause Action DateTime Pri
Administrator Latch Event 802022 62732 PM 78 Activate
Default state Inactive -
Deactivate
Latch
E LInlatch i

Toggle

Pulse
< >

3. Make sure there are no Activate Event or Deactivate Event actions in the Cause/Action list on the left. If there
are actions in the list, right-click on each and select Cancel.
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Ed Details - Intrusion Zone Error Journal Trigger Event

Acknowledge Clear Silence ; Reset Actions B Log Message 23 Display Map

Status Active Causes  Ammed Causes  Activity

Status Information

Current State: Active, Amed, Requires Ack (Enabled)

Cause Action DateTime Pri
Administrator — Activate
Administrator Latch Details :
. Dieactivate
Default state Inactiv v
Cancel
Latch
td  Target Object: Intrusion Zone Error Journa.,  »
|UInlatch
Toggle
Pulse
4 >

L1

4. Note that you should enable the Acknowledge button.
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About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps the
world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems enables an
open platform community that drives collaboration and innovation in the development and use of network video
technology, with reliable and scalable solutions that are proven in more than 150,000 sites worldwide. Founded in
1998, Milestone Systems is a stand-alone company in the Canon Group. For more information, visit
https://www.milestonesys.com/.
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