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Copyright, trademarks, and disclaimer

Copyright © 2023 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of Apple Inc.
Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed as
constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any actual
organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that is the
case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your Milestone
system installation folder.
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Introduction

General description

This document describes the XProtect Access integration between Milestone XProtect video management system
(VMS) and the OnGuard access control (AC) system. This integration supports the following standard XProtect Access
features:

* Retrieve and refresh configuration from the OnGuard AC system, e.g. doors and event types

* Receive AC event streams and hardware status changes from the OnGuard system

* Display and search cardholder information - both data and images

» Create alarms in XProtect alarm manager based on AC events

¢ Synchronization of alarm status between XProtect and OnGuard

* Association of access control events to cameras for simultaneous display of events and video

» Association of access control hardware to cameras for simultaneous display of doors and video
e Select and categorize events from the OnGuard system to view and work with events in groups

» Trigger system actions based on AC hardware events. For example: start recording, go to PTZ preset, display
access request, triggered by door forced, access granted, and access denied

* Personalized login to support segmented database systems

» AC hardware status display and command interaction on VMS client map user interface
¢ Create customized access reports based on search queries in XProtect Smart Client

* Smart Client pop-up access request notifications

¢ AC hardware interaction via XProtect web and mobile clients

¢ Connect to the OnGuard web administration interface from the XProtect Smart Client

Whats new in version 4.2?

The most prominent changes to version 4.2 of the OnGuard XProtect Access integration are listed below.

Requirements:

* OnGuard and XProtect version support statement: OnGuard & XProtect Compatibility.

Features & User Experience:
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* Improved map icons. Map icon hardware and status details on page 75
¢ Endto end encryption. Secure communications explained on page 22
» Expanded alarm acknowledgment options. Alarm acknowledgment explained on page 78

* Increased customization for cardholder data display. Working with the PluginSettings.json configuration file on
page 92

* Enhanced log viewer. Using the log viewer application on page 89

Solution overview

The solution provided has two components:

1. OnGuard XProtect Access Service - Typically installed in the OnGuard environment.

2. OnGuard XProtect Access MipPlugin - Installed in the XProtect environment.

Protect Mgmt Server, OnGuard Server Machine

. OnGuard
XProtect Event Server Process Integration Server Process Op;‘n Accoss
OnGuard XProtect | I—HTTPRESTAPI = OnGuard XProtect e
Access MipPlugin [ J¢siGNALREvents—§ | Access Service
_— L]
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Planning your installation

Different installation scenarios (explained)

There are different ways to integrate XProtect with the OnGuard access control system. This section is a guide to help
you figure out which deployment options you should consider.

Milestone and LenelS2 have created a technical deployment guide which documents design
recommendations, performance thresholds, and architectural guidance within one short
document. The XProtect Access OnGuard integration is covered in this deployment guide.
Download and read the guide.

Installation scenario Use case

. You have a single XProtect system (one event server per system) and a
Single system .
single OnGuard system (one OnGuard database per system).

. . You have multiple single XProtect/OnGuard system pairs. The customer
Multiple single systems . . .
just wants each pair to behave independently of each other.

. . You have a federated XProtect system and an OnGuard Enterprise system
XProtect Federated Architecture with o . ] .
. that need pairing. The customer needs centralized configuration and
OnGuard Enterprise |
alarms.

Single system - Integration Server . o ,
There is a need to run the required integration software components on a

and OnGuard Server on separate ) .
different machine than the OnGuard Server.

machines
XProtect Clustered with OnGuard You have a XProtect clustered environment connecting to an OnGuard
Clustered clustered environment.
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Single system scenario

SINGLE SYSTEM - Integration Server Process and OnGuard Server on the same machine

Protect Mgmt Server, OnGuard Server Machine

Integration Server Process

XProtect Event Server Process

I\ -—
OnGuard XProtect ‘ - OnGuard XProtect ong:fcr:ss
Access MIP Plug-in | | Access Service Services

\ | | -

For most systems, this is the recommended installation scenario.

» First - install the OnGuard XProtect Access Service on the OnGuard server

¢ Second - install the OnGuard XProtect Access MipPlugin on the XProtect server

Multiple single systems

Scaling the default scenario means adding more OnGuard systems and XProtect systems in a 1:1 ratio. The OnGuard
and XProtect systems are independent of each other, keeping the OnGuard XProtect Access Service process on the
OnGuard machine. The customer is NOT interested in centralized configuration or alarms, the integrated
XProtect/OnGuard systems are independent of each other.
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Multiple Single Sites (Locations)

MULTIPLE SINGLE SYSTEMS - Integration Server and OnGuard on the same machine

Integration Server Process

XProtect Event Server Process

[\
OnGuard XProtect OnGuard XProtect
Access MIP Plug-in - Access Service

XProtect Mgmt Server,

Integration Server Process

OnGuard XProtect
Access Service

XProtect Event Server Process

I}
OnGuard XProtect
Access MIP Plug-in -
\/

XProtect Mgmt Serve OnGuard Server Machine

OnGuard Server Machine

Single XProtect Site #1 f-cccccccccccccccccccccccaa, Single OnGuard Region #1 [--cccccccccaae

OnGuard
OpenAccess
Services

Single XProtect Site #2 f-cccccccccccccccccccccacaay Single OnGuard Region #2 |-=<==cccccc--,

OnGuard
OpenAccess
Services

Site #1 and site #2 are independent of each other and not communicating with each other, or commonly managed. The

same is true for both the XProtect and the OnGuard systems in this scenario.

Milestone XProtect Federated Architecture with OnGuard Enterprise

This scenario has many uses. It is recommended for large scale deployments. This is the default scenario when the
customer has an Enterprise deployment of OnGuard and wants to integrate with XProtect. Also, it is recommended

when the customer wants centralized alarm and configuration management for both systems.
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- XProtect Federation  +==e====cc--a gmomnes OnGuard Enterprise =========5
[}

E E E

= o

H : N € LENEL:S2.

: o [€&——XPA——P o

] f— ' H p—
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: - : -
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. .

4 ] 4 € LENEL:S2 '
; o [e——r——p"5 :
— . .

i =| FL= 5
1 } H H - ]
' Site #4 ! ' Region #4 H
] H H [

Milestone DOES NOT support connecting a single XProtect site to many different OnGuard regions. We do not
recommend running more than one XProtect Access integration per event server, for performance reasons.

Single XProtec

Region #3
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Milestone DOES NOT support connecting more than one XProtect site to a single OnGuard region.

€ LENEL:S2

o

Single OnGuard

Each XPA line in these diagrams represents the HTTP/SignalR connection between the Event Server in XProtect and
the OnGuard XProtect Access Service on the OnGuard server. There are some scenarios where the OnGuard XProtect
Access Service may not live on the same OnGuard server, see Distributed deployment options on page 13 for details.

Distributed deployment options

It's possible to have the “integration” server on a different machine than the XProtect server or the OnGuard
server. This option provides segmentation of OnGuard hardware and events to individual XProtect sites, and the
distributed scenario helps support OnGuard clustering.

‘ € LENEL:S2
o| ¢—p 4-HTTPS—p

o o

XProtect Site Integration Server OnGuard Server
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For design, scaling, and performance reasons, Milestone doesn't support connecting multiple
XProtect sites to the same Integration Server instance.

€ LENEL:S2

L GHTTPS P!

o

llo

XProtect Site OnGuard Server

NOT SUPPORTED

Single system with integration server

This is the recommended system design to run the OnGuard XProtect Access Service on a different machine than the

OnGuard server.

SINGLE SYSTEM - Integration Server Process and OnGuard Server on separate machines

Integration Server,

OnGuard Server;

XProtect Mgmt Server,

XProtect Event st Integration
Server Process e Server Process

— || RESTAPI
OnGuard XProtect :Ij > OnGuard XProtect
Access MIP Plug-in I Access Service

| SIGNALR
Events

|dV SdL1H
$s$920yuadQ

OnGuard

OpenAccess
Services

Milestone XProtect clustered with single clustered OnGuard

When server clusters are used for redundancy, the OnGuard XProtect Access Service requires a separate Integration
Server - distributed from both the XProtect and OnGuard server. Below is the suggested architecture if both XProtect

and OnGuard use server clusters:
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XProtect Clustered Site/System - Integration Server Processe and OnGuard Clustered Server on separate machines

XProtect Single
- System/Site eeeece--
Clustered

OnGuard Single
System Clustered

Single System
Recorder #1

Management
Server
Cluster

K

ecccccccccccccccccccsccscacnanem

49 LENEL:S2 |

OnGuard Cluster

Il @

‘ ‘) LENEL:S2
o

OnGuard
Client

XProtect
Client

e.

Single System
Recorder #2

Before configuring XProtect Access with OnGuard on a system that is using clustered XProtect
Management Server Failover which includes a clustered XProtect Event Server, it is required to
add all of the clustered Event Server nodes to the Registered Services within XProtect. Please
refer to KB 33314 for more details on using XProtect Access with clustering. Refer to KB 34505
for additional information about XProtect in a clustered environment.

Milestone XProtect Management Server redundancy solutions with
OnGuard

Both of the XProtect Management Server redundancy solutions are tested and supported to work with the
OnGuardXProtect Access integration.

1. Microsoft Clustered Server solution

2. XProtect Management Server Failover solution

15 | Planning your installation
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Both XProtectManagement Server redundancy solutions offer data resilience and availability
for many XProtect system components. As such integrations which rely on XProtect experience
high availability and resilient video access. During failover events, interruption in service still
occurs. In particular, the connection to the XProtect Event Server and integration plug-ins or
services hosted in the same server environment experience disruption. Tests show the
connection to XProtect Access services, and connections to OnGuard reestablish with little or
no loss of data, and full system operation restores within minutes.

Find more information about these redundancy solutions for XProtect here:
XProtect Management Server Failover

Clustering XProtect Management Servers
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Technical Considerations

Software version compatibility

Integration with OnGuard Access Control system is supported forh all XProtect VMS products that support MIP
integrations.

Read the most recent compatibility information.

Please verify the version of OnGuard is compatible. Milestone recommends the latest versions
of both OnGuard and XProtect.

Hardware support

The following OnGuard panels are tested and supported by Milestone Technical Support. More hardware models are
compatible.

Panel Model = Description

LNL-500 Intelligent System Controller
LNL-1100 Input Control Module

LNL-1200 Qutput Control Module
LNL-1300 Single Reader Interface Module

LNL-1320 Dual Reader Interface Module

LNL-2210 Intelligent Single Door Controller
LNL-2220 Intelligent Dual Reader Controller
LNL-3300 Intelligent System Controller

LNL-4420 Advanced Dual Reader Controller

Scalability

This section details the size of the test system at the LenelS2 certification labs and lists the maximum documented
performance.
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The software interface between Milestone and OnGuard is optimized for throughput of events and system status
messages. Server components and computer hardware resources can still limit total throughput.

Device Type = Count

Panel 1925
Door 1024
Reader 1028

10 Module 14
Input 2074
Output 2055

Card Holders = 400,000

Event Events/sec
OpenAccess 100

OpenAccess - Peak = 300+

FIPS-140-2 compatibility

This integration is compatible with operating systems that are running in FIPS mode, it is fully tested and supported in
these environments. This integration is not officially FIPS-140-2 compliant. XProtect and OnGuard are individually both
FIPS-140-2 compliant.

OnGuard segments explained

Personalized login can control which devices, events, and alarms users can view in the Smart Client when integrated
with segmented OnGuard systems. A segmented OnGuard system uses logical groupings, known as segments, to
define which access panels, readers, cardholders, and users work together.
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Creating a segmented system within OnGuard shouldn't be a part of installing the XProtect
Access OnGuard integration. It's recommended to consult with an authorized OnGuard
representative before configuring segments.

For example, an organization with facilities in many locations can use segments within their OnGuard system so users
have access to view and manage the devices at the facilities relevant to their job.

lllustrated below is an organization with three sites, a head quarters, site 1, and site 2.

CJ

= V7

Site 2

w9 k=
uar

Segment 1 ‘. Segment 2

N

.Q.E

HQ
Manager
All Segments

Using segments, the guard user at site 1 can see readers, panels, and cardholders from segment 1, and the guard user
from site 2 can see the devices and information from segment 2. The manager can see all devices and information,
since they're in the default "All Segments" segment.

All Segments

Segment 1
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Configuring segments within OnGuard

The following process shows where the information about existing segments is found within an
OnGuard system. Please consult with your LenelS2 representative before adding segments to
an operational OnGuard system.

1. Go to the Segments sub-menu in the Administration menu of the OnGuard System Administration application.

2. The Segment Options tab contains options to enable segmentation.

({ Segments = o
Segment Options  Segments Segmert Groups

Enable segmentation
Segment card formats
Segment badges via badge types
Segmert cardholders
Segment visitors
Allow segments to belong to more than one segment group
Allow access levels to be corfigured as assignable by users in other segments

Segment non-system List Builder lists

Add odify Delete Help... Close

3. The Segments tab contains the segments configured within OnGuard.

"0 Segments — (m]
Segment Options  Segments  Segment Groups
Segment Name:
Default Segment
6 Default Segment sl meame
@& Segment 1 "
e J 2 Hardware Seftings | Anti-Passback ~Biometics User Commands Vists  Access Levels / Assets Runawe * [
egmen
9 Hardware limts
Masimum holidays: (239 (2
Mainum timezones: (285 2
Masimum access levels: | 288 |2
Masimum badge number length: |9 =
Maxinum extended id lengti: |0 2
Mavimum number of elewator floors: |64
Maxinum number of card formats: [
Maximum access level assignments per badge
Totak: [6 =
S z With no activation dates: |6 e
Add Modify Delete Help.. 1 of 3 selected Close

Mapping OnGuard users to segments
1. Go to the Users sub-menu in the Administration menu of the OnGuard System Administration application.

2. Click Modify.

3. Select the Segment Access sub-tab.
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4. Inthe Segment listing window, select the segment(s) the user has access to.

.,
&/ Users s

Users  Search  System Pemnission Groups  Candholder Pemission Groups | Monitor Pemnission Groups ~ Report Pemnission Groups  Field/Page Permission Groups

Name System Cordholder Moni | Generd  Directory Accounts Intemal Accourt  Pemnission Groups

- Segment Access  Area Access Manager Levels  Monitor Zone Assignment
8B Administrator, Administrator System Admin Cardholder Admin Moni = =

87 Bacige Operator, Badge Operator  System Badge Operator  Cardholder Badge Operator
B Blow, Joe System Admin Cardholder Admin Moni =
System Account, System Account (Al Permissions) (ANl Permissions) anp Segment

88 User, User System User Cardholder User Mori <Al Segments>

@ Defaut Seqmert

§ seqment 1

62 Segmert 2

10f 4 selected

< >

Hide users whose access 1o this system is disabled

Hide users that have been automaticaly created

oK Carcel Clear Help Modity Mode: Close.

5. Click OK to save the changes.

It's recommended to map users logically from your domain, to XProtect, to OnGuard and to
their segment. This lets SSO in XProtect work with the personalized log-in feature, and with
segments within OnGuard, to simplify the log-in experience, while also customizing and
controlling the integrated Smart Client.

You can map OnGuard users to a domain user within XProtect in the Directory Accounts sub-
tab of the Users sub-menu of the Administration menu in the OnGuard System Administration
application.

& Users ~ o x

Users Search  System Ca ps Report

P Mon] | Segment Access  Area Access Manager Levels | Morkor Zone Assignment
Genersl  Diectoy Accourts el Account  Permission Groups

Name Useriame
Gricetans mit

3 Cancel Clear Hebp. Madiy Mode: Close

XProtect Access and SSO authentication (explained)

XProtect single sign-on (SSO) doesn't delegate SSO to the OnGuard system. XProtect SSO uses the logged in
Windows user, and it can't automatically present that same user to OnGuard for authentication. The personalized login
feature of XProtect Access is how XProtect presents unique credentials for authentication with OnGuard.

These personalized login credentials can match a user with SSO in OnGuard. They can even be the same user logged
into Windows who is launching the Smart Client. The credentials must be entered at the first login of the Smart Client,
and re-entered if the credentials are changed in OnGuard. Then a user can log into Windows, launch the Smart Client,
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which automatically authenticates with XProtect via SSO. At this point the stored credentials for the personalized login
user that matches the XProtect user are presented to OnGuard and the OnGuard user's configuration is loaded into the
Smart Client. This can all be done without manually presenting any credentials to XProtect or OnGuard.

€ .
XProtect Access presents t’ LENEL Sz‘
stored personalized login
for OnGuard

SSO user logged into Windows V Csemls Sne
and pre-configured in XProtect ) . ustomized Smal

: and gnGuard Personalized Login Client configuration

loaded

t:’ '

-é \ SR
‘ Launching Smart Client

This is the closest to a true SSO user experience that the XProtect Access integration offers. It requires using the

personalized login feature. If this feature isn't used, all authentication to OnGuard from XProtect Access uses the same

user credentials that the OnGuard XProtect Access Service uses to refresh and fetch the configuration from OnGuard.

To use this partial SSO user experience with customized privileges, it's important to link XProtect users and roles
directly to the appropriate SSO users within OnGuard.

Secure communications explained

XProtect Access integrations can be configured to use encrypted communications. The XProtect Access integration
with OnGuard can encrypt communications between the XProtect Access service and the XProtect Event Server, and
between the XProtect Access service and OpenAccess service.

Please note: the instructions in this document are for generating self-signed certificates. It's
possible to get certificates from a trusted third-party provider. For more information please read
the XProtect VMS certificates guide

The process of securing communications between OnGuard and XProtect should start after the integration has been
installed and configured. There are two different processes required.

1 2
g: 4HTTPS> <Hrresp | o

o o

XProtect Site Integration Server OnGuard Server
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1. Certificate generation, distribution, and configuration supporting secure communications between XProtect and
the OnGuard XProtect Access Service.

2. Certificate extraction, distribution, and configuration supporting secure communications between OpenAccess
and the OnGuard XProtect Access Service. This process (#2) is required when the OnGuard XProtect Access
Service isn't installed on the OpenAccess host machine.

Applying secure communications between XProtect and the OnGuard
XProtect Access Service

In versions 4.2 and higher of the XProtect Access OnGuard integration, there is a tool built into the XProtect Access
service to help users manage certificates. This process shows the steps required to generate, distribute, and configure
the solution to secure communications between XProtect and the OnGuard XProtect Access Service.

The process included below is for self-signed certificates. If you are using a third party
certificate, from a commercial certificate provider, please skip ahead to step number ten below.
Refer to the XProtect Certificate Guide for any questions on dealing with certificates.

1. On a server with restricted access, open PowerShell as an administrator and run the script in Appendix A, to
create a CA certificate.

R = | Local Disk (C3) — ] *
Home Share View o
&« “ 4 i » ThisPC » Local Disk (C:) v O el
~
CCURE 9000+ * Name Date modified Type
Certificates SWinREAgent File folder
logs inetpub File folder
Zips & Installers milestone File folder
Perflogs File folder
3 This PC ?
. Program Files File folder
B 30 Objects Program Files (x88) File folder
= Con USLT-MIT-t ProgramData File folder
B Desktop Sql 118 PM File folder
|=] Documents sysprep 5 22 1:42 PM File folder
; Downloads Users File folder
= Kon USLT-MIT Windows File folder
= root-authority-public Security C
J'i Music
&= Pictures
=2 Q on USLT-MIT-
=4 SonLSIT-MITr Y € 2
12items  1item selected 863 bytes =

2. By default the script places the new root certificate in the C:\file location. Move the certificate to the XProtect

server.

3. On the XProtect server right-click the certificate and select Install Certificate to begin the certificate installation
wizard.

4. Choose to place the certificate in the Store Location of the Local Machine.
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5. Browse and import the certificate in to the Trusted Root Certification Authorities folder.
6. Complete the wizard.

7. Go back to the server with restricted access where you generated the root certificate, open PowerShell and
enter the script in Appendix B, to generate a new client certificate to install on the server hosting the OnGuard
XProtect Access Service.

8. The script requires input: the DNS name of the server hosting the OnGuard XProtect Access Service, the
IP address of the server, and a certificate password of your own choosing - enter this information and complete
the script.

9. By default the script generates the certificate at the C:\ file location. Copy the file and move it to the server
hosting the OnGuard XProtect Access Service.

= | Iﬂ + | Local Disk [C:) — O X
Home Share Wiew o
€« “ 4 & » ThisPC » Local Disk (C) » v B P
CCURE_9000_# = Name Date modified Type
Certificates SWinREAgent File folder
logs inetpub File folder
Zips & Installers milestone File folder
Perflogs File folder
[ This PC ? .
Program Files File folder
B 3D Objects Program Files (x86) File folder
= Con USLT-MIT- ProgramData File folder
I Desktop Sql File folder
@ Documents sysprep File folder
; Downloads Users File folder
= Kon USLT-MIT-( Windows File folder
[} MIT-XPAVendorl Personal |
J’! Music
| Pictures
= Qon USLT-MJT-
& SonLSIT-MITAY € 2
12items  1item selected 3.61 KB =

10. Go to the server hosting the OnGuard XProtect Access Service and run the certificates snap-in for the local
machine. Right-click the Certificate store within the Personal folder and choose to Import a new certificate.

certim - [Certificates - Local Computer\Personal\Certificates] - o x
File Action View Help

e 0l dE HE

(50 Centificates - Local Computer ~ || |ssued To - Issued By Ex
M PE“{”":' ] MIT-XPAVendor VMS Certificate Autherity 7]
“| Certfiontns =
Tusted | AllTasks > Request New Certificate. House Certificate Autho.. 12
A & tificate Authority ]
| Enterpr View 5
7 Interme .
< Trusted it Advanced Operations >
 Untrust Export List.
| Third-p
) Trusted Help
7 Client Authentication lssu
| Preview Build Reots
= Test Roots
| Remote Desktop
| Certificate Enrollment Rec
~| Smart Card Trusted Roots
| Trusted Packaged App Ins
S Tevictbad Navicae he
< > e >

Contains actions that can be performed on the iten.

11. Import the certificate into the store of the local machine. Choose the certificate file that you copied to the local
server. Enter the password chosen during the script. Browse to the personal folder of the certificate store to
choose that as the location for the certificate. Complete the import wizard
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12. Open the OnGuard XProtect Access Service service tray icon and choose the certificate to use. It should match
the hostname of the OnGuard server. The service restarts once the configuration is saved.

13. Now apply encryption for the OnGuardXProtect Access instance in the XProtect Management Client. There are
three options to use for secured communication for the integration. This process enables use ofXProtect
Access Service - SSL Certificate Validation, option A below.

Integration plug-in: Lenel52 OnGuard (Version: 4
Last configuration refresh: 9142022 3:49 PM
| Refresh Configuration__ |
QOperator login required: |:|
X¥Protect Access Service - Host: MJT-LNLS2
X¥Protect Access Service - Port 2443
XProtect Access Service - SSL Certificate Validation: [v] | A
Openficoess - Host: MJT-LNLS2
Openficoess - Port: 2080
Openfcoess - 551 Certificate Validation: ] B
Openbcoess - User administrator
Openhccess - Password: [ Enter current password... |
Openficoess - Directory: custdev.us
Options - OnGuard Web Administration URL:
(Options - Disable Commands:
(Options - States polling interval (seconds): 200
Options - [Legacy] OnGuard SQL Server hostname:
QOptions - [Legacy] Connection Profile:
Opfions - Enable performance metrics (diagnostics): [

Applying secure communications between the OnGuard XProtect Access
Service and OpenAccess

In versions 4.2 and higher of the XProtect Access OnGuard integration, encrypted communication is fully supported.
This process shows the steps required to extract and distribute the required certificates and configure the solution to
enable secure communications between the OnGuard XProtect Access Service and OpenAccess.

The process below isn't needed when the OnGuard XProtect Access Service runs on the
OnGuard server that hosts the OpenAccess service. In integrated systems where the OnGuard
XProtect Access Service and the OpenAccess service are co-located encrypted
communication can be enabled with no extra configuration.

1. Go to the OpenAccess server, open PowerShell and run the following script to extract the CA certificate.
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Scert = Get-ChildItem 'Cert:\LocalMachine\LS Certificate Store' |°
Where-Object{$ .Subject -like "*cn=$ENV:COMPUTERNAME*"}

if (Scert) {Smatch = Select-String "CN=(.*?),""

-InputObject S$cert.Issuer

Sissuer = $match.Matches.groups[l].Value

$RootCert = Get-ChildItem 'Cert:\LocalMachine\Root'"

|Where-Object{$ .Subject -like "CN=$issuer*"}

if (SRootCert) {Export-Certificate -Cert SRootCert -FilePath ".\LenelCert.cer"}'
else{write-host "Could not find $Issuer Certificate." -foregroundcolor Red}}"

else{write-host "Could not find $env:Computername Certificate in LS Certificate

Store.""

—-foregroundcolor Red}

2. By default the script exports the extracted root certificate to the current directory. Copy the certificate and move
it to the OnGuard XProtect Access Service server.

3. Onthe OnGuard XProtect Access Service host server right-click the certificate and select Install Certificate to
begin the certificate installation wizard.

4. Choose to place the certificate in the Store Location of the Local Machine.
5. Browse and import the certificate in to the Trusted Root Certification Authorities folder.
6. Complete the wizard.

7. Now apply encryption for the OnGuardXProtect Access instance in the XProtect Management Client. This
process enables use of OpenAccess - SSL Certificate Validation, option B below.
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Integration plug-in: Lenel52 OnGuard (Version: 4
Last configuration refresh: AM42022 3:49 PM

| Refresh Configuration... |
Operator login required: |:|
XProtect Access Service - Host: MJT-LNLS2

XProtect Access Service - Port 2443
XProtect Access Service - S5L Cerfificate Validation: I A

Openficoess - Host: MJT-LNLS2

Openfcoess - Port: 2080

Openlcoess - SSL Certificate Validation- B

COpenfcoess - User administrator

Openfceess - Password: [ Enter current password... |
Openficoess - Directony: custdev.us

Options - OnGuard Web Administration URL:

(Options - Disable Commands:

(Options - States polling interval (seconds): 200

Options - [Legacy] OnGuard SAL Server hostname:
Options - [Legacy] Connection Profile:
Opfions - Enable performance metrics (disgnostics): [ |
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Prerequisites

Time synchronization

All OnGuard and XProtectservers must be time-synchronized to within a couple of minutes.

NET framework for OnGuard

.NET Framework 4.7.2 is a requirement for the integration on the OnGuard server machine (NDP472-KB4054530-x86-
x64-AllOS-ENU.exe). This note applies for older OS editions; any OS newer than Windows 10 (April 2018 Update) and
Windows Server version 1803 have it installed.Milestone recommends that you use Microsoft Windows Server Editions
of the OS.

Milestone XProtect license

The customer must have XProtect Access enabled (1) and the appropriate number of doors (2) in their XProtect SLC.
See the Management Client license screen for more details.

© Milestone XProtect Management Client 2020 R3

Software License Code | Expiration Date Milesione Care Pius | Milestone Care Premium

101-C01-203.01

MO1-P01-100-01

Milestone XProtect LPR 2020 R1 MO1-P0Z-100-01 Uniimited Unlimited

License Overview - Al e License Detais - ) Stes

[ Activated

Harduware Device 305 out o 1000
3 outof250

I Access control door 25 outof 10000 I
Loy
LPR camera S outof 50 \
20 outof 50

LPR country module. 2
License Details - Current Site: Milestone Demo

on Profies
Geace Period

3 Notficatonr
R User defred Evers

Changes withoutackvabon [InGracePeriod| “PSReid | uithoutlicense

5 @) System Dashbosrd
[] Current Tasks.

Hardware Device

| Access control door

LPR camera
LPR country module.

ccleole

Event Server DNS name resolution

ooleoo ol

ool oe

The server hosting the Milestone XProtect Event Server must have network name resolution. It must resolve the

computer name of the OnGuard Server. The OnGuard Server must also resolve the XProtect Event Server.

Smart Client profile settings explained

If you customize or create new Smart Client profiles in XProtect and the users assigned to those profiles need to

receive access request notification pop-up alerts, you need to include the following setting.
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« Access Control > Show access request notifications = Yes

This is the default setting for all Smart Client profiles. All Smart Client profiles in use need to have this setting configured
if system users need to view or interact with access control notifications.

OnGuard license options — PLEASE CONSULT CARRIER FOR
LICENSING

To enable the integration the following license options are required in the OnGuard license:

Connection OnGuard License Options Needed

OpenAccess Integration (ITM-MLST-001) enabled with an expiration date
OpenAccess
Partner Integration (IPC-311-MLSTO01) enabled with an expiration date

For XProtect Access version 3.5 and up, the supported connection mode is OpenAccess. The
OnGuard license must have the OpenAccess license options for the integration to function. If
you are upgrading from version 3.4 with a DataCondulT license, please refer to Milestone
Knowledge Base article 33277.

Required OnGuard services

The following Windows services must run on the OnGuard machine:

OnGuard Windows
Service Name

Description
LS Event Context Provider | Required to send events from the OnGuard system

LS Message Broker Required to receive real-time data from the OnGuard system

Required to interface the OnGuard system web service-based API OpenAccess

LS OpenAccess .
(REST/JSON web service)
LS Web Event Bridge Required to receive events from the OnGuard system
. Required to interface the OnGuard system web-service-based events with
LS Web Service

OpenAccess (SignalR)
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Generate software events

In the OnGuard System Administration app, go to the Administration menu, and select System Options:

1. For OnGuard versions greater than or equal to 7.4 using OpenAccess, check the OpenAccess host and
Generate software events checkbox.

2. Setthe Linkage Server host to the OnGuard server's machine name.

3. Setthe Message Broker Service host to the OnGuard server’s machine name.

General System Options  General Asset Oplions  Wideo Options ILS  Clent Update  Hardware Seftings  Anti-Passback  Blometrics  Uiser Commar| * | *

Log on authorzation waming FIPS mode
Hone = Text [T Enable FIPS-mode controller encryption
DataCondul T service Configuration Dowrload Service host
[ Generate scftware events ~]| Browse. .
DataBxchange server host Message Broker Service host
[ ~ Bowse. . 1P-DADO1S3F | Browse.
3 2 Nurber of days 1o save queued svents |IP-0ADQ1S3F | Browse...
A Specify manitor 20ne assigrments A Gererate software events
Linkage Server host Defaut Badge Printing Service host
CLENT1 2 v Browse . [ | Browse. .
(1.4 Cancel Heb... Close

Create directory in OnGuard

These instructions are not meant to replace the knowledge of a trained LenelS2 system
administrator. They are here to enable the basic setup of an authentication directory and user,
so the integration can connect to the OnGuard system.

1. Using the OnGuard System Administration app, go to the Administration menu and select Directories.

Administration  Access Control Mgnit
Cardholders...

Visits...

Beports...

Card Formats...

Badge Types...

Directon €Sun

:I Users,..
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For an OnGuard Enterprise system, create directories from the master server.

2. Choose the directory type, either Windows Local Account or domain user account.

For Windows Local Account support, the single For Domain User Account support, the single sign-on
sign-on account MUST be a Windows Local account MUST Allow manual single sign-on as shown
Account. below.

Dwectores

Hame Type Generdl  junerticanen Advanced
Wcustderus  Microsoft Active Directory
harne:
Drectores [custdev us
Name Type General  Authentication
off Admiinistr... Windows Local Accounts N
custdevus  Microsoft Active Directory ame. Dormain:
(Adminsiator

Type:

Hostname:

5K0G208 | | Bowse

[ Enable single signon

If you are creating a Directory of a type other than Windows Local Accounts (e.g. LDAP, Active
Directory), verify the user is a member of the Local Administrators group.

Create user in OnGuard

These instructions are not meant to replace the knowledge of a trained LenelS2 system
administrator. They are here to enable the basic setup of an authentication directory and user
so the integration can connect to the OnGuard system.

1. Go to the Administration menu and select Users...
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Cardholders...

Visits...

Assets...
Reports...

Card Formats...
Badge Types...

Directones...

Users... I
J T T -r“ -

2. Add a new user, or modify a user from the list of internal system users.

e
Name System Conlder Moriter Repert Fed/page 1D W SeomertAccess e ccess MonogerLovls  Monkor Zoe Assgrmert
Geows rectoy Accouts omal Accort Pemision Groups
S ecker, X ex
Bkuger scort em Admin Cordholdes Admin MontorAdmin  <FullAcce>  ViewEdtAlFieds 7 & PR
Risystem Account, System Account Gisl | [Sem Account
e Segmentt System Admin Cordheldes Admin MontorAdmin  <FullAcce>  ViewEdtAlFieds 5 S Lasoome
e segment2 Sysem Admin Cordhelder dmi Montoradmin  <FullAccess>  ViewEAIFidds 6 S Syem fccort
Naes

Crsed =
s smam S0 11728

o St Lo
s w15

[ Hide users whose access to this system s dsabled.
(] Hide users that have been automatically created.

% Modly Dete Heb. 15 seleced Cose

3. Onthe General tab Access to this system is disabled should NOT be selected.

General Directory Accounts Intemal Account
First name:
|yred |
Last name:
[EvGan |
Mates:

Created:; Last changed:
[zzinoizsan | |

Last Successful Login:

[CJUL 1981 user

[] Access to this system is disabled

QMmERICaly Cre. user
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4. On the Directory Accounts tab click Link to associate the user to the directory user (or local account user) from
the directory created in this topic: Create directory in OnGuard on page 30.

General Cwectory Accounts Intemal Account Permission Groups

-~

Mame User Mame  Directory

5. Inthe Select Account dialog select the directory from the Directory list. Click Search and select a user in
Accounts then click OK.

Select Account >
Dwectory:
IP-0A00183F bl
Field Condition: Walue:
Hame | | contans w w
Search
Accounts:
Name h Uzes Hame
€ Adminisirator Admirizirator
€ Defaulcoourt D ef aulficoount
£ Guest Guest
€ Leneldnmin Lenebbdmin
E Lynn L EniGard LOG
b
€ WOAGUiilpbeoount  WDAGLI
Cancel

6. Once selected, the OnGuard user account is linked to the corresponding Directory account.
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General Directory Accounts Intemial Account
Name User Name Directory "
@ LynnL.En'Gard  LOG IP-OADOI83F
Limk Unlink:

7. Onthe Internal Account tab, make sure that the User has internal account option is selected. Next, enter the
account credentials.

General Directory Accounts Intemal Account

[ Uzer has intemal account

|lser name:
[L0a |

Password:

Confirm password:
| "....."...1 |

8. On the Permission Groups tab assign the following permission groups:
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¢ System = System Admin

» Cardholder = Cardholder Admin
* Monitor = Monitor Admin

¢ Reports = Full Access

» Field/page = View/Edit All Fields

General Directory Accounts internal Account
System:

System Admin
Cardholder:

Cardholder Admin
Monitar:

Moritor Admin
Reports:

<Full Access>
Fiedd /page:
View/Edt All Fields

Pemission Groups
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Installation

Installation program (explained)

The installation package consists of one context sensitive installer program:
» XProtectAccess.OnGuard.msi

This program detects which server it's running on ( OnGuard or XProtect), and installs the following software
components:

1. OnGuard XProtect Access Service - Installed on the OnGuard Server machine, or its own integration server.

2. OnGuard XProtect Access MipPlugin - Installed on the XProtect Event Server machine, or on a standalone
Milestone XProtect Management Server.

SINGLE SYSTEM - Integration Server Process and OnGuard Server on the same machine

OnGuard Server Machine

Protect Mgmt Serve

XProtect Event Server Process | JliF Integration Server Process

-— I\
OnGuard XProtect | | —HTTP REST API I-- OnGuard XProtect Og;l?::(::ss
Access MIP Plug-in [—"—14{_|_S|GNALR Events | Access Service Sarviaes

MUST BE SAME
VERSION

OR

SINGLE SYSTEM - Integration Server Process and OnGuard Server on separate machines

Protect Mgmt Server, Integration Serven OnGuard Server,

XProtect Event sst Integration

\ HTTP
Server Process | S Server Process

OnGuard XProtect OnGuard XProtect
Access MIP Plug-in Access Service

1dV SdLLH
$s920yuadQ

OnGuard

OpenAccess
Services

U siGNALR
Events

MUST BE SAME
VERSION

It's required that the exact same versions of the OnGuard XProtect Access integration software
components are installed on both the XProtect and OnGuard machines.
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Step 1: Installing OnGuard XProtect Access Service

1. Double-click the XProtectAccess.OnGuard.msi file to begin.

2. The installation wizard launches. Click Next to continue.

E Milestone OnGuard XProtect Access Setup — -

The Setup Wizard will install Milestone OnGuard
XProtect Access on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

gack [ mnet | | cancel |

3. The context sensitive wizard offers to install the required components for the OnGuard XProtect Access
Service. Click Next to continue.

iﬁ Milestone OnGuard XProtect Access Setup — x

Click the icons in the tree below to change the way features will be insta...

II=T| <Protect Access Service Install OnGuard XProtect
Access Service files on this
computer.

This feature requires 34MB on
your hard drive.

Location: C:...\Milestone OnGuard XProtect Access Service',

Back [ Next || Cancel |

4. Optionally, expand the server icon menu to view installation options. The Reset button returns the wizard to all

default options.
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E Milestone OnGuard XProtect Access Setup — -

Click the icons in the tree below to change the way features will be insta...

Install OnGuard XProtect
= Will be installed on local hard drive n this

=08 Entire feature will be installed on local hard drive

¥ Entire feature will be unavailable 34MB on
FUUT TIEaru urive,

Location: C:...\Milestone OnGuard XProtect Access Service',

| Back [ mex | cancel |

5. Choose the account used to run the OnGuard XProtect Access Service. The wizard selects the LocalSystem
account by default. Click Next.

ﬁ Milestone OnGuard XProtect Access Setup x

[“1Run as LocalSystem

Domain: |cDO-ONGUARD7S

User Name: I

Password: |

Confirm Password: |

| Back [ mMext || cancel |

6. The ready to install step confirms the wizard can begin installation. Click Install.
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E Milestone OnGuard XProtect Access Setup — -

4 milestone

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

. Back [ Install ] | cCancel

7. Installation is complete. Click Finish.

ﬁ Milestone OnGuard XProtect Access Setup — *

Click the Finish button to exit the Setup Wizard.

Back Cancel

Step 2: Installing OnGuard XProtect Access MipPlugin

1. Place the XProtectAccess.OnGuard.msi file on the server hosting the XProtect Event Server (in a typical
deployment, this is the Milestone XProtect Management Server), and double-click the file to begin.

2. After the opening step, the context sensitive installation wizard offers the option to install the OnGuard XProtect
Access MipPlugin. Click Next to continue.
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E Milestone OnGuard XProtect Access Setup — -

Click the icons in the tree below to change the way features will be insta...

Install OnGuard XProtect
Access MipPlugin files on this
computer.

This feature requires 41MB on
your hard drive.

Location: ...\Milestone OnGuard XProtect Access MipPlugin,

| Back [ mex | cancel |

3. Optionally, expand the server icon menu to view installation options. The Reset button returns the wizard to all
default options.

ﬁ Milestone OnGuard XProtect Access Setup — x

Click the icons in the tree below to change the way features will be insta...

{Elv| XProtect Access MipPlugin Install OnGuard XProtect
| =3 Will be installed on local hard drive = on this

=18 Entire feature will be installed on local hard drive

¥ Entire feature will be unavailable 41MB on
FULT Tiar urive.

Location: ...\Milestone OnGuard XProtect Access MipPluginy,

| Back [ Nex | cancel |

4. The ready to install step confirms the wizard can begin installation. Click Install.
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E Milestone OnGuard XProtect Access Setup — -

4 milestone

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

. Back [ Install ] | cCancel

5. You have installed the OnGuard XProtect Access MipPlugin. Click Finish.

;E Milestone OnGuard XProtect Access Setup — *

Click the Finish button to exit the Setup Wizard.

Back Cancel

MIP Plugin upgrades

All components are updated with every new OnGuard XProtect Access release. The installation program is designed to
automatically remove and replace the required files and folders during an upgrade from older versions of the

integration.

The process for upgrading can follow any order. However, the recommended order is as follows:
1. Go to the OnGuard server(s) - All OnGuard machines where the ACM Server is installed.

2. Run the XProtectAccess.OnGuard.msi installation program. It performs the following actions:
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¢ Uninstall the ACM Server OnGuard Plugin

* Uninstall the ACM Server

* Install the OnGuard XProtect Access Service.
3. Goto the XProtect server(s) Milestone XProtect Event Server hosts where the Mip Plugin is installed.
4. Run the XProtectAccess.OnGuard.msi installation program. It performs the following actions:

¢ Uninstall the Mip Plugin and the ACM Wizard

* Remove the folder created by the ACM Wizard for OnGuard at the default location (C:\Program
Files\Milestone\MipPlugins\OnGuardACMServer)

¢ Install the OnGuard XProtect Access MipPlugin and create a new folder at the default location (C:\Program
Files\Milestone\MipPlugins)

Automatic upgrades of configured and installed instances in the Management Client are supported for all versions of
the OnGuard XProtect Access integration. Run the XProtectAccess.OnGuard.msi installer; it upgrades any installed
components. The system should be up and running, fully functional, after the upgrade.

Versions 4.1 and higher of the integration add two fields to the General Settings menu in the Management Client to
define the connection between the OnGuard XProtect Access MipPlugin (on the XProtect server) and the OnGuard
XProtect Access Service. These are XProtect Access Server - Host: and XProtect Access Server - Port:

XProtect Access Service - Host:
HProtect Access Service - Port: a443

The upgrade process fills the Port field with the default value of 8443, but the Host field remains empty. Before saving
any changes in the Management Client the host value is required. During the upgrade, the configuration value for the
host field is retained from the old version of the integration from the "connection profile" setting. This is why the
integration continues to function. However, once it's opened, the Ul logic of the Management Client requires this field to
be populated and saved accurately.

1. Open the XProtect Management Client.

2. Inthe General Settings tab of the upgraded OnGuard XProtect Access instance, enter the hostname for the
OnGuard server or the Integration Server in the XProtect Access Service - Host: field.

3. Save the changes in the Management Client.

Upgrading to 4.0 or higher from older versions requires reconfiguration of all rules in XProtect
triggered by access control events or event categories. Door hardware objects aren't supported
as event sources in 4.0 or newer versions, readers are used instead. Read more here: Access
control rules stop working after upgrade to 4.0 or newer. on page 96
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Upgrading from DataCondul T

XProtect Access integrations using versions 3.5, 3.6, 4.0, or 4.1 with OpenAccess connection mode, may upgrade
directly to version 4.2. Any XProtect Access integration using the DataCondulT connection mode can't upgrade directly
to versions 4.0 or newer. DataCondulT is compatible with XProtect Access version 3.4 or older. All systems running
XProtect Access versions 3.4 or older, and DataCondulT, need to perform the following procedure to upgrade.

1. Apply the OpenAccess license.

» Contact CARRIER to enable the OpenAccess Integration license (ITM-MLST-001) and the Partner Integration
license (IPC-311-MLSTO01).

* Once you have the OpenAccess license, go to the License Administration app on the OnGuard server. Go to
Start > All Programs > OnGuard (X.X), select License Administration and then log in.

* On the left side of the web interface select Install new license.
» Upload the new license file to enable the OpenAccess features.
2. Verify that OpenAccess configuration in OnGuard.
* Go to Start > All Programs > OnGuard (X.X), select System Administration.
* Inthe System Administration client, go to the Administration menu and select System Options.

* ldentify the host(s) running the Message Broker Service and OpenAccess services:

24 System Options fo| o=
General System Options  General Asset Options  Video Options ILS ~ Client Update Hardware Settings Anti-Passback Biometrics User Commar ¢ |+
Log on authorization warming FIPS mode
DataCondul T service Configuration Download Service host
DataExchange server host | Message Broker Service host |
Wortorng | Openiccess host |
Linkage Server host Defauk Badge Printing Service host
Modty Help. Close

* On the host(s), confirm that the following services are all running:

OnGuard Service Name Known Good Service Locations

LS Message Broker On the identified host
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LS OpenAccess On the identified host
LS Web Service By default LS Web Service runs on the same host as the LS OpenAccess service.

LS Event Context

. Must run on the same host as the LS OpenAccess service
Provider

. By default LS Web Event Bridge runs on the same host as the LS OpenAccess
LS Web Event Bridge .
service.

3. Verify prerequisites installed to support the 3.6 version of the OnGuard XProtect Access plug-in.

¢ Each downloadable .ZIP file available at download.milestonesys.com/lenels2xpa has a prerequisites folder
containing any required installation programs.

4. Upgrade your OnGuard XProtect Access Plugin to Version 3.6.

¢ Always upgrade the ACM Server and the OnGuard ACM plugin on the OnGuard machine before upgrading the
XProtect Event Server ACM MIP plugin.

¢ On the OnGuard Server, first install the Milestone ACM Server.
* Second, install the Milestone ACM Server: OnGuardPlugin.
¢ Lastly, move to the XProtect Event Server and install the XProtect Event Server ACM MIP Plugin.

* Here is the order of installation for all three software components of the plug-in:

1 _}_‘r::jj Milestone. ACMServer.x64.msi
2 1':.’;1 Milestone.ACMServer.OnGuard.msi
3 j%l Milestone. ACMServer.MipPlugin.msi

* Refresh the configuration on the OnGuard XProtect Access instance in the Management Client.

¢ Now, the active OnGuard XProtect Access instance is usingOpenAccess connection mode, and running
version 3.6.

¢ Anupgrade directly to version 4.2 is supported.
5. Verify the prerequisites are in place to support version 4.2.
6. Onthe OnGuard Server first install the OnGuard XProtect Access Service.
7. Next move to the XProtect Event Server and install the OnGuard XProtect Access MipPlugin.

8. Refresh the configuration on the OnGuard XProtect Access instance in the Management Client and reconfigure
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the connection properties in the General Settings tab as required.

9. Reconfigure any rules triggered by access control events or event categories. Read: Access control rules stop
working after upgrade to 4.0 or newer. on page 96

Uninstalling the integration

When uninstalling the integration software to revert to an older version, please refer to Integration version downgrades
on page 94.

When uninstalling both the OnGuard XProtect Access MipPlugin software and the XProtect
Event Server on the same server, it's required to first uninstall the OnGuard XProtect Access
MipPlugin components and uninstall the Event Server afterward. If the Event Server is
uninstalled first, the integration software fails to uninstall.

Below is the process required to uninstall the 4.2 version of the plugin:
1. Goto the Programs and Features menu on the Milestone server.
2. Uninstall the Milestone OnGuard XProtect Access plug-in.
3. Go to the Programs and Features menu on the OnGuard server.

4. Uninstall the Milestone OnGuard XProtect Access service.
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XProtect Management Client Configuration

XProtect Access instance creation wizard

After installing the OnGuard XProtect Access MipPlugin on the XProtect Event Server, create the access control
instance in the XProtect Management Client.

1. Right-click the Access Control root node and select Create new... to begin the wizard.

@ Milestone XProtect Management Client 2
File Edit View Action Tools Help

H9 9emn
Site Navigation

SE F B -

B Basics

[Jl;} Remote Connect Services g‘_:] Refresh E5
[}-G Servers
(5P Devices
E-E3 Client
E:
E:
E:

Create new...

o-[E Rules and Events
}E@ Security

}0 System Dashboard
{!_—'] Server Logs
[}@ Metadata Use
- Access Control

2. Enter a name for the instance and select the Integration plug-in. Select the plug-in named LenelS2 OnGuard.

Create Access Control System Integration H

Create access control system integration

MName the access control system integration, select the integration plug-in and enter the connection details.

MName: Your Name Here

Integration plug-in: i

| Lenels2 OnGuard

Next
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3. After naming and selecting the plug-in there are a set of required credentials, parameters, and options to
complete. These fields define the connection to the OnGuard server. All properties for all supported versions of
OnGuard are in the Management Client wizard.

Create Access Control System Integration B

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: lab

Integration plug-in: Lenel52 OnGuard -
XProtect Access Service — Host:

XProtect Access Service - Port: 8443

XProtect Access Service — S5L Certficate Validation: [
Openhceess - Host:

OpenAccess - Port: 2030
Openhccess - 551 Certificate Validation: O
Openhceess - User:

OpenAccess - Password:

Openhccess - Directory:

Options - OnGuard Web Administration URL:

Options — Disable Commands:

* Below are the fields required to establish the connection. It's possible to populate any field at this step in
the process, the fields listed are the minimum required.
Empty Field Names Required Values
XProtect AccessService - Host: = Hostname of the OnGuard server or the Integration server.

XProtect AccessService - Port: = Default port is 8443.

OpenAccess - Host: IP address for the OnGuard server.
OpenAccess - Port: Default port is 8080.

OpenAccess - User: SSO user defined in OnGuard
OpenAccess - Password: Password for the SSO user in OnGuard.
OpenAccess - Directory: Directory for the SSO user in OnGuard.

4. After connection, the wizard imports data from the OnGuard server. This includes Doors, Units, Servers,
Events, Commands, and States. Click Next.
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Create Access Control System Integration B

Connecting to the access control system...

Collecting configuration data...
|

Configuration successfully received from access control system.

Added:
Doors  (1025)
Units (70700
Servers (1)
Events (1938)
Commands (13)
States  (48)

4 4 4 4 <«

‘ Previous || Next || Cancel |

5. Associate doors with cameras. Select a camera and drag it to a door.

Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
+ I[J 1p-0400048D
= b2 Ops
| Name Enabled Lics I ) Security
| -~ 4 ) zzMaintenance
Door for 10001D2-1320-2-0 | | Per | - e
Door for 10001D2-1320-2-1 [ [ Per W Eaet Entrance
Access point: 10001D2-1320-2-1 East Lobb:
East Lobby

Drop camera here to associate it with the access p

Door for 1000-101-1320-0-0
Door for 1000-101-1320-0-1
Door for 2000 ID0-1320-8-0
Door for 2000 ID0-1320-8-1
Door for 2000 ID0-Series-1-1300-0-0

SIS IS IS
B3

| Previous || Next H Cancel |

6. Click Next after association of doors and cameras.

7. The configuration is saved, and the wizard ends.

XProtect Access instance status & properties

Go to the Access Control menu in the directory tree of the XProtect Management Client. You can view status of all
instances by selecting the root of the Access Control directory.
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@ Milestone XProtect Management Client

File View Action Maintenance Tools Help

HD oei
Site Navigation
=] Basics
E License Information

Site Information

= Lj Remote Connect Services
L_},. Axis One-click Camera Connection
= G Servers

« 1 W Access Control Information

Access Control:

Connection
Enable MName Status
lab Connected

Connection
Infarmation

Select your OnGuard XProtect Access instance to view or edit the properties of the connection.

General settings
Enable:

Mame:

Descnption:

Integration plug-in:
Last configuration refresh:

Operator login required:
#Protect Access Sennice - Host:
XProtect Access Service - Port

Openfccess - Host:

Openficeess - Port:

Openficcess - 551 Certificate Validation:
Openficeess - User

Openficcess - Password:

Openfceess - Directony:

Options - OnGuard 'Web Administration URL:
Optians - Dizable Commands:

(Cptions - States polling interval (seconds):
Options - [Legacy] OnGuard SGL Server hostname:
Cpbions - [Legacy] Connection Profile:

Options - Enable performance metrics (diagnostics):

XProtect Access Service - 551 Cerificate Validashon:

lab

Lenel52 OnGuard (Version: 4
10312000 203 PM
| Refresh Configuration.._ |

[]

MJT-LNLS2

a443

MJT-LNLS2 custdev.us
g0an

administrator

| Enter current password . |

custdev.us

500

L]

Descriptions for all properties listed below:
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Property Name

Enable:

Name:

Description:

Integration plug-
in:

Last configuration
refresh:

Operator login
required:

XProtect Access
Service - Host:

XProtect Access
Service - Port:

XProtect
Access Service -
SSL Certificate
Validation

OpenAccess -
Host:

OpenAccess -
Port:

OpenAccess -
SSL Certificate
Validation

OpenAccess -
User:

OpenAccess -

Description - Purpose

Selected by default. Remain selected to keep connection properties active.

Custom name field.

Reference information field.

Displays the current version of the OnGuard XProtect Access MipPlugin.

Displays the date and time of the last system configuration refresh.

Not selected by default. Select this option to enable the personalized login feature.

Host name of the OnGuard server or the Integration Server hosting the OnGuard XProtect
Access Service.

8443 is the default port.

Not selected by default. Choose this option to secure communication between the OnGuard
XProtect Access Service and the XProtect Event Server.

IP address of the machine hosting the OnGuard OpenAccess service. This field must use the
Fully Qualified Domain Name of the server to support SSL authentication.

The port the OnGuard OpenAccess service is listening on. 8080 is the default port.

Not selected by default. Choose this option to secure communication between the OnGuard
XProtect Access Service and the OnGuard OpenAccess Service.

An OnGuard administrative user to log into the OnGuard OpenAccess web service. This user
should have access to all hardware, cardholders, etc in the system. Windows user account if
using Directory users, OnGuard internal user account if using internal directory.

The password of an OnGuard user to log into the OnGuard OpenAccess web service. In
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Password:

OpenAccess -
Directory:

Options -
OnGuard Web
Administration
URL:

Options - Disable
Commands:

Options - States
polling interval
(seconds):

Options - [Legacy]
OnGuard SQL
Server hostname:

Options - [Legacy]
Connection
Profile:

Options - Enable
performance
metrics
(diagnostics):

XProtect versions 2021 R1 and newer, after entering the password, this field is replaced by the
Enter current password... button in the General Settings tab. If the SSO user account is
changed to update the integrated hardware device set, or the current user’s password needs
updating - click the button to open a dialog box.

Enter current password >

Selecting Enter will alsc save the current access control
configuraticn.

Cpenfccess — Password:

| Enter | | Cancel

The name of the OnGuard directory used for logging into the OnGuard OpenAccess web
service. If left blank, the OnGuard internal directory is used.

A URL for the OnGuard web-based administration portal. This field creates a link to the portal
from the Smart Client Access Control workspace. By default the location for this URL is:
https://HostName:8080/#/Login - Where "HostName" is the hostname of the OnGuard server.

Selected by default. This option controls all command interaction between XProtect and
OnGuard access control hardware devices.

Default value is 900 seconds. Frequency of status updates retrieved for AC hardware devices.
Increase this value for more consistent event processing throughput.

The SQL server hostname in systems upgraded from 3.X versions to the current 4.X version
which doesn't require a SQL server hostname to establish the connection.

This value is automatically filled for systems upgrading to 4.1 or newer versions of the
integration from a 4.0 or older version.

Not selected by default. Select this option to include performance statistic logging on event
metadata.

You can verify that the integration module is now connected by looking at the access control tree.
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Personalized login explained

Personalized login is an optional feature of XProtect Access. Personalized login links OnGuard user privileges to the
access control hardware, events, and alarms available in the XProtect Access integration.

When a user logs into Smart Client, the personalized login feature presents a second login procedure that
authenticates with the integrated OnGuard system. When the user presents valid OnGuard credentials, the Smart
Client’s XProtect Access features are narrowed to access control hardware, events, and alarms within that user’s
OnGuard privileges.

Personalized login manages two configurations. First, is the global configuration used by the Management Client.
Second, is the personalized configuration used in the Smart Client. Personalized configurations are subsets of the
global configuration. This helps control accuracy of event handling, command execution, and device management.

Personalized login has specific requirements:
e OnGuard 7.4 or higher

e XProtect Access 3.5 or higher

Enabling or disabling personalized login

Enable or disable personalized login for a specific access control plug-in in the Management Client. The option is
located in the general settings menu and is titled Operator login required:
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General settings

Enable:
Name: lab
Description:
Integration plug-in: LenelSZ2 OnGuard (Version: 4
Last configuration refresh: 100317200 - -
| Refresh Configuration... |
[Dpemtor login required: ] ]
XProtect Access Service - Host: MJT-LNLS2
XProtect Access Service - Port 2443
¥Protect Access Service - 551 Cerlificate Validation:
Cpenbdccess - Host: MJIT-LNLS2 custdev.us
Cpendiccess - Port 2080
Opendiccess - 551 Certificate Validation:
Opendficcess - User administrator
Openfccess - Password: | Enter cument password__ |
Cpendccess - Directony: custdev.us
Options - OnGuard 'Web Administration LEL:
Ciptions - Disable Commands:
COptions - States polling interval (seconds): S00

Options - [Legacy] OnGuard SGL Server hostname:
Ciptions - [Legacy] Connection Profile:

Options - Enable performance metrics (diagnostics): [ |

After choosing to enable or disable this feature, make sure to save your changes in the Management Client.

Logging into Smart Client with personalized login

After you launch the Smart Client and login, the personalized login feature presents a second login dialog for OnGuard.
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Log into access control

User name

custdev.us\utian

Password

] Remember password

[[] Auto-login

OnGuard requires three pieces of data during this exchange:
1. directory
2. username

3. password

The XProtect Smart Client dialog has fields for user name and password. Enter the directory with the user name in this
format:

* DirectoryName\UserName

If no directory is provided, the OnGuard internal directory is used. OnGuard can use special
non-alphanumeric characters, control characters, and spaces in directory names. Use of these
characters isn't compatible with XProtect. If these types of characters are included in the
OnGuard directory, authentication fails.

After entering the directory\user name and password, the XProtect Smart Client validates the credentials with the
OnGuard system. If you click Skip this step, the Smart Client opens without using personalized login, and no XProtect
Access features are available in the Smart Client. After authentication with OnGuard, Smart Client loads a personalized
configuration. The Smart Client displays access control information from the user account that logged in during the
personalized configuration login dialog. This includes:

» Alarms related to hardware the user has privileges to view
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» Events related to hardware the user has privileges to view

¢ Devices in the map element selector that the user has privileges to view

Refreshing personalized login

The XProtect Event Server stores personalized configurations for XProtect Smart Client users. Stored personalized
configurations vanish when the Event Server restarts. When the global configuration of the XProtect Access instance
refreshes, the Event Server updates all stored personalized configurations.

After the global configuration updates, all open Smart Clients using a personalized configuration display the following
info message.

= Milestone XProtect Smart Client

Views Exports Search Alarm Manager Incidents

»? < Select view > -t

9 24518 PM  The configuration of the access control system "WUIT-LMLS2" has been changed. You can continue working.

Log out of the Smart Client and log back in using the personalized configuration to load the updated configuration.

Commands explained

Commands in the XProtect Access OnGuard integration interact with access control devices. By default, commands
are disabled in the plugin configuration. This can be changed in the XProtect Management Client by clearing the
Options - Disable Commands checkbox.

If commands are turned off, none of the command features work, however it's still possible to view command buttons in
the Smart Client and create rules in XProtect which use commands. These rules validate, and the buttons appear, but
nothing happens. In the Smart Client users receive the following error message:

HH:MM:SS AM/PM Failed to perform the access control command **COMAND**' on **DEVICE**’. Error
Message: Commands are disabled. Modify the plugin configuration in the XProtect Management Client to enable
commands.

& Milestone XProtect Smart Client

Views | Exports | Search | Alarm Manager | Incidents | Access Control | System Monitor

Acce|

o 25756 PM  Failed to perform the access control command ‘Open’ on "Door for MIT-One’. Error message: Commands are disabled. Modify t...

Commands are used to trigger state changes in the access control hardware devices. Commands trigger in four ways
with the XProtect Access OnGuard integration:
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1. The XProtect rules system can trigger commands.
2. Access request notifications can include commands.

3. Any location in the Smart Client where doors are visualized, such as the access monitor or the access control
workspace, can contain command buttons.

4. The map interface within the XProtect Smart Client can include access control device icons which can be used
to trigger commands.

Supported commands reference

The following are the devices and their supported commands.
Readers:

* Set Mode To Default

* Set Mode Locked

* Set Mode Unlocked

* SetMode Card Only

* Set Mode Pin or Card

¢ Set Mode Card and Pin

¢ Set mode Facility Code

Set Mode commands for readers change the authentication mode the reader responds to. For
example: a rule can switch readers into unlocked mode during business hours.

Reader Inputs:
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* Mask

* Unmask
Reader Outputs:

* Activate

* Deactivate

¢ Pulse

Mlmgr Foule

Hama Flask Extenor Dioos Lights

Descriphon
Aetive =]

Step J: Actions
Selnct bctions 1o parkem
] St Mo Cawredl Oy <Flomcder>
] Set Mode Pin or Card <Readers
" , s
D Im i ey
5 Puse Dot |
] Siat Miodhe: Canrtl and Piny <Flsadides
[ Unmask dnputs
] Activate <Outputs
D Daactvata <Dutputs
[T orn CRT0ER TGl ol i At

[ Edit the na descnpbon (chek an underhned ram)

Helg: Canesl < Back

Firish

Reader inputs have a state of masked or unmasked. A masked input doesn't report or save
status in the OnGuardsystem. The masked input also has a "mask" icon attached to its own

icon on the Smart Client map. Unmask enables status of that input to be reported and saved

within OnGuard, and removes the mask icon. Reader outputs are activated, de-activated, and

pulsed using the respective commands. The Pulse command activates the output temporarily,

then deactivate it. An activated output has a red circle icon attached to it when viewed on the

Smart Client map.

Doors:

* Open
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Door for MJT-One

Doors are opened via the command. When the door opens, the door icon animation displays
this status on the Smart Client map.

]

U 1 I2

Health Roorr

Top Secret R&D Rm
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Administrative Configuration

Door & camera association

In the Doors and Associated Cameras menu of the XProtect Access Instance it's possible to verify the status of all
connected doors, and create, reassign, and remove the association between cameras and doors. Doors require

associated cameras to view live and recorded video - and listen to or play audio through any XProtect client that
supports visualization of doors.

1. Open the doors list and select a panel to view all doors connected to that panel.

Access Control Information

Doors and associated cameras
Drag and drop to associate cameras with door access points.
Doors:
1000ID1 ~
4 Alldoors .
i 2220100 id  License ]
[ 2000100 | Licensed | v |

“ 1000 102 Remove
[ 3300 Primary IP.2nd 485103 sccess point

I LNL-2000_06- 124
i LNL-1000_10- 204 [Licensed ] [
i LNL-1000_10- 210
[ LNL-1000_10- 212
i LNL-1000_10- 220

2. Selectadoor. A list of all associated cameras appears under the door object.

3. Select a camera from the Cameras list on the right and drag the selected camera into the list of cameras
associated to the chosen door.

Doors and associated cameras
Drag and door ~
Doors:

Cameras:

4 ({J 1P040004BD
= & Ops
Name Ensbled License D 4y Securty
Door for 1000-D1-1320-0-0 | & |icensed| W |
B East Lobby

Access point: 1000HD1-1320-0-0
East Entrance
op camera here to associate it with the access point

Door for 1000-1D1-1320-0-1 [ [ Licensed [ |

() zzMaintenance
Remove

4. Click the Remove link if you need to end the association between the camera and the door.

Categorize events
Large scale access control systems, such as those managed by OnGuard, need to functionally integrate with XProtect

without programming large numbers of individual alarms and rules. Categorizing access control events minimizes the
number of individual alarms and rules requiring programming.
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Categorize events to generate XProtect alarms or rule-based actions triggered by any OnGuard event from the chosen
category. For example, the integration can start recording video based on any number of unique OnGuard hardware
events: “Door Forced,” “Denied, Badge Not in Panel,” and “Access Denied Unauthorized Entry Level.” Categorize the
events, then create a rule to start recording based on events from that category.

1. Go to the Access Control Events tab of the XProtect Access instance in the Management Client.
2. Select an event, and choose a category from the Event Category list.
3. Apply the same category to any number of events.

4. When creating rules and alarms within XProtect, if you choose an Access Control Category as the trigger, any
of the events that are in the chosen category cause the rule or alarm to happen.

5. Alarms and Rules in XProtect can trigger using any category of event.

» Alarm Access Control Event Categories list:

[Herm Definiten Infrmation
Ham defrdion
Eratie =}
N Video Fecordng Evert
Instructions:
Trgger
Triggedng event Access Contrl Evert Categones
OnGuard Transstter
OriGuard Access Grarted
Scurces: OnlGuard Area APE
OnGuard Asset
Actvation pericd OnlGuird Bometic
OniGuard
(®) Teoa profie OnGuard C300
OnGuard Digtize
= OnGuard Duress
vent based R
e
OnfGuard Fire 3
OnGuard Gas
Moy OrlGuard

e
OriGuard Host Messogts
@ 20 sl orly aopsars on the seart map # ot less| OnGuard btercom
OnGuard Medcal
OnGuard Muster
Aarm manager view:

OnlGuand Portable: Programmer
OnlGuard
OnGusrd Sysiem

Relsted mep OnlGuard Temperstue
OnGuard Tr

Operstor action requied ErGuard Treuble
OnGuard Vides

Tiewa it Orud i

e Cpentcoess Ca foks

Othar

Reisied camens

Iitial alarm owner

itial alarm peosty 1: Hgh

Ham categeey

Everts taggened by slam

Harm pesgrabie o Adertrions =]

* Rule Access Control Categories event list:
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Select an Event
& Exierral Evenis
& tf)) Recording Servers:
& Systenm Monitor
&t Other
= Access Control

= & Access Contral Categories
Access denied (Access Control Categories)
Access granted (Access Control Categonies)
Access request (Access Control Categorias)
Alarm (Access Conired Categonies)
Errer (Access Controd Categories)
OnGuard Access Denied (Access Control Categories)
OnGuard Access Granted (Access Control Categeries)
OnGuard Area APE (Access Control Categories)
OnGusrd Asset (Access Control Categodies)
OnGuard Biometrie (Access Control Categories)
OnGuard Burglary (Access Control Categonies)
OnGuard CS00 (Access Control Categories)
OnGuard Digitize (Access Control Categones)
OnGuard Duress (Access Control Categories)
OnGuard Fire 7 (Access Control Categarias)
OnGuard Gas (Access Control Categories)
OnGuard Generic (Access Control Categories)
OnGuard Intercom (Access Control Categories)
OnGuand Medical (Access Control Categones)
OnGuard Musier (Access Control Catagones)
OnGuard Opan/Close (Access Control Categorias)
OnGuaed Foint of Sale (Access Control Calegories)
OnGuard Portable Programmer (Access Control Categaories)
OnGuard Reday/Sounder (Access Control Categonies)
OnGuard System (Access Control Categonies)
OnGuard Temperaturs (Access Control Categories)
OnGuard Transmitier (Sccess Contrel Categonies)
OnGuard Trouble (&ccess Control Categedies)
OnGuard Videa (Access Control Categories)
OnGuard Water [Access Control Categories)
Opendccess Call Failure (Access Control Categarnies)
Vides Recording Evants (Access Contral Categorias)
Warning (4ccess Control Catagonies)

& & Access Control Everts

Access control event categories

Below is the list of all access control event categories.

Default XProtect Access events:
* Access Granted
* Access Request
* Access Denied
e Alarm
* Error
* Warning

OnGuard events:
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OnGuard Access Denied
OnGuard Access Granted
OnGuard Area ABP
OnGuard Asset
OnGuard Biometric
OnGuard Burglary
OnGuard C900

OnGuard Digitize
OnGuard Duress
OnGuard Fire 7
OnGuard Fire 8
OnGuard Fire 9
OnGuard Gas

OnGuard Generic
OnGuard Host Messages
OnGuard Intercom
OnGuard Medical
OnGuard Muster
OnGuard Open/Close
OnGuard Point of Sale
OnGuard Portable Programmer
OnGuard Relay/Sounder
OnGuard System
OnGuard Temperature
OnGuard Transmitter
OnGuard Trouble
OnGuard Video
OnGuard Water

OpenAccess Call Failure

Custom events:
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» User Defined Category...

To create a user-defined category, there is a User-defined Categories button on the bottom left corner of the Access
control events menu.

1. Click the User-defined Categories button to create your own custom event category.

2. Click Add, name the category, and press OK. The user-defined category appears as an option in the Event
Category list.

Access request notifications

Access request notifications are pop-up notifications which appear in front of all other desktop applications for all users
logged into the Smart Client with privileges to view XProtect Access features and devices. The XProtect Access

integration includes a built-in access request notification. Use the Access Request Notifications menu to customize
these notifications.
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1. Go to the Access Request Notification menu.

2. Click the Add Access Request Notification button.

3. Name the new notification.

4. Associate cameras, speakers, microphones, and sounds.

notification.

Click the Add Command button and open the Command list to select which commands appear on the

@ Gl D Dim At ©

e N T
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When the notification pops up on the desktop, a sound plays if you choose to include an audible
notification. The built-in access request notification doesn't include a sound.

Access request notifications can trigger pop up notifications from the XProtect rules system,
and these notifications don't need to be related to access control hardware devices.

T - X

4:24:00 PM

0 Motifications - Milestone XProtect

Access request - Popup

Open Door for TestReader1

Close request

Searching for cardholders explained

All active cardholders in the OnGuard system are imported to the integration. Active cardholders have one or more
badge(s) with a status of “active.” Search for cardholders in the Cardholders menu of the XProtect Access instance.
First Name, Last Name, Badge Numbers, and Cardholder ID are all included in the search. As characters are typed in
the box, searching begins:

Cardholders
Search for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an access control event has been registered.
17 ©)| The number of search results exceed the current limit. Enter more specific search criteria.
Name Type First Mid test1 60173
First Mid test1 60017 Employee Employee
First Mid test1 60117 Employee
First Mid test1 6017 Employee
First Mid test1 60170 Employee
First Mid test1 60171 Employee
First Mid test1 60172 Employee
First Mid test1 60174 Employee Last Name: test1 60173
First Mid test1 60175 Employee Middle Name: Mid
Fiet M i1 60176 Employee A —— o
Fie M e 80177 Employee p— o
First Mig test1 60178 Employes Internal Cardholder ID 60173
First Mid et 60179 Employee Person Record Last Changed: 12/11/1996 5:05:00 PM
First Mid test1 60217 Employee
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Visibility of cardholder information, such as name and badge numbers, comes from the OnGuard database.

Edit the PluginSettings.json configuration file to change the data available within each
cardholder record, and change the order of data display. To learn more read: Cardholder
search data fields are missing, or out of order on page 100

Client profiles & Roles explained

Smart Client profiles and user roles in XProtect let administrators manage the features available in the XProtect Smart
Client.

Smart Client profiles control visibility of access request notifications. Roles define visibility and control of access control
features, visibility of the cardholder list, and access request notifications. For example, if a user can't receive access
request notifications, their ability to receive notifications can be controlled in either their Smart Client profile or their role.

Managing client profiles & Roles

1. Tomanage Smart Client profiles:
* Open the Management Client.
* Expand Client and select Smart Client profiles.

¢ The Access Control menu has the setting for notifications.

Smaxt Client profile settings - Access Control

Tile Satting Locked
Show sccess request notfications: Yes ~ O

2. To manage user roles:
* Open the Management Client.
» Expand Security and select Roles.

« Select the role to manage and click the Access Control menu to adjust the available settings.

Security settings Milestone XProtect Access

[M]Use access control
[ View cardholders list
[]Receive notifications

The Receive notifications setting only applies to the XProtect mobile client.
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Smart Client Features

Access control workspace explained

The XProtect Access OnGuard integration adds a new workspace, or tab, into the XProtect Smart Client. The Access
Control workspace should appear in the Smart Client.

& Milestone XProtect Smart Client

Views Exports Alarm Manager Incidents Access Control System Monitor

Use this workspace to search and filter the Events, Doors, and Cardholders categories. Select Events, Doors, or
Cardholders to work with the list of events related to that category.

Access control workspace events

To display a list of events, first choose a time range, select a custom time range, or choose to display a live update list
of events.

1. Choose the Live update time range to view a real-time display of access control events.

Smart Client

Exports Search

I oo Cahokiers

Liveupdate ¥ Allevents ¥  Alldoors ™

Last hour

| Last 12 hours

Ti Source

Door #1 on Co
Door #1 on Co
OnGuard Invalid Badge Door #1 on Co
OnGuard Invalid Badge Door #1 on Co
OnGuard Invalid Badge Door #1 on Co
OnGuard Invalid Badge Door #1 on Co

2. Filter for specific events including custom events and all integrated OnGuard events.

3. Open the All events list and select the Access control event... option to open the Select access control events
window.

¢ Choose a specific OnGuard event from this list.
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€ Select access contral events X

Select Name

OnGuard Intruder Low
OnGuard Intrusion Command Acce

oo

OnGuard Intrusion Command Deni
OnGuard Intrusion Zone Walk Teste
OnGuard Invalid Access Level
OnGuard Invalid Badge

OnGuard Invalid Camera

OnGuard Invalid Camera (C)
OnGuard Invalid Camera (C) Reston
OnGuard Invalid Camera (R)
OnGuard Invalid Camera (R) Reston
OnGuard Invalid Camera Restored

OnGuard Invalid Card Format

KOO0

OnGuard Invalid Device Serial Num

ooooOooono

OK Cancel

4. Filter for specific hardware devices.

5. Click the Access report button to create a PDF file of the events in the current list.

Smart Client - a
Exports Search Alarm Manager Incidents Access Control System Monitor | s2759pm B &

[ ————

—
EVEREY| Doors  Cardholders

Lasthour v  OnGuard Invalid Badge Al doors v
Access report
Time Event Source Cardholder
OnGuard Invalid Badge James SMITH
OnGuard Invalid Badge James SMITH
OnGuard Invalid Badge James SMITH
OnGuard Invalid Badge James SMITH
OnGuard Invalid Badge o g James SMITH
OnGuard Invalid Badge on Controler ld: James SMITH

OnGuard Invalid Badge

Time
50132 PM

* Inthe Access report window: name the report, choose a destination to save the report, include comments, and
select the option to include snapshots.
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i
1
= m m ] m

Access control workspace doors

1. Open the Door list and select the access control hardware to display.
2. Choose the Access control type..., option to open the Select access control types window.

¢ Door is the default option for this list. Use this menu to select servers, panels, and any access control
hardware in the system.

@ Select access control types x

Select Name
ACServer
AlarmPanel

Door

Input

Output
Panel
Reader

OK Cancel

3. Open the All states list to filter hardware by status.

4. Choose the Access control state..., option to open the Select access control states window and select from all
available OnGuard hardware states.
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@ Select access control states x

Select Name

OnGuard Alarm Panel Online
OnGuard Alarm Panel Options Misr
OnGuard Alarm Panel Power Failure
OnGuard Alarm Panel Unknown
OnGuard Cabinet Tamper
OnGuard Door Closed

OnGuard Door Forced

OnGuard Door Held

OnGuard Door Locked

OnGuard Door Offline

OnGuard Door Online

OnGuard Door Open

OnGuard Door Power Failure
OnGuard Door Tamper

oo

O
O
]
O
]
™
O

ooono

oK Cancel

5. Open the All doors list and select the Other..., option to open the Select access control elements window.
» This window provides a directory of all the OnGuard hardware in the system.

6. Expand the directory, find the hardware device(s), and add them to the selected list.

© Select access control elements X

Selected
Access Control 1
¥ DEMOROOM
“ E Lake O (192.168.32.3)
4 [l Door for Top Secret R&D
- m Top Secret R&D Rm

Output 1 for Top

E Event Generator

7. Selecta Door in the list to see video from associated cameras, view door status information, and command
buttons available for that door.

Exports Search Alarm Manager Incidents Access Control System Monitor

Door for MJT-One
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Access control workspace cardholders

By default, this list displays all cardholders in the system.
1. Filter for specific cardholders by typing into the search field.
2. Select a cardholder to view their data.

3. Click the View cardholder events button to switch to the Events list - filtered to display events from the chosen
cardholder.

- o

Exports Search Alarm Manager Incidents Access Control System Monitor | 53 R 2

‘Access control administration

CAMPBELL

Andrew JACKSON

OnGuard web admin link

If a web portal link was added to the General Settings of the XProtect Access OnGuard integration within the XProtect
Management Client, then the Access control administration link in the Access Control workspace of the XProtect
Smart Client is active.

Exports Search Alarm Manager Incidents Access Control System Monitor | 54s:15PM ey

[ ——

1. Click the Access control administration link to view the OnGuard Admin button.

O

onitor | sac07rm W &y

Access control adminis B e

MJIT-LNLS2
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2. Select the OnGuard Admin button to launch the OnGuard web administration portal.

- o X
o -
€ OnGuard
Directory
Dsemanme .
Password *
If multiple XProtect Access systems integrate with the same XProtect VMS it's possible to have
more than one button in the Smart Client after selecting the Access control administration link.
Access Monitor

The Access Monitor view item displays live status from doors and video from associated cameras in a single view pane
in the Smart Client.

1. Click Setup in the Smart Client and expand the System Overview panel menu.
2. Select the Access Monitor view item and drag it into any available view pane:
Views Exports. Search Alarm Manager Incidents Access Control System Monitor | sss26em B &,
XProtect « North -

© Access monitor settings X

Specify the settings for the access monitor

Door. Alldoors v

Sources:

HTML page

Image

Map

3. Inthe Access Monitor Settings window open the lists to select the door, sources, cameras, events, commands,
and the order in which new events appear in the access monitor.
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Views Exports Search Alarm Manager @ | Incidents Access Control System Monitor cososev Ha & i

D NewView(1+1+2)

@ Campus Map

=~ 103

Input 1 for MJT-Th R

neul oo T Too Qg ) Mount oread

Output 1 for MJT-Two 6. g 39
S Y

9% (=]

Priority Level  State Level  State Name

@ 62323PM 14202 1 1 New
RYFEPHSHTXGAEJB

After choosing a door the access monitor options change, based upon the available cameras,
events, and commands. The access monitor view item can go into any available view pane and
works in a view alongside all available view items.

Maps

It's possible to place doors, readers, inputs, outputs, panels, and OnGuard server(s) on an existing Smart Client map.
The map icons can display hardware status and execute commands.

1. With the Smart Client in setup mode, a Tools window appears in the view pane.

2. From this window, select the Add Access Control icon:

L
L.
|
et I
4 Add access control (__.

3. The Element Selector window appears.
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Element Selector

top
el Door for Top Secret R&D Rs
E'Ibp Secret R&D Rm

4. Type the name of a hardware device into the filter to find a device or expand the servers and panels to find all
available hardware icons in the system.

Element Selector u

Enter filter

» B Access Control 2
4 B Access Control 1
4 [ Lake O (192.168.32.3)
4 [d Door for Top Secret R&D
4 [ Top Secret R&D Rm
Output 1 for Top S

E Event Generator

5. Drag the chosen icon onto the map.

6. During normal operations, it's possible to right-click any of these icons to execute the commands from the

shortcut menu.
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v Acknowledge alarms

(@ Disable all new alarms

® Ignore status
.

Set Mode To Default
Set Mode Locked

Set Mode Unlocked
Set Mode Card Only
Set Mode Pin or Card
Set Mode Card and Pin
Set Mode Facility Code

Zoom in

Zoom to standard size

i Home

Status details

7. Right click the device icon and select Status Details from the shortcut menu to view more information. The pop-
up window displays the device status information in the Value field.

l'u T 210 whishoard. T
. |

- Gl cagpNitle @EER 15300 MeadowsIRoad)
Gy S o

%z

Name Value

State OnGuard Reader Closed, OnGuard Reader Locked, OnGuard Reader Mode Card Only, OnGuard Reader Online

In version 4.2 of the integration, the map icons include more status options and hardware items.
If you want to know the possible hardware items and status options refer to the Map icon
hardware and status details on page 75 topic.

Map icon hardware and status details

There are several different access control map icons available on the standard Smart Client map. Each different type of
icon represents a specific hardware device. Visual indicators appear on these hardware icons to display the current
status of the devices they represent. Many different types of hardware and status options are listed below.

75 | Smart Client Features



Manual | XProtect Access for OnGuard

Access Control Information
Types

4 SwaieTypes
l" OnGuard Server Online
OnGuard Server Offfine
OnGuard Door Online
OnGuard Door Offine
OnGuard Door Open
OnGuard Door Closed
OnGuard Door Lacked
8 OnGuard Door Unlocked
OnGuard Door Forced
OnGuard Door Held
OnGuard Door Tamper
OnGuard Door Pover Failure
18 OnGuard Reader Orline
I8 OnGuard Reader Offine
I8 OnGuard Reader Open
I8 OnGuard Reader Closed
18 OnGuard Reader Locked
A8 OnGuard Reader Unlocked
I8 OnGuard Reader Foroed
I8 OnGuard Reader Held
I8 OnGuard Cabinet Tamper
I8 OnGuard Reader Power Failure
OnGuard Reader Made Card and Pin
OnGuard Reader Made Card Only
OnGuard Reader Made Pin or Card
OnGuard Reader Mode Facility Code
OnGuard Reader Mode Locked
OnGuard Reader Mode Unlocked
. OnGuard Panel Offine
OnGuard Panel Orline
', OnGuard Panel Options Mismatch
", OnGuard Panel Cabinet Tamper
", OnGuard Panel Power Failure

OnGuard Panel Downlead Firmware
' OnGuard Alarm Panel Offline

& OnGuard Alarm Panel Online

i OnGuard Alarm Panel Options Mismatch
i OnGuard Alarm Panel Cabinet Tamper
i OnGuard Alarm Panel Power Failure
9 OnGuard Input Online

2 OnGuard Input Offine

%) OnGuard Input Triggered

w OnGuard Input Masked

' OnGuard Output Online

! OnGuard Output Offine

The map feature of the XProtect Smart Client has many capabilities, please refer to the maps section of the Smart
Client user guide.

Controllers send status information to XProtect Access to support display of tamper alarms on
those device icons. For supported controllers, a red alarm status ring appears on the icon when
it's in a tampered state. When the controller physically returns to a safe state, the alarm status
disappears from the icon.

If you want to verify the list of available device icons and statuses in your XProtect Access system follow this process:
1. Gotothe Tools menu in the XProtect Management Client and select Options.
2. Onthe Access Control Settings tab of the Options window choose to Show development property panel.
3. Close and re-open the Management Client.

4. Go to the DEV:Category Mapping tab of the XProtect Access instance.

Overlay buttons & commands

Overlay buttons are software buttons capable of being added to video panes in the Smart Client. Anything triggered by
a command, can be triggered manually by an overlay button.

1. When the Smart Client is in setup mode, there is an Overlay Buttons panel on the left side of the client.

2. Select the Access Control icon.
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= Milestone XProtect Smart Client

Views Exports

XProtect

Shortcut:

Alarms

7

- RYFEPHSHTX3AEIR
1 Access monitor
Carousel
[+] Hotspot
£ HTML page
[ Image
1] Map
W= Matrix
240 Smart map

Smart Wall

B Text

» [l Application

» Camera

3. Expand the Access Control icon to find all the doors and readers, panels, and the connected inputs and outputs
in the system.
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» [ Application

» & Camera
b < PTZ
b & Device
e | Door for Door #1 on Controller ld:1-Mast

Open

4. Select a command from the list and drag it onto the view pane.

L] Application

% Camera

+ PTZ

& Device
1 Access control

4 |} Door for Door #1 on Controller Id:1-Mast

» ! Door for Doar #1 on Controller Id:2-Mast

5. The output commands include activate and deactivate. Once the button is visible on a camera view pane, and
the Smart Client is in setup mode, it is possible to re-size, move, and rename the overlay button.

Search Alarm Manager @ | Incidents Access Control System Monitor es021em Ha & 3

XProtect «  North v B & Setup

B Views ~ | Canon VB-M40 (192.168.101.64) - Camera 1

™ Cameras

<& RYFEPHBHTIGAEIB

# MIP plug-ins

PLAYBACK | LIVE

Alarm acknowledgment explained

Alarm status between XProtect and OnGuard is shared. When alarms change state in XProtect that state is shared with
OnGuard. Alarm status is shared in the opposite direction as well - from OnGuard to XProtect.
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Alarm states in XProtect and OnGuard are not the same. In XProtect alarms can be new, in progress, on hold, or
closed. In OnGuard alarms are new, in progress, or acknowledged.

OnGuard Alarm Status XProtect Alarm Status
e NEW ¢ NEW
« INPROGRESS * INPROGRESS
e ONHOLD
* ACKNOWLEDGED e CLOSED

There are improvements to how alarms change state in the integration.

» Acknowledging an alarm in XProtectchanges the alarm state to in progress both in XProtect and in OnGuard.

Alarms  New (filfer applied] v Clear filter

! Time Prionty Level | State Level State Name  Message

(=

Acknowledge

Set on hold

Close

Edit

Disable all new alarms

Print

¢ In XProtect alarms can change from closed to other states by editing the alarm. This isn't allowed in OnGuard.
Acknowledged alarms are no longer available to change in OnGuard. If users continue to change the state of a
closed/acknowledged alarm in XProtect these changes are not communicated to OnGuard.
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@ 2 OnGuard Access Denied (access_denied_1_63) - testdoor - [m] *

68.101.64) - Camera 1

I 5:16:19.003PM » 1

Camera: Canon VBE-M40 (192.168.101.64) - Camera 1 Go to Alarm Time:

Instructions Assigned to: Administrator (custdeviadmn
State: 4: In progress -
= 1: New

ogress
9: On hold
1D: 11: Closed

Category:

Source: testdoor
Alarm: Access Denied
Message: OnGuard Acce:
Activities Type: b=
Time  Acthaty Rule: Alarm Definition
5:16 PM Initial priority: 1: High Location:
5:19 PM State changed to: 4: In progress Administrator (custd:
\administrator) Tag
5:19 PM Assigned to: Administrator (custdeviadministrator) Adm (¢ Vendor
‘admi )
Object:

* Alarms in XProtect can return to the new state from any other state, if the alarm is edited. This isn't allowed in
OnGuard. If a user changes an alarm state to new in XProtect from any other state, that change is not made in
OnGuard.

» Although it's possible in XProtect to change a new alarm directly to on hold, this change does not take place in
OnGuard integrated systems, the activity is not even logged in OnGuard. If an alarm is moved to on hold in
XProtect and it should be moved back to in progress, edit the status in XProtect and it will be reflected in
OnGuard.

¢ Once an alarmis in progress in OnGuard it can be "updated" with notes, however its status in XProtect will
remain in progress, until it is acknowledged/closed. Status changes made in XProtect from in progress to on
hold do not impact the status in OnGuard.

It's possible to change the alarm acknowledgment behavior of the integration to match previous
versions (older than 4.2). How to make this change, and what this behavior means is
documented here: Changing alarm acknowledgment behavior on page 82.

Acknowledge alarms in XProtect

In XProtectoperators perform alarm acknowledgment and other alarm status change operations from the XProtect
Smart Client.

80 | Smart Client Features



Manual | XProtect Access for OnGuard

1. Inthe Alarm Manager workspace, or any alarm list view item in the Smart Client, right-click an alarm.

2. Select a new status for the alarm from the shortcut menu.

3. Alarm status synchronizes as much as possible between XProtect and OnGuard.

Learn more about how the integration handles alarm acknowledgment here: Alarm
acknowledgment explained on page 78.

Checking alarm acknowledgment status in OnGuard

When alarms are acknowledged in OnGuard, the alarm is closed, and the associated alarm is also closed in XProtect. If
the alarm is acknowledged within XProtect it changes state to in progress both in XProtectand in OnGuard. The status
of the alarm in OnGuard changes to reflect the status in XProtect as much as possible. Learn more about how the
integration handles alarm acknowledgment here: Alarm acknowledgment explained on page 78.

1. Verify state changes of alarms in the OnGuard system in real time by opening the Alarm Monitoring app from
the Start menu.

2. Ifitisn't automatically opened, click the View Alarms icon to open the Main Alarm Monitor window.

3. Status of OnGuard alarms are displayed in this window in real time.

B tarrm Menitoring - ¥ian Beckett o
OnGuard €.0 [ B D% Yeu Do fonie Copi Cptions findew b
I ot BUE-oes v L-0Re
ACLU Hardware Installation Guide Lo = E"
5 Tme/Tte o Device [ Card Prioety
Advanced Installation Arnckd Termensscr (400 150
i W
Alarm Monitoring o =
150
Hene 200
Alarn q User Guide Hane bt
Alternative Reader Wiring Guide
Area Access Manager
Area Access Manager User Guide
o € m 9 _
crra: Teme/Dute (Descending] Pendng: 0 Tt 7 i

4. Rightclick an alarm in this window to acknowledge the alarm.
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1. To view a report of all closed alarms, open the View menu.
2. Select the Reports option.

3. Inthe Alarm Acknowledgement Reports tab choose a time range and export a report of
all acknowledged alarms in the OnGuard system.

2 Alarm Monitaring - Xtian Beckett
E-drhfv
it
Asset Infe
System Status »
Device Groups

eDate Controller Device Input/ Output Card Priority

DG Bending Alarms Reget Corfigurntion  Pisader Flepods  Mom Panel Reports  Arsa Repots.  Date, Time Repats B-ulsal Ham Acknawledgment Rlepoty |(-PHM Raceiver Acol * | *
b4 Video Verification
P 'm : Tyveis) | | e
* Cardholder Verfication
QG e EM - e Feeot ==
8 Vidgo Mositoring | A Ackrowledgments by Defiribion  Aam Acknowiedgments. Date Ferby.  Panel -
Priam A | A Ackrrwiedgments. by Opertor  Aarm Acknowledgments. Date| .
Aaem A byFanel  Mam Ackowledgments. Dote| | panel Segment
cerver fccourt Mam Acthay Mam Acknowledgments. UL 1| | gy 20 e Defauit Segment
& 10TERS Default Segment

R 4420 REAL PANEL Default Segment
R Event Generator Segrent]
3| | EmFakeld2)-Segment] Segment!
T Faketi2l-Segment?  Segment?
RLNL-2220Demo Kit  Default Segment
= Panel 500 Default Segment

<
I Dt/ Tirmee Fiter

Today
Sot; [ Mondsy  Februony 8,201

End: ||:| Mondsy . Febuay 8202
[ Apply start and end tme 10 ach day

[ Pirt Preview | | Hep. | [JUse schivedicand: Chae

Changing alarm acknowledgment behavior

Edit the PluginSettings.json file to change the behavior of the alarm acknowledgment between OnGuardand XProtect.
The section of the .json file to edit looks like this:

"AlarmAcknowledgmentSettings": {

/*Set this property to 'true' if you want to use the pre-4.2 sync behavior where only

the acknowledged/closed alarm states are synchronized.*/

"OnlySynchronizeAlarmClosed": false

Change the false to true, save the file and restart the services.
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In older versions of the integration alarm status between XProtect and OnGuardwas shared in a
limited way. When alarms were closed in XProtect that state was shared with OnGuard. In the
OnGuard system the same alarm would be acknowledged. Alarm status was shared in the
opposite direction as well - from OnGuard to XProtect.

Possible alarm states in XProtect and OnGuard weren't the same. In XProtect alarms could be
new, acknowledged, set on hold, or closed. In OnGuard alarms were either active or
acknowledged. For the XProtect AccessOnGuard integration, acknowledged alarms in
OnGuard were the same as closed alarms in XProtect. All other alarm states in XProtect were
active alarms in OnGuard.

OnGuard Alarm Status XProtect Alarm Status
« NEW
+ ACKNOWLEDGED >IN
« ACTIVE
PROGRESS
* ONHOLD
+ ACKNOWLEDGED e CLOSED

When alarms were acknowledged in OnGuard, the alarm was closed, and the associated alarm
was also closed in XProtect. If the alarm was acknowledged within XProtect it would not change
status in OnGuard. The status of the alarm in OnGuard would change when the alarm was
closed in XProtect.

Smart Client access control options

1. Inthe upper right corner of the Smart Client is the Settings and more menu.

61545 AM & :.

Settings and more

Click this icon and choose the Settings option to enter the Smart Client Settings window.

2. Select the Access Control menu in the Settings window.
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& Settings - ] ®

Application

5 request notifications

Tirnedine

Export

Smart map
Search
Joystick

Keyboard

Marm Manager

3. Choose to show or block access request notifications in the Smart Client.
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Mobile Client

XProtect Mobile application

XProtect Mobile is a mobile device app that connects to your VMS system. The XProtect Access OnGuard integration
adds capability to XProtect Mobile. Using XProtect Mobile it's possible to receive a push notification from the access
control system, view live video related to the notification, and open the door - all remotely from the app.

Using the access control tab in XProtect Mobile

1. Log into the VMS with XProtect Mobile. By default the Views tab appears.

2. Select the Access Control tab. The Access Control tab shows the list of doors available.

<  push onngd

VIEWS INVESTIGATIONS  ALARMS  ACTIONS  ACCESS CONTROL

i

Deor for Top Secret RED Rm

3. Filter for specific doors or select a door to view cameras associated to that door or interact with commands
available for the selected door.

<  Door for Top Secret R&D Rm
Axig Door 5 (AB105-E) . o

4. Swipe to switch between cameras when more than one camera is associated to the door.
5. Switch between Doors, Events, and Access Requests.

6. Select an event from the event list to view still images associated to the event and playback video related to the

event.
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545 9 B

<  OnGuard Door Forced Open

Top Secret RED Rm

b

| s
L e

7. Filter the event list to find specific types of events.
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Filter events

[ [uncategorized)
[[] access controller
[ Access denied
L] Access granted
] Aceess request
AR
] Door Error
] Error
[J onGuard Access Denied
] OnGuard Access Granted
) OnGuard Area APB
L) OnGuard Asset

] OnGuard Biometric

[] onGuard Burglary
(] onGuard C00
1 OnGuard Dinitize

Access requests are visible if the Smart Client profile assigned to the role of the current user
can view access requests.

87 | Mobile Client



Manual | XProtect Access for OnGuard

Service Tray Ilcon

Service tray icon (explained)

The OnGuard XProtect Access Service, that runs on the OnGuard server has a service tray icon with a shortcut menu
used for viewing status of the service, managing certificates, launching the log viewer, and starting and stopping the
service. Right-click the OnGuard XProtect Access Service service tray icon to view the shortcut menu.

OnGuard XProtect Access
Version: 4,

Status: Running

Select Certificate...

Start service

Stop service

Restart service

View logs...

Exit

Using the Select Certificate menu

1. From the server hosting the OnGuard XProtect Access Service right-click the service tray icon for the OnGuard
XProtect Access Serviceand choose the Select Certificate...option.

2. This opens the Select Certificate dialog. Initially, the Use default self signed certificate option is selected.

Select Certificate X

Encryption Options

A certificate is needed for communication encryption (HTTP/S5L).
Please choose one of the options below.

) Use default self signed certificate (less secure)

® Use certificate from the list below:

WS 551 Certificate v

Certificate properties...

Ok Cancel
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3. The option is also available to choose any other certificate. Choose the Use certificate from the list below
option to select any certificate from the local machine's personal certificate store.

If there are no certificates available in the list, please refer to Secure communications explained
on page 22 and read about creating compatible certificates.

4. The Certificate properties... button launches a properties menu for the chosen certificate.

Using the log viewer application

When upgrading the integration to 4.2, all log levels configured in a non-default level of detail
(not Info) are reset to "Info" after the upgrade. Please confirm and reconfigure the log level to
the desired setting after the upgrade is complete.

1. Choose the View logs option from the shortcut menu of the service tray icon to launch the log viewer.

*

OnGuard XProtect Access Logs .

M

Select the log you want to open.

Logs List

XPA Translator - Event Manager Events Logs
XPA Translator - Event Manager Logs
XPA Translator - State Manager Logs
XPA Translator - Backward Compatibility Manager Logs
XPA Translator - Main Logs
Open Access - Client Logs
Main Logs

| About || Color Configuration H Apply || Open Log File... |

2. Allavailable log files are in the Logs List. Adjust the detail level of the log using the list to the left of the Open
button. Once you have chosen the level of detail click the Apply button to change the log level. The success
dialog window pops up when the change is applied.
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The available log levels are Trace, Debug, Info (default), Warn, Error, and Fatal. Trace shows
the highest level of detail, Fatal shows the least amount of detail.

3. Click the Open button to launch a new window used to search through the individual log file.

’ VideoOS.0nGuard.XPA.Service-MJT-LNLS2 json A -

G ] o,
~

— |

Filter Options
Info

Debug
Trace 6
Warn
Error

Fatal

[0 word wrrap
Auto scroll 7

Load Progress

* Type in the text field at the top of the menu and hit enter or click the magnifying glass icon to start a text search.

Use the First, Prev, Next, and Last buttons in the top right to navigate the search results.

* The Clear Screen button empties the main text display window, and the Reload button resets the current log

file after a search. If the log file is large and takes time to load, the Load Progress graph at the bottom left

displays the status of the load operation.

» Use the Filter Options menu to choose which types of log messages to display.

e The Word Wrap and Auto scroll options control the appearance and real-time behavior of the main text display

window.

4. Click the Open Log File... button to launch a file explorer menu set to the local log file location.

The default location of the log files is
C:\ProgramData\VideoOS\VideoOS.OnGuard.XPA.Service\logs

5. Click the About button for version information and online access to Milestone support resources.

6. Click the Color Configuration button to open the Color Configuration menu to create a custom color scheme
for the log reader. Custom color schemes are saved, exported, and imported with this menu. The Default button

removes any customized configurations and applies the default settings.
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4 Video0S.0nGuard XPA Service-MIT-LNLSZ.json =
[ Clesr screen | 3
Filter Options
i Info
[ Debug
[ Trace 0/26/2022 8:04:31 AM Info Adding HTTP Url ACL registration for https
£ warn @ Color Configuration
[ Error
O] word wrap Debug [This is = sample text... | [ Fore color | [ Backcolor |
1 Auto scroll Trace |Th is @ sample text. ‘ ‘ Fore Color H Back Color ‘
o v S
Error [This is = sample text | [ Fore coler | [ Bsckcolor |
Fatal [This is = sample text. | [ Fore color || Backcolor |
Selected line  [This is @ sample text | [ Fore color | [ aackcolor |

search

Selected Search

Backgound

‘ Default H Export H Import H Save H Cancel
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Plugin Settings File

Working with the PluginSettings.json configuration file

The OnGuard XProtect Access Integration uses a .json file to control the configuration options for cardholder and visitor
search, and alarm acknowledgment. This PluginSettings.json file is on the OnGuard server or the host of the OnGuard
XProtect Access Service. The file location should be:

¢ C:\ProgramData\VideoOS\VideoOS.OnGuard.XPA.Service\Translators\OnGuard\PluginSettings.json

Edit this file to change the data displayed for cardholders in the Smart Client, and change the display order for
cardholder names. For example, the first name, middle name, and last name can appear in any order. It's also possible
to change the data displayed for visitors. Lastly, the PluginSettings.json file can enable or disable the default alarm
acknowledgment behavior.

After editing and saving the .json file, changes take effect after the next restart of the OnGuard XProtect Access Service
and the XProtect Event Server. Follow this process to edit the file:

1. Complete the first cardholder search or receive the first access control event
2. json file is created with the default configuration.

3. Editthe .json file to meet the new requirements.

4. Restart the OnGuard XProtect Access Service.

5. Restart the XProtect Event Server

Upgrades from older versions of the OnGuard XProtect Access integration to version 4.2 may
not automatically receive a fully detailed PluginSettings.json file. Delete the file, restart the
OnGuard XProtect Access Service, send an event or perform a cardholder search.
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Known Issues

Limitations

¢ OnGuard doesn’t model doors; instead it models readers. But XProtect Access requires doors. The OnGuard
plugin creates virtual doors based on reader properties (i.e. panel id, panel address, reader number, etc). The
virtual door names are taken from the first reader that has a non-empty display name. If that reader is named
“reader 17, that's what the door is named. This may not be intuitive when viewed in the XProtect Management
Client or Smart Client applications’ hardware hierarchy

» The XProtect Access instance in the Management Client can fail to load after the Event Server starts or is
restarted if the OnGuard XProtect Access Service on the OnGuard server isn't started and running. Symptoms
of this issue include:

« Existing XProtect Access instance disappears from Management Client
¢ Creation of new XProtect Access instance is not allowed

* NullReferenceException log entries appear in the Event Server log file
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Troubleshooting Guide

OnGuard loses communication with access control hardware

Communication can fail for the following reasons:

1. Firewall blocking traffic.
2. The OnGuard LS Communication Server service isn't running or needs a restart.

3. The OnGuard LS Web Service service isn't running or needs a restart.

Integration version downgrades

Here is the process required to uninstall the 4.2 version of the plugin.

1. Gotothe Programs and Features menu on the Milestone server. Uninstall the Milestone OnGuard XProtect
Access program.

[ Programs and Features
« © 4 [ > Control Panel > All Control Panelftems > Programs and Features v|@| | searchPrograr
Control Panel Home Uninstall or change a program
View installed updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
& Tumn Windows features on or
off Organize =  Uninstall  Change  Repair
Install 2 program from the ~
network Name Bublisher Installed On ~ Size Version
[E Microsoft Visual C++ 2010 x64 Redistributable - 1...  Microsoft Corporation 722/2019 261MB 10040219
[E] Microsoft Visual C++ 2010 xE6 Redistributable - 1... Microsoft Corporation 72202019 T73MB 10040219
M Co+ 2013 Redistributable (¢64) - . ©14/2020 205MB 120210051
++ 2013 Redh &14/2020 7AMB 120210051
-+ 2015 Redh e i 8/14/2020 24MB 140230260
18 Microsoft Visual C++ 2015 Redistributable (c36) -.. Microsoft Corporation 8/12/2020 18EMB 140230260
v Microsoft Visual Studio 2015 Shell (lsolated) Microsoft Corporation 10/26/2020 134MB 1402310710
] Microsoft Visual Studio Tools for Applications 2015 Microsoft Corporation &14/2020 16TMB 14023829
o Microsoft Visual Studia Toals for Applications 201... Microsoft Corporation &/14/2020 S2.0KE 1402310720
[ Microsoft VSS Writer for SQL Server 2016 Microsoft Corporation 772272019 626MB131.4001.0
A4 Milestone OnGuard ¥Protect Access Milestone System inc. 11/29/2021 ADEME LTI
@ Milestone Open Network Bridge Wilestone Systems A/S 11/9/2020 64MB 2031
@ Milestone XProtect VMS 2020 RS Milestone Systems A/S 12/17/2020 129MB 2031
@ Milestone XProtect VMS Device Pack 11.1c Milestone Systems A/S 11/12/2020 12068 111334
& Notepad-+ (32-bit x68) Notepad-++ Team 5/15/2020 816MB 7.7
s SnakeTail 64-bit v19.40 SnakeNest.com or19/2018 155MB 1940
@ XProtectToolkit XProtectToolkit 11/18/2021 10077
’ Milestone Systems Inc. Product version: 4.1 Support link: _ ttp://www.milestone.. Size: - 40.8 MB
Help link:

2. Go to the Program and Features menu on the OnGuard server. Uninstall the Milestone OnGuard XProtect
Access component

3. Download the old version of the integration.
4. Onthe OnGuard server: re-install the OnGuard XProtect Access Service.
5. Onthe Milestone server: re-install the OnGuard XProtect Access MipPlugin.

6. Open the XProtect Management Client. Reconfigure any connection properties in the General Settings tab of
the XProtect Access instance as needed. Save the settings. Refresh the configuration of the XProtect Access
instance.
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XProtect 2021 R1 and R2 shows no error if OpenAccess - password is
incorrect.

When running XProtect VMS 2021 R1 or 2021 R2, if a change to the configuration on any XProtect Access integration
in the General Settings tab is saved, the system prompts for a password. This is the password for the account that
authenticates between XProtect and the integrated access control system. If the wrong password is provided, there is
no error or warning displayed and the integration is broken, without any warning, until the password is changed again to
the correct one.

This issue can occur during every XProtect Management Client session when the XProtect Access system
configuration changes. When any information or setting controlled within the XProtect Access integration section of the
Management Client is changed and saved, the system asks for a password.

Access Control + B JJAccess Control Information

=42 Access Control
) test

Enter current password X

Selecting Enter will also save the current access control
configuration.

OpenAccess - Password:

To verify the correct settings are in place for the password and all other parameters controlling the connection between
integrated access control systems and the XProtect Event Server, use the Refresh Configuration feature each time
after entering the password, and each time the settings on the General Settings page change. If the connection breaks
because the password is wrong, then the refresh configuration process produces an error.
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Bccess Control + & JAccess Contral Information

2] Access Control
----- £ test General settings

Enable:

MName: test

Description

Intsgration plug] ® Update Cenfiguration X
Last configuratig
Update Configuration
Operatorlogin®§  Cgllecting configuration data...

XProtect Access I EEEEEEm——
XProtect Access

Unable to receive cenfiguration from the access control system. Error message:
OpenAccess-H Login Failed!

OpenAccess-P| | OnGuard Response: [Unauthorized] Failed to retrieve SID for provided
e — credentials.

Openficcess -7
Openficcess - [f
Options - OnGu
Options - Disablh
Options - States|
Options - [Lega
Options - [Lega
Options - Enabl

Apply

Access control rules stop working after upgrade to 4.0 or newer.

In versions 4.0 and newer of the XProtect Access LenelS2 OnGuard integration doors can't be a source for access
control events or event categories in the XProtect VMS rule system. For existing rules to continue to function, and for
new rules, readers must be the source for all events. To fix broken rules after a system upgrade, the source door
objects must be replaced by the associated reader objects. Edit the existing rules, remove the doors as the source and
replace them with readers. Below is the process to perform this change.

1. Find all access control related rules in the XProtect Rules menu. Right-click each individual rule, and select Edit
Rule... from the shortcut menu.

-~ B
PTZ is don
uest Rule
rk Rule
Rule
t Rule
Rename Rule F2 t Notific
®) CopyRule.. ule
Validate Rule Rule
Validate All Rules
/& Refresh FS

2. Click the door hardware object used as the source of the event.
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Manage Rule - ] X
Name: cess Denied Recording
Description:
Active:
Step 3: Actions
Select actions to perform
[A Start recording on <devices> ~
[] Start feed on <devices>

] Set <Smart \Wall> to <preset>

[] Set <Smart \Wall> <monitor> to show <cameras>

[[] Set <Smart \Wall> <monitor> to show text '<message>'

[] Remove <cameras> from <Smart \Wall> monitor <monitor>

[[] Set live frame rate on <devices>

[[] Set recording frame rate on <devices>

[[] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>

[ Stert patrolling on <device> using <profile> with PTZ <priority> v

Edit the rule description (click an underlined item)
Pe . s Contro

from Doorfor 1 - HID OSDP Reader |

StATTECOTOny o 29 Network Camera (192.168.101.65) - Camera 1, Canon VB-M40 (192.168.1

[Perform action 30 seconds after

stop recording immediately

< >
Help Cancel < Back Next > Finish

3. The Select Sources window opens. Expand the source directory to identify the door hardware object(s)
matching the Selected hardware objects. Associated to that door hardware object are one or more reader
hardware objects.

4. Choose the correct reader associated to the door for this rule.

Select Sources X
Sources: Selected:
© Sources [l Door for 1- HID OSDP Reader
B3 Systems [+ units]
B3 4.0 [+ units)

BE3) 2020R3 - 101.82 [+ units]
EH 2210 panel [+ units]

B Event Generator [+ units]
@ From 101.77 RS [+ units]

EE9 LNL-2200 Demo Kit [+ units] Add »
563 Door for 1- HID OSDP Reade
&3 1- HID OSDP Reader [+ 4 Remove

® 3 Output 1for 1-HID O
511 HID OSOP Reader |
) Door for 1- HID OSOP Re
@ g Door for 2 - Lenel OpenProx [
#c= Door for 3 - MIFARE Readed
@1 KC Alarm Panel [+ units]
Il LNL-2200 Demo Kit

o]0 comel

5. Select the reader hardware object from the directory and click the Add button.

6. Select the door hardware object from the Selected list, and click the Remove button.
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Select Sources X
Sources: Selected:
& Sources [l [T HID OSOP Reader
& Systems [+ units]
B65 4.0 [+ units]

EHE) 2020R3 - 101.82 [+ units]
# 2210 panel [+ units]

@) Event Generator [+ units]
B+ From 101.77 RS [+ units]

EHES LNL-2200 Demo Kit [+ units] Add »
& Door for 1- HID OSDP Reade
=5 1-HID OSDP Reader [+ 4 Remove

@) Output 1for 1-HIDO
& 1-HID OSDP Reader
[ Door for 1- HID OSDF Re
B ) Door for 2 - Lenel OpenProx [
# Door for 3 - MiFARE Readed
@2y KC Alarm Panel [+ units]
[ LNL-2200 Demo Kit

7. Finish editing the rule.

8. Perform this same process for all access control related rules in the XProtect VMS. Check the rules by selecting
a rule and verifying the hardware object used as the source.

[Rules ~ 7 J|Rule Information

Name
Default Goto Preset when PTZ is don Access Denied Recording
Default Play Audio on Reguest Rule
i=| Default Record on Bookmark Rule Description:
[i=] Default Record on Motion Rule

5] Default Record on Request Rule
Default Show Access Request Notific
Default Start Audio Feed Rule
Default Start Feed Rule

|iz] Default Start Metadata Feed Rule

OnGuard XProtect Access Service: MipPlugin post-install verification

Verify the MipPlugin (located on the XProtect Event Server host machine) was installed by checking the logs, following

these steps:

1. Right-click the OnGuard XProtect Access Service tray icon, and select View logs from the shortcut menu.
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OnGuard XProtect Access
Version: 4.2,

Status: Running

Select Certificate...

Start service

Stop service

Restart service

View logs...

Exit

2. Choose to open the Main Logs from the log viewer application.

*

OnGuard XProtect Access Logs ’

4]

Select the log you want to open.

Logs List

XPA Translator - Event Manager Events Logs
XPA Translator - Event Manager Logs
XPA Translator - State Manager Logs
XPA Translator - Backward Compatibility Manager Logs
XPA Translator - Main Logs
Open Access - Client Logs Info  ~ Open

Main Logs

| About || Color Configuration H Apply || Open Log File... |

3. Verify that the following entries are in the log file:

Info 1 XPA Translator(s) found.

Info XPA Translator: 'LenelS2 OnGuard-4.2.xx.xooox' was successfully initialized.
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@ VideoOS.OnGuard.XPA Senvice-MIT-LNLS2,json

[clear screen | |

12/27/2022 6:42:59 AM Info Removing HTTP Url ACL regi

Filter Options 12/27/2022 6:42:59 AM Info. ling HTTP Url ACL re 43/ /
12/27/2022 6:42:59 AM Info. ded SSL certificate HASH OxEECOCO71E16702FB598836C7EOAFB705DFSBDDDA

Info 12/27/2022 6:42:59 AM Info

Debu 12/27/2022 6:42:59 AM Info VideoOS Common XPA Service Module v1.0 (c) 2013-2022

e 12/27/2022 6:42:59 AM Info.

Trace 12/27/2022 6:43:01 AM Info Server module address https://localhost:8443 /XPA/OnGuard/ACMServer
12/27/2022 6:43:01 AM Info.

warn 12/27/2022 6:43:01 AM Info 1 XPATranslator(s) found.
12/27/2022 6:43:01 AM Info XPA Translator: 'LenelS2 OnGuard-4.2. ‘was successfully initialized

Error

Fatal

[ werd Wrap

Auto scroll

Load Progress

Cardholder search data fields are missing, or out of order

The OnGuard XProtect Access Integration uses a default list of cardholder data fields when searching for cardholders.
Edit the PluginSettings.jsonfile to change which data is available, and the order of the cardholder name fields.

The default list of cardholder data fields:

.JSON file data field text = Description

LASTNAME Cardholders last name

FIRSTNAME Cardholders first name

MIDNAME Cardholders middle name

ADDR1 Street address on file for cardholder

CITY City on file for cardholder

ZIP Zip code or postal code on file for cardholder
PHONE Phone number on file for cardholder
OPHONE Additional phone number on file for cardholder

Editthe listin this .json file to add new data fields, remove existing data fields and change the order of the datafields.
"CardholderSearchFields" defines the data types available, and "CardholderDisplayName" sets the order of data
display. Ifthelistin the .json file is empty, then the complete range of search-able fields is used. The file location should be:

¢ C:\ProgramData\VideoOS\VideoOS.OnGuard.XPA.Service\Translators\OnGuard\PluginSettings.json
The section of the .json file to edit in order to change the cardholder settings looks like this:

“CredentialHolderSettings”: {
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/*The Onguard Cardholder fields used when searching for Credential Holders in

XProtect. Leave empty to use all available searchable string fields in OnGuard.*/
“CardholderSearchFields”: {
“LASTNAME”,
“FIRSTNAME”,
“MIDNAME”,
“ADDR1”,
SEITYZ ,
“zI1p”,
“PHONE”,
“OPHONE"”
}

/*The Onguard Cardholder display name field is for changing the cardholder display
name. Available fields are FIRSTNAME, MIDNAME, LASTNAME, and any additional Card

Holder properties.*/,
"CardholderDisplayName": {
"FIRSTNAME",
"MIDNAME",

"LASTNAME",

After editing and saving the .json file, changes take effect after the next restart of the OnGuard XProtect Access Service
and the XProtect Event Server.

Upgrades from previous versions of the OnGuardXProtect Access integration to version 4.2
may not automatically receive a fully detailed PluginSettings.json file. If the .json file is not
available, it can be recreated with the default search fields and display names the next time the
OnGuard XProtect Access Service is restarted and a new search is performed. After the default
file is created, it's recommended to edit the file to obtain the correct combination of search fields
and name order for your installation.
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Not receiving cardholder or badge changes

If cardholder or badge changes aren't reflected in either the XProtect Management Client or Smart Client, verify that
software events are enabled in OnGuard.

XProtect Access integration flooding OnGuard user transaction report

Milestone’s XProtect system frequently requests status of OnGuard hardware. To get the current state of a hardware
device, the integration must update the hardware status on the parent panel, then query for the device state. A
transaction for each hardware status update/query is entered into OnGuard for the single sign-on (SSO) user.

Customers making use of OnGuard’s built-in User Transaction report from OnGuard’s Sys Admin + Reports will see
these transactions from the OnGuard XProtect Access integration under the SSO user in the report. It's not possible to
filter the User Transaction report to omit the SSO user.

Possible workarounds include:

 Install a compatible version of Crystal Reports and customize the report. However, OnGuard Technical Support,
OAAP, etc., don't support custom reports.

* Contact the OnGuard Custom Solutions group and have them create/customize the reports.

OnGuard XProtect Access instance not displayed in the XProtect
Management Client

If XProtect is unable to communicate with the OnGuard XProtect Access instance, the instance wont appear in the
Access Control section of the Management Client. This process should restore visibility:

On the Milestone server:
1. Close the Management Client and Smart Client.
2. Stop the XProtect Event Server.
On the OnGuard server:
3. Stop the OnGuard XProtect Access Service.
4. Verify the required OnGuard services are running.
» LS Event Context Provider.
e LS Message Broker.

¢ LS OpenAccess.

LS Web Event Bridge.
¢ LS Web Service.
5. Start the OnGuard XProtect Access Service

On the Milestone server:
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6. Start the XProtect Event Server and wait for it to begin running.
7. Start the Management Client.

If the instance still isn't in the Management Client, investigate the logs and contact Milestone Technical Support.

LS OpenAccess service automatically stops seconds after starting

There is a known issue with OnGuard caused by an Active Directory account logging into the OpenAccess service after
it starts, which can cause OpenAccess to crash. The OnGuard XProtect Access Service tries to log into OpenAccess
when both services are running. This can trigger the crash. The recommended workaround is to switch the Single Sign-
On user to a local Windows account and adjust the services to use this same local Windows account.

For questions and information about this issue, please contact support at oaaptechnical@carrier.com. Reference
LenelS2 Bug DE40122.

I/Os connected to OSDP readers are no longer detected

This is a known issue with OnGuard 7.4 Update 1 (7.4.457.69) where 1/0Os connected to OSDP readers are not detected
in the OnGuard XProtect Access integration.

For questions and information about this issue, please contact support at oaaptechnical@carrier.com. Reference
LenelS2 Bug DE40122.

LS OpenAccess events fail in OnGuard Enterprise systems

This is a known issue with OnGuard 7.4 Update 1 (7.4.457.69) running in an Enterprise configuration. Devices don't
send events through OpenAccess to the OnGuard XProtect Access integration.

For questions and information about this issue, please contact support at oaaptechnical@carrier.com. Reference
LenelS2 Bug DE40122.

All other supportissues

For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone at 503-
350-1100.
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Version Notes
Current document version

Version Notes

4.2 Current documentation refers to integration versions 4.2 and newer.

For more information on earlier versions, check version specific documents. For version specific change details, check
release notes available with each version’s documentation.
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Appendix A | Create CA Certificate script

# Run this script once, to create a certificate that can sign multiple server SSL certificates

# Private certificate for signing other certificates (in certificate store)

$ca_certificate = New-SelfSignedCertificate -CertStoreLocation cert:\CurrentUser\My -DnsName 'VMS Certificate Authority' -KeyusageProperty All °
-KeyUsage CertSign, CRLSign, DigitalSignature -FriendlyName 'VMS CA Certificate’
-TextExtension @("2.5.29.19={critical}{text}ca=TRUE")

# Thumbprint of private certificate used for signing other certificates
Set-Content -Path "$PSScriptRoot\ca_ thumbprint.txt" -Value $ca_certificate.Thumbprint

# Public CA certificate to trust (Third-Party Root Certification Authorities)
Export-Certificate -Cert "Cert:\CurrentUser\My\$($ca_certificate.Thumbprint)" -FilePath "$PSScriptRoot\root-authority-public.cer"



Appendix B | Create Server SSL Certificate script

# Run this script once for each server for which an SSL certificate is needed.

# Certificate should be executed on the single computer where the CA certificate is located.
# The created server SSL certificate should then be moved to the server and imported in the
# certificate store there.

# After importing the certificate, allow access to the private key of the certificate for

# the service user(s) of the services that must use the certificate.

# Load CA certificate from store (thumbprint must be in ca_thumbprint.txt)

$ca_thumbprint = Get-Content -Path "$PSScriptRoot\ca_ thumbprint.txt"

$ca_certificate = (Get-ChildItem -Path cert:\CurrentUser\My\$ca_thumbprint)

# Prompt user for DNS names to include in certificate
$dnsNames = Read-Host 'DNS names for server SSL certificate (delimited by space - 1st entry is also subject of certificate)’
$dnsNamesArray = @($dnsNames -Split ' ' | foreach { $_.Trim() } | where { $_})

if ($dnsNamesArray.Length -eq 0) {
Write-Host -ForegroundColor Red 'At least one dns name should be specified'’
exit

}

$subjectName = $dnsNamesArray[Q]

$dnsEntries = ($dnsNamesArray | foreach { "DNS=$_" }) -Join '&'

# Optionally allow the user to type in a list of IP addresses to put in the certificate
$ipAddresses = Read-Host 'IP addresses for server SSL certificate (delemited by space)'’
$ipAddressesArray = @($ipAddresses -Split ' ' | foreach { $_.Trim() } | where { $_ })
if ($ipAddressesArray.Length -gt 9) {

$ipEntries = ($ipAddressesArray | foreach { "IPAddress=$ " }) -Join '&'

$dnskEntries = "$dnsEntries&$ipEntries”

# Build final dns entries string (e.g. "2.5.29.17={text}DNS=myhost&DNS=myhost.domain.com&IPAddress=10.0.0.103")
$dnsEntries = "2.5.29.17={text}$dnsEntries”

# The only required purpose of the sertificate is "Server Authentication”
$serverAuthentication = '2.5.29.37={critical}{text}1.3.6.1.5.5.7.3.1"

# Now - create the server SSL certificate
$certificate = New-SelfSignedCertificate -CertStoreLocation Cert:\CurrentUser\My -Subject $subjectName -Signer $ca_certificate °
-FriendlyName 'VMS SSL Certificate' -TextExtension @($dnsEntries, $serverAuthentication)

# Export certificate to disk - protect with a password
$password = Read-Host -AsSecureString "Server SSL certificate password"
Export-PfxCertificate -Cert "Cert:\CurrentUser\My\$($certificate.Thumbprint)" -FilePath "$PSScriptRoot\$subjectName.pfx" -Password $password

# Delete the server SSL certificate from the local certificate store
$certificate | Remove-Item



helpfeedback@milestone.dk

About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps the
world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems enables an
open platform community that drives collaboration and innovation in the development and use of network video
technology, with reliable and scalable solutions that are proven in more than 150,000 sites worldwide. Founded in
1998, Milestone Systems is a stand-alone company in the Canon Group. For more information, visit
https://www.milestonesys.com/.
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